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1. Scope
This document describes the Zadara Storage Cloud release notes.
Section 3 describes new functionality and list of changes per release.
Section 4 lists limitations and known issues
2. Revision History
Date Revision Released packages Description
August 2018 1 VPSA image: 18.07-92 18.07 GA
SN package: 18.07-92
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October 2018 2 VPSA image: 18.07-104 Maintenance Release
SN package: 18.07-104

October 2018 3 VPSA image: 18.07-116 Maintenance Release
SN package: 18.07-116
November 2018 | 4 VPSA image: 18.07-122 Maintenance Release

SN package: 18.07-122

3. New Functionality and change list

Release 18.07 is an enhancement to previous release 17.11 with some scalability, security, and
usability improvements, new features and fixes to issues that were found in 17.11.

What's New in Zadara Storage Cloud

New Provisioning Portal
New Zadara Provisioning Portal was introduced with modern look and improved functionality.

Create New VPSA® Storage Array Your Configuration
Name And Region Engine and Drives Advanced Services Review MyVirtualArray1
VPSA Name *
MyVirtualArray1 US_WEST

VPSA Description
Fortesting err:osesl

Cloud Provider

) Google Cloud aws

HOSTING

n openstack || g Taiwan Mobile () rackspace.
| |

Select region

US_WEST v

User Guides

Updated versions of VPSA Storage Array User Guide and VPSA Object Storage User Guide
are available http://guides.zadarastorage.com in HTML format. Users can also download a
PDF file.

Zadara Storage Confidential Page 3



http://guides.zadarastorage.com/
http://guides.zadarastorage.com/

What's New in VPSA Storage Array

Dual Factor Authentication

To improve security, VPSA admins can use dual factor authentication method to login to the
VPSA. A temporary code, provided by an authenticator application (such as Google
Authenticator) is necessary to login to the VPSA GUI.

Dashboard
VPSA Dashboard is the new landing page, every time the GUI opens. It gives the overall
state of the VPSA (System Health, Capacity and Performance) at a glance.
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Performance Monitor
This new VPSA Performance Monitor tool allows you to check and monitor the behavior of
each element that can affect the overall storage performance, from the single drive to the

whole VPSA system and the Servers attached to it. An excelent tool to troubleshoot

performance issues, and locate bottlenecks.
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Anti-Virus Protection
The Zadara VPSA provides Anti-Virus protection to file shares with its integrated McAfee
Anti-Virus engine. The Anti-Virus protection service is completely automatic and very easy

to use.
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Automatic Pool Creation

By default, at VPSA creation time, RAID-10 Pools are automatically created. One Pool per
each drives type selected. This saves the need to define RAID Groups and create Pools, and
make the onboarding process simpler and easier.

VMWare Native iSER Driver Certification

VPSA Storage Array is certified by VMware for EXSi 6.7 using VMWare's native driver for
iSCSI over RDMA. See:
https://www.vmware.com/resources/compatibility/detail.php?deviceCategory=san&productid=39

792&releaseid=369&deviceCategory=san&details=1&partner=598&isSVA=0&page=1&display i
nterval=10&sortColumn=Partner&sortOrder=Asc

What's New in VPSA Object Storage

Availability Zones
The availability zones concept follows several basic guidelines:
i Entities called “Object Storage Availability Zones” are manually populated with
cloud SNs
9 Object Storage VCs are created in “VC-Sets” according to the desired policy
protection type. Each VCin a Set is created in a different Availability Zone.
9 Drives are added in sets as well.
9 Drives are allocated only to VCs within the same Availability Zone.
Dual Factor Authentication
To improve security, Object Storage admins can use dual factor authentication method to
login. A temporary code, provided by an authenticator application (such as Google
Authenticator) is necessary to login to the Object Storage GUI.

Erasure Coding

In addition to the existing data protection methods of 2-way replication (50% utilization)
and 3-way replication (33% utilization), Zadara Object Storage now supports Erasure coding
that provides protection from double failures at 66% capacity utilization.

Encryption
Encryption is now supported at the container level. Encryption is activated by providing the
user's password for encryption keys.
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Lifecycle Management
It is now possible to set expiration period to objects at creation time, and the objects are
automatically removed when the time comes.

Minimal Configuration

A 2-way-protection policy
1 Requires minimum of 2 VCs on 2 SNs, each one in different availability zone.
f Can be created with minimum of 4 drives.

A 3-way-protection policy
1 Requires minimum of 3 VCs on 3 SNs, each one in different availability zone.
f Can be created with minimum of 6 drives.

A 4+2-Erasure Coding protection
1 Requires minimum of 3 VCs on 3 SNs, each one in different availability zone.
f Can be created with minimum of 6 drives.

Note: Demo Object Storage is no longer supported.

Major Changes & Bug Fixes in 18.07 Build 122

# | Component Description
12793 | VPSA Object Storage | Object Storage upgrade from 17.11 to 18.07 is now supported.
13609, Lock screen on session timeout. Re-login is required

13250 Provisioning Portal

13727 | Provisioning Portal | Fixed an issue in billing where "restore" price was zero

Fixed an issue in which deleted VPSA was removed from the

13728 | Provisioning Portal 1
rOVISIONING FOrtaT | provisioning Portal billing

Fixed a very rate corner case in which disabling Cache resulted

13740 | VPSA St A . .
OraBe AITAY | in Pool corruption due an overloaded VPSA.

13741 | Provisioning Portal | Admin can now edit VPSA name and description of other users
13749 | Provisioning Portal | Fixed the unlock user link in the account lock email

Fixed a regression issue of release 18.07-116 where if there
13768 | VPSA Storage Array | are no zeros in the source Volume, the mirroring job may get
stuck in "syncing"” mode forever

Major Changes & Bug Fixes in 18.07 Build 116

#| Component Description

Fixed an issue in which Mirroring of NAS share using WAN
Optimization might results in a corrupted destination. This will
happen in rare cases where the file system writes block of
zeroes, that is not replicated by the mirror job.

After upgrading the source VPSA the mirror will correct the
potential data corruption on destination. This correction is
done

only once post source VPSA upgrade.

13459 | VPSA Object Storage
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13486

Provisioning Portal

Last name of two words is now allowed in user registration

13507

Provisioning Portal

Cloud name was added to the new user registration email

13544

Provisioning Portal

Fixed an issue of wrong Language symbol that caused
Provisioning Portal to show error page

13550

Provisioning Portal

Fixed an issue where VPSA deletion request by Admin user is
not generated

13570

VPSA Storage Array

Fixed an issue in which AntiVirus engine is stopped following
to Pool expansion

13571

Provisioning Portal

Fixed V1 API backward compatibility issues:

1) vlan_id as an optional field in VPSA creation

2) Add missing drives in get VPSA

3) Add missing engine information in get VPSA response

4) Returns correct message when called a VPSA that doesn't
belong to the requester

13581

Provisioning Portal

Fixed a Security vulnerability where unneeded data was sent
to client side

13587

VPSA Storage Array

Fixed an issue in create_snapshaAPI to allow empty snapshot
name. Needed for VMWare SRM support.

Major Changes & Bug Fixes in 18.07 Build 104

# | Component Description
Fixed an issue in Zadara cache which may cause corruption
11501 | VPSA Obiect St while processing WRITE-SAME 10s and at the same time there
JECt STOTABE | s some other data in the cache which was not de-staged to
drive yet
11845 | Cloud Controller Zadara Cube is now supported on Google Cloud marketpalce
13378 | Provisioning Portal Fix an issue in which VPSA is created with FC support although
rovisioning Fortal | 41, g option was not checked during creation process
Fixed an issue with the API show_one_vpsa_mirror_jahat
13384 | VPSA Storage Array | returns an error "not found" when source VPSA is connected to
multiple remote VPSAs and the first remote VPSA is deleted
L Fixed an issue in which changing protection zone in the VPSA
13424 | Provisioning Portal
approval request does not work as expected
13487 | Provisionine Portal Fixed a wrong presentation of Container Sevice engine in VPSA
rovisioning Fortal | -.oation wizard
13504 | Provisioning Portal | Fixed log rotation and collection of zsnap's
13514 | VPSA Object Storage Fixed an issue in which objects are stuck in deleting state when
there are many concurrent deletions
13518 | Provisioning Portal | 2 letters country codes are used
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Major Changes & Bug Fixes in 18.07 Build 92

#| Component Description
[t is, now, possible to create a pool on a collection of drives,
3851 | VPSA Storage Array | avoiding the need to create RAID Groups. RAID-10 groups are
automatically created.
8784 | VPSA Object Storage | 4+2-Erasure Coding protection policy is now supported
9847 | VPSA Object Storage | AWS V4 Signature support was added
10751 | VPSA Storage Array It is now possible to l.<eep AD configuration upon leave the AD,
for future re-connection
11277 | Storage Node F1?<ed a problem of St(?rage Node that could not reboot with
with more than 52 drives
11367 | VPSA Storage Array It is, now, possible Fo cha.nge/remove Public IP while there are
active Backup or Mirror jobs
11401 | Command Center Command C.enter, now, allows VPSA Software upgrade and
Change Engine at the same time
11408 | VPSA Storage Array | VMware 6.7 is now supported with native ESXi driver
11475 | VPSA Object Storage | Keystone v3 authentication is now supported
As a single account can hold containers on multiple policies,
11730 | VPSA Object Storage | the account details now show the capacity\object usage per
policy.
Object Storage VC configurations were updated:
11746 | VPSA Object Storage | Mini: 3 vCPUs, 9GB memory
Regular: 6vCPUs, 18GB memory
Create new Storage Policy is limited to:
11792 | VPSA Object Storage | 27 WaY protection: 24 drives
3-way protection: 36 drives
4+2 EC protection: 36 drives
11848 | VPSA Storage Array | An issue with replace drive delayed operation was resolved
11951 | Cloud Controller Ability was added to add CC email address on all issues sent to
Zadara ZenDesk
12003 | VPSA Storage Array A prob_]em Whlle.runnlng multiple concurrent Drives shredding
operations was fixed
12097 | VPSA Storage Array The option to create RAID-5 Groups was removed. RAID-10
and RAID-6 are supported
VPSA Admin can Control privileged access to the VPSA Virtual
12360 | VPSA Storage Array | Controllers by Zadara certified support engineer in emergency
cases. VPSA Admin gets notification in case of such access
Permissions issue while uploading large, multi-part Objects
12382 | VPSA Object Storage | was resolved
Failure to create new RAID Group due to confusion of
12994 | VPSA Storage Array | Availability Zones was fixed.
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4. Known Issues and Limitations

Component

Description

455

VPSA Storage Array

VPSA GUI is not support on IE-8

542

VPSA Storage Array

Failure of both active controller and a drive at the same time may
result in a temporary failure of RAID5 group. To recover, either wait
for the drive to come back online, or issue "Force Recover" from the
VPSA GUL

661

VPSA Storage Array

Linux Server LVM limitation:

It is required to de-activate LV before issuing iSCSI logout.
Failing to do so will result in a failure to re-login to a VPSA iSCSI
Target.

867

VPSA Storage Array

Enabling IPSec may affect 10 throughput in some Windows machines

1186

VPSA Storage Array

The option to replace a drive in a 'rebuild’ state is blocked
Workaround: Replace the drive once rebuild completed

1257

VPSA Storage Array

“Server Connect” requires open-iscsi initiator on Linux-based Servers

1614

VPSA Storage Array

Servers behind a NAT are not supported (for NFS or iSCSI
connectivity).

1795

VPSA Storage Array

For a proper NFS functionality, need to run Server Connect after NFS
client is installed on the Server

2048

VPSA Storage Array

Multiple drives removal through VPSA GUI may fail if one or more of
those drives store VPSA Boot data.
Workaround: Remove the drives one by one

2273

Storage Node

When adding a first drive of a new drive type to the Zadara Cloud
(HDD, SSD or Cache SSD), you must wait 1 minute before allocating
such a drive type to a VPSA.

Please note that removing the last drive of a given drive type removes
this drive type from the Cloud.

2382

VPSA Storage Array

10 onto an NFS share may be suspended up to 2 min following a VC
failover or shutdown due to slow retry logic on the NFS client side.

2409

VPSA Storage Array

Microsoft Limitation: If you are creating a clone of a Microsoft cluster
volume/disk resource through the VPSA GUI and assign the clone to
the same cluster nodes, the disk will come online as Reserved on both
nodes. Hence, you will not be able to access the disk or add it as a new
disk resource.

Workaround: To prevent this from happening you can change the disk
id from within diskpart. Please follow the steps below:
1. Assign the clone to a non-clustered server.
2. Login to the server and online the drive through Disk
Management utility.
3. Openacommand line and type "diskpart”
4. Now follow the next diskpart commands:
DISKPART> list disk
DISKPART> select disk [type here the disk number of your
clone] DISKPART> uniqueid disk id=[type here a unique ID,
should be 8 digits]
5. Goto VPSA GUI, detach the clone from the non-clustered
servers and attach it to your clustered servers.
6. Now you can use the clone as a cluster disk resource.

2593

VPSA Storage Array

If a RAID-5 rebuild of a new or replaced Drive is aborted, when it is
resumed - it will restart from the beginning.
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VPSA GUI is presenting wrong metering values for controller’s cache

2920 | VPSA Storage Array and system if Read or Write chart are disabled
If a VPSA does not expose LUN 0 and LUN 1 (but exposes other LUNs),
3350 | VPSA Storage Array | Linux iscsiadm will not present any other VPSA LUNSs.
Windows Hosts will not present VPSA LUNs greater than 7.
4363 | ALL Moving from local license server to public license server and vice versa
is not supported
4916 | Command Center Add Drive” operation (via Command Center) can be performed only

against VPSA with software version 14.11 or newer.

Maximum 11 VCs are supported on a Storage Node with Mellanox

5033 | SN NICs
5578 | Storage Node Disk is not removed frgm SN drives list upon ejection if previously it
was moved between different slots
5639 | VPSA Storage Array | VC failover may fail if HB network is down
5851 | VPSA Storage Array 10s fr(?m Containers are not counted in Volume’s performance
metering
Customers using external Load Balancer, should upload a custom
6501 | VPSA Object Storage | certificate generated for the matching [P\domain name, or they will
get SSL warning when connecting to the ZI10S.
7051 | VPSA Object Storage | [t takes few minutes for ZIOS account capacity to update
When an account member is connected to the GUI, and the zios admin
7067 | VPSA Object Storage | switches between SSL termination on-off, the member does not see
the updated REST URL until she logged out and in again
7169 | VPSA Object Storage SSL Certificate trus.t warning when .using Public IP for Object Storage.
Customers are advised to bring their
i Account is created with no permissions when untrusted custom SSL
7616 | VPSA Object Storage - .
certificate is used
7795 | VPSA Object Storage | Setting container permissions via S3 browser is partially supported
7806 | VPSA Storage Array Can t. mirror encrypte.d volun.les from 16.05 VPSA to a remote VPSA
running 15.07 or earlier versions
8104 | VPSA Storage Array SMB File Hlsjcory snapshot cannot be deleted if Restore is in progress
or snapshot is in use
8125 | Provisioning Portal When creating VPSA 15.07 over Cloud 16.05, must set Extended cache

bar to Zero

8142

Provisioning Portal

After upgrading the cloud, the option to create new ZIOS will be
missing for few minutes...

8186

VPSA Storage Array

NAS Quota Limitations:

- Changing the default quota limit does not affect existing
users/groups

- Cannot monitor users consumption without setting quota

- User's consumption is taken in account only for her primary
group, even if the user belongs to multiple groups

- Quota limits might not be effective for users defined in trusted
domains

8377
8786

VPSA Object Storage

Some GUI functions do not work if GUI was opened via Commend
Center: ZIOS Console, Account Permissions tab

8423

VPSA Storage Array

Explicit ALUA mode is not supported in FC host connectivity

8496

VPSA Object Storage

Metadata policy expansion is not supported when the first 3 VCs are
fully populated with drives

8471

Cloud Manager

If FC HBA is removed from an SN that hosts VPSA with FC enabled, the
VC's will fail to start. All VCs of VPSAs with FC support should be
evacuated or deleted before removing the FC HBA.
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If an account is created during the first minutes after VPSA Object

8535 | VPSA Object Storage | Storage creation (while policies are in "Not Ready" state) it will have
no permissions set. Permissions will have to be set later
. When uploading a custom certificate, it is used for objects operations
8540 | VPSA Object Storage (REST API) however GUI keeps using the default certificate
When creating an account via ZIOS API, the default account
8789 | VPSA Object Storage | permissions (allow all members) is not automatically assigned to it, as
itis when the account is created via the GUL
Link failure and recovery ticket is sent only for the primary interface
8841 | Storage Node of the bebond for Case-B (back-to-back BE connection)
B2S3 uses its own mechanism to maintain its backups, do not delete
8901 | VPSA Storage Array | any of the objects stored by the B2S3 service, nor archive them to
Glacier
8915| VPSA Object Storage | Policy metering shows wrong display of GET operations
User may get a warning message which says that Destination share has
8941 VPSA Storage Array newer data than source following to break and reconnect
9087 | VPSA Storage Array | File system quotas: Import of quota CSV file does not work
User or Group hard limit inherits the value of the last updated default
9089 | VPSA Storage Array | limit of user or group in case the hard limit of the user or group is set to
0
A volume with file history enabled can't be a mirror destination. As a
9146| VPSA Storage Array | result, one cannot reconnect a mirror job in the opposite way if file
history is enabled on the original source volume.
9165| Command Center Site domain name will be lost on every CC failover in 15.07 cloud, and
omma ente on cloud upgrade from 15.07 to 16.05 or 16.05-sp1.
9248 | VPSA Object Storage | Policy/Account metering shows wrong units (B instead of TB)
9249 | VPSA Object Storage The:re is a 30 GB difference between the "used capacity" displayed in
Policy and Account
Evacuation of a VC out of an offline (down) SN is not possible. VC will
9288| VPSA Object Storage | recover once the SN is replaced and up again. Drives can be evacuated if]
required
9240 | VPSA Storage Array ﬁriock volume cannot be attached to iSCSI and FC servers at the same
9406| VPSA Object Storage Constant high CPU usage might be experienced when Object Storage is
out of space
. UTF-8 containers\objects names cannot be handled via S3 interface.
9652 | VPSA Object Storage Swift interface must be used for multi byte characters support
SMB client will continue to have access to a share after it was detached
9759| VPSA Storage Array if this share is attached to other SMB clients
When upgrading Fiber-Channel enabled SN, if SCST needs to be
9822 | Storage Node restarted, it will cause all the SN drives to go offline for a short period of]|
time
9886 | VPSA Object Storage | zios_admin account is created with no member permissions
9959 | VPSA Object Storage It takes 5 minutes to the new container\account permissions to take
effect
10075| VPSA Storage Array Can.not select a primary SMB group on NAS user creation when NFS & SMB
option are checked
10240| VPSA Storage Array NAS Project Quota - Impossible to add a directory with space to the
project
10405| VPSA Storage Array SMB Fll.e History policy cannot be detached from a volume as long as
Server is attached
10407 Command Center Command Center can't reboot a Storage Node as long as there is

CCmaster active on it
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Offline SN drives are not counted as Absent in SNs resource bar \
Zoning drive inventory

Docker containers moves to a fail state after 'restoring’ a VPSA with a
different custom network than it was created with initially

10992| Command Center

11164{ Command Center

AD authentication: AD users with post-win-2000 login name that is
11173] Command Center different from their pre-win-2000 login name, can login into Command
Center only using their pre-win-2000 login name

Creation of a container with capital letter or _ fails. capital letters
and underscore are not the valid bucket names in s3 #11494

Once enayption Password is set, it can't be changed

11494| VPSA Object Storage

11709| VPSA Object Storage

13191| VPSA Object Storagd There is a limit of 45 million objects in a single container
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