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OVER 3 BILLION RECORDS WERE 
EXPOSED DUE TO BREACHES 
Cybersecurity is a hot topic these days, affecting more than 3.6 billion 
Internet users worldwide, including 6 billion email accounts, 
2 billion smartphones, 1 billion Apple users, 1 billion Gmail 
accounts, and almost 2 billion Facebook accounts. All these 
connections represent opportunities that hackers can exploit for financial 
gain or to steal our identities in order to access sensitive or proprietary 
information.

Examining cyber breaches in the past year, public reports describe more 
than 500 data breaches, exposing approximately 3 billion information 
records in 2016.  Up to 80 percent of these incidents involve the compromise 
of passwords or other identity credentials. When our identities are stolen or 
unknowingly exposed, any attacker can easily bypass traditional perimeter 
security barriers undetected. And if that identity has access to privileged 
accounts, hackers can quickly get at critical information assets.      

Unfortunately, many IT users lack a full understanding of how 
privileged accounts function, and how they fit as a key component into 
the anatomy of a typical breach. That makes IT teams and their organizations 
much more vulnerable to potential monetary and reputational damage 
from increasing cyber threats.

This white paper describes the “Anatomy of a Privileged Account Hack.”  
It explains how outside attackers or malicious insiders can exploit 
vulnerabilities using examples such as a compromised email account 
password that escalates into a full-blown breach of network security.

The Anatomy of a 
Privileged Account Hack
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MOST BREACHES INVOLVE 
COMPROMISED PASSWORDS 
Industry analysts estimate that from 60 to 80 percent of all security 
breaches now involve the compromise of user and privileged account 
passwords.  In fact, a recent survey of hackers attending the 2017 Black Hat 
conference in Las Vegas, revealed that compromising privileged accounts 
and email accounts are the preferred methods for getting at the sensitive 
data of any organization.

That’s a big problem when traditional methods of identifying and 
managing privileged accounts still rely on manual, time consuming tasks 
performed on an infrequent or ad-hoc basis. Even in the most sophisticated 
IT environments, privileged accounts are all too often managed by using 
common passwords across multiple systems, unauthorized sharing of 
credentials, and default passwords that are never changed — making them 
prime targets for attackers.

PRIVILEGED ACCOUNTS 
REPRESENT SPECIAL RISKS 
Privileged Accounts are sometimes referred to as “The Keys to the 
Kingdom” among cybersecurity professionals since they provide access 
to confidential and sensitive data on computer systems and networks.  
Privileged accounts are everywhere in the IT environment. They give IT 
the building blocks for managing vast networks of hardware and software 
that power our Internet connected, information-driven world. Yet for most 
people, they’re invisible.

Many high-profile data breaches have resulted from stolen and weak 
passwords that initially give hackers a “foot in the door” which is exploited 
further by gaining access to privileged accounts.  Compromised privileged 
accounts provide attackers with elevated permissions that enable them 
to move through an organization’s network and systems to steal, poison, 
and/or remove critical information.  Because the attackers appear to 
be legitimate users of privileged accounts, they can carry out malicious 
activities for weeks or months without being detected.
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Compromising a privileged account, therefore, can be the difference between a simple network breach and a cyber 
catastrophe.  When a single system is compromised, it is typically easier to mitigate, isolate, and eradicate the risk 
and restore control.  When a privileged account is breached, it can lead to a major disaster. 

That’s because when a privileged account gets hacked, it allows the attacker to impersonate a trusted employee 
or system and carry out malicious activity without being detected as an intruder. Once attackers compromise a 
privileged account, they can typically roam at will through an IT environment to steal information and wreak havoc.

By describing the anatomy of a privileged account hack, we will show how cybercriminals target their victims, what 
you can do to reduce your risk and prevent abuse of your critical information assets.

   THE PRIVILEGED ACCOUNT DEFINED   

A privileged account can be human or non-human; they allow IT professionals to manage applications, 
software, and server hardware. Privileged accounts provide administrative or specialized levels of access based on 
higher levels of permissions that are shared. Some types of non-human privileged accounts are application accounts 
used to run services requiring specific permissions. Like user accounts, privileged accounts have passwords to 
control access. 

The problem with user and privileged account passwords is that hackers have many tools to help crack these 
passwords. After a hacker gets access to a password-protected system, the damage can be catastrophic. Hijacking 
privileged accounts gives attackers the ability to access and download an organization’s most 
sensitive data, distribute malware, bypass existing security controls, and erase audit trails to hide their activity.

A N AT O M Y  O F  A  P R I V I L E G E D  A C C O U N T  H A C K  S T E P  1 :

RECONNAISSANCE TO CREATE A DIGITAL 
BLUEPRINT

Every day when connecting to the Internet and using social media you are sharing more and more of your 
personal identifiable information about your physical and digital identity.  That includes information such as full 
name, home address, telephone numbers, IP address, biometric details, locations details, date of birth, birthplace, 
and even family members.  

The more information that you make available online the easier it is for a cybercriminal to use that personal 
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information to target you and your organization.  Cybercriminals and 
hackers can spend up to 90 percent of their time performing 
reconnaissance of their targets before acting. That means 
developing a profile of the target using online resources such as social 
media, Google “dorking” and other search engine resources to gather as 
much personal information as possible.  

Hackers make use of both public and deep web searches to collect 
information on a company and its employees. They are looking for 
financial details, website archives, technologies used, partners and 
suppliers, executive teams, organization charts, contact information, 
email distribution lists, hardware used, templates from documents, 
signature formats, office locations, domains, already leaked data, and 
leaked stolen passwords. Some may even travel to local restaurants 
near a company’s offices where potential public Wi-Fi could be used by 
employees during lunch.  In a technique known as passive assessment, 
all this information can be easily obtained without touching a company’s 
security perimeter.  

Cybercriminals intelligently comb through data searching for the best 
targets—those expected to yield the quickest results with the least effort.  
In creating a digital footprint of potential targets, hackers identify the 
weakest links in the organization. These are typically employees or third-
party vendors.  Armed with personal details, email formats, invoice 
templates, and existing security controls of their intended victims, 
cybercriminals can then plan their method of incursion.

A Google dork query, sometimes 
just referred to as a dork, is a 
search string that uses advanced 
search operators to find 
information that is not readily 
available on a website. Google 
dorking, also known as Google 
hacking, can return information 
that is difficult to locate through 
simple search queries. Google 
Dorks can be used to find 
administrator login pages, 
user names and passwords, 
vulnerabilities, sensitive 
documents, open ports, email 
lists, bank account details, and 
more. 

More info: TechTarget & Dark Reading

http://www.techtarget.com/
https://www.darkreading.com/
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A N AT O M Y  O F  A  P R I V I L E G E D  A C C O U N T  H A C K  S T E P  2 :

TRICK USERS INTO REVEALING THEIR    
PRIVATE PASSWORDS
   

Gaining access to a company network frequently begins by targeting the 
email and social media accounts of employees or third-party contractors.  
In many cases, an unsuspecting employee receives an authentic looking 
email from a third-party supplier or via a social media message.  Known 
as spear phishing, the urgent message “requires” the employee to click 
once on a hyperlink and type in their credentials. Once submitted, the 
employee has handed over their secret password and digital identity to 
the cybercriminal who can then bypass security controls and pose as a 
trusted employee. 

A secondary victim can also be used to gain access.  Take the example of 
an employee who brings home a company laptop.  His 8-year-old son uses 
his own personal device to play online games and chat with friends on 
social messenger about upcoming school projects.  Suddenly the son gets 
a new friend request from an older boy who sends some cool interesting 
links to new games, fun surveys, and finally sends a link to a new cool app.  

Instead of a new friend, it is a cybercriminal who is using the 8-year-old 
as a mule to gain access to an unprotected device on the home network. 
Once compromised, the cybercriminal or hacker can usually get access to 
all other devices at home exploiting the vulnerabilities and lack of security 
enabled controls, a simple nmap scan of a home network usually uncovers 
many opportunities to quickly gain access to multiple systems – including 
audio and web cameras that allow them to listen and watch what the 
family is doing at home.  

Ultimately, the hacker’s goal is to gain access to the employee’s company 
laptop when he works from home, scan it for vulnerabilities, exploit it, 
install malware, and then wait for the employee to return to work the 
next day.  The company’s perimeter has now been compromised and the 
cybercriminal is now on the internal network.  It can be that easy. When 
reconnaissance and enumeration are conducted carefully and extensively, 
it literally takes 24-48 hours to gain access to a network, often via a 
secondary unsuspecting victim.  One advantage the cybercriminal has is  
that security professionals do not is a hell of a lot of time.  

Once the attacker has gone through the time and effort to learn about 

I would never 
fall for a spear 
phishing attack….

“People open 3% of their spam 
and 70% of spear-phishing 
attempts. And 50% of those 
who open the spear-phishing 
emails click on the links 
within the email—compared 
to 5% for mass mailings—
and they click on those links 
within an hour of receipt. A 
campaign of 10 emails has 
a 90% chance of snaring its 
target.” - FireEye 
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the victim and gain initial access to the company network, the cybercriminal typically does not act immediately. 
Instead of moving directly into the next target, they use the time to collect and learn more about the employee.

Once cybercriminals have access, they can learn about the behaviour of an employee, such as predictable 
schedules and operations.  They know when the victim logs on and off, what applications are executed, what is 
installed, what privileges they have access to, how and when software updates are being deployed, and when 
security scans occur.  Knowing the victim’s habits helps the hacker to remain undetected, and understand how to 
circumvent security controls.    

A N AT O M Y  O F  A  P R I V I L E G E D  A C C O U N T  H A C K  S T E P  3 :

EXPLORE THE IT ENVIRONMENT UNDER        
THE GUISE OF A LEGITIMATE USER

Once inside the IT environment as a trusted user, attackers perform reconnaissance and 
learn about the normal routines of IT teams. This includes observing regular schedules, security measures in 
place, and network traffic flow. Eventually the attacker can get an accurate picture of the entire network and its 
operations.

By observing and recording normal operation and routines attackers are ready to go to the next step.  In most 
cases, cybercriminals begin by looking for well-known system vulnerabilities, such as unpatched servers.  Often, 
companies rely only on perimeter facing security systems and applications, yet these are typically not the areas 
exploited by cybercriminals. The systems and applications most at risk are those on the same network as the 
unknowingly compromised employee’s computer and digital identity.  

With compromised credentials, the cybercriminal can work his way across the network further and deeper 
into the victim’s IT infrastructure, creating additional backdoors for future access in case the initial access gets 
removed either knowingly or unknowingly by the victim.  Once inside the company’s network, they can move 
around undetected as an intruder, because most controls focus only on protecting the network perimeter.
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A N AT O M Y  O F  A  P R I V I L E G E D  A C C O U N T  H A C K  S T E P  4 :

ESCALATE THE ABILITY TO EXPLOIT BY 
ACCESSING PRIVILEGED ACCOUNTS 

As noted earlier, Privileged Accounts are the real target of hackers because of the unfettered access they 
give. Therefore, escalation from a regular user account to a privileged account is an attacker’s ultimate goal.  
Unfortunately, some companies have made this task very easy by granting most employees local admin rights.  
This is a short step away from gaining full access to the entire network infrastructure. 

Some organizations give full admin rights in specific situations just to keep users happy and productive even 
though it’s not usually necessary. Once granted, however, privileged access transfers to the cybercriminal to 
further exploit the network.  There are many ways to elevate privileges on systems whether it is exploiting 
services, file/folder permissions, task scheduler, cached credentials, DLL hijacking, or simply using tools like 
Mimikatz or John the Ripper to hijack sessions or pass the hash exploits.  Most of the problems come from 
organizations using the same local admin password on all systems meaning once a single system local admin is 
compromised moving around using the same account is pretty easy.     

A N AT O M Y  O F  A  P R I V I L E G E D  A C C O U N T  H A C K  S T E P  5 :

MAINTAIN ACCESS

Maintaining access to systems once they’ve been breached via a user account is typically 
quite easy.  Hackers can download compressed encrypted tools and utilities from the internet that allow them to 
avoid existing security controls.  A compromised laptop, for example, can be loaded with these tools during Step 
2, making it much easier to maintain access.  

Hackers also maintain network access by creating new privileged accounts, often called back door accounts 
because they are a network access point that the IT team does not know exists. Or they may change existing 
passwords on services accounts, or install remote access tools that are hidden behind normal applications 
used every day by employees.  This way, if the attacker’s initial access point is discovered and eliminated, 
cybercriminals can use one of their new doors gain access anytime they wish.  
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A N AT O M Y  O F  A  P R I V I L E G E D  A C C O U N T  H A C K  S T E P  6 :

CONDUCT MALICIOUS ACTIVITY

With established access and escalated privileges, malicious activity by attackers depends on their motives.  For 
curious script kiddies, showing off their exploits to friends or trying to get to the next level of acceptance within 
a community may guide their activities. For organized crime, making money takes precedence, and some may 
even earn cash through hacking as a service, or relying on hacking groups to pay them for their exploits.  Hacking 
by Nation States, which has gained such notoriety, focuses on economic, political, or intelligence advantages.  
Terrorist groups have also become a major threat, typically seeking to steal, damage, or destroy a perceived 
adversary.  

Financial gain is the most common motivation, and recent incidents featuring Ransomware such as WannaCry 
and NotPetya illustrate how widespread and lucrative these kinds of attacks can be.  Advanced techniques that 
enable insider trading focus on cybercriminals capturing confidential information to make stock trades based on 
financial results before they are made public.  

To implement their full attack plan, hackers rely on typical methods for accessing the now compromised 
privileged accounts and sensitive data. They will do this by using troubleshooting or helpdesk tools for operating 
systems that provide remote access, remote shells, or even malware that calls home to a command and control 
server on a predefined schedule, waiting for instructions from hackers.          

Organizations need to prepare for malicious activity before it occurs by establishing an incident response team 
and process to deal with a potential breach.  How an organization responds to a breach once discovered will often 
determine whether the business will survive.  

A N AT O M Y  O F  A  P R I V I L E G E D  A C C O U N T  H A C K  S T E P  7 :

COVER YOUR TRACKS TO REMAIN  
UNDETECTED

Removing any sign or indication that a network has been hacked is the final step in a successful breach.  Either 
the attacker wants to erase all traces of the breach, or they are planning to return later to carry out more malicious 
activities.  In most cases, hackers cover their tracks by deleting log files or any activity that can be traced back 
to how they originally gained access.  Because a hacker has access to privileged accounts, erasing any trace of 
malicious activity can be achieved relatively easily.  

However, the hacker’s life can be made much more difficult with automated privileged access management 
security controls that centralize logs, segregate user permissions so only certain privileged accounts can access 
those logs, and correlate log data to identify tampering with or the deletion of logs.  
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PRIVILEGED ACCOUNT MANAGEMENT BECOMES THE 
NEW “SECURITY PERIMETER”

In today’s hyper connected world, organizations can no longer rely on 
the traditional security perimeter as their only cybersecurity protection. 
The next generation “security perimeter” must focus on Privileged 
Access Management security solutions, specifically solutions that control 
privileged accounts, as these are the keys to how hackers elevate their 
access and move about the network.  Solutions that validate identity and 
permitted access are required to protect systems and data that can be 
located anywhere and accessed at any time.

Privileged Access Management solutions can help a company accelerate 
new technology adoptions and at the same time help avoid becoming the 
next victim of cybercrime.  

Here are 5 steps you can take now to keep from 
becoming the next victim:

1. Educate key stakeholders on Privileged Access Management

2. Discover Privileged Accounts

3. Automate the management and security of privileged 
accounts

4.  Adopt and implement privileged account management 
policies

5. Get better visibility of Privilege Account usage and 
compliance
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REAL LIFE STORY:

THE CASE OF SMART BULB, DUMB WIFI 

It was several years ago, when I performed 
reconnaissance and enumeration for a risk assessment 
at a Maritime Management Company. 

The target’s digital footprint had been mapped. Now 
all we had to do was gain access. All methods were 
up for grabs. We dropped USBs on site. Visited local 
cafes to sniff for employees working over unsecured 
wireless. Our job was to find any vulnerabilities 
to sensitive data.

When you case a joint like this, it’s typical to do an SDR 
walk. That is, a Software Defined Radio walk, where 
you look for wireless access points, both public and 
hidden. We were in for a surprise. We found a hidden 
Wi-Fi connection and after scanning it, learned it was 
set to WEP (Wired Equivalent Privacy), an old and 
unsecure communication protocol. Turns out, a Smart 
LED lightbulb was using it to communicate to a Guest 
Wi-Fi network. We used that lightbulb to access the 
poorly secured Wi-Fi network, and once the Wi-Fi 
password was obtained, well, you could say the rest 
was history. 

We gained easy access to other devices on the network, 
including a guest conference room, where we found a 
poorly protected desktop PC. Apparently, it was 

“ Apparently, it was used for conducting 
presentations. You could say we hit the 
motherload

used for conducting presentations. You could say we 
hit the motherload. It had years of presentations, 
from vendor pitches to financial information. It was a 
quick step to exploit the desktop computer, elevating 
permissions using mimikatz to gain access to the local 
Administrator accounts. 

But we weren’t finished. We continuously 
scanned the guest network for new devices, and it was 
only a matter of time before a meeting occurred. All 
the attendees joined the guest Wi-Fi network, and we 
quickly gained local administrator privileges on every 
device, because all of their local admin credentials 
were the same. We remotely accessed each device, 
installed RAT’s (Remote Access Tools), and when the 
meeting ended, employees carried their compromised 
laptops back into the office and connected them to 
the corporate network. Within minutes, we had full 
control and access to the entire network.  

This “breach” took an ethical hacking team 3 hours 
from the time they gained access to the guest Wi-Fi 
network to the full network takeover. 

MORAL OF THE STORY: Find your vulnerabilities, 
know where your sensitive data is, protect privileged 
access to that data, and secure and manage privileged 
accounts so you don’t become a victim. Always have an 
Incident Response Plan – how quickly your business 
is back up and running after an incident or hack will 
determine your survival probability and limit financial 
costs and reputation damage. 

WHO:  
A Maritime Management Company

ASSESSMENT BY: 
Joseph Carson, CISSP, CSPO, CSP 

BACKGROUND:  
We cased the joint, and analyzed the company’s 
digital footprint. Next Step? Gaining access. 
Everything was fair game. 
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REAL LIFE STORY:

THE CASE OF THE HIGH POWERED SPREADSHEET

I was hired by a state of the art power station. It was 
relatively new, fully automated with remote controls, 
and they wanted me to review its cybersecurity 
protections and security control. 

The physical security was impressive. The security 
system could tell when visitors were 5 minutes away, 
gave security advanced warning for when visitors 
should arrive, what they would be driving, and how 
many people were in the vehicle. If visitors arrived 1 
minute before or after the prediction, they would have 
to deal with armed security.  

All physical doors had access controls, including the 
engine rooms. Once inside the engine rooms, each 
engine had its own control valves to physically change 
pressure and water flow. The control valves were 
not secured, although the risk of tampering was low. 
Command and control via the programmable logic 
controllers (PLCs) and SCADA control systems all 
featured the latest and greatest cybersecurity advanced 
threat protection, with millions spent to prevent 
cybersecurity attacks. They had built themselves a 
physical and cyber fortress.

The US Department of Energy was 
successfully breached 159 times in 4 years

Then it happened. Sitting on the table next to the 
controls was a printed page. It contained all the IP 
addresses, usernames, and passwords for each control 
station.  They had not been changed in more than 
four years, and likely had all been installed by the 
manufacturer with default credentials.  

A Cyberattack on the Ukraine Energy 
Sector caused a power outage to 86,000 
homes

Anyone could have made copies of this list. Could have 
taken a smartphone picture and taken their time before 
instigating an attack. They never would have seen 
it coming. 

62% of breaches are from compromised privileged 
credentials, and 80% of hackers say humans are the 
most responsible for security breaches.

MORAL OF THE STORY: Protect your privileged 
accounts with a privileged account management 
solution that controls access, automates password 
rotations, and automatically discovers and protects 
new accounts. 

WHO:  
A State of the Art Power Station

ASSESSMENT BY: 
Joseph Carson, CISSP, CSPO, CSP 

BACKGROUND:  
They knew security was critical to provide 
continuous power, and built themselves a fortress. 
Little did they know… 
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ABOUT THYCOTIC
Thycotic prevents cyberattacks by securing passwords, protecting endpoints and controlling application access. 
Thycotic is one of the world’s fastest growing IT security companies because we provide customers with the freedom 
to choose cloud or on premise software solutions that are the easiest to implement and use in the industry. Thycotic 
has grown to serve more than 7,500 customers. To learn more, visit www.thycotic.com 

FREE TOOLS
FREE LEARNING TOOLS

Free Privileged Password Security Online Training ensures you and your 
staff are up-to-speed on the importance of privileged account security 
and best practices to protect passwords.

FREE SECURITY TOOLS

Free Weak Password Finder for Windows Tool gives you an immediate 
and easy way to identify where the weak passwords are located across 
your organization.

Free Privileged Account Discovery for Windows Tool enables you to 
find privileged accounts across your enterprise, including many that are 
unknown and unmanaged.

Free Windows Endpoint Application Discovery Tool saves you hours of 
effort by discovering vulnerable applications and their associated risks 
in minutes.

Free Security Policy Template for Privileged Passwords saves hours of 
time and effort with easy-to-customize templates that help you improve 
security and meet compliance mandates.

FREE BENCHMARKING TOOLS

Free Password Vulnerability Benchmark lets you see how your password 
protection efforts compare with those of your peers.

Free Security Measurement Index lets you see how your security 
measurement efforts compare to those of your peers.

http://www.thycotic.com 
https://thycotic.com/resources/wiley-dummies-privileged-account-management/
https://thycotic.com/solutions/free-it-tools/privileged-password-security-certification/
https://thycotic.com/solutions/free-it-tools/weak-password-finder/
https://thycotic.com/solutions/free-windows-privileged-account-discovery-tool/
https://thycotic.com/solutions/free-it-tools/free-endpoint-application-discovery-tool/
https://thycotic.com/products/secret-server/resources/free-privileged-password-security-policy-template/
https://thycotic.com/solutions/free-password-vulnerability-benchmark-tool/
https://securitybtn.org/survey

