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100 enterprises.2  Gartner expects to see large growth 
in OpenStack deployments, projecting that, “By 2019, 
OpenStack enterprise deployments will grow tenfold, up 
from just hundreds of production deployments today, due 
to increased maturity and growing ecosystem support.”3 
IT providers and other high-tech enterprises have been 
OpenStack early adopters, but interest and production 
deployments are growing across all other verticals. 
OpenStack has reached a point where it’s mature enough 
to be used in production environments, and enterprises 
in finance, retail and healthcare are especially exploring 
OpenStack due to their need for secure, reliable, low-
latency private computing platforms. 

The evolution of OpenStack maturity has culminated in 
a $528M market for private OpenStack deployments, 
growing at a 44% CAGR to $2.2B by 2020. 4 This market 
includes deployment services (integration, installation and 
training) as well as ongoing managed services. This growth 
rate compares favorably to Gartner’s public IaaS market 
forecast (29% growth rate over the same time period).  5

Having said that, OpenStack is simply one option in a 
myriad of conflicting and overlapping cloud offerings in the 
market. 

ABOUT THIS PAPER 
OpenStack® is a mature, rapidly growing cloud platform 
that powers enterprise infrastructure across many 
industries in virtually every region of the world. Using 
independent research, the OpenStack Users Survey and 
other third-party data, this paper explores enterprise 
infrastructure needs (general and industry-specific) and 
how OpenStack capabilities meet these needs. This paper 
also explores various deployment options for OpenStack.1

INTRODUCTION
OpenStack is a collection of open-source software projects 
that allow users to develop and manage private and 
public clouds. Initially developed over six years ago by a 
partnership between NASA and Rackspace, OpenStack 
is now supported through the OpenStack Foundation. 
This foundation oversees contributions from a global user 
community of over 30,000 developers in a network of 
over 624 companies, continually adding new functionality 
and capabilities. A new, stable release is provided every six 
months. Over the years, OpenStack has become a leading 
platform that offers a growing number of freely available 
modules, a strong partner ecosystem and open API 
gateways. As Gartner summarizes, “OpenStack is not just a 
piece of technology; its open-source model and ecosystem 
are fundamental attributes.” 

OpenStack can already be found in 50% of Fortune 
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IDENTIFYING TRUE IAAS
It’s no secret that enterprises are turning to cloud for a growing number 
of services, and hundreds of alternatives exist. For example:

 • Vendors such as Salesforce and Workday are helping enterprises shift 
CRM and HCM workloads to cloud-based Software-as-a-Service 
(SaaS) subscription models. 

 • Database and API management, application development and 
business intelligence platforms are similarly being adopted as 
Platform-as-a-Service (PaaS) subscription models as IBM, Oracle, 
Microsoft and Google increase their cloud offerings. 

 • Computing infrastructure is following this same path, continuing the 
trends that began with increasing x86 virtualization. 

 • Enterprises are looking to outside providers to manage data centers. 

Similarly, Infrastructure-as-a-Service (IaaS) offerings (compute, 
networking and storage as a service) are becoming ubiquitous, offered 
by companies including Amazon, Microsoft and Rackspace.

The cloud IaaS model may sound simple for enterprises, but there are 
several options to consider, each with their own key drivers and selling 
points. There are three key factors that differentiate IaaS deployments:

1. Tenancy: Is there more than one enterprise using the same server/
networking equipment (public IaaS) or is hardware restricted to a 
single enterprise (private IaaS)? 

2. Location: Is the data center/compute facility located at the 
enterprise’s location or at an external site?

3. Management: Is the service being managed internally by IT, or is a 
partner/service provider managing the service?

Even within these seemingly straightforward options there are shades 
of gray. Some vendors offer “virtual” private IaaS, for example, in which 
service providers commingle hardware among different clients but 
provide some level of data and networking isolation. 

The growing number of deployment options and service levels offer 
tremendous flexibility in building a private network, but they can also 
cause confusion and hesitation in an increasingly diverse ecosystem. 

Throughout this paper, “private networks” refers to single-tenant IaaS 
that can be both hosted and managed either internally or externally. 
“Virtual” private IaaS is thus excluded from private IaaS, regardless of IP 
network or other isolation mechanisms that providers may offer.

WHAT MAKES AN INTERNAL 
INFRASTRUCUTRE 
ENVIRONMENT “TRUE” 
IAAS?
Terminology used by both service providers 
and users can lack clear standardization. 
This is true in the case of “vir tual” private 
clouds, but it is also true in the def inition of 
cloud itself.

Automating infrastructure provisioning 
(e.g., VMs, storage) is often claimed to be 
a prominent example of IaaS. However, 
examination of the def inition for cloud 
services shows that this is not the case. 
The NIST def ines f ive essential capabilit ies 
that must be present for a service to be 
called cloud: on-demand self-service, broad 
network access, resource pooling, rapid 
elasticity and measured service.6 Solutions 
that only offer resource provisioning fail to 
meet this full def inition. True cloud services 
must offer elasticity and scalabil ity while 
metering usage. 
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WHY GO PRIVATE?
Enterprises choose to use cloud for many reasons. Cost reduction is, of 
course, a primary buying factor, as well as increased agility (the ability 
to quickly deploy resources to different team members to decrease 
time-to-market) and ease of business innovation. These can be achieved 
through public or private IaaS, leading to confusion over which clouds are 
suited to which workloads.

For many buyers, public IaaS is a default choice, for several reasons. The 
startup costs tend to be cheaper when compared to private IaaS. Users 
of public IaaS can pay based on compute and storage resources actually 
used, with no long-term commitments, and can adjust these resources 
as needed. Private IaaS is more likely to come with a fixed time and/or 
resource commitment, whether for managed service, product support or 
the operational expense of running on an on-premises data center. The 
public IaaS market is also dominated by just a few vendors, all of whom 
are promoting constant innovation as a key selling point. Why, then, 
should enterprises look to private IaaS? 

One answer is long-term cost. The initial startup costs from public 
cloud providers may be reduced or even disappear completely as 
enterprise workloads grow. Dropbox, for example, found significant cost 
savings by shifting workloads from Amazon AWS to an internal private 
cloud.7  Public IaaS can be cost effective for initial development, but 
comparatively more expensive than private clouds as organizations grow, 
increasing processor and storage requirements.

Another consideration is data security, as public IaaS is perceived to be 
less safe than private IaaS. In addition, enterprises are also concerned 
about data location for compliance and regulatory issues. The nature of 
the data (personally identifiable financial or health data) or the location 
of the storage facility (due to national or regional data warehousing 
regulations) often rule out public IaaS offerings. Organizations with 
particular sensitivity to data security, including financial institutions and 
governments, may be required to avoid public IaaS.

It’s also worth noting that public IaaS has limitations, particularly in 

performance and latency. When performance and latency issues are 
important, on-premises private clouds can offer improved transmission 
speeds. Private clouds can also be more suitable when hosting legacy 
software that is not easily adopted to public cloud deployment. This 
can be true if latency or large file size is an issue, as well as if the code is 
poorly written, hindering adoption for a public cloud provider. 

Finally, because the public IaaS market is dominated by just a few 
vendors, there is concern about vendor lock-in by many purchasers. 
Enterprises have learned to choose technologies based on open 
principles, open standards and open source.

For all these reasons, private IaaS in various forms — including hosted 
and hybrid — will continue to be relevant for years to come. Gartner 
CIO surveys indicate that “both hosted private and hybrid represent 
a considerably larger new IaaS opportunity through at least 2017 
— based on the expected primary model for cloud.”8  Accordingly, 
Gartner notes “The future for most enterprises will be a combination of 
private and public cloud services, so the network must support hybrid 
cloud requirements. Network architects need to stay abreast of these 
developments as they develop and while they execute on their other 
enterprise strategies.” 9

Offerings like OpenStack and vendors like Rackspace are well positioned 
to help organizations shift toward private cloud infrastructure.
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DEPLOYMENT OPTIONS
The OpenStack community has responded to the varying business 
requirements, staff skill set limitations, enterprise needs and IaaS options 
by providing correspondingly diverse deployment options. These fall 
into three basic categories: do-it-yourself, packaged distributions or a 
managed service.

One of the primary selling points for OpenStack is the open-source 
nature of the project. Because OpenStack is freely available as a direct 
download though the OpenStack foundation, enterprises are free 
to deploy OpenStack in test or production environments at no cost, 
provided that the enterprise has the necessary IT skills and hardware. 
Commonly referred to as a trunk distribution, this option is the most 
complex in terms of integration, but incurs no service or software cost.

However, many enterprises don’t have the necessary skills to 
complete a do-it-yourself OpenStack implementation, particularly as 
OpenStack installation and integration expertise is relatively rare in the 
marketplace.10 These enterprises tend to consume OpenStack through 
packaged distributions or managed services. With distributions, older 
versions of OpenStack may have continued support, offering customers 
more choice on when to update cloud capabilities or add new features. 
These vendors generally offer installation and integration services 
but leave continued operations to the end user. Expanded services 
(e.g., capacity planning, monitoring, product upgrades) are also the 
responsibility of the end user.

For enterprises that look for a turnkey approach that minimizes 
complexity and accelerates time to value, managed services providers 
(e.g., Rackspace) package a distribution but also maintain responsibility 
for installation, maintenance and other ongoing service needs. Managed 
services may be provided either remotely or using an enterprise’s existing 
infrastructure (on-premises). Either of these options speeds delivery and 
requires the least amount of engineering and architectural resources 
from the enterprise.

CATEGORY DESCRIPTION

MANAGED SERVICE —
PUBLIC CLOUD

• Off-premises multitenant (including 
virtual private cloud)

• The provider owns and manages 
hardware virtualization and cloud 
management, and the subscriber 
manages OS and above

MANAGED SERVICE —
HOSTED PRIVATE CLOUD

• Off-premises single tenant
• The provider owns and manages 

hardware, virtualization and CMP, and 
the subscriber manages its apps and 
data

• OS and middleware may be under a 
managed service or may be managed 
by the subscriber

MANAGED SERVICE —
OUTSOURCED PRIVATE CLOUD

• On-premises single tenant
• The provider owns and manages 

hardware, virtualization and CMP, and 
the subscriber manages its apps and 
data

• OS and middleware may be under a 
managed service or may be managed 
by the subscriber

MANAGED SERVICE —
OUTSOURCED PRIVATE CLOUD 
MANAGEMENT

• On-premises single tenant
• The provider owns and manages CMP, 

and the subscriber owns and manages 
its hardware, virtualization, apps 
(including OS and middleware) and data

PACKAGED DISTRIBUTION

• On-premises single tenant.
• The provider customizes and hardens 

software for the subscriber
• The provider generally provides 

installation and initial integration for 
the subscriber

• The subscriber owns and manages 
everything after initial integration

DO-IT-YOURSELF (TRUNK)

• On-premises single tenant
• The subscriber owns and manages 

everything
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lead to enhanced customization for a variety of enterprise needs. Global 
API management eases integration both internally and with external 
service providers. 

CORE OFFERINGS

The compute component (Nova) is the heart of the OpenStack platform. 
Developers can reach Nova through a freely available API library. 
Administrators and users can choose user-friendly web interfaces 
for operational needs. Nova is also hardware agnostic, allowing 
organizations to choose straightforward, standard hardware without 
risking features or functionality.

Public cloud solutions generally place less of an emphasis on storage 
solutions due to the high cost of data transfer. Workloads requiring 
large amounts of data transfer/storage can quickly become prohibitively 
expensive. Such workloads can be run more efficiently in private clouds. 
Accordingly, OpenStack provides two core storage components: Swift 
provides object storage and is well suited for data backup and archival, 
while Cinder provides block storage to allow users to mount VM images.

Neutron, the networking component in OpenStack, was added in 2012. 
Neutron natively provides some basic networking capabilities and it 
does not necessarily need to be augmented with commercial products. 
Historically, Neutron has had some scalability and functional limitations. 
These have largely been alleviated in current OpenStack deployments 
although very large (1000+ node) distributions can suffer from a network 
bottleneck due to the layer 3 networking implementation.13  Many 
OpenStack service providers can supplement the basic distribution with 
custom services or third-party software to address this challenge.

MANAGED SERVICE OFFERINGS 
MITIGATE THREE CRITICAL 
CHALLENGES:
1. OpenStack users report that complexity and difficulty in deployment 

are two of the largest barriers to adoption. 

2. Users respect the large feature base but find that this can be 
overwhelming to inexperienced administrators or users.

3. Managed service providers help customers with the critical first step 
of deciding which features support their requirements and with the 
ongoing challenge of operations, including monitoring, updating, 

patching and scaling.

By addressing these problems, managed service providers seamlessly 
handle the variety of tasks required for true cloud service (e.g., resource 
pooling, rapid elasticity, measured service) as well as providing capacity 
and security planning. Going beyond design and scoping all the way 
through to installation, maintenance and support, a managed service 
offering comes closest to the simplicity of a public IaaS offering — but 
with additional expertise and long-term customer engagement.

But does OpenStack deliver the capabilities required?

OPENSTACK —
KEY CAPABILITIES AND 
FEATURES
OpenStack capabilities have undergone radical transformation since the 
2010 initial release (“Austin”), which featured only two core components: 
storage and compute. New services (networking, data processing, 
identity administration, etc.) have been added and upgraded in every 
release since then.11  Thirteen releases later, the most current release 
(“Newton”) supports six core modules and another thirteen optional 
components.12  By utilizing reusable building blocks, OpenStack 
deployments reduce infrastructure deployment, management and 
compliance costs. Its strong partner ecosystem and open source model 
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platforms have created de facto “standards” but each 
vendor is responsible for maintaining individual libraries. 
Beyond being generally available as open source software, 
the OpenStack Foundation also hosts a SDK with freely 
available API libraries. These allow users to interface with 
existing internal systems as well as other external partners. 
Users reduce vendor lock-in because they do not need to 
update software code if they want to alter the hardware 
and software required for other IaaS needs. The large 
OpenStack user base ensures that vendors and partners 
constantly update APIs to encourage use. Community 
members can develop APIs to provide connectivity to 
leading IaaS vendors or to new alternate vendors to 
reduce the risk of vendor lock-in. Open APIs also allow 
organizations to modify or change different elements 
of the underlying infrastructure. Different brands of 
computer, networking and storage elements can be used 
without needing to re-architect underlying cloud code. 

OPEN SOURCE
OpenStack is released under the Apache License. Like 
most common open-source licenses, the Apache License 
allows users to freely download, edit and distribute 
original and edited versions. If an organization has the 
expertise necessary for internal IaaS, there is nothing 
stopping them from downloading code directly, installing 
or modifying any module necessary to meet their specific 
needs, and distributing internally or with other partners. 
Most organizations do not have this expertise, hence the 
additional packaged distributions and managed services 
offered through other parties. Even within the partner 
network, the source code is freely shareable if desired, 
encouraging both vendors and users to work together to 
solve problems. The ability for vendors and users to share 
resources to develop solutions within an open-source 
community can also lower the costs of developing new 
software for organizations building a new “greenfield” 
cloud environment (such as hosting companies, ISVs and 
telco providers) — the capability to start from a common 
base of code without reinventing all the functions is 
attractive. The cost reduction and customization offered 
by open-source solutions directly address the two most 
common buying factors for private clouds: reduced cost 
and need for increased agility/innovation. 14

API MANAGEMENT
One challenge facing enterprises investigating IaaS 
options is the lack of a universal API platform. Large public 
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USER COMMUNITY AND PARTNER 
ECOSYSTEM
The OpenStack member community — made up of over 64,000 people 
across 187 countries15  — is thriving, as the number of deployments 
continues to grow. More users are taking part in the OpenStack User 
Survey and vendors continue to develop APIs and offer additional 
deployment options.16  This community and its diversity are important 
factors in successful OpenStack deployments. Users cite a helpful 
and friendly community when trying to solve issues, partnership with 
OpenStack vendors and academic communities, as well as the avoidance 
of vendor lock-in due to OpenStack’s vendor-agnostic nature and open 
API support.

As expected, hundreds of vendors support and participate in the 
OpenStack ecosystem. Support from IBM and Oracle led to the adoption 
of OpenStack for their operating systems, for example (IBM AIX17 , 
Oracle Solaris18) . Hardware vendors like HPE and Dell EMC test their 
hardware with OpenStack to ensure compatibility. Many other vendors 
create OpenStack-optimized appliances or software solutions designed 
for OpenStack. OpenStack users cite the “huge developer community 
from a variety of companies” and “the amazing amount of global 
vendor and community support” when asked what they most liked 
about OpenStack.19  This is borne out in the number of contributors to 
OpenStack. In the past year, OpenStack has added tens of thousands of 
developers and hundreds of organizations to the effort. It’s an exploding 
community that’s delivering real value for organizations of all sizes 
around the world. 

Partnership isn’t limited to individual members. Rackspace and Intel 
formed the OpenStack Innovation Center (OSIC) in 2015, dedicated 
to increasing enterprise adoption of OpenStack. This group works 
directly with the OpenStack Foundation workgroups to enhance the 
OpenStack platform to support increasingly robust workloads. Individual 
OpenStack users contribute ideas to the OSIC, and the OSIC develops 
its engineering roadmaps and solicits feedback with individual users. 
Rackspace and Intel provide a 2000-node cloud for developers to 
use for test and development — the world’s largest developer cloud — 

facilitating the evolution of OpenStack toward widespread, wide-scale 
adoption 20.

INTEROPERABILITY
The large community and open nature of OpenStack help to provide a 
continuous layer of interoperability to users. Because of the continual 
OpenStack release cycle, there are occasional interoperability issues 
when communicating between different versions. These issues can 
be mitigated by both external and internal API development. Despite 
these occasional difficulties, this is much less of an issue than if two 
different proprietary or closed-course solutions were being used. 
Also, as the installed base of OpenStack grows, the likelihood of 
working with a provider that also uses OpenStack increases, reducing 
risk of non-interoperability between parties. The open API platform 
also facilitates interoperability with other cloud services, increasingly 
relevant as enterprises shift toward hybrid IaaS strategies by using 
both private and public deployments. The plug-in and driver design of 
OpenStack resource management and the broad ecosystem support 
allow OpenStack to operate across a wide variety of hardware and 
virtualization platforms. This interoperability is a key strength for 
OpenStack users. 21
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There is some concern that the use of distributions or service providers 
will lead to vendor lock-in through the use of custom solutions. Even with 
these extensions, however, lock-in risk is much lower when compared to 
proprietary solutions fully based on custom code.

Another concern that enterprises have with OpenStack is related 
to one of the key strengths: the open source community. Because 
development is led by this community rather than a single group, there 
can be a perceived lack of control/support for core functionality. This is 
not entirely without merit — some developers find it more rewarding to 
develop new modules and components, rather than maintain and update 
existing units. This has the dual effect of decreasing attention to needed 
core maintenance as well as risking function creep. As the number of 
core OpenStack projects grows, it becomes harder for users, distributors 
and service providers to support the entire platform. In addition, each 
component has its own technical roadmap and leadership. This leads to 
variation in maturity, adoption and community participation. Recognizing 
these risks, the OpenStack Foundation formed the DefCore committee 
in late 2013, to ensure that core services receive constant maintenance 
and updates. This committee defines and sets criteria for component 
capabilities, stability and interoperability, setting the standard for what 
can be labelled as “OpenStack powered.” In other words, the community 
created a mechanism for ensuring the functionality and stability of core 
OpenStack projects over time.

To summarize, unlike almost any other alternative technology, the 
community support from vendors, OpenStack user groups and core 
OpenStack Foundation committees is a key to success. It’s an invaluable 
set of resources that help organizations address skill shortages, cope 
with initial deployment and manage continued operation of OpenStack 
clouds with minimized cost and complexity.

CHALLENGES AND MITIGATION
The largest barrier to a successful OpenStack deployment is the 
high amount of technical skill required for integration and continued 
operation. The large number of core and optional components provides 
a great deal of enterprise flexibility but can present an overwhelming 
challenge to organizations.

These challenges do not end after installation. OpenStack releases 
major updates every six months. Because OpenStack is conceived as 
an evolving product, there is no finished or final version. Past versions 
are still supported through security updates, but enterprises may 
become frustrated with having to update or integrate new features. 
Even these community security updates quickly become less frequent 
as new versions come out, potentially leaving organizations vulnerable. 
OpenStack surveys and Gartner research both found that the skills 
required for integration to be a large barrier: “Despite improving with 
each release, OpenStack still requires significant engineering effort 
to implement and operate. OpenStack skills are in short supply, and 
this is a limiting factor in implementing OpenStack-based private 
clouds.” 22 Managed service providers help organizations sidestep these 
problems by providing extended support and easier migration to a new 
version. Rackspace, for example, has developed a distinctive process 
for migrating existing OpenStack clouds from an earlier version of 
OpenStack to the most recent one.

Enterprises can turn to third-party support to minimize integration 
time and cost through packaged, custom distributions. But although 
packaged distributions reduce some of the complexity in initial 
installation, they do not reduce the ongoing concerns. Managed service 
providers, however, have experience integrating and maintaining 
OpenStack in a variety of environments and industries. They also have 
the requisite skills in operational management and product updates. This 
will not ease the pain completely, as enterprises will still need to adapt 
to the new infrastructure, but time-to-deployment is still decreased 
considerably. Indeed, Gartner finds that “most organizations will use 
some form of professional services to help build an OpenStack cloud. 
This can be as an adjunct to a distribution, or the services can include 
complete delivery of the code required as well.”  23
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ONE PLANET, MANY NEEDS
Adoption of cloud services is a high priority 
for organizations worldwide, but there is 
some variation between regions in how and 
why organizations consume cloud services. 
Organizations across the globe certainly value 
cost savings and agility but differ on other buying 
factors. According to Gartner’s 2015 CIO Survey, 
for example, regarding cloud-first strategies, 
North American CIOs have a stronger focus on 
cost savings while Western European CIOs find 
both cost savings and increased IT scalability to be 
primary drivers. CIOs in Latin America are driven 
primarily by agility, while expanding economies in 
Asia/Pacific cite business growth to be the most 
significant driver. 

When asked about cloud inhibitors, cloud security 
was identified as the primary barrier worldwide. 
However, CIOs in different regions varied in 
response when asked about different barriers 
to cloud adoption. Concern about regulatory 
compliance was high in Western Europe and North 
America, for example, while Latin American CIOs 
identified lack of skilled labor has a concern. 

Similarly, when asked about why organizations 
avoid using public cloud services, security and 
privacy were the most significant concerns 
globally. Latin American CIOs identified challenges 
in data and application integration as a primary 
inhibitor, while North American CIOs found 
regulatory compliance to be a key inhibitor. Asia/
Pacific also found regulatory compliance to be a 
key inhibitor, as well as mistrust of cloud providers. 
Western European respondents reported 
resistance from executive and business-line leaders 
to be a barrier more than any other region. 24
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OPENSTACK —  
SOMETHING FOR EVERYONE
While there is no single “standard” OpenStack deployment, there are 
several common reasons enterprises turn to OpenStack. The most 
straightforward use case is to build an inexpensive, elastic computing 
platform, most frequently used for software development. Ecommerce 
and big data analytics are also frequent uses for OpenStack. Other 
enterprises may simply need an object-based storage service similar 
to storage from large public cloud vendors. OpenStack’s modular 
framework allows these organizations to use just part of the OpenStack 
system, such as the Swift storage module, to enable data archiving and/
or for storing static assets for web-based apps without adopting a “full” 
OpenStack deployment.

As organizations turn to increased cloud provisioning of resources for 
application development, some enterprises (e.g., Intel25 , Symantec26 ) also 
employ OpenStack to build an infrastructure foundation for “private” 
PaaS. These organizations use platforms such as Cloud Foundry and 
OpenShift, integrated with OpenStack, to increase development agility 
while reducing developer support requirements. An organization’s 
OpenStack deployment can be used in private clouds to automate 
infrastructure provisioning, providing developers with truly scalable 
resources. These enable developer and tester productivity, especially 
important for environments in support of agile development, DevOps 
and continuous integration. 27

OpenStack is also used to develop private clouds that are compatible 
with leading public cloud IaaS providers. Many companies recognize the 
advantages of converting CapEx spending to OpEx spending that IaaS 
provides but are hindered from adopting public IaaS due to privacy, 
security or other workload concerns. Private IaaS meets the concerns 
while still offering the conversion of CapEx to OpEx. In addition, as 
hybrid cloud strategies become more common, enterprises will be less 
likely to exclusively use private or public clouds. OpenStack’s open API 
platform and modular system allow developers to create private clouds 
that match the needed functionality while still being able to integrate 
with other providers.

With this wide variety of OpenStack use cases, it is not surprising that 
over 80% of IT professionals report that they either have deployed or 
are planning to deploy OpenStack private clouds.28 Growth in OpenStack 
enterprise adoption is also seen in recent earnings reports. Red Hat 
announced that seven of its top 30 sales utilized OpenStack, with three 
sales worth over $1 million29 . Rackspace also announced growth from 
both new and existing customers, as well as increased expansion in the 
manufacturing, automotive and IT consulting industries. 30

INDUSTRY CHALLENGES
OpenStack continues to grow in the enterprise 
and is used across a variety of industries. 
But, the complexity to build, run and manage 
OpenStack is still beyond the skill set and 
expertise of most companies. Many enterprises 
that lack the necessary expertise are turning to 
managed service providers to ensure successful 
deployments. These deployments have common 
advantages but each also presents value specific 
to that industry. 
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FINANCIAL SERVICES
Data security is a priority across all industries, and financial services 
is hardly an exception. Banks and insurers carry heavy regulatory 
and compliance burdens associated with customer data. Customer 
expectations of financial data security are similarly high. Hence, it is not 
surprising that banks and insurers have been a bit slow in terms of cloud 
acceptance. They have especially lagged firms in other industries when 
viewing public cloud deployments.

These attitudes are changing, however, as major vendors offer 
compelling security guarantees. Midsize banks realize that IT security 
it not a core competency but also realize they require the increased 
flexibility and agility that cloud services provide. These firms are 
increasingly turning to managed IaaS services, both private and public.

There are regional differences in this adoption, however. European banks 
have been a bit more hesitant to engage in cloud technology, partly 
due to EU data regulation acts (Cybercrime Directives and General Data 
Protection Regulation).31  North America and Latin America banks do 
not have as stringent a regulatory environment, but data sovereignty 
is still critical. Private IaaS is especially suited to meet these regulatory 
requirements while still offering the cost advantages and increased 
agility necessary for banks to increase innovation.

Banks’ historical distrust of public cloud results has led to applications 
based predominantly in on-premises environments. Managed on-
premises IaaS is well suited for these environments as banks can use 
existing infrastructure and low-data transmission costs while still 
focusing on their core competencies. 

Compute-intensive workloads such as high frequency trading and Monte 
Carlo simulations are well suited to these environments. Batch processing 
and burst computing are also driving many banks, especially securities 
firms, to private IaaS. Hedge funds may run a variety of simulations at 
the end of every month, based on both large amounts of proprietary 
data as well as a number of external sources. Because the data tends to 
be hosted inside on bank premises, performance is increased with private 
IaaS. Other financial firms run required stress tests on a monthly or 

quarterly basis. The global APIs that OpenStack provides are critical for 
these activities for effective communication with internal and external 
resources. 

Banks also appreciate the value that open standards present. The Open 
Bank Project,32  established in 2015, aims to create a common platform of 
APIs and develop a global banking app store. Similarly, Soltra Edge was 
created in 2014 as an open standard and free-to-license platform for 
threat detection within the banking industry.33  The open standards and 
source code for OpenStack help address the essential security concerns 
present in the banking sector. Because vulnerabilities can be discovered 
by the user and then shared with the entire OpenStack community, the 
vulnerabilities can be corrected through freely available security updates.

With the security and interoperability that OpenStack provides, 
deployments can now be found in several global financial service 
providers. American Express has publicly presented their successful 
journey into deploying OpenStack IaaS 34, and TD Bank, Wells Fargo and 
BBVA have also announced OpenStack deployments. 35 

HEALTHCARE
As with financial service providers, healthcare providers also serve in 
a heavily regulated environment. The Health Insurance Portability and 
Accountability Act (HIPAA) in the United States and European Data 
Protection Days (EDPD) in the European Union both provide strong 
regulatory frameworks regarding the use and storage of protected 
health information (PHI). Penalties for loss or misuse of PHI can lead 
to financial penalties, with criminal penalties possible for intentional 
disclosure. 36 Healthcare providers have accordingly trailed even the 
financial sector when investing in cloud delivery. They have instead 
focused on the integration of legacy clinical apps and enterprise health 
record (EHR) systems. Concern over the storage of PHI has especially 
precluded providers from investing in large public IaaS deployments. 

The maturing private and public IaaS market are addressing these 
concerns, however, and providers are now beginning to investigate 
alternatives to internal IT control and data centers. Much of this 
acceptance stems from the nature of security breaches currently 

acceptance stems from the nature of security breaches currently 
impacting the industry. The vast majority of PHI breaches caused by 
hacking stem from breaches internal to the provider.37 As with financial 
institutions, providers have data that must be protected but do not 
necessarily have the skills to do so. Private IaaS helps providers ensure 
that their data security needs are being met while being able to use the 
advantages that IaaS offers.

Increased security notwithstanding, not all healthcare solutions 
can move to hosted clouds. Providers are saddled with complex 
legacy clinical applications that are difficult to port to public cloud 
environments. The critical nature of other applications that control 
medical equipment raises concerns about performance and reliability. 
These concerns are both alleviated with private IaaS that is maintained at 
the provider facility.

Beyond security, several other factors are contributing to a potential 
increase in cloud computing in healthcare. The rise of telemedicine will 
force providers to give managed IaaS more consideration. As providers 
shift to home monitoring, remote consulting and even remote surgery, 
reliable networks will be essential to maintain clinical applications and 
equipment. On-premises data centers will be especially preferred to 
mitigate network risk and decrease latency. Growing use of cloud-based 
clinical collaboration tools has given providers more experience and 
familiarity with operating cloud deployments. There are also efforts to 
establish open standards for electronic health record (EHR) software. 38 
Leading EHR products use proprietary data formats, but growing use of 
open standards would increase the value for OpenStack deployments.
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RETAIL
Contrary to both the financial services and healthcare industries, the 
retail industry has been much more willing to embrace cloud provisioning 
of services. Data privacy is still a priority due to regulations regarding 
payment data (e.g., Payment Card Industry Data Security Standard or 
PCI DSS)39  but compliance is not as demanding. Retailers have also 
recognized the benefits of cloud software as Point of Sales (PoS) and 
Distributed Order Management (DOM) applications are converging with 
e-commerce platforms. 

Retailers have dealt with irregular demand cycles for years. Black Friday 
and Cyber Monday create huge spikes in North America, and China has 
similar shopping increases on Singles Day and the Chinese New Year. 
Even when these yearly accounts are planned for, new product launches 
can also create unexpected burden on infrastructure.40  Application 
servers are impacted by both an increased presence on websites as well 
as increased use of mobile applications. This effect is growing as retailers 
shift to multichannel capabilities. The elasticity and scaling of OpenStack 
IaaS provides the capacity for burst computing and storage that these 
events require.

Given the high priority of constant and uninterrupted service to retailers, 
regional adoption of IaaS within the retail industry tends to align with 
regional network connectivity. High levels of mobile phone penetration 
also can spur increased IaaS investment due to the prevalence of 
multichannel ecommerce platforms. South Korea, with the highest level 
of mobile phone penetration, may therefore be a large consumer of 
IaaS.41 Emerging economies in the Philippines and Mexico also are likely 
to spur retail IaaS investment.

Retailers are using IaaS to solve these issues but are not moving 
equally into public and private IaaS solutions. Two keys issues that are 
encouraging the adoption of private IaaS are internal data security and 
lack of flexibility from public IaaS providers. Because retailers are so 
affected by demand spikes, they need corresponding flexible service-
level agreements (SLAs) for IaaS provision and downtime guarantees. 
This flexibility is not usually available from large public providers, 
however, which tend to offer standard service to all customers. Per 

Gartner, “Public cloud IaaS offerings can deliver VMs along with the 
associated basic storage and networking capabilities. The depth and 
breadth of provider feature sets vary significantly, so buyers must 
evaluate these offerings carefully. SLAs are inflexible and do not yet 
offer levels required for mission-critical applications.”42  Private IaaS 
management vendors can offer this flexibility to meet customer 
requirements. 

It’s also worth noting that OpenStack isn’t just a choice for small or 
midsize retailers. The open source advantage, flexibility and resilience of 
OpenStack has led Walmart to turn to OpenStack to meet many of their 
IaaS challenges, becoming one of the largest OpenStack users in any 
industry.  43

Both online-only and brick-and-mortar retailers depend on IaaS for 
increased agility. Best Buy, for example, uses OpenStack to support 
development and testing by speeding development cycles, reducing 
release schedules from one month to two weeks.44 Snapdeal, a leading 
Indian ecommerce vendor, has also launched a very large OpenStack 
deployment, as it found that public cloud provisioning was becoming 
more expensive.45  It must also be noted that many retailers prefer to 
avoid purchasing public cloud services from a competing ecommerce 
vendor.

The smaller regulatory and compliance burden that retailers face does 
not mean they are willing to offload all their data onto public clouds. 
Large vendors are especially hesitant to place PoS data in multi-tenant 
situations. These larger vendors are also more likely to have existing data 
centers that are more easily converted to private IaaS deployments. 
Midsize retailers have less legacy hardware and software, restricting 
their options. They are also more dependent on innovation and 
targeted offerings as they lack economies of scale. Since these midsize 
vendors generally do not have the IT skills required for operating IaaS 
deployments, they are especially looking to managed private IaaS to 
increase flexibility. 
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CLOSING THOUGHTS
OpenStack has a bright future in the enterprise. The number of 
deployments is growing, capabilities are expanding and organizations in 
more industries are realizing the value that OpenStack private clouds can 
bring. Fortune 100 enterprises and small businesses around the globe 
are joining the OpenStack community to meet their individual needs. 
Enterprises in all industries use OpenStack for software development, 
analytics, storage, production applications and other computing needs. 
Financial services and retailers appreciate the scalability for bursts in 
user demand, while healthcare providers recognize the stability and 
security offered by private deployments. 

This breadth of use is made possible by the variety and flexible use of 
core and optional modules, allowing each deployment to be customized 
for any given user. The open standards and source code have created a 
vibrant ecosystem of organizations and individual contributors. Open 
APIs allow OpenStack modules to communicate with internal networks 
and external partners. OpenStack is in continual development, guided 
by both the DefCore committee and OpenStack Innovation Center 
to ensure that each release offers a stable and mature set of core 
capabilities and expanding services.

Organizations that choose OpenStack do so for six primary reasons:

1. They require cost controls that go beyond public IaaS — particularly at 
scale and over time

2. They need to boost their agility without compromising their 
effectiveness

3. They want the flexibility of building private IaaS that’s designed for 
their needs

4. They desire cloud but have reservations about public cloud

5. They value open source and open principles, including  

avoiding lock-in

6. They value the versatility and support that comes from the 

OpenStack ecosystem

Having said that, many enterprises seeking the benefits of OpenStack 
vary widely in their IT expertise. Recognizing this, vendors have made 

OpenStack deployments available through multiple deployment options, 
each varying in the degree of complexity and skills required for both 
initial deployment and ongoing service. Enterprises must examine 
their business needs and IT capabilities when determining the ideal 
consumption method. Those organizations with very high levels of 
commitment and expertise can choose to deploy OpenStack internally 
using the source code directly from the Apache community, though very 
few have the high degree of skills required for this option. More often, 
enterprises realize they need assistance in selecting and integrating 
OpenStack clouds and will require a partner. 

Choosing a packaged distribution vendor certainly alleviates many of 
the initial challenges, increasing the chance of a successful deployment. 
Continued operations presents its own challenges, however, 
and organizations must continue to assess competency in cloud 
management, ongoing security updates and capacity planning. Managed 
service providers fully close the gap, addressing the largest barriers to 
successful deployments by customizing initial capability needs while 
providing the ongoing cloud management required.

There is a nearly infinite number of possible OpenStack deployments 
amid a continually evolving OpenStack ecosystem. Regardless of 
business size and industry, you can experience great benefits from a 
successful OpenStack deployment. Choosing the optimal deployment 
option is a critical step in achieving these benefits.
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