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Introduction
The options for the safe protection of data were once very costly to build and complex to maintain. 
Today, there are new alternatives to choose from and many companies are considering the cloud as a 
safe and secure way to remotely back up and protect their data. The cloud has become a popular trend, 
especially among small and mid-sized companies, since businesses can outsource this aspect of their 
operation and eliminate the hassle of day-to-day operations, while still ensuring security of their data.

If cloud protection only includes backup storage, the answer to this question could be several days, a 
daunting prospect for most businesses. But if cloud protection includes instant recovery, the answer 
could be mere minutes, so that users, and more importantly customers, never notice a single . 

The Limitations of Cloud Backup
A company’s information – be it customer data, email or key applications – is the “lifeblood” of its day-
to-day operations. Businesses must ensure that their data is backed up, protected, safely stored and 
immediately available when needed –whether due to a planned or unplanned event. If systems are 
down, the results can be devastating.

Cloud backup offers businesses many advantages by allowing them to outsource this aspect of their 
business, take advantage of the latest technologies, and easily grow their infrastructure without having 
to worry about buying new equipment, or needing additional space or IT staff.

While cloud backup is ideal for home use or small business operations, it’s important to realize that cloud 
backup only addresses the safe archival of data, not its timely recovery. Many companies will eventually 
experience a serious incident that takes their mission-critical applications off-line, disrupting business 
operations and affecting their customers and revenues.

But cloud protection doesn’t guarantee that critical business functions will always 
be immediately available. The key question to ask is: How long will it take to get 
business systems operational again after a disaster?
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If the availability of business data and applications are critical to business operations, then cloud backup 
may not be the right solution.  

Here are three things to consider when looking at cloud protection solutions. 

Fact #1: Backup is not the same as Recovery

Even if data is safely backed up, consider how long it will take to recover entire systems. Backup can provide 
a false sense of security,  it is not the same as recovery. Most businesses can’t afford minutes, let alone 
hours, without continuous access to valuable customer or company data. What matters is how fast data can 
be restored in order to make employees productive again. And recovery must happen within minutes, not 
hours or days, as each minute of downtime translates directly into lost revenue.

Studies have shown that 93% of companies that lose their datacenter for 10 days file for bankruptcy within 
one year1. When the average system downtime lasts 2.2 days, the cost to SMBs at $12,5002 per day in lost 
productivity is substantial - not to mention having a considerable impact on customers.

Consider if a natural disaster or human error caused a company’s entire system to shut down. With a cloud 
backup solution, a typical company with hundreds of gigabytes of data would be challenged in terms of 
bandwidth requirements, not to mention lengthy download times where recovery of data is measured in 
hours/days, not minutes. As an example, suppose a company has three terabytes of data it needs to quickly 
recover. Downloading those 24 trillion bits over a T1 line (1.5 megabits per second) would take 16 million 
seconds, or about six months – and that’s excluding packet overhead or other applications using the link.  
Upgrading to a 100 Mbps link reduces the download time to about three days best case, still unacceptable 
for many businesses. Practically speaking, actual recovery would involve overnight shipping of physical 
media, negatively impacting Recovery Time Objectives since this would take a minimum of one day (and 
that’s assuming the correct data was loaded onto the DVD/CD in the first place).

While cloud recovery can’t speed up links, the time to recover lost data no longer impacts users 
and customers. Instead of having to do a restore, applications are up and running in just a few minutes, 
since businesses are able to immediately recover data and applications without users and customers having 
to wait while this happens. 

Fact #2: Legacy Data in the Cloud Presents Additional Issues

For businesses that are required to maintain years of archival records due to compliance or regulatory 
reasons, legacy data in the cloud presents additional issues since storage mediums are mixed. For example, 
if a company maintains ten years of historical data,the newer (and more frequently accessed) data is typically 
on disk, while the older data will have been written to the more affordable tape medium. With a cloud 
backup solution, recovery of data can be time-consuming since reading tape is significantly slower in the 
cloud than with disk, and is prone to additional charges. 

Fact #1: Backup is not the same as Recovery

Fact #2: Legacy Data in the Cloud Presents Additional Issues

Fact #3: Cloud Backup Introduces Unpredictable Costs
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Fact #3: Cloud Backup Introduces Unpredictable Costs

Like most business executives, CFOs prefer the assurance of predictable cost and low risk. Yet with many 
cloud backup offerings, costs can be unpredictable, since many vendors charge on a “per gigabyte” 
recurring cost model. It should come as no surprise that the volume of data is doubling every two years3. 
This can lead to escalating costs over time, since companies will typically use more applications and 
create more data each year, making backup increasingly complex and expensive.

In contrast, cloud recovery offerings charge per protected server, which is much more constrained. 

Quorum’ Hybrid Cloud Offers Flexibility plus Instant Recovery
The Quorum Hybrid Cloud Solution is an extension to the company’s award-winning onQ™ High 
Availability (HA) appliance solution and gives customers choice in how they deploy backup and recovery.

Quorum gives customers the flexibility of combining a local HA appliance with a monthly fixed fee for 
cloud recovery. In this scenario, the Quorum’ Hybrid Cloud solution lets customers back up to an onsite 
onQ™ HA appliance for immediate high availability and instant recovery, while adding on a cloud-based 
service for disaster recovery should a customer not have an offsite remote location or simply want to 
eliminate the hassle and expensive upfront investments. This hybrid approach allows customers to easily 
grow in a cost-efficient way without having to invest in additional hardware, IT staff or office space.
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Unlike other solutions, onQ is the only hybrid cloud disaster recovery solution offering instant recovery. 
The onQ solution maintains up-to-date, ready-to-run virtual machine clones of critical systems that can 
run right on the appliance, or in the cloud, transparently taking over for failed servers within minutes. 
onQ builds new recovery nodes continuously and can perform incremental backups in as little as 15 
minute windows, versus cloud backup, which is typically less frequent, at several times per day. 

Test Anytime for “Assured Recovery”

Due to cost and complexity, disaster recovery tests are rarely performed with cloud protection solutions. 
Having a well-defined DR plan is of no value unless businesses are confident their systems will work 
when they’re needed most. The Hybrid Cloud solution allows customers to easily test systems at anytime, 
and even allows scheduled, daily automatic testing to definitively prove that systems will work should a 
disaster occur. 

Data and Applications are Secure

Quorum maintains a world-class, secure data center that is SAS-70 Type II certified, and built to ensure 
the highest performance, safest and most stable environment possible. Critical applications are  
ready-to-run (or test) at a moment’s notice. All data transferred from the  High Availability (HA) appliance 
to the Disaster Recovery (DR) cloud solution goes through a 128 bit AES encrypted session behind a 
256bit AES VPN tunnel that is connected directly from the HA appliance to the DR Cloud solution. There 
is a dedicated virtual firewall isolating each individual custom virtual network. All connections to the DR 
appliance or the DR recovery nodes are via VPN to that firewall. 

Predictable Costs

Cloud backup solutions typically charge based on data volumes, which can be costly in the long run as 
data growth continues its  each year.
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1National Archives & Records Administration in Washington
2Symantec SMB Disaster Preparedness Survey, Global results, January 2011
3The 2011 IDC Digital Universe  Study

And data growth continues unabated, with increases in rich media, customer data and new applications.

In contrast, the Quorum Hybrid Cloud solution has a CFO-friendly, fixed-fee pricing model that gives 
companies instant recovery at a cost lower than cloud backup solutions. 

Summary
Cloud protection is a popular trend in IT as it eliminates the need for companies to invest in new 
equipment, additional office space, or IT staff. However, it’s important to realize that some cloud 
protection options only include cloud backup, which specifically addresses the safe archival of data – and 
not its timely recovery. What businesses must consider when choosing a cloud protection solution is 
instant recovery, or how fast data can be restored in order to make employees productive again.

The Quorum Hybrid Cloud solution combines the best of both worlds by giving customers choice in how 
they deploy backup and recovery, while offering a predictable cost model and minimizing business risk. 
It is also the only hybrid solution to offer instant, One-click Recovery™ of data and applications for true 
peace of mind. Learn more at  www.quorum.net


