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Project Fraud Starts Where Governance Stops — A 
Lifecycle View of Fraud Risk on Capital Projects 

From twenty fraud actions to a governance model the system enforces 

Fraud on a capital project rarely needs a criminal mastermind. It needs a 
decision nobody has to justify, a transaction nobody has to evidence, and an 
approval nobody can trace. When the owner leaves those gaps open, the owner 
is, in effect, inviting fraud. 

Capital projects carry more fraud risk than day-to-day corporate operations. Corporate finance runs on enforced 
policies, a general ledger and an audit calendar. A project, by contrast, is a temporary organisation of owner staff, 
consultants, contractors and suppliers, assembled under time pressure, spending large sums through hundreds of 
contracts and thousands of transactions. Each estimate, bid evaluation, change order, payment certificate and 
inspection is a decision point. Each decision point is a place where someone can favour a party, hide a delay or move 
money for personal gain. 

Is this article for you? 

This series is written for capital project owners, PMOs and project management consultants who believe their 
projects are digitally controlled, and for those who know they are not. In particular, it is for organisations that: 

• Run delivery through Aconex or another document management system, where RFIs, 
variations and payment certificates move as correspondence and attachments. 

• Use a CDE whose workflows review documents but cannot route a transaction by its value, category 
and contract impact under a Delegation of Authority matrix. 

• Use a PMIS that cannot integrate with the ERP, so approved figures are re-keyed into finance and 
two versions of the truth exist. 

• Use a PMIS without comprehensive cost and contract management, so estimate, budget, bids, 
commitments, changes, invoices and payments are not one connected chain. 

• Fund or invest in capital projects as a ministry of finance or sovereign fund, and need 
assurance that the capital provided is spent on verified delivery. 

• Advise clients on project governance as management consultants, and want recommendations 
that are enforced by a system rather than bypassed in practice. 

• Use no system at all, relying on email, paper and spreadsheets. 

Each part shows, process by process, where these set-ups leave the fraud risk open, how PMWEB closes it, and 
why organisations on the wrong platform have no excuse left for not migrating. 

 

The Association of Certified Fraud Examiners estimates in its Occupational Fraud 2024: A Report to the Nations that 
organisations lose about 5% of revenue to fraud each year, that a typical scheme runs for a year before it is detected, 
and that more than half of cases trace back to missing internal controls or managers overriding the controls that exist. 
Construction ranks among the sectors with the highest median loss per case. On a giga-project portfolio, 5% of annual 
capital spend is not a rounding error. It is a hospital, a school cluster or a road network that never gets built. 

This series rewrites and expands my earlier articles on how a Project Management Information System (PMIS) like 
PMWEB prevents and detects fraud on capital construction projects. Part 1 sets out the fraud risk across the project 
lifecycle and the governance model that deters it. Parts 2 to 6 take each high-risk area in turn: approval authority, 
procurement, change and claims, payments, and forensic audit. Part 7 shows how PMWEB 2026 AI and analytics built 
on PMWEB data move the owner from finding fraud after the money has gone to flagging it while the transaction is 
still open. A thread runs through every part: platforms that were never designed as a PMIS, such as document 
management systems, ERPs, e-tendering portals and generic workflow tools, give owners the false assurance that their 
projects are digitally controlled when the controls that deter and detect fraud are not there. 



What Counts as Project Fraud 

Fraud is deceiving someone to obtain an unfair or unlawful gain. On a capital project it takes two forms. The first is the 
act itself: a kickback, a fake invoice, an inflated change order. The second, far more common, is the decision or report 
that hides the truth from the owner: an estimate understated to get a project approved, a schedule overstated to hide a 
delay, a deliverable accepted that was never fit for purpose. Both cost the owner money, time, quality or reputation. 

The twenty actions below come from my original article. Grouped by where they happen, they show that fraud is not 
confined to procurement or payments. It runs from the business case to the final account. 

Fraud risk area Typical fraud actions 

Business case and estimate Unsubstantiated project decisions; under-reported cost estimates; over-reported benefits 

Procurement and award Unbalanced bids; conflict of interest and kickbacks; appointing unqualified firms or team 
members 

Progress and forecasting Over-reported schedule progress to hide delays; wrong forecasts of the cost to complete 

Change and claims Unsubstantiated change orders; over-estimated change orders; misuse of RFIs to cover 
design errors 

Quality and acceptance Over-reported quality progress; acceptance of lower-quality deliverables; substitution of 
specified materials 

Approvals and authority Delayed or improper approvals; decisions outside delegated authority; intended wrong 
actions or decisions 

Records and compliance Lost or misplaced project documents; non-compliance with contract terms; negligence in 
protecting the owner's interest 

Risk and opportunity Creating avoidable threats by ignoring best practice; failing to report threats or 
opportunities in time 

 

 

 

The Risk Everyone Knows and Nobody Names 

Every experienced owner, consultant and contractor knows that fraud happens on capital projects. Ask privately and 
most can describe a case. Yet project fraud rarely appears in a risk register, a board paper or a project review. It is 
spoken about as something that happens on other projects, in other organisations, in other countries. 



The silence has understandable causes. Naming fraud feels like accusing colleagues. Executives worry that admitting 
the risk will be read as admitting failure. Partners and contractors fear losing future work. Public bodies fear 
headlines. So the risk is managed by hoping, and a risk that cannot be named cannot be measured, owned or reduced. 

It takes courage for a board or a PMO head to say openly: fraud is a risk on our projects, as it is on every capital 
programme, and we will manage it like any other risk, with an owner, controls, indicators and reporting. Saying so is 
not an accusation against anyone. It protects honest people, because it replaces suspicion with evidence. 

Audit Finds Fraud; Controls Prevent It 

Where fraud is addressed, the main tool is usually audit: internal audit reviews, external audits, state audit bureau 
inspections, and forensic audits when something has clearly gone wrong. These are essential, but they share one 
limitation. They look backwards. Audits are periodic, they test samples, and they usually start after the estimate was 
approved, the contract awarded, the change order signed and the payment made. Their question is "was there fraud?", 
and if the answer is yes, the money is already gone and recovery is slow, costly and partial. 

The ACFE figures above show the cost of that delay: a typical scheme runs for about a year before it is detected. 
Prevention asks a different and more valuable question: "can this transaction be approved without the evidence, the 
authority and the checks it needs?" If the system makes the answer no, the fraud never happens. 

Line of defence When it acts Typical method Value to the owner 

Prevent Before and during each 
transaction 

Mandatory data, checklists, DoA 
workflow, segregation of duties, one 
cost ledger — enforced in PMWEB 

Highest: the loss never occurs 

Detect Continuously, every 
period 

Red-flag rules, dashboards and AI 
signals on PMWEB data 

High: exposure is caught while the 
contract is still live 

Investigate and 
recover 

After the event Internal, external and forensic audit Lowest: recovery is partial, slow and 
costly 

 

 

 

This series is built on that shift. Audit remains necessary, and Part 6 shows how PMWEB strengthens it. But the 
controls in Parts 2 to 5 act at the moment of the transaction, and the analytics in Part 7 act continuously, so the 
auditor's job changes from finding fraud after the fact to confirming that the controls work. 



Why Owners Unintentionally Encourage Fraud 

In most fraud investigations I have seen, the policies existed. The procedures manual existed. What did not exist was a 
way to make every person follow them every time and to prove afterwards who did what. The conditions that 
encourage fraud are predictable: 

• No stated policy. Without an explicit zero-tolerance policy, fraud is treated as a disciplinary matter for 
individuals rather than a risk the organisation manages. 

• Procedures on paper only. The standard operating procedures manual defines forms, workflows and 
authority levels, but nothing stops a transaction from skipping them. 

• Data silos. Estimates sit in spreadsheets, contracts in a shared drive, invoices in finance, correspondence in 
email. Each reconciliation is manual, and every manual step is a place where numbers can be adjusted. 

• Financial ambiguity. Budget, commitments, pending and approved changes, invoices and payments are never 
seen together, so an over-commitment or a duplicated payment is invisible. 

• No record of decisions. When decisions are made in meetings and emails, nobody can later show who decided, 
on what evidence and under which authority. 

• Resistance dressed as practicality. "The contractor will not enter data" and "the system slows us down" are 
common objections. Sometimes they are genuine. Sometimes the objection is to transparency itself. 

• Digitalisation in name only. Documents, payments and tenders run on platforms that were never designed as 
a PMIS, so management believes controls exist that do not. 

 

The Most Dangerous Control Is the One You Think You Have 

Many owners will read the section above and conclude that the problem is solved, because their projects are already 
"digital". Drawings and correspondence go through a document management system or common data environment. 
Purchase orders and payments go through the ERP. Tenders are issued on an e-tendering portal. Approvals are routed 
through a generic workflow or low-code tool. Monthly reports are built from spreadsheets with a business intelligence 
layer on top. 

Each of these tools is good at the job it was designed for. None of them was designed to manage the business processes 
of capital project delivery. The same applies to some products sold as a PMIS: if the system cannot be integrated with 
the ERP, or does not cover cost and contract management from estimate to payment, the most fraud-exposed 
transactions still sit outside it. Used in place of a PMIS, they do something worse than leave a gap: they create false 
assurance. The board, the auditors and the regulators are told that the projects are digitalised, so they assume that 
the controls a digital system should provide are in place. They are not. Fraud then runs through the gap between what 
the organisation believes is controlled and what is actually controlled. 

Platform used as a 
PMIS 

What it was 
designed for 

What it cannot do for fraud 
control 

The false assurance it 
creates 

Correspondence-
centric platform 
such as Aconex, or a 
document 
management 
system 

Controlling, 
transmitting and 
tracking 
correspondence, 
documents and 
drawings 

Read the amounts, causes and 
quantities inside the PDF; route by 
transaction value; link an RFI's cost 
impact to a commitment 

"Every letter and approval is in 
the system" 

ERP Accounting, purchasing 
and payment after a 
commitment exists 

See estimates, bid line items, pending 
changes, PCOs, claims, work in place 
or inspections 

"Every payment is controlled in 
the ERP" 

E-tendering portal Issuing tenders and 
receiving submissions 
securely 

Compare bid line items with the 
approved estimate; carry evaluated 
rates into the contract and its changes 

"Procurement is online and 
transparent" 

CDE with 
document-review 
workflows 

Sharing and approving 
information containers 
and models 

Route a change order or invoice by 
value, category and contract impact 
under the DoA; hold the approved 
amount as data 

"Our approvals are workflowed" 

PMIS without ERP 
integration 

Managing project 
processes in isolation 

Pass approved commitments, 
certificates and payments to finance 
without re-keying, or reconcile the two 

"Project and finance figures 
agree" 



Platform used as a 
PMIS 

What it was 
designed for 

What it cannot do for fraud 
control 

The false assurance it 
creates 

PMIS without full 
cost and contract 
management 

Scheduling, field or 
document processes 

Connect estimate, budget, bids, 
commitments, PCOs, change orders, 
invoices and payments in one cost 
ledger 

"We have a PMIS" 

Generic workflow 
or low-code tool 

Routing forms and tasks 
of any kind 

Hold a cost ledger, contract schedule of 
values or DoA logic tied to 
commitments; survive staff turnover of 
the people who built it 

"Approvals are automated" 

Spreadsheets with a 
BI layer 

Analysis and 
presentation 

Prove where a number came from, who 
changed it and who approved it 

"We have real-time dashboards" 

No system: email, 
paper and 
spreadsheets 

Nothing in particular Any of the above None, but also no controls 

 

The pattern is the same in every case. The tool records that a document was uploaded, viewed, stamped or sent. A 
PMIS records that a transaction was submitted, checked, approved within authority and posted to the cost ledger, 
with every value held as data. Fraud is committed in the transaction, not in the file name. A system that cannot read 
the transaction cannot test it. 

 

 

Six questions to test whether your digitalisation deters fraud 

1. Can the system tell you the approved budget, committed value, pending changes, approved changes, work in 
place, invoiced and paid for any contract, today, without a spreadsheet? 

2. Does the system decide who approves a change order or invoice from its value and contract impact, or does a 
person choose the reviewers? 

3. Can the system compare every bid line item with the approved estimate, and every change order rate with the 
contract rate? 

4. If a change order is approved in a document platform, can anyone prove the figure paid in the ERP is the figure 
that was approved? 

5. Could an auditor run the red-flag rules in this article on your data, or would they first have to rebuild it from 
PDFs? 



6. Do the figures approved in your project system reach the ERP through integration, or are they keyed in again by 
someone in finance? 

 

If the honest answer to any of these is no, the organisation has digitalised its documents, not its controls. The rest of 
this series shows, process by process, where that difference lets fraud through. 

Time to Move: Migrating to a PMIS Like PMWEB 

If the six questions above show that an organisation's fraud-exposed processes run on the wrong platform, the 
recommendation is direct: it should migrate them to a PMIS like PMWEB. Today there is no credible excuse for 
continuing to run them where they are. Adding another policy, another review step or another spreadsheet to a 
platform that cannot read the transaction will not close the gap. It will only deepen the false assurance. 

Organisations often delay migration because the current platform is familiar, contracts with suppliers are in place, and 
moving project information feels risky. Those concerns are real, but they need to be weighed against the cost of 
staying. Every year on a platform that cannot enforce the DoA, compare bids with the estimate, link change to its cause 
or reconcile certificates to payments is a year of exposure to the leakage priced in the ROI section below. On a large 
capital programme, the cost of staying usually exceeds the cost of moving within the first year. 

If you are on… What to keep What to move to PMWEB How the transition works 

Aconex or another 
document 
management system 

Correspondence and 
document control 
during transition, if 
required 

RFIs, change events, PCOs, change 
orders, claims, commitments, 
progress invoices, budgets and 
approvals 

PMWEB integrates with Aconex; 
CMCS also migrates project data 
from Oracle Aconex and Oracle 
Unifier to PMWEB 

A CDE without DoA-
driven workflows 

Models, drawings and 
information containers 
in the CDE 

Every transaction that changes 
cost, time or contract, with DoA 
workflow and the cost ledger 

PMWEB integrates with Autodesk 
ACC, SharePoint and Egnyte, and 
with other DMS platforms by 
configuration 

A PMIS without ERP 
integration 

The ERP as the 
financial book of 
record 

Project cost and contract processes, 
integrated with the ERP through 
PMWEB's open APIs 

Approved commitments, 
certificates and payments pass 
between systems without re-keying 

A PMIS without full 
cost and contract 
management 

Any specialist tools 
that integrate with 
PMWEB, such as 
Primavera P6 

The estimate-to-payment chain: 
estimate, budget, bids, 
commitments, changes, invoices, 
payments 

Run PMWEB as the system of 
record for cost and contract, linked 
to the schedule 

No system: email, 
paper and 
spreadsheets 

Nothing that cannot be 
evidenced 

All delivery processes, starting with 
procurement, change and payment 

Start PMWEB on a new 
programme and expand 

 

A low-risk migration path 

1. Assess. Map which processes run where, and how legacy data is held: its structure, media, size and consistency 
across projects. That assessment decides what is migrated and what is archived. 

2. Start where risk is highest. Move procurement, change and payment processes first, because that is where 
fraud exposure and value are concentrated. 

3. Start on a new programme. A PMIS is programme-scoped, so PMWEB can go live on a new programme 
while existing projects continue on the current platform, avoiding a big-bang cut-over. 

4. Configure, do not code. PMWEB is configured to the organisation's procedures, DoA matrix and forms, which 
keeps the implementation fast and the system owned by the client. 

5. Integrate rather than duplicate. Connect the ERP and any document platform that remains, so each 
transaction is entered once. 

6. Migrate live projects in waves. Bring the cost and contract records of ongoing projects into PMWEB in 
planned waves; PMWEB's Microsoft SQL Server database makes structured data loading and validation 
straightforward. 

7. Close the back door. Once a process runs in PMWEB, stop accepting off-system approvals for it. 

 



No excuse left 

The reasons given for staying on the wrong platform are familiar. None of them survives contact with the facts, and 
every month of delay is paid for in exposure. 

The excuse The reality 

"We already have a system." A system that cannot read the transaction does not control it. That is false assurance, and 
it is worse than knowing you have no control. 

"Migration is too risky." PMWEB starts on a new programme and takes live projects across in planned waves. 
There is no big-bang cut-over. The real risk is continuing as you are. 

"It will take years." PMWEB is configured, not coded, and is implemented in months, starting with the 
highest-risk processes. 

"It is too expensive." Avoiding a fraction of one percent of leakage repays the system many times over every 
year. The expensive option is staying. 

"We would waste our 
investment in Aconex, our 
DMS or our CDE." 

PMWEB integrates with Aconex, Autodesk ACC, SharePoint and Egnyte. Keep the 
document platform for documents; move the transactions. 

"Our ERP already controls 
payments." 

The ERP controls the payment run, not the certificate behind it. PMWEB integrates with 
the ERP so both hold the same approved figures. 

"Contractors and consultants 
will not enter data." 

Making submission through the PMIS a contractual requirement is a governance 
decision. Resistance to transparency is itself a red flag. 

"Our team cannot maintain a 
PMIS." 

PMWEB is configured by the owner's own team or its consultants and owned by the 
client, not locked to a supplier. 

"We will wait for AI." AI cannot detect fraud in transactions that are not captured as data. Migration is the 
prerequisite for AI, not an alternative to it. 

 

 

 

The Governance Model That Deters Fraud 

My original article set out four pillars. They remain valid, with one change: the enabler is no longer optional. Without 
a system that enforces the method, the objective stays a statement on the wall. 



Pillar What it means How PMWEB makes it real 

Objective A clear zero-tolerance policy on project fraud, 
approved by the board 

Policy published in the PMWEB document 
repository; integrity red flags tracked as records with 
owners and due dates 

Method A standard operating procedures manual: 
organisation, lifecycle stages and gates, 
processes, forms, DoA matrix and process 
KPIs 

Each procedure configured as a PMWEB template, 
workflow and report, so the manual is executed rather 
than read 

Enabler An integrated PMIS that captures every 
transaction, document and approval in one 
database 

One platform for estimate, budget, procurement, 
contracts, changes, invoices, payments, quality and 
documents 

Commitment Top management names fraud openly as a 
risk, sponsors the controls and applies 
consequences for non-compliance 

Executive dashboards show compliance, exceptions 
and open red flags; nothing is approved off-system 

 

Organisation, lifecycle and stage gates 

The procedures manual starts with the organisation that manages the portfolio, whether a projects department, 
project management unit or PMO, with its roles and responsibilities. It then defines the lifecycle from planning and 
concept design through detailed design, procurement, construction and defects liability, with a stage gate between 
each stage at which the owner decides whether the project proceeds. In PMWEB each gate is a record with its own 
checklist, evidence and approval workflow, so no project can pass a gate on a verbal assurance. 

 

 

The processes that need the tightest control 

The manual typically covers twenty or more procedures. The ones with the highest fraud exposure, and the PMWEB 
modules that hold them, are: 

Procedure PMWEB module or form What the record captures 

Project approval and 
budgeting 

Cost estimate, budget, budget 
requests 

Approved estimate, baseline budget, every transfer with 
requester, approver and reason 

Prequalification of 
consultants, contractors and 
suppliers 

Vendor prequalification Scored qualification, financial capacity, track record, 
conflict-of-interest declarations 



Procedure PMWEB module or form What the record captures 

Bid packages and 
procurement 

Procurement / bid packages Invited bidders, bid line items against estimate, 
technical scores, recommendation 

Agreements and contract 
authorisation 

Commitments Contract value, schedule of values, retention, terms and 
clauses 

Design and construction 
changes 

Change events, PCOs, change 
orders 

Cause, linked RFI, cost and time impact, line items, 
approvals 

Payment applications Progress invoices, payments Work in place, stored materials, retention, approved and 
paid amounts, dates 

Submittals, inspections and 
NCRs 

Submittals, WIR/MIR and NCR 
forms 

Specified versus submitted, inspection checklists, non-
conformances and closure 

Delays, time extensions and 
liquidated damages 

Schedule, claims and EOT 
forms 

Entitlement, affected activities, assessed time and cost 

Taking over and closeout Punch lists, closeout forms Snags, certificates, final account, lessons learned 
 

 

 

How PMWEB Turns Procedures Into Controls 

Every business process in PMWEB follows the same pattern. Each element closes a specific fraud opportunity. 

PMWEB element What it does Fraud opportunity it closes 

Template Standard input form with mandatory fields and 
predefined value lists 

Incomplete or selective information; free-text 
manipulation of categories 

Field-level permissions Only authorised roles can create, edit or view 
each form and field 

Unauthorised edits of values, dates or status 

Attachments and links Supporting documents, linked records and 
imported emails stored on the record 

Claims and approvals made without evidence; 
lost or substituted documents 

Workflow Review and approval steps, roles, durations and 
branches tied to the DoA matrix 

Approvals by the wrong person, above their 
limit, or out of sequence 



PMWEB element What it does Fraud opportunity it closes 

Workflow history Date, time, user, action, comments and 
delegate for every step 

Denial of responsibility; back-dated or 
undocumented decisions 

Cost ledger Every financial transaction posted 
automatically to one ledger 

Financial ambiguity between budget, 
commitments, changes, invoices and payments 

Reports and 
dashboards 

Logs, output forms and Power BI reports across 
projects and programmes 

Patterns that are invisible in a single 
transaction 

 

 

 

One Version of the Truth Removes Financial Ambiguity 

Financial ambiguity is one of the most common enablers of project fraud. When the estimate, budget, bids, awarded 
contracts, pending and approved changes, invoices, payments and funding releases sit in separate silos, nobody can 
see that a contract has been over-committed, that the same work has been paid twice or that contingency has been 
quietly spent. In PMWEB, every one of those transactions posts to the same cost ledger the moment it is approved. The 
cost worksheet shows them side by side for each cost code, contract and project, and the same data rolls up to 
programme and portfolio. 

The same principle applies beyond cost. Schedule, deliverables, quality, safety and document approvals are captured 
in the same database, so the executive view of the project is calculated from the transactions rather than reported 
about them. 

From Controls to Red Flags 

Controls prevent most fraud. They do not prevent all of it, because people with legitimate access can still misuse it. The 
second line of defence is a set of red-flag rules that run on PMWEB data every period. A red flag is a question, not a 
verdict. It tells the integrity or audit team where to look; the investigation decides whether there was wrongdoing. 

Red flag What it may indicate PMWEB data used 

Award well below the approved 
estimate 

Unbalanced bid or inside knowledge of 
future changes 

Cost estimate, bid comparison, 
commitments 



Red flag What it may indicate PMWEB data used 

Change ratio rising on one 
contractor across projects 

Claim-oriented contractor or design 
errors being paid for twice 

Change orders, commitments, projects 

Invoice approval much slower or 
faster than the norm 

Approval power used to pressure or 
favour a contractor 

Progress invoice workflow history 

Approver also the submitter, or 
above DoA limit 

Control override Workflow history, DoA rules 

Progress claimed ahead of 
accepted inspections 

Over-reported progress or payment for 
work not done 

Progress invoices, WIR records 

Records without mandatory 
evidence 

Lost, withheld or substituted documents Attachments, completeness queries 

 

Each flag raised becomes an Integrity Red Flag record in PMWEB, created as an adaptive form linked to the source 
transaction, with a severity, an owner, a due date, the evidence attached and a workflow that routes it to the integrity 
or internal audit function. The flag itself is then auditable: who reviewed it, what they found and how it was closed. 

 
Project Integrity Overview — a Power BI report on the PMWEB database, embedded in PMWEB. Illustrative data for a five-programme 

giga-developer portfolio. 

The integrity overview shows open red flags by lifecycle stage and by programme, and a heatmap of programme 
against business process. In the illustrative data, the portfolio total of 47 open flags looks manageable until the 
heatmap shows that 21 of them sit in one programme, concentrated in change orders and payments. That is where the 
integrity team starts. Every number opens to the flags behind it, and every flag opens to the PMWEB record that 
triggered it. 

Where PMWEB 2026 AI Helps 

Part 7 covers AI in depth. Even at this stage, the PMWEB 2026 AI Assistant changes how a reviewer works with the 
data. It can find records in plain language ("show me change orders over SAR 1 million on the Mountain Destination 
programme approved in under three days"), open them, create records such as a red flag with the user's approval, 
and help users understand a process or a screen. It acts only with the user's approval and honours PMWEB security 
settings, so a reviewer sees only what their role allows. The value of any AI rests on the same foundation as the 
controls in this article: complete, structured, approved transaction data in one database. 



Paper, Non-PMIS Platforms and PMWEB Compared 

Capability Procedures manual 
alone 

Document platform, ERP or 
generic workflow 

Procedures enforced in 
PMWEB 

Forms Word and Excel templates, 
filled differently by each team 

PDFs or generic e-forms; values 
held as text, not validated data 

Standard templates with mandatory 
fields and value lists 

Approvals Signatures collected by email 
or on paper 

Document stamps or generic 
flows with no DoA logic on 
transaction value 

Workflow with DoA rules, 
delegation and a full history 

Evidence Scattered across drives and 
inboxes 

Stored, but not tied to the 
transaction it supports 

Attached and linked to each record 

Financial view Reconciled by hand each 
month 

ERP shows committed and paid, 
not pending changes or work in 
place 

One cost ledger, updated on 
approval 

Exceptions Found by auditors months 
later, if at all 

Invisible, because the data the 
rules need is never captured 

Flagged by rules every period 

Accountability Disputed after the event Shows who opened or stamped a 
file, not who approved what 
amount 

Recorded at the time of each action 

 

The ROI of a PMIS When Fraud Is Priced In 

Business cases for a PMIS are usually built on productivity: fewer manual reports, faster approvals, less time 
reconciling spreadsheets. Those benefits are real, but they are the smaller part of the return. The larger part is the loss 
that does not happen. Because fraud is rarely named as a risk, it is rarely counted as a benefit, and the business case 
understates the value of the system by an order of magnitude. 

The arithmetic is simple. The ACFE's cross-industry estimate is that organisations lose about 5% of revenue to fraud. 
Capital programmes are not the same as corporate revenue, so assume something far more conservative: that a PMIS 
which enforces the controls in this series reduces fraud-related leakage by only a fraction of one percent of annual 
capital spend. The table shows what that is worth each year. 

Annual capital spend ↓  
Leakage avoided → 

0.25% 0.5% 1% 2% 

SAR 1 billion SAR 2.5m SAR 5m SAR 10m SAR 20m 

SAR 5 billion SAR 12.5m SAR 25m SAR 50m SAR 100m 

SAR 20 billion SAR 50m SAR 100m SAR 200m SAR 400m 
 

Illustrative arithmetic, not a forecast. Each owner should apply its own capital spend and its own view of exposure. 

Set any of those figures against the full cost of owning and implementing a PMIS across the same portfolio, and the 
return is measured in multiples, not percentages. On a giga-project portfolio, avoiding a quarter of one percent of 
leakage alone can repay the system many times over every year, before a single productivity benefit is counted. 

Fraud prevention also carries returns that never appear as a line item: 

• Claims avoided. Fair, fast and evidenced payment and change decisions remove the grievances that turn into 
claims and disputes. 

• Lower audit and investigation cost. Auditors test controls and evidence already in the system instead of 
rebuilding records. 

• Faster recovery when something does go wrong. The evidence chain exists from the first transaction. 

• Confidence of funders and stakeholders. Boards, ministries of finance, lenders and investors rely on figures 
that can be traced to approved transactions. 

• Deterrence. The most valuable control is the one that stops an attempt before it is made. Its return is real even 
though no report will ever show the fraud that never happened. 

 



 

 

For Ministries of Finance and Sovereign Funds: Protecting the Capital You 
Provide 

Ministries of finance appropriate and release the capital that government entities spend on projects. Sovereign funds 
invest it, as equity in giga developers, project companies and public-private partnerships, and expect it to be preserved 
and to earn a return. Both are the parties most exposed to project fraud and the furthest from where it happens. They 
do not approve change orders or certify payments. They see what the implementing entity or portfolio company 
reports, usually as periodic summaries assembled from the very tools this series has shown to be fragile. 

Every riyal or dirham lost to fraud is capital the ministry must find again, or a return the fund will never earn. Under 
the illustrative arithmetic in this article, avoiding even a quarter of one percent of leakage across a national capital 
programme or an investment portfolio is worth tens or hundreds of millions each year. Funders are therefore not only 
beneficiaries of fraud controls; they are in the strongest position to require them. 

Funder's question What a report alone shows What PMWEB data lets the funder verify 

Is capital being spent on what 
was approved? 

Spend against budget, as reported Spend traced from budget to commitments, 
approved changes, certified work and payment, by 
project and funding source 

Are we paying for work 
actually done? 

Percent complete, as reported Certified amounts by line item, linked to accepted 
inspections, with approval dates and approvers 

Is the entity's governance 
working? 

A statement that procedures exist DoA compliance, off-system approvals, open red 
flags and their dispositions 

Where is value leaking? Overruns explained after the event Change ratio, design-error changes, award-versus-
estimate and payment-treatment indicators, by 
programme 

Can the figures be trusted? Signed management representation Every figure traceable to an approved transaction 
and reconciled to the ERP 

 

Conditions funders can attach 

• Funding release against evidence. Release tranches against certified progress and approved commitments in 
a PMIS, not against requests supported by spreadsheets. 



• System-enforced governance as a funding or investment condition. Require implementing entities and 
portfolio companies to run procurement, change and payment processes in an integrated PMIS with DoA 
workflow and ERP integration. 

• Funder dashboards from the source. Receive portfolio dashboards calculated from transaction data, with 
drill-down rights, instead of periodic reports. 

• Integrity reporting. Require red-flag indicators and their dispositions to be reported each period, alongside 
cost and schedule. 

• Consistency across entities. Apply the same process templates and KPI definitions across all funded entities, 
so performance and risk can be compared like for like. 

 

For Management Consultants Advising on Project Governance 

Management consultants are often the people who define a client's project governance: the PMO operating model, the 
lifecycle and stage gates, the Delegation of Authority matrix, the policies and procedures, the KPIs. The quality of that 
work is rarely the problem. The problem is what happens after the report is accepted. If the recommendations are 
implemented on email, on a document platform such as Aconex, on a CDE with document-review workflows, or on a 
PMIS that cannot carry cost and contract processes or connect to the ERP, the governance exists on paper and is 
bypassed in practice. When a fraud case later surfaces, the question asked is whether the governance was adequate, 
and the adviser's name is on it. 

Governance advice is only as strong as its enforcement. The most valuable thing an adviser can add to a governance 
recommendation is the specification of the system capabilities that make it enforceable, and a way to test that they are 
in place. 

Governance 
recommendation 

System capability required to enforce 
it 

How to test it 

Delegation of Authority 
matrix 

Workflow branch rules that read transaction 
value, category and contract impact; formal 
delegation with scope and period 

Submit a test change order above a 
threshold and confirm it routes to the 
right authority 

Segregation of duties Submitter excluded from approval steps; field-
level permissions 

Attempt to approve a transaction you 
submitted 

Stage-gate approvals Gate records with checklists, evidence and 
workflow 

Try to pass a gate with an incomplete 
checklist 

Single source of financial 
truth 

One cost ledger fed by estimate, budget, 
commitments, changes, invoices and 
payments; ERP integration 

Reconcile a contract's approved 
certificate to the ERP payment without 
a spreadsheet 

Procurement integrity policy Prequalification scoring, bid line items 
compared with the approved estimate, bid-to-
commitment carry-over 

Show line-item bid ratios for the last 
award 

Change control procedure Linked RFI, change event, PCO, change order 
and claim records with causes as data 

Trace a change order back to its cause 
and forward to its payment 

Fraud risk management Red-flag rules, an Integrity Red Flag record 
with dispositions, portfolio dashboards 

List open flags with owner, age and 
disposition 

 

A five-level maturity model for fraud-resistant project governance 

Level Description Fraud exposure Typical set-up 

1. Informal Governance is custom and practice; 
approvals by email and signature 

Very high No system; email, paper, 
spreadsheets 

2. Documented Policies, SOPs and DoA exist but are not 
enforced by any system 

High Procedures manual plus 
spreadsheets 

3. Digitised 
documents 

Documents and correspondence are 
controlled; transactions are still PDFs 

High, with false 
assurance 

Aconex, DMS or CDE with 
document-review workflows; ERP 
for payments 



Level Description Fraud exposure Typical set-up 

4. Integrated 
PMIS 

Cost and contract processes run as data 
with DoA workflow, one cost ledger and 
ERP integration 

Low PMWEB covering estimate to 
payment, integrated with the ERP 

5. Continuously 
monitored 

Red-flag rules, AI-assisted review and 
learning analytics on the same data 

Lowest, and falling PMWEB with dashboards, 
PMWEB 2026 AI and analytics 

 

Level 3 is where many clients sit, and it is the most dangerous level for an adviser to leave them at, because it looks like 
progress. Moving a client from level 3 to level 4 is usually the single highest-value recommendation in a governance 
engagement. 

 

 

The funder's lens — ministries of finance and sovereign funds 

• Treat fraud prevention as capital preservation: every loss avoided is capital the ministry does not have to 
re-appropriate, or a return the fund does not lose. 

• Use the maturity model to assess each implementing entity or portfolio company, and set a target level as a 
condition of funding or investment. 

• Ask for dashboards calculated from transactions, not summaries assembled from documents. 

 

Adviser's checklist — for consultants recommending project governance 

Questions to ask in the diagnostic 

• Is project fraud named in the client's risk register, with an owner, controls and indicators? 

• Which of the eight set-ups in this article does the client actually run on, process by process? 

• Which governance recommendations from previous reviews are enforced by a system, and which rely on 
people? 

• Where on the five-level maturity model is the client today? 

Recommendations to put in the governance report 

• Name project fraud as a managed enterprise risk and assign it an owner. 



• Specify the system capabilities required to enforce each governance recommendation, using the traceability 
table. 

• Move the most fraud-exposed processes (procurement, change, payment) to an integrated PMIS before 
refining policy further. 

• Report fraud-control effectiveness to the board using the indicators at the end of this article. 

 

Evidence That the Governance Model Is Working 

• Process coverage. The share of in-scope delivery processes run end to end in PMWEB, with no off-system 
approvals. 

• Evidence completeness. The share of records with all mandatory attachments and linked records. 

• Exception rate. Transactions approved outside workflow or outside the DoA, trending to zero. 

• Red-flag closure. Flags closed with a documented disposition within the target period. 

• Recurrence. Repeat flags on the same party or process falling after corrective action. 

 

Key takeaway 

Fraud thrives where decisions are undocumented, data is fragmented and approvals are untraceable. A zero-
tolerance policy and a procedures manual define what should happen. PMWEB makes it happen, every time, 
and records who did what, when and on what evidence. 

Digitalising documents is not digitalising controls. A platform that was never designed as a PMIS gives the 
board the comfort of a digital system without the controls of one, and that false assurance is itself a fraud risk. 

With every transaction in one database, the owner can move from reacting to fraud after the money has gone to 
flagging the patterns that precede it. 

Project fraud is a known risk that too few organisations have the courage to name. Audit will always find some 
of it after the money has gone; controls in PMWEB prevent it at the transaction, which is where the real value 
lies. 

Priced against the fraud risk it removes, a PMIS is not a cost to be justified; it is one of the highest-return 
investments a capital programme can make. 

Organisations running their fraud-exposed processes on the wrong platform have no excuse left. They should 
migrate to a PMIS like PMWEB; the cost of staying is the leakage, every year. 

 

Next in the series: Part 2 looks at approval authority: how PMWEB workflows enforce the Delegation of Authority 
matrix, handle delegation during absences, and produce output forms that show exactly who reviewed and approved 
each transaction. 

Talk to us: If your projects run on Aconex or another document management system, a CDE without DoA-driven 
workflows, a PMIS without ERP integration or full cost and contract management, or no system at all, there is no 
longer an excuse to stay: migrate your fraud-exposed processes to a PMIS like PMWEB. CMCS can assess your current 
platforms and data, start PMWEB on a new programme, integrate it with your ERP and document platforms, and 
migrate legacy project data, including from Oracle Aconex and Oracle Unifier. Contact CMCS at info@CMCS-
MENA.com. Management consultants designing project governance for their clients are welcome to use these 
frameworks; CMCS works alongside consulting firms to turn governance recommendations into configured PMWEB 
processes. Ministries of finance and sovereign funds can also see how a common PMWEB standard across funded 
entities gives them verified, portfolio-wide visibility. 

#PMWEB #CMCS #FraudPrevention #ProjectGovernance #PMO #CapitalProjects #ProjectControls #PMIS #GigaProjects 
#Integrity #CDE #DocumentManagement #ERPIntegration #ManagementConsulting #MinistryOfFinance #SovereignWealthFund 
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Authority Enforced, Not Assumed — Workflows, the 
DoA Matrix and Delegation in PMWEB 

Every approval made by the right person, within the right limit, on the record 

Most project fraud passes through an approval. A wrong estimate, a favoured 
contractor, an inflated change order or an accelerated payment all need 
someone to say yes. When the owner cannot prove who said yes, under what 
authority and on what evidence, the approval itself becomes the fraud's best 
cover. 

Part 1 of this series set out the governance model: a zero-tolerance policy, a procedures manual, an integrated PMIS 
and top management commitment. This article deals with the control that sits at the centre of all of them, approval 
authority. It rewrites and expands two of my earlier articles: one on whether individuals can be held to account for 
deceitful or unauthorised review and approval actions, and one on how well-designed output forms help prevent fraud 
on formally communicated transactions. 

Is this article for you? 

Read this if your approvals are routed as document reviews in Aconex, a DMS or a CDE, signed 
electronically on PDFs, or collected by email. The question is not whether approvals are digital, but whether the 
system can read the value being approved and enforce the DoA for it. If you advise clients on project 
governance, the adviser's checklist near the end turns this article into diagnostic questions and 
recommendations. Ministries of finance and sovereign funds will find a funder's lens on this topic near the end. 

 

Where Approval Authority Breaks Down 

On a capital project, the decisions most exposed to fraud are approvals: estimates, the selection of consultants, 
contractors and subcontractors, specified materials and their substitutes, change orders, interim payment certificates, 
acceptance of work in place and acceptance of material deliveries. A project team member becomes part of a deceitful 
act in one of two ways. Either the review or approval is made to obtain an unlawful gain, or the person takes a decision 
they were never authorised to take. The second is far more common, and it is the one a system can stop outright. 

• Approvals above the approver's limit. A project director signs a change order that the DoA matrix reserves 
for the programme director. 

• Submitter and approver are the same person. The segregation of duties exists in the manual but nothing 
enforces it. 

• Split transactions. One change is broken into several smaller changes, each just below an approval threshold. 

• Informal delegation. An approver on leave tells a colleague to "sign on my behalf", with no record of the scope 
or the period. 

• Skipped steps. The technical review is bypassed because "the contractor needs payment this week". 

• Back-dated or undocumented decisions. Approvals given in a meeting are recorded weeks later, if at all. 

 



 

 

Four Requirements for Accountable Approvals 

To reduce the risk of fraudulent or unauthorised review and approval, the project management plan needs four things. 
Each maps directly to PMWEB functionality. 

Requirement What the plan must define How PMWEB enforces it 

1. Forms A form for every business process, with the 
data each role is authorised to provide 

Out-of-the-box templates plus the custom form 
builder, with permissions on each template and 
each field 

2. Workflows The review and approval steps for each 
process and the people or roles in each step 

Workflow templates with steps, roles, durations, 
branches and conditions 

3. DoA matrix Approval limits by role, value, category and 
whether the transaction changes the contract 

Branch rules in each workflow that route the 
transaction to the authority level its attributes 
require 

4. Delegation A formal process for delegating or replacing 
approvers during absence 

Workflow delegation with scope, period, reason 
and activation status 

5. History Automatic capture of planned and actual 
review and approval actions 

Workflow tab and workflow log on every record, 
reported across the portfolio 

 

Forms That Capture Only What Each Person Is Authorised to Provide 

PMWEB comes with ready-to-use templates for the processes with the highest risk of fraudulent or unauthorised 
approval: requests for information, site inspections, technical and material submittals, contractor prequalification, bid 
comparison, contract awards, claim notices, change orders, interim payment certificates, miscellaneous invoices, 
budgets and budget adjustments. Processes that are not available out of the box, such as material substitution, value 
engineering proposals, work inspection requests and material inspection requests, are built with the custom form 
builder, in the language the project needs. 

Permissions apply to the template as a whole and to each field within it. The contractor can enter the submitted 
amount on a progress invoice but cannot touch the approved amount. The cost engineer can enter the assessed value 
but cannot change the contract value. Each person provides exactly the information the project management plan says 
they are authorised to provide, and the record shows who entered each value. 



 

 

Workflows That Embed the DoA Matrix 

A workflow is assigned to each business process template. It maps the submit, review and approve steps, the role or 
user assigned to each step, the time allowed, the step type and the actions available, such as approve, return, reject or 
request team input. Branches route the transaction according to its attributes. A change order under SAR 1 million 
may end with the project manager. One between SAR 1 million and SAR 5 million adds the head of commercial. One 
that changes the contract sum by more than a set percentage, or extends the completion date, goes to the programme 
director or the board. 

Transaction attribute Example DoA rule Workflow behaviour 

Value band Change orders above SAR 5 million require the 
programme director 

Branch adds the programme director step 
when the amount crosses the band 

Changes the contract Any change to contract value or completion 
date requires commercial review 

Branch adds commercial and legal review 
steps 

Category or type Acceleration directives require the CFO Branch on the category value list 

Cumulative effect Cumulative changes above 10% of contract 
value require board approval 

Condition on the commitment's approved 
change total 

Segregation of duties The submitter cannot approve their own 
transaction 

Role assignments exclude the submitter from 
approval steps 

 



 

 

Because the routing is decided by the transaction's own data, nobody can choose a friendlier approver. And because 
overdue alerts escalate stalled steps, nobody can sit on a transaction indefinitely to pressure a contractor. 

Delegation Without Loopholes 

Approvers go on leave, travel and change roles. Without a formal delegation process, their approvals are made 
informally by whoever is available, and the authority trail breaks. PMWEB workflow delegation records each 
delegation as a controlled action: 

1. Select the person whose review and approval tasks are being delegated. 

2. Choose whether it applies to all projects or selected projects, and to all roles the person holds or specific roles. 

3. Choose a temporary delegation or a permanent replacement, and the person receiving the tasks. 

4. Decide whether it covers future tasks, tasks already in progress, or both. 

5. Set the end date for a temporary delegation and record the reason. 

6. Activate or deactivate the delegation. Every task completed under it shows both the original approver and the 
delegate. 

 



 

 

Output Forms That Tell the Whole Story 

Many transactions still leave the system as a formal communication: a change order issued to the contractor, a 
payment certificate sent to finance, an inspection result returned to site. Whether wet-signed or digitally signed, a 
well-designed output form has four components. Together they make the communication self-evidencing. 

Component What it shows Why it deters fraud 

1. Transaction 
details 

The content specific to the process: for a change 
order, the cause, line items, cost and time impact 
and the revised contract value 

The figures communicated are the figures 
approved, drawn from the record rather than 
retyped 

2. Verification 
checklist 

Every item that had to be confirmed before 
approval, with who confirmed it and when 

Shortcuts are visible; nobody can claim an item 
was checked when it was not 

3. Supporting 
documents 

The list of attachments and linked records sent 
with the transaction 

The recipient knows exactly what evidence the 
decision rested on 

4. Workflow record Planned and actual review and approval steps: 
name, role, date, action, comments, delegate 
and, optionally, signature 

Anyone receiving the form can see who approved 
it and under what authority 

 

Checklists deserve emphasis. A predefined checklist, aligned with the contract's obligations and entitlements, can be 
added to any out-of-the-box PMWEB template; on custom forms, it is a table within the form design. Each checklist 
task is assigned to the person responsible and dated when completed. For a work inspection request, it lists every item 
to be inspected. For an RFI, it confirms the RFI is a genuine request for information and not a vehicle to create 
grounds for a variation. 



 

 

 

 

Can Individuals Be Held to Account? 

My original article asked whether individuals can be accused of fraud for deceitful or unauthorised review and 
approval actions. Whether a specific act is fraud is a question for investigators, lawyers and courts. What a PMIS 
determines is whether the facts can be established. With PMWEB, every action is recorded at the time it happens: who 
entered each value, who reviewed, who approved, on which date, under which delegation, with which comments and 



on which evidence. An approver cannot later claim they were not involved, that someone else acted without their 
knowledge, or that the transaction was within their authority when the DoA rule shows it was not. 

That record protects honest staff as much as it exposes dishonest ones. A project manager who followed the process 
can show it. Without the record, everyone is equally suspect. 

When the Approval Lives in the Wrong System 

Many owners believe their approvals are already controlled because they are routed electronically: through document-
review workflows in Aconex, another document management system or a CDE, an e-signature service, or a generic 
workflow tool. These approvals look digital. For fraud control they are often weaker than a wet signature, because they 
carry the authority of a system without the logic of one. 

• The value is invisible to the workflow. A change order uploaded as a PDF is routed by a document-review 
template. The amount sits inside the file, so no rule can send a SAR 18 million change to the programme director. 
The DoA is applied, if at all, by the people choosing the reviewers. 

• The approved document and the paid figure can differ. The PDF is approved in one system and the 
amount is keyed into the ERP in another. Nothing proves the two are the same. Every re-keying step is a fraud 
opportunity. 

• A signature proves identity, not authority. An e-signature confirms who signed. It does not confirm they 
were authorised to approve that value, for that contract, on that date. 

• Delegation becomes account sharing. When the approver is away, the workflow is reassigned by an 
administrator or the approver's login is used by a colleague. The record then shows the wrong person. 

• The audit trail records access, not decisions. Document platforms log who viewed, downloaded or stamped 
a file. That is not the same as who approved what amount under which authority. 

 

The result is false assurance: management sees a digital approval trail and assumes the DoA is enforced. In PMWEB 
the approval is on the transaction itself, the values are data the workflow can read, and the same approved record 
posts to the cost ledger and, through integration, to the ERP. 

No excuse to stay on the wrong platform 

If approvals in your organisation are routed as document reviews in Aconex, a DMS or a CDE, or by email, the 
DoA cannot be enforced on transaction value. There is no excuse for leaving it there: migrate your approval-
bearing processes to a PMIS like PMWEB, starting with change orders and payment certificates, while 
keeping the document platform for correspondence through PMWEB's integrations. 

 

Monitoring Authority Across the Portfolio 

The workflow history of every record is data. Reported across all projects, it shows whether the DoA matrix is working 
in practice. 



 
Approval Authority Compliance Report — Power BI on the PMWEB database, embedded in PMWEB. Illustrative data. 

In the illustrative report, 99.1% of approvals fall within the correct DoA band, which looks reassuring. The exceptions 
log shows what the average hides: four approvals made above the approver's limit, two transactions approved by the 
person who submitted them, and a budget transfer approved by a delegate outside the scope of the delegation. The 
delegate share chart shows one programme where nearly one approval in ten is made by a delegate, twice the 
tolerance. Each row opens to the record and its workflow log. 

Authority red flag Rule on PMWEB data 

Above DoA limit Approved amount exceeds the limit of the approving role for that process 

Submitter = approver Same user on the submit step and any approval step of the same record 

Threshold splitting Two or more transactions on the same commitment and cause within N days, each 
below a DoA threshold, summing above it 

Delegation outside scope Delegate approves a process, project or role not covered by the active delegation 

Implausibly fast approval High-value approval completed in a fraction of the norm for that process and value 
band 

Persistent overdue steps The same approver repeatedly exceeds step duration on one contractor's 
transactions 

 

Where PMWEB 2026 AI Helps 

The PMWEB 2026 AI Assistant gives auditors and PMO staff a faster way into this data. A reviewer can ask it to find 
all change orders approved by delegates on a programme last quarter, open the record with the largest value, and 
create an Integrity Red Flag record linked to it, which the assistant does only once the reviewer approves the action. 
The assistant honours PMWEB security, so it cannot reveal records the reviewer is not permitted to see. Its help mode 
also explains the workflow and DoA rules configured for a process, which is useful for new staff who need to 
understand why a transaction was routed the way it was. 

Email, Document-Platform and PMWEB Approvals Compared 

Capability Approvals by email and 
signature 

Document platform or 
generic workflow 

Approvals in PMWEB 
workflow 

Routing Chosen by the sender Fixed by a document-review 
template or chosen by the sender 

Decided by the transaction's value, 
category and contract impact 



Capability Approvals by email and 
signature 

Document platform or 
generic workflow 

Approvals in PMWEB 
workflow 

Authority limits Checked, if at all, by the 
approver 

Not applied: the value sits inside a 
PDF the workflow cannot read 

Enforced by branch rules from the 
DoA matrix 

Segregation of 
duties 

Relies on goodwill Rarely configured; shared 
accounts are common 

Submitter excluded from approval 
steps 

Delegation Verbal or by email Administrator reassignment or 
account sharing 

Recorded with scope, period, reason 
and status 

Evidence of 
review 

Scattered in inboxes Comments on a document, not a 
checklist on a transaction 

Checklist, comments and 
attachments on the record 

Audit Reconstructed after the event Access logs showing who viewed, 
not who approved what value 

Workflow log reported across the 
portfolio 

 

The funder's lens — ministries of finance and sovereign funds 

• Approvals made outside authority are the first sign that a funded entity's governance is not working. Ask 
for DoA compliance and off-system approvals as standard reporting lines. 

• Where the funder holds reserved matters, such as large commitments or changes, those thresholds can be 
built into the same PMWEB workflow branches, with the funder as an approval step or notified party. 

 

Adviser's checklist — for consultants recommending project governance 

Questions to ask in the diagnostic 

• Can the client's system read the value of a transaction and route it under the DoA, or does a person choose 
the reviewers? 

• How is delegation recorded during absences, and can it be audited? 

• How many approvals in the last year were above the approver's limit or made by the submitter? 

Recommendations to put in the governance report 

• Embed the DoA matrix as workflow rules on the transaction, not as a reference document. 

• Prohibit off-system approvals for any transaction that posts to cost. 

• Require output forms to carry the checklist, evidence list and workflow record. 

 

Evidence That Authority Controls Are Working 

• DoA compliance. Approvals outside the authorised band, trending to zero. 

• Segregation. No record approved by its submitter. 

• Delegation discipline. Active delegations all within scope, with an end date and a reason. 

• Off-system approvals. No transaction posted to the cost ledger without a completed workflow. 

• Output form completeness. Every formal communication issued with checklist, evidence list and workflow 
record. 

 



Key takeaway 

An approval is only a control if the system decides who may give it, records who did, and shows the evidence it 
rested on. PMWEB embeds the DoA matrix in workflow, formalises delegation and prints the full approval story 
on every output form. 

An approval routed through a document platform looks controlled, but if the system cannot read the value it 
cannot enforce the authority. 

Fraud then needs to beat the system as well as the people, and anyone who tries leaves a record. 

Moving approval-bearing processes to PMWEB is what turns the DoA from a document into a control. 

 

Next in the series: Part 3 moves to procurement: how PMWEB prequalification, bid comparison against the 
approved estimate and line-item analysis expose unqualified bidders, unbalanced bids and front-loading before the 
contract is signed. 

Talk to us: If your projects run on Aconex or another document management system, a CDE without DoA-driven 
workflows, a PMIS without ERP integration or full cost and contract management, or no system at all, there is no 
longer an excuse to stay: migrate your fraud-exposed processes to a PMIS like PMWEB. CMCS can assess your current 
platforms and data, start PMWEB on a new programme, integrate it with your ERP and document platforms, and 
migrate legacy project data, including from Oracle Aconex and Oracle Unifier. Contact CMCS at info@CMCS-
MENA.com. Management consultants designing project governance for their clients are welcome to use these 
frameworks; CMCS works alongside consulting firms to turn governance recommendations into configured PMWEB 
processes. Ministries of finance and sovereign funds can also see how a common PMWEB standard across funded 
entities gives them verified, portfolio-wide visibility. 

#PMWEB #CMCS #FraudPrevention #DelegationOfAuthority #Workflow #PMO #CapitalProjects #ProjectControls #PMIS 
#Governance #CDE #DocumentManagement #ERPIntegration #ManagementConsulting #ProjectGovernance #MinistryOfFinance 
#SovereignWealthFund 
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Procurement Integrity — Prequalification, Bid 
Analysis and Unbalanced Bids in PMWEB 

Stopping fraud before the contract is signed 

The most expensive fraud on a capital project is often decided before the first 
shovel enters the ground. An unqualified bidder invited, an unbalanced bid 
accepted, a design error known to one bidder and not the others: each turns the 
contract itself into the vehicle for loss. 

Part 2 showed how PMWEB enforces approval authority on every transaction. This article applies those controls to the 
procurement cycle, where the value at stake is largest and the window to act is shortest. Once a contract is signed, a 
flawed award is very hard to unwind. The owner pays for it in change orders, claims and acceleration costs for the rest 
of the project. 

Is this article for you? 

Read this if bids arrive as attachments in an e-tendering portal, a document platform such as Aconex or 
by email, or if your PMIS has no estimate, bid comparison and commitment chain connecting the 
evaluated rates to the contract and its changes. If you advise clients on project governance, the adviser's 
checklist near the end turns this article into diagnostic questions and recommendations. Ministries of finance 
and sovereign funds will find a funder's lens on this topic near the end. 

 

A Case That Shows How It Works 

Case: the pile design that everyone but the owner knew about 

On a major building project, a contracting company was formed specifically to bid. It used another firm's 
registration credentials to be accepted onto the tender list. Its founders had inside information that the pile 
design in the tender documents was wrong: after a post-award soil investigation, the piles would have to be 
redesigned and lengthened. 

The new company unbalanced its bid accordingly. It priced pile caps, which would not change, very low, and 
priced piles by the metre, which would grow, well above market. Its total was the lowest, and it won. 

After award, the soil investigation confirmed the error. The piles were redesigned and extended. The contractor 
received a change order at its inflated pile rate, then claimed time and cost for the redesign, and was finally paid 
for a directive acceleration to recover the delay. 

At least three failures by the owner's team made this possible: an incorrect soil investigation and design, an 
unqualified contractor invited to bid, and an unbalanced bid accepted without challenge. The last two are 
procurement controls that a PMIS enforces. 

 



 

 

Six Questions Every Bid Analysis Must Answer 

My earlier article on machine learning for fraud detection used the bid analysis report as its example, because a single 
report can expose six possible fraud transactions. Each question needs specific data, captured in a structured form, to 
be answered with evidence rather than opinion. 

Question Fraud it exposes PMWEB data that answers it 

1. Was every invited bidder qualified at 
the date of invitation? 

Unqualified or front companies on 
the bid list 

Vendor prequalification records, scores 
and approval dates 

2. Did enough compliant bids arrive to 
meet the minimum? 

Restricted competition; cover 
bidding 

Bid package invitees and received bids 

3. Is any bid unbalanced or front-
loaded? 

Pricing designed to exploit 
expected changes or early cash 

Bid line items against estimate line items 

4. Is the approved cost estimate 
consistent with the bids received? 

Estimate manipulated to justify 
the award or the budget 

Cost estimate revisions and bid totals 

5. Was the technical evaluation 
completed? 

Award on price alone to a bidder 
who cannot deliver 

Technical scoring on the bid package 

6. Was the recommendation reviewed 
and approved per the DoA? 

Award by someone without 
authority, or without review 

Workflow history on the bid analysis 
record 

 

Prequalification as a Gate, Not a Formality 

The PMWEB vendor prequalification module holds each company's registration details, departments, contacts, 
insurances, applications and scoring. The scoring questionnaire is configured by the owner: years in business, 
comparable projects completed, financial capacity, key staff, health and safety record, pending claims and disputes, 
and conflict-of-interest declarations. Each question carries points and a weight; the weighted score decides whether 
the company is qualified for a category and value band. 

The prequalification decision itself has a workflow. Procurement reviews documents, finance reviews financial 
statements, the technical team reviews experience, and the approver is set by the DoA. Each reviewer's comments and 
dates are recorded. In the case above, a company with no history, no financial record of its own and borrowed 
credentials would have failed at this gate, and the reviewers who passed it would be on record. 



 

 

Bid packages in PMWEB draw their invitees from the prequalified vendor list. A rule can flag any invitation to a 
company whose qualification had not been approved by the invitation date, or had expired, which is how the 
dashboard later in this article counts bidders who were invited before they were qualified. 

Bid Comparison Against the Approved Estimate 

The approved cost estimate is the owner's independent view of what the work should cost. In PMWEB it is held line by 
line, with quantities, units and rates, and every revision is kept. The procurement module then holds each bidder's 
prices against the same bid items, alongside the estimated unit cost and total. With that structure, the comparison is 
calculated rather than eyeballed: 

• Bid-to-estimate ratio per line item. Bid rate ÷ estimate rate for every item and every bidder. 

• Unbalancing. Items priced far below estimate in one bid while others in the same bid sit far above, especially 
where the high items are quantity-driven or likely to change. 

• Front-loading. Early activities such as mobilisation, preliminaries and substructure priced high, and later 
activities low, to accelerate cash flow and reduce the contractor's exposure if it defaults. 

• Outlier totals. A lowest bid well below the estimate and below the other bids, which warrants a scope and 
assumption review rather than a celebration. 

• Identical patterns. Bids from different companies with near-identical rates or errors, which may indicate 
collusion. 

 



 

 

Unbalanced items are not proof of fraud. Contractors price risk differently, and a low rate may reflect a genuine 
efficiency. They are, however, a signal to go back to the tender documents and ask a specific question: is there 
something about this item's quantity or design that this bidder knows and the owner does not? In the case above, that 
question asked of the pile items would have exposed the design error before award. 

 

 



Online Tendering Is Not Procurement Control 

Owners often point to their e-tendering portal or ERP sourcing module as proof that procurement is digital and 
transparent. Those tools are valuable: they control access to tender documents, time-stamp submissions and keep bids 
sealed until opening. But they were designed to manage the tender event, not the integrity of the award. Used as the 
only procurement system, they create false assurance in three ways. 

• Bids arrive as attachments. The priced bill of quantities is an uploaded spreadsheet or PDF. The portal 
compares totals; nobody compares every line item with the approved estimate, so unbalanced rates such as the 
piling case pass unseen. 

• Prequalification is a document upload. Certificates and financial statements are attached but not scored, 
weighted or approved through a DoA workflow. A front company with borrowed credentials can upload the same 
files as a genuine contractor. 

• The evaluated rates disappear at award. The ERP purchase order is created with a total or retyped rates. 
When change orders arrive months later, nobody can check them against the rates that were evaluated, because 
those rates live in a closed tender event. 

 

"Procurement is online" is then reported as "procurement is controlled". PMWEB closes the gap by holding 
prequalification scores, the estimate, every bidder's line items and the recommendation as related records, and by 
turning the winning bid into the commitment's schedule of values. 

A PMIS can create the same false assurance if it lacks comprehensive cost and contract management. If the estimate 
lives in one tool, bids in a portal, contracts in the ERP and changes in correspondence, there is no single chain from 
evaluated rate to paid rate, and the unbalanced bid in the case above would be just as invisible as it was on paper. 

From Award to Contract Without Re-keying 

Once the recommendation is approved, the successful bid's line items become the commitment's schedule of values in 
PMWEB. Nothing is retyped, so the rates paid on future change orders and progress invoices are exactly the rates 
evaluated at award. If a change order later uses a rate that differs from the contract rate for the same item, PMWEB 
data shows it immediately. 

No excuse to stay on the wrong platform 

If bids arrive as attachments and the evaluated rates never reach the contract, procurement fraud will stay 
invisible however carefully the tender is run. Moving prequalification, bid comparison and 
commitments to a PMIS like PMWEB is the single most effective procurement control an owner can add. 

 



Procurement Integrity Across the Portfolio 

 
Procurement Integrity Report — Power BI on the PMWEB database, embedded in PMWEB. Illustrative data. 

The top-left chart reproduces the pattern from the case. For package P-04, Bidder A, the lowest, is priced at nearly 
twice the estimate rate for piles per metre and less than a third of it for pile caps, while Bidders B and C track the 
estimate closely. The flagged packages table shows that P-04 also carries a later RFI pattern on piling, which Part 4 
will follow. The bottom charts show competition and qualification by programme: one programme averages barely 
three compliant bidders per package and has invited almost one in five bidders before their qualification was 
approved. 

Procurement red flag Rule on PMWEB data 

Bidder not prequalified at invitation Invitation date earlier than prequalification approval date, or qualification expired 

Single or too few compliant bids Compliant bids below the minimum set in the procurement policy 

Unbalanced line items Item ratio below 0.5 or above 1.5 of estimate on items carrying a set share of value 

Front-loading Share of contract value in the first 25% of the schedule well above the estimate's 
share 

Award far below estimate Awarded total more than a set percentage below the approved estimate 

Estimate revised to fit the bids Estimate revision approved after bid opening and before award 

Repeat winner with the same 
evaluator 

Same company and same evaluation panel member across several awards 

 

Where PMWEB 2026 AI Helps 

Bid evaluation is detailed work under deadline pressure. The PMWEB 2026 AI Assistant shortens the search part of it: 
a procurement auditor can ask it to find all bid packages on a programme awarded below estimate this year, open the 
package with the largest gap, and open the prequalification record of the winning bidder, without navigating menus. 
When a red flag is warranted, the assistant can create the record with the auditor's approval. Comparing line-item 
patterns across hundreds of packages and years, the kind of analysis that reveals a bidder who always prices the same 
items low, is where analytics on PMWEB data come in, and Part 7 covers that. 



Spreadsheets, E-Tendering Portals and PMWEB Compared 

Capability Spreadsheet evaluation E-tendering portal or ERP 
sourcing 

PMWEB procurement 

Bidder 
qualification 

Checked against a list 
someone maintains 

Certificates uploaded, not scored 
or approved per DoA 

Drawn from approved 
prequalification records with dates 

Estimate 
comparison 

Estimate pasted in, version 
uncertain 

Totals compared; estimate rarely 
held at line level 

Approved estimate revision linked 
to the package 

Line-item 
analysis 

Manual, often skipped under 
time pressure 

BOQs received as attachments; 
line analysis manual 

Ratios calculated for every item and 
bidder 

Evaluation 
record 

Final spreadsheet, history lost Submission log of the tender 
event 

Scores, comments and approvals on 
the record 

Award to 
contract 

Rates retyped into the 
contract 

Purchase order created with totals 
or retyped rates 

Bid items become the commitment 
schedule of values 

Portfolio view None Limited to the portal's own tender 
events 

Patterns across packages, 
programmes and years 

 

The funder's lens — ministries of finance and sovereign funds 

• Procurement is where value for money is won or lost for the life of the contract. Ask funded entities to 
report award-versus-estimate, compliant bids per package and unbalanced items flagged before award. 

• A single procurement standard across all funded entities lets the ministry or fund compare contractors, 
rates and outcomes across the whole portfolio. 

 

Adviser's checklist — for consultants recommending project governance 

Questions to ask in the diagnostic 

• Are bidders' qualifications scored and approved before invitation, with dates? 

• Is every bid compared line by line with the approved estimate, and is that comparison retained? 

• Do the evaluated rates flow into the contract without re-keying? 

Recommendations to put in the governance report 

• Make prequalification a system gate tied to the procurement DoA. 

• Require documented clarification of every unbalanced line item before award. 

• Carry the winning bid's line items into the commitment so later changes can be tested against them. 

 

Evidence That Procurement Controls Are Working 

• Qualified invitations. Every invited bidder qualified for the category and value band at the invitation date. 

• Competition. Compliant bids per package at or above policy minimum, by programme. 

• Unbalancing challenged. Every flagged line item has a documented clarification before award. 

• Estimate stability. No estimate revisions approved between bid opening and award without a recorded reason. 

• Post-award change on flagged items. Change value on items flagged at award, tracked to see whether the 
flag was right. 

 



Key takeaway 

Procurement fraud is cheapest to stop before award and most expensive to recover after it. PMWEB makes 
prequalification a gate, compares every bid line against the approved estimate, and carries the evaluated rates 
straight into the contract. 

An e-tendering portal makes the tender event secure; only a PMIS makes the award defensible. 

When a bid looks too good, the data tells the owner which question to ask while there is still time to ask it. 

Moving procurement into PMWEB is the most effective procurement control an owner can add. 

 

Next in the series: Part 4 follows the contract after award: how linking RFIs, potential change orders, change orders 
and claims in PMWEB exposes design errors being paid for, over-priced changes and claim-oriented contractors. 

Talk to us: If your projects run on Aconex or another document management system, a CDE without DoA-driven 
workflows, a PMIS without ERP integration or full cost and contract management, or no system at all, there is no 
longer an excuse to stay: migrate your fraud-exposed processes to a PMIS like PMWEB. CMCS can assess your current 
platforms and data, start PMWEB on a new programme, integrate it with your ERP and document platforms, and 
migrate legacy project data, including from Oracle Aconex and Oracle Unifier. Contact CMCS at info@CMCS-
MENA.com. Management consultants designing project governance for their clients are welcome to use these 
frameworks; CMCS works alongside consulting firms to turn governance recommendations into configured PMWEB 
processes. Ministries of finance and sovereign funds can also see how a common PMWEB standard across funded 
entities gives them verified, portfolio-wide visibility. 

#PMWEB #CMCS #FraudPrevention #Procurement #UnbalancedBids #Prequalification #CapitalProjects #ProjectControls #PMIS 
#CostManagement #CDE #DocumentManagement #ERPIntegration #ManagementConsulting #ProjectGovernance 
#MinistryOfFinance #SovereignWealthFund 
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Change Without Cover — Tracing RFIs, PCOs, 
Change Orders and Claims in PMWEB 

When design errors, over-priced changes and claim strategies leave a data trail 

Change is where an unbalanced bid pays out, where a design error is quietly 
passed to the owner, and where a claim-oriented contractor earns its margin. 
Every one of those outcomes depends on a chain of documents. When the chain 
is linked in one system, the pattern becomes visible. 

Part 3 ended with a contractor that won a piling package with an unbalanced bid, knowing the pile design would 
change. This article follows what happens next. It draws on my earlier articles on contract administration and on 
training machines to detect fraud, both of which argued that RFIs, potential change orders, change orders and claims 
must be linked, not managed as separate logs. 

Is this article for you? 

Read this if RFIs, variations and claims on your projects travel as correspondence in Aconex, a DMS or a 
CDE, or if your PMIS manages RFIs but not the PCO, change order and commitment records their 
answers lead to. If you advise clients on project governance, the adviser's checklist near the end turns this 
article into diagnostic questions and recommendations. Ministries of finance and sovereign funds will find a 
funder's lens on this topic near the end. 

 

How Change Becomes a Fraud Channel 

• Unsubstantiated change orders. Approved without a clear cause, entitlement or supporting records. 

• Over-estimated change orders. Priced at rates or quantities above the contract or market, often on items the 
contractor priced high at bid. 

• Design errors paid twice. The designer's error becomes a contractor change paid by the owner, while the 
designer's liability is never pursued. 

• RFIs used to manufacture variations. Questions raised not to clarify but to create grounds for a change or a 
claim. 

• Claims by strategy. A contractor bids low and recovers margin through a high volume of RFIs, notices and 
claims, project after project. 

• Acceleration paid for self-inflicted delay. The owner pays to recover time that the contractor's own 
performance lost. 

 

The Change Chain in PMWEB 

PMWEB manages change as a connected chain of records, each with its own template, attachments and workflow. The 
links between them are what make the chain auditable. 

Record Purpose Link that matters 

RFI The contractor's question on an ambiguity, 
discrepancy or error in the documents, and the 
designer's response 

Linked to the PCO or change order it gives rise 
to; tagged when the response identifies cost or 
time impact 

Change event The event that may affect cost or time, raised by 
any party 

Groups the PCOs and change orders it causes 
across commitments 

Potential change 
order (PCO) 

The contractor's notice of an event it believes 
entitles it to a change, with supporting records 

Linked to the RFI, the change event and, if 
approved, the change order 



Record Purpose Link that matters 

Change order The approved adjustment to contract value and 
time, owner-directed or from an approved PCO 

Line items tied to the commitment's schedule of 
values and cost codes 

Claim The contractor's formal claim for time and 
money under a contract clause 

Linked to notices, PCOs, affected schedule 
activities and the counterclaim response 

 

 

 

RFIs that carry cost 

Design errors and omissions are usually discovered by the contractor, who raises an RFI. The designer's response may 
recommend additional work, which leads to a change order. PMWEB has a built-in link between RFIs and change 
orders, so every change caused by an RFI response can be traced back to the question, the designer's answer and the 
date of each. In the piling case, the contractor's RFI reporting the soil investigation and its effect on the pile design 
should have raised one alert, and the designer's response confirming cost and time impact should have raised a 
second. Both would also point to the designer's liability. 

A checklist on the RFI template helps separate genuine questions from engineered ones: the RFI is a request for 
information already in the contract documents, it does not instruct a change, it is the only RFI on the subject, and it is 
not raised to create grounds for a variation. Each item is confirmed by the reviewing engineer. 



 

 

PCOs that force entitlement to be shown 

The PCO process obliges every contract party to submit the details of any event it believes could result in a change, 
with the documents and records that support its entitlement. The owner then rejects the PCO or approves it, in which 
case a change order is generated. Because the PCO carries the evidence, nobody can later approve a change order on a 
verbal assurance that "the contractor is entitled". 



 

 

Change orders priced from the contract 

The change order captures the cost adjustment and the time extension, line by line, against the commitment's 
schedule of values and cost codes. All supporting documents, links to related records and imported emails are 
attached, and a workflow with DoA rules governs its approval. Two checks become automatic: whether the rates on the 
change order match the contract rates for the same items, and whether the change sits on items that were flagged as 
unbalanced at award. 



 

 

Claims with cause, effect and counterclaim on one record 

Claims are managed with a custom form built in PMWEB. It captures the cause and effect, the contractor's entitlement 
to time and money, the contract clause relied on (for example a FIDIC clause), whether the work is outside scope, 
whether there is cost and schedule impact, and the first schedule activity affected. A table records each proposal and 
counter-proposal: date, description, time extension, adjusted completion date, compensation and status. The 
counterclaim response is held on the same record. 

The owner's claim team may sit in different locations with other duties. The workflow maps who prepares the 
entitlement assessment, who drafts the response and who approves the final answer, with branches that follow the 
DoA. Every claim document and linked record is stored in the PMWEB repository, so the claim file is complete when it 
reaches a dispute board or tribunal. 



 

 

Correspondence Platforms Hold the Letters, Not the Change 

On many projects, RFIs, change requests, variation orders and claim notices are exchanged through a correspondence 
platform such as Aconex, a document management system or a CDE, as letters and transmittals. The owner can show 
that every document is filed, numbered and searchable, and concludes that change is under control. For fraud control, 
that conclusion is false. 

• The cost impact is trapped in the attachment. An RFI response that admits a design error, or a variation 
priced at an inflated rate, is a PDF. No rule can read its amount, its cause or the contract items it affects. 

• Links are between documents, not data. A letter can reference an earlier letter. It cannot link a change 
order's line items to the commitment's schedule of values, so rates above contract rates go unnoticed. 

• Design liability disappears. Because the cause of each change is not captured as a value, the owner cannot 
total how much it has paid for design errors, or pursue the designer for it. 

• Claim strategies look like normal correspondence. A contractor raising three times the portfolio rate of 
RFIs and claim notices simply generates more mail. Without structured data across projects, the pattern is 
invisible. 

 

Correspondence control is necessary, and PMWEB integrates with Aconex, Autodesk ACC, SharePoint and Egnyte 
where an owner keeps one. But the change itself, its cause, value, time impact, entitlement and approval, has to be 
managed as a structured chain of records, or the owner is filing the evidence of fraud without ever detecting it. 

No excuse to stay on the wrong platform 

If change lives as correspondence in Aconex, a DMS or a CDE, or your PMIS stops at the RFI, the cost of design 
errors, over-priced changes and claim strategies cannot be measured. Migrating the change chain to a 
PMIS like PMWEB, integrated with your document platform during transition, turns that correspondence 
into controllable data. 

 



Spotting the Claim-Oriented Contractor 

One project rarely reveals a strategy. The portfolio does. When RFIs, PCOs, claims and bid history for every contract 
sit in one database, a pattern can emerge: a contractor that always bids lowest, raises far more RFIs per unit of 
contract value than its peers, issues a stream of claim notices, and ends most of its projects in claims or disputes. Its 
prequalification submission may even show pending claims with other owners. None of this proves wrongdoing, but it 
tells the owner how to price risk, what to watch and whether the next invitation is wise. 

 
Change, RFI and Claims Integrity Report — Power BI on the PMWEB database, embedded in PMWEB. Illustrative data. 

In the illustrative report, more than a fifth of approved change value is attributed to design errors and omissions, a 
figure the owner should be recovering from designers rather than absorbing. Contractor A has a change ratio nearly 
three times the target, the lowest average bid rank, the highest RFI rate and four of four projects ending in claims. 
Nine change orders above SAR 1 million were approved in under three days, quicker than any genuine review of 
entitlement and pricing allows. 

Change and claims red flag Rule on PMWEB data 

Change on items unbalanced at 
award 

Change order line items on bid items flagged at award, especially quantity 
increases 

Rate above contract rate Change order unit rate differs from the commitment schedule of values rate for the 
same item 

Design-error changes without 
designer recovery 

Change orders with cause = design error and no linked back-charge or notice to the 
designer 

RFI-to-CO in days Change order approved within a few days of the linked RFI response, above a value 
threshold 

High RFI and claim intensity RFIs and claim notices per SAR 10 million of contract value well above the 
portfolio norm 

Acceleration after contractor delay Acceleration change order where the schedule shows contractor-caused critical 
delay 

Change ratio drift Approved changes ÷ original contract value rising above tolerance, by contract and 
by contractor 

 

Where PMWEB 2026 AI Helps 

Change and claims files are long and document-heavy. The PMWEB 2026 AI Assistant helps reviewers move through 
them quickly: find every RFI on a contract whose response flagged cost impact, open the linked change orders, and 
find all claim notices citing a given clause across the programme. When a reviewer wants to record a concern, the 
assistant creates the red flag or a notice to the designer with the reviewer's approval. The deeper analysis, for example 



comparing each contractor's RFI and claim intensity against hundreds of past contracts, belongs to analytics on 
PMWEB data, which Part 7 explains. 

Separate Logs, Correspondence Platforms and a Linked Change Chain 

Capability Separate logs and 
correspondence 

Document platform or CDE Linked change chain in 
PMWEB 

RFI to change Connection in someone's 
memory 

Letters cross-referenced; no cost 
or cause data 

Built-in link from RFI to change 
order 

Entitlement Asserted in letters Argued in attached documents PCO with supporting records before 
any change order 

Pricing Rates negotiated case by case Priced in PDFs, not against the 
schedule of values 

Line items against contract schedule 
of values 

Design liability Rarely pursued Cause not captured, so never 
totalled 

Design-error cause tracked and 
linked to back-charges 

Claims file Assembled when the dispute 
starts 

Correspondence found by search 
when the dispute starts 

Built record by record from the first 
notice 

Contractor 
behaviour 

Anecdote More mail, but no pattern across 
projects 

RFI, PCO, claim and bid history 
across the portfolio 

 

The funder's lens — ministries of finance and sovereign funds 

• Change is where approved budgets quietly grow. Funders should see change ratio, design-error changes 
and changes approved in days, by entity and contractor. 

• Design-error costs recovered from designers are capital returned to the funder; ask whether the entity 
tracks them at all. 

 

Adviser's checklist — for consultants recommending project governance 

Questions to ask in the diagnostic 

• Can the client trace each change order to its cause and its originating RFI? 

• Is change priced against the contract schedule of values, or negotiated in correspondence? 

• Does the client know how much it has paid for design errors, and has it pursued designers for it? 

Recommendations to put in the governance report 

• Manage RFIs, change events, PCOs, change orders and claims as one linked chain of records. 

• Capture change cause as data and report design-error changes for recovery. 

• Profile contractor RFI, claim and change behaviour across the portfolio before each new invitation. 

 

Evidence That Change Controls Are Working 

• Traceability. Every change order linked to its cause: a change event, PCO, RFI or owner instruction. 

• Contract-rate pricing. Change line items priced at schedule of values rates unless a variance is approved and 
explained. 

• Design recovery. Design-error change value with a corresponding notice or back-charge to the designer. 

• Review time. High-value change orders no longer approved faster than a genuine review allows. 

• Change ratio. Approved changes within tolerance by contract, contractor and programme. 

 



Key takeaway 

A change order is the end of a story that starts with an RFI, a change event or a bid. When PMWEB links every 
record in that story, an over-priced change, a design error passed to the owner or a claim strategy is no longer 
hidden in separate logs. 

Filing every letter in a correspondence platform is not the same as controlling change; the cause, value and rate 
must be data. 

The owner sees the whole chain, and so does anyone who reviews it later. 

Migrating the change chain to PMWEB turns correspondence into controllable data. 

 

Next in the series: Part 5 turns to payments: how PMWEB progress invoice data exposes abuse of approval power 
through delayed approvals, unjustified cuts and selective payment release. 

Talk to us: If your projects run on Aconex or another document management system, a CDE without DoA-driven 
workflows, a PMIS without ERP integration or full cost and contract management, or no system at all, there is no 
longer an excuse to stay: migrate your fraud-exposed processes to a PMIS like PMWEB. CMCS can assess your current 
platforms and data, start PMWEB on a new programme, integrate it with your ERP and document platforms, and 
migrate legacy project data, including from Oracle Aconex and Oracle Unifier. Contact CMCS at info@CMCS-
MENA.com. Management consultants designing project governance for their clients are welcome to use these 
frameworks; CMCS works alongside consulting firms to turn governance recommendations into configured PMWEB 
processes. Ministries of finance and sovereign funds can also see how a common PMWEB standard across funded 
entities gives them verified, portfolio-wide visibility. 

#PMWEB #CMCS #FraudPrevention #ChangeManagement #Claims #RFI #FIDIC #CapitalProjects #ContractAdministration 
#PMIS #CDE #DocumentManagement #ERPIntegration #ManagementConsulting #ProjectGovernance #MinistryOfFinance 
#SovereignWealthFund 
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Payment Integrity — Detecting Abuse of Approval 
Power on Interim Payment Certificates 

Approval days, cuts and payment release as evidence 

Late payment is usually treated as an administrative failure. Sometimes it is a 
lever. The person who can slow an invoice, cut it or hold the payment has power 
over a contractor's cash flow, and power that is not measured can be sold. 

Delayed payment of interim progress invoices causes contractor cash-flow hardship, and hardship becomes claims and 
disputes. My earlier article on payment fraud made a further point: delay can also be deliberate. Those approving 
payments can use their "approval power" to pressure a contractor, to favour another, or to extract something in return. 
This article rewrites and expands that argument and shows how PMWEB turns every invoice into evidence of how 
each contractor was treated. 

Is this article for you? 

Read this if your payment certificates are approved as documents in Aconex, a DMS or a CDE and then 
keyed into the ERP, if your PMIS cannot integrate with the ERP, or if it has no progress invoice 
process at line-item level. If you advise clients on project governance, the adviser's checklist near the end 
turns this article into diagnostic questions and recommendations. Ministries of finance and sovereign funds will 
find a funder's lens on this topic near the end. 

 

Four Ways Approval Power Is Abused 

Abuse How it shows up What it may hide 

Delayed approval One contractor's invoices take far longer to 
approve than others of similar value and 
complexity 

Pressure for a kickback, or retaliation against a 
contractor that refused one 

Unjustified cuts The approved amount is cut from the 
submitted amount well beyond the usual 
assessment margin 

Pressure, or a cut later 'restored' in return for a 
favour 

Delayed payment release Approved invoices wait an unusually long time 
before payment 

Selective treatment by finance or the approver 

Selective partial payment Paid amount is less than the approved amount 
without a recorded reason 

Off-record negotiation of what will be paid 

 

The opposite pattern matters just as much. Invoices that are approved unusually fast, with almost no cut, for one 
contractor may indicate favouritism, collusion or payment for work not done. 



 

 

Capturing Every Invoice at the Granular Level 

To find exceptions, the owner needs every interim progress invoice submitted, approved and paid against every 
contract and purchase order across the whole portfolio. In PMWEB, the progress invoice module captures this out of 
the box for each commitment: 

• Submission. The amount submitted by the contractor or vendor and the submission date. 

• Work in place and stored materials. Percent complete by line item, based on measured quantities, an 
estimate of completion or the linked schedule activity's percent complete. 

• Retention. Calculated automatically on work in place and on stored materials. 

• Approval. The approved amount for each line and the approval date, from the workflow history. 

• Payment. The amount actually paid, the payment date and the transfer details. 

 



 

 

Miscellaneous invoices and timesheets capture actual costs that are not tied to a specific contract, such as site storage 
rental, permits and authority fees. They follow the same pattern: attachments, links, workflow and posting to the cost 
ledger. All incurred project cost is therefore in one place, and nothing can be paid around the system. 

A Checklist Before Submission, a Workflow After It 

A predefined checklist sets out what the contractor must verify and provide before an invoice can be formally 
submitted, aligned with the contract's obligations and entitlements. Typical items include measured quantities signed 
by the supervision consultant, accepted work inspection requests for the invoiced work, material delivery notes and 
test certificates for stored materials, updated insurances and bonds, and the subcontractor payment declaration where 
the contract requires it. Each item is assigned and dated. 

This removes one of the most common pretexts for delay: "the invoice was incomplete". If the checklist is complete at 
submission, the review clock is fair to both parties. If it is not, the record shows what was missing and who returned it. 

Supporting documents are attached to the invoice record, and links are added to related records such as the work 
inspection requests behind the invoiced work. A rule can then compare percent complete claimed with inspections 
accepted, which catches progress invoiced ahead of the work. 



 

 

The workflow maps submission, review and approval, the role for each step, its duration and the available actions. 
Conditions apply the DoA matrix, because every invoice has a financial consequence and the approval authority 
depends on its value and the roles involved. The workflow tab records the planned steps and the actual history: date 
and time, user, action, comments, delegate and whether team input was requested. 

 

 



Why the ERP Alone Cannot Protect Payments 

Finance teams often argue that payments are already controlled because every payment goes through the ERP. The 
ERP does control what it was designed for: three-way matching of purchase orders, receipts and invoices, payment 
runs and the general ledger. It was not designed to judge whether a construction progress invoice is right, or whether 
the people approving it used their power fairly. 

• The ERP does not know what work was done. It has no measured quantities, percent complete by line 
item, accepted work inspection requests or stored materials. A progress claim can be over-stated and still pass a 
three-way match. 

• The certificate is approved somewhere else. The interim payment certificate is reviewed and signed in a 
document platform or on paper, then keyed into the ERP. The ERP records when it received the approved 
amount, not how long the contractor waited or how much was cut. 

• The cut is invisible. The ERP sees only the approved figure. The difference between what the contractor 
submitted and what was approved, the clearest signal of abuse of approval power, is never captured. 

• Payment timeliness starts at the wrong date. ERP reports measure days from invoice entry to payment. 
The weeks a certificate spent waiting for approval before it reached the ERP do not exist in its data. 

 

This is false assurance at its most expensive, because the ERP's audit reputation is strong. The answer is not to replace 
the ERP. It is to manage the progress invoice in PMWEB, where submission, line-level assessment, checklist, workflow 
and inspection links are captured, and to integrate the approved certificate and payment with the ERP so both systems 
hold the same, traceable figures. 

The return on getting this right is measured twice: once in the payments that are not manipulated, and again in the 
claims for late or under-payment that are never filed. 

The same gap opens when the PMIS itself cannot be integrated with the ERP. The certificate may be approved 
properly in the project system, but if finance re-keys it, the approved and paid figures can drift apart without anyone 
noticing, and a payment can be made that no approved certificate supports. And if the PMIS has no line-level progress 
invoice process at all, the owner is back to approving PDFs. PMWEB's progress invoices post to its cost ledger and pass 
to the ERP through its open APIs, so the approved certificate and the payment reconcile by design. 

No excuse to stay on the wrong platform 

If certificates are approved as documents and re-keyed into the ERP, or your PMIS cannot integrate with it, the 
most direct route to the owner's money is the least controlled. Migrating progress invoices to a PMIS like 
PMWEB, integrated with the ERP, is where many owners should start their move. 

 

The Progress Invoice Abnormalities Report 

With the data in place, a single report shows how each contractor has been treated over time. It plots, for every 
contract, the variance from the portfolio norm in approval duration, cut percentage, payment release duration and 
paid-to-approved percentage, against tolerance bands. It filters by contractor and contract, and its log lists every 
invoice with its submitted, approved and paid amounts and dates. 



 
Progress Invoice Abnormalities Report — Power BI on the PMWEB database, embedded in PMWEB. Illustrative data. 

Three contracts tell three stories in the illustrative data. Contract A1000-001 sits inside both tolerance bands: normal 
treatment. Contract A3000-003 drifts steadily outside them, with approvals now three weeks slower than the norm 
and a quarter of each invoice cut. Contract A2000-002 is approved two weeks faster than the norm with almost no cut. 
Neither pattern proves wrongdoing. Both demand an explanation, and the report tells the reviewer exactly which 
invoices, steps and approvers to ask about. 

Payment red flag Rule on PMWEB data 

Slow approval for one contractor Approval duration above the portfolio norm for its value band by more than N 
days, for consecutive invoices 

Fast-tracked approval Approval duration far below the norm with near-zero cut, repeatedly on the same 
contract 

Excessive cut Approved ÷ submitted below the tolerance band without a recorded assessment 
reason 

Held payment Approval-to-payment days above contract terms or the norm 

Paid differs from approved Paid amount ≠ approved amount without a recorded adjustment 

Progress ahead of inspection Percent complete invoiced on items without accepted work inspection requests 

Same approver on outliers One approver appears on a disproportionate share of outlier invoices 
 

Because invoice data sits with all other PMWEB processes, it can be read alongside them. A contractor whose invoices 
are slowed may also be the one with a rejected claim or a refused change order. A contractor whose invoices are fast-
tracked may also be the one whose change orders are approved in days. The correlation is often more revealing than 
either pattern alone. 

Funding Release Against Verified Progress 

For a government entity, the progress invoice is not the end of the chain. The entity requests funds from the ministry 
of finance; a project company draws on its investors or lenders. If those requests are assembled outside the project 
system, the funder releases capital against a summary, and every weakness described above is passed upwards. In 
PMWEB, budgets and commitment lines carry their funding source, and approved progress invoices carry the certified 
value of work in place. A funding request can then be built from approved certificates and commitments, traceable line 
by line, and the funder can see exactly which certified work each release pays for. 



 

 

 

 

Where PMWEB 2026 AI Helps 

Payment reviews are a natural fit for the PMWEB 2026 AI Assistant's find and open modes. A commercial director can 
ask it to find all progress invoices on a contract where approved is less than 85% of submitted, open the most recent 
one and see its workflow log, or find every invoice approved by a given role in under two days this quarter. Where 
follow-up is needed, the assistant creates the red flag or a query to the approver once the reviewer approves. Spotting a 



slow drift across dozens of contracts and hundreds of invoices, before it becomes obvious on a chart, is the job of the 
analytics described in Part 7. 

Email, ERP and PMWEB Invoice Control Compared 

Capability Invoices by email and 
finance system 

ERP with document-
platform approval 

Progress invoices in PMWEB 

Submission date Disputed Upload date of a PDF, or ERP 
entry date 

Recorded on submission 

Completeness Argued after the fact Not checked against inspections 
or measured work 

Checklist completed before 
submission 

Assessment Cut without a line-level 
record 

Approved total keyed into ERP; 
line detail and cut lost 

Approved amount by line with 
reasons 

Approval 
authority 

Signature on the certificate Document stamp, then ERP 
approval: two records that can 
differ 

Workflow with DoA rules and 
history 

Payment In finance, separate from the 
certificate 

Paid in ERP against an invoice 
number only 

Payment recorded against the 
approved invoice 

Treatment 
across 
contractors 

Invisible Payment timing visible; approval 
delay and cuts invisible 

Compared by contractor, contract 
and approver 

 

The funder's lens — ministries of finance and sovereign funds 

• Disbursement is the funder's last control point. Release funds against certificates approved in a PMIS and 
reconciled to the ERP, not against payment requests assembled outside it. 

• Payment-treatment indicators reveal whether contractors are paid fairly. Unfair payment becomes claims, 
and claims become cost the funder ultimately bears. 

 

Adviser's checklist — for consultants recommending project governance 

Questions to ask in the diagnostic 

• Is the interim certificate assessed line by line in a project system, or approved as a PDF and keyed into the 
ERP? 

• Can the client show approval days, cut percentage and release days for every contractor? 

• Do approved and paid figures reconcile through integration? 

Recommendations to put in the governance report 

• Manage progress invoices in the PMIS with a submission checklist and DoA workflow. 

• Integrate approved certificates and payments with the ERP to remove re-keying. 

• Add payment-treatment indicators by contractor and approver to the PMO dashboard. 

 

Evidence That Payment Controls Are Working 

• Cycle time. Average and spread of invoice approval days within target, by programme and contractor. 

• Consistency. Narrowing gap between the fastest and slowest treated contractors for similar invoices. 

• Explained cuts. Every cut beyond the tolerance band has a recorded assessment reason. 

• Payment discipline. Approved invoices paid within contract terms; paid equals approved unless explained. 

• Fewer payment claims. Contractor claims citing late or under-payment falling over time. 

 



Key takeaway 

Every invoice records how a contractor was treated: how long it waited, how much was cut and when it was 
paid. PMWEB captures those facts for every contract, so abuse of approval power shows up as a pattern rather 
than a rumour. 

The ERP controls the payment run, not the certificate behind it; without the progress invoice in a PMIS, abuse 
of approval power never reaches the ledger. 

Fair, fast and consistent payment is a fraud control, and it is also the cheapest way to avoid claims. 

Progress invoices are often the right first process to migrate to PMWEB. 

 

Next in the series: Part 6 looks backwards: how a forensic audit team can rebuild a project's financial record in 
PMWEB to identify the parties behind fraudulent activities and support recovery of lost funds. 

Talk to us: If your projects run on Aconex or another document management system, a CDE without DoA-driven 
workflows, a PMIS without ERP integration or full cost and contract management, or no system at all, there is no 
longer an excuse to stay: migrate your fraud-exposed processes to a PMIS like PMWEB. CMCS can assess your current 
platforms and data, start PMWEB on a new programme, integrate it with your ERP and document platforms, and 
migrate legacy project data, including from Oracle Aconex and Oracle Unifier. Contact CMCS at info@CMCS-
MENA.com. Management consultants designing project governance for their clients are welcome to use these 
frameworks; CMCS works alongside consulting firms to turn governance recommendations into configured PMWEB 
processes. Ministries of finance and sovereign funds can also see how a common PMWEB standard across funded 
entities gives them verified, portfolio-wide visibility. 

#PMWEB #CMCS #FraudPrevention #ProgressInvoices #PaymentCertificates #CashFlow #CapitalProjects 
#ContractAdministration #PMIS #Integrity #CDE #DocumentManagement #ERPIntegration #ManagementConsulting 
#ProjectGovernance #MinistryOfFinance #SovereignWealthFund 
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Forensic Audit in PMWEB — Rebuilding the Record 
to Recover Lost Funds 

Turning scattered project files into evidence an investigation can rely on 

Money lost to fraud on a capital project is usually written off as a sunk cost. It 
does not have to be. A forensic audit can identify who was involved and support 
recovery, but only if the project's records can be assembled into a form that can 
be analysed, compared and trusted. 

Parts 1 to 5 of this series described controls that prevent and detect fraud while a project is running. Many owners, 
however, face the opposite situation: a completed or troubled project, delivered on paper, spreadsheets and email, 
where something has clearly gone wrong. This article rewrites my earlier article on forensic audits and shows how 
PMWEB can be used as the audit team's workbench, even when the project was never managed in it. 

Is this article for you? 

Read this if your project records sit in Aconex, a DMS, a CDE or shared drives, with the money in the ERP 
and the analysis in spreadsheets, and an audit would first have to rebuild the transactions from PDFs. If you 
advise clients on project governance, the adviser's checklist near the end turns this article into diagnostic 
questions and recommendations. Ministries of finance and sovereign funds will find a funder's lens on this 
topic near the end. 

 

Forensic audit is the last line of defence, not the first. By the time it starts, the money has been paid and recovery 
depends on lawyers, time and the willingness of the parties involved. It is also where the cost of silence becomes 
visible: in most cases, someone had suspected the problem long before the audit, but nobody had the mandate, the 
data or the courage to raise it. Recovering funds is valuable. Preventing the loss would have been worth far more, and 
the same PMWEB record that supports a forensic audit is what makes prevention possible on the next project. 

Compare the economics. A forensic audit and the legal action that follows it can cost a significant share of the amount 
eventually recovered, and many losses are never recovered at all. A PMIS that prevents the same losses costs a fraction 
of the capital it protects and keeps protecting it on every project that follows. 

The Forensic Challenge Is a Data Challenge 

A forensic audit succeeds or fails on the availability of data in a format that allows analysis. At a minimum the team 
needs: 

Record set What the audit tests 

Approved cost estimates and their 
revisions 

Whether the estimate was manipulated to justify a budget or an award 

Baseline budget and budget 
adjustments 

Whether funds were moved without reason or authority 

Invited bidders, bid analysis and 
technical evaluation 

Whether competition was genuine and bidders were qualified 

Awarded contracts and their terms Whether the contract matches what was evaluated and approved 

Interim payment certificates and 
payments 

Whether payments match work done and approved amounts 

Approved and disputed change 
orders 

Whether changes were substantiated and fairly priced 

RFIs, site work instructions, 
meeting minutes 

Who knew what, and when 



 

Findings often widen the scope to substituted materials and equipment, testing and commissioning inspections, and 
punch lists. Each of these is easier to examine when it sits in a structured record rather than a scanned file. 

 

 

Rebuilding the Record in PMWEB 

PMWEB's out-of-the-box modules for document management, cost estimate, budget, budget requests, vendor 
prequalification, bid comparison, commitments, progress invoices, miscellaneous invoices and change orders give the 
audit team a ready-made structure. The work is to load the evidence into it, in this order. 

1. Documents 

All documents in scope are scanned into searchable files and uploaded to PMWEB document management, in folders 
and subfolders that organise and secure them, for example project contracts, procurement, cost information, 
correspondence, memoranda and construction claims by type. Attributes capture additional data on each document. 
The markup viewer lets auditors highlight and annotate key passages. Because the files are searchable, the team can 
search their content for key events, and each document can be attached to the PMWEB records it supports. 



 

 

2. Cost estimates 

Every estimate revision, including the final approved estimate, is captured in the cost estimate module. Where 
estimates exist in Excel they are imported; where they exist only on paper they are first converted to a structured Excel 
file. The team can then compare revisions line by line and see what changed, when, and how each change affected the 
approved budget. 

3. Budgets: approved versus realistic 

The audit team uses the final approved estimate to build a realistic baseline budget, and captures every budget the 
project actually used, including the approved baseline, in the budget module. Budgets can be pasted in directly to save 
time. Comparing the approved baseline with the realistic baseline shows where the budget was overstated and by how 
much. 

4. Budget adjustments 

Every omission, addition and transfer applied to the baseline is captured as a budget request, with its reason, 
requester, approver, scope and date. Transfers out of contingency, and transfers made shortly before or after a large 
commitment or change order, receive particular attention. 

5. Bidders and bids 

The invited bidders for each package are captured in the vendor prequalification module and scored on financial 
capacity, track record, conflict of interest and other criteria, to establish whether they should have been invited. Their 
bids are captured in the procurement module against the approved estimate, which immediately exposes unbalanced 
items and front-loading, as described in Part 3. Technical evaluations are captured where available. 

6. Contracts, change orders, invoices and payments 

Each awarded contract is captured as a commitment with its terms and bill of quantities, pasted from Excel. Approved 
and disputed change orders are captured with the line items they affect and any time extension. Each interim payment 
certificate is captured as a progress invoice with percent complete, stored materials, amount approved and amount 
paid, with dates. All other project expenses, such as site storage, permits and authority fees, are captured as 
miscellaneous invoices. 



 

 

One Ledger, Full Traceability 

Every transaction captured this way posts automatically to the PMWEB cost ledger. The team could load the ledger 
directly with the financial figures, but this is not recommended, because the traceability from each figure back to its 
source record and document is exactly what an investigation needs. From the ledger, the team builds cost worksheet 
layouts for its analysis, adding PMWEB cost fields and new calculated fields, and saves them to Excel when needed. 

 

 



Why "It Is All in the System" Rarely Helps an Audit 

Forensic teams increasingly hear that the project was fully digital, so the evidence will be easy to find. In practice, 
when the project ran on a document platform, an ERP and spreadsheets, the audit faces almost the same task as a 
paper project. The documents are searchable, but the figures inside them are not data. The ERP ledger shows 
payments, but not the estimate, the bids, the pending changes or the work in place behind them. The platform's logs 
show who opened a file, not who approved which amount under which authority. 

Worse, the belief that everything was digital may have delayed the audit itself. Management assumed the system 
would have caught problems, so nobody looked until the losses were too large to ignore. That is the real cost of false 
assurance: it does not only let fraud through, it postpones its discovery. Rebuilding the record in PMWEB, as 
described above, converts documents back into transactions so they can be tested. 

No excuse to stay on the wrong platform 

If a forensic review would have to rebuild your records from PDFs, the same will be true of the next one. 
Migrating to a PMIS like PMWEB now, starting with new programmes and bringing live projects across in 
waves, means the next audit tests controls instead of reconstructing transactions. 

 

Analysis and Reporting 

With the record rebuilt and trustworthy, the team analyses it with Power BI on the PMWEB database. Variances 
between approved and realistic baselines, awards against estimates, change orders against contract rates, and 
payments against approved work identify the transactions that need detailed examination. Scorecards and visuals help 
communicate findings to the board, investigators and legal advisers. 

Because PMWEB holds an unlimited number of projects and programmes, the owner can consolidate the results of 
several audits on one dashboard. That is where correlations appear: the same individuals or companies across 
troubled projects, the same period, the same project type, the same approver. 

 
Enterprise Forensic Audit Report — Power BI on the PMWEB database, embedded in PMWEB. Illustrative data; parties anonymised. 

In the illustrative report, substructure and MEP budgets were overstated by 15% and 11% against the reconstructed 
realistic baseline. The correlation table shows one approver and one main contractor appearing together on several 
projects carrying most of the open red flags and linked change orders, and a design consultant associated with an 
unusual number of design-error changes. These are the leads an investigation follows, record by record, before any 
conclusion is drawn. 



Forensic Red Flags 

Red flag Rule on rebuilt PMWEB data 

Overstated baseline Approved baseline above realistic baseline by cost group beyond tolerance 

Contingency drained early Transfers out of contingency concentrated before large awards or changes 

Estimate revised to fit a bid Estimate revision approved between bid opening and award 

Awarded rates differ from evaluated 
rates 

Commitment schedule of values rates differ from the evaluated bid 

Paid without approved certificate Payment with no matching approved progress invoice 

Duplicate or split invoices Same vendor, amount and description across invoices or projects 

Recurring party combinations Same approver, contractor and consultant across multiple flagged projects 
 

Where PMWEB 2026 AI Helps 

Forensic teams spend much of their time looking for things. Once the record is rebuilt, the PMWEB 2026 AI Assistant 
lets an auditor find records in plain language, such as every change order on a project approved by a given role in a 
given year, every budget transfer out of contingency above a threshold, or every invoice from a vendor across all 
audited projects, and open them directly. With the auditor's approval it can create findings as records linked to the 
evidence. Because it honours PMWEB security settings, sensitive investigation records remain restricted to the audit 
team. Part 7 explains how analytics can then scan the whole rebuilt record for patterns the team has not yet thought to 
look for. 

Box Files, Non-PMIS Data and a Rebuilt PMWEB Record 

Capability Audit from files and 
spreadsheets 

Data left in a CDE, ERP and 
spreadsheets 

Audit on a rebuilt PMWEB 
record 

Document 
search 

Manual reading Searchable files, figures still 
inside PDFs 

Full-text search across scanned, 
attributed documents 

Financial 
reconstruction 

Spreadsheets stitched 
together 

ERP ledger without estimate, 
bids, changes or work in place 

Transactions posted to one cost 
ledger with source links 

Bid analysis Recalculated by hand Bids as attachments in a closed 
tender event 

Bids compared against the estimate 
line by line 

Cross-project 
view 

One audit at a time One archive per project Consolidated findings and 
correlations across projects 

Evidence chain Copied extracts File-level links, not transaction 
links 

Each figure traced to its record and 
document 

Prevention Report filed, lessons forgotten Same tools, same blind spots on 
the next project 

Same platform used to run future 
projects under control 

 

The funder's lens — ministries of finance and sovereign funds 

• When a forensic review is needed in a funded entity, the funder's priority is recovery and prevention 
elsewhere. Rebuilding the record in a PMIS shared across entities serves both. 

• Cross-entity correlation, the same contractors, consultants or approvers appearing in troubled projects, is 
only visible to the party that funds them all. 

 

Adviser's checklist — for consultants recommending project governance 

Questions to ask in the diagnostic 



• If an audit started tomorrow, could the evidence be tested as transactions, or would it first be rebuilt from 
PDFs? 

• Do audit plans test whether controls are enforced by systems, or only whether policies exist? 

Recommendations to put in the governance report 

• Shift internal audit from sampling transactions to testing system-enforced controls and red-flag 
dispositions. 

• Where a forensic review is needed, rebuild the record in the PMIS that will run future projects. 

 

Evidence That the Forensic Effort Is Working 

• Record coverage. Share of in-scope documents and transactions captured and linked in PMWEB. 

• Reconciliation. Rebuilt ledger reconciled to the finance system's payments. 

• Findings substantiated. Each finding supported by linked records and documents. 

• Recovery pursued. Value of findings referred for recovery, back-charge or legal action. 

• Controls adopted. Future projects on the same programme run in PMWEB with the controls from Parts 1 to 5. 

 

Key takeaway 

A forensic audit is only as strong as the record it rests on. Rebuilding that record in PMWEB gives the audit 
team searchable documents, a traceable cost ledger and a portfolio-wide view of who was involved where. 

"It was all digital" often means the evidence exists but cannot be tested, and the belief that systems were 
watching delayed the audit itself. 

The same platform then runs the next project under the controls that would have prevented the loss. 

Recovery is the last line of defence. The record that supports the audit is the same record that prevents the next 
loss. 

Migrating now means the next audit tests controls instead of rebuilding records. 

 

Next in the series: Part 7 brings the series together: how PMWEB 2026 AI, analytics and machine learning built on 
structured PMWEB data move fraud detection from periodic review to continuous signals. 

Talk to us: If your projects run on Aconex or another document management system, a CDE without DoA-driven 
workflows, a PMIS without ERP integration or full cost and contract management, or no system at all, there is no 
longer an excuse to stay: migrate your fraud-exposed processes to a PMIS like PMWEB. CMCS can assess your current 
platforms and data, start PMWEB on a new programme, integrate it with your ERP and document platforms, and 
migrate legacy project data, including from Oracle Aconex and Oracle Unifier. Contact CMCS at info@CMCS-
MENA.com. Management consultants designing project governance for their clients are welcome to use these 
frameworks; CMCS works alongside consulting firms to turn governance recommendations into configured PMWEB 
processes. Ministries of finance and sovereign funds can also see how a common PMWEB standard across funded 
entities gives them verified, portfolio-wide visibility. 

#PMWEB #CMCS #ForensicAudit #FraudRecovery #FraudPrevention #CapitalProjects #CostManagement #PowerBI #PMIS 
#Integrity #CDE #DocumentManagement #ERPIntegration #ManagementConsulting #ProjectGovernance #MinistryOfFinance 
#SovereignWealthFund 
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From Red Flags to AI — How PMWEB 2026 and 
Analytics Detect Fraud Patterns Across the Portfolio 

No structured data, no AI: why the controls in Parts 1 to 6 are what make machine detection possible 

Rules find the fraud you already know how to describe. Machine learning finds 
the patterns you have not yet thought to look for. Neither works on emails, 
scanned letters and spreadsheets. Both work on the structured, approved, 
linked transactions a PMIS like PMWEB captures every day. 

This final part rewrites and updates my earlier article asking whether machines can be trained to detect fraudulent 
transactions on capital construction projects. The answer then was yes, provided the business processes are digitised. 
Since then, two things have changed. PMWEB 2026 has introduced an AI Assistant inside the platform, and AI tools 
that read PMWEB data directly have become practical for owners to deploy. This article explains what each layer does 
today, what it needs, and how to adopt it responsibly. 

Is this article for you? 

Read this if you are being offered AI features on a document platform or CDE as the answer to fraud 
detection, or if your PMIS lacks the cost and contract data and ERP integration that fraud models 
need. If you advise clients on project governance, the adviser's checklist near the end turns this article into 
diagnostic questions and recommendations. Ministries of finance and sovereign funds will find a funder's lens 
on this topic near the end. 

 

Why Rules Alone Are Not Enough 

The red-flag rules in Parts 1 to 6 are essential. They are transparent, easy to explain and cheap to run. But they have 
limits. Each rule tests one condition that someone already thought of. Fraudsters adapt to known thresholds, for 
example by splitting a change just below a DoA limit. And the most revealing patterns often span several processes: a 
contractor that bids low, raises many RFIs, files frequent claim notices and ends its projects in disputes looks 
unremarkable in any single log. 

There is also a difference in timing. A periodic audit tests a sample, months later. Rules and analytics on PMWEB data 
test every transaction, every period, while the contract is still live and the payment can still be stopped. That turns 
detection from a historical exercise into an active control. 

Analytics that learn from the data, rather than from a list of rules, can examine every transaction against every other 
and highlight combinations no rule describes. They need one thing above all: a large volume of clean, structured, 
trustworthy transactions. 

Three Layers of Fraud Detection on PMWEB Data 

Layer What it does Available through 

1. Rules and reports Tests known red-flag conditions every period and 
presents exceptions on dashboards 

PMWEB reports and Power BI on the 
PMWEB database — available today 

2. AI Assistant Lets reviewers find, open and create records and get 
help in plain language, within their security rights 

PMWEB 2026 AI Assistant — inside 
PMWEB 

3. Learning analytics Scores transactions for risk, finds anomalies and 
associations, and explains why 

Analytics and machine learning on 
PMWEB data, and AI assistants that read 
PMWEB through secure connectors such 
as askAIRO from CMCS 

 



 

 

Layer 2: The PMWEB 2026 AI Assistant 

The PMWEB 2026 AI Assistant works inside the platform in four modes. For integrity and audit work, each mode 
removes friction from the review. 

Mode What it does Integrity use case 

Find Locates records from a plain-language 
request 

"Find change orders above SAR 1 million on Mountain 
Destination approved in under three days this year" 

Open Opens the record or list the user asks for Open the change order with the largest value and its 
workflow log 

Create Creates new records from the user's request, 
with the user's approval 

Create an Integrity Red Flag linked to the change order, 
assigned to internal audit 

Help Explains PMWEB functions, screens and 
configured processes 

Explain the workflow and DoA branches that apply to 
change orders on this programme 

 

Two design principles matter for integrity work. Actions are taken only with the user's approval, so the assistant never 
changes a record on its own initiative. And the assistant honours PMWEB security settings, so it can only reveal the 
projects, modules and fields the user's role allows. An AI that ignored those settings would itself be a fraud risk. 



 

 

PMWEB's AI roadmap places capabilities such as risk identification in later releases. The approach in this article does 
not depend on them: owners can start with layers 1 and 2 now and build layer 3 on the same data. 

Layer 3: Learning Analytics on PMWEB Data 

Machine learning refers to techniques that learn patterns in data without a human analyst specifying them. Two 
families matter for fraud detection, and both should be used. 

Supervised models learn from past outcomes 

A supervised model is trained on transactions tagged as fraud or not fraud, and learns the patterns that distinguish 
them. Its accuracy depends directly on the amount of clean, relevant, tagged training data. This is where the Integrity 
Red Flag record from Part 1 pays off a second time. Every flag that is investigated and closed with a disposition of 
confirmed or dismissed becomes a tagged example. Over time, the owner's own review history becomes the training 
set. Typical algorithms include logistic regression, decision trees, random forests, gradient boosting and neural 
networks; data scientists choose among them based on the volume of data and the need for explanation. 

Unsupervised models find what nobody tagged 

Where tagged examples are scarce, as they are in most organisations at the start, unsupervised models surface unusual 
behaviour on their own. Clustering methods such as k-means group similar contractors, contracts or approvers and 
show which ones sit far from their group. Anomaly detection highlights transactions unlike any others of their type. 
Association methods such as the Apriori algorithm find combinations that occur together more often than chance, 
such as a particular approver, consultant and contractor. 

My original article gave an example that remains the best illustration. An unsupervised model notices that one 
contractor raises unusually large volumes of RFIs and claim notices on every project it has with the owner. Its 
prequalification submission shows pending claims with other owners. The bid comparison history shows it always bids 
lowest. Together these suggest a claim-oriented contractor that relies on claims to recover margin. No single rule 
would have joined those facts; the combined pattern did. 



 

 

What the models learn from 

Every process digitised in PMWEB adds features the models can use. The more processes, projects and years in the 
database, the better they perform. 

PMWEB process Example features for fraud models 

Vendor prequalification Company age at invitation, score, pending claims declared, shared directors or 
addresses 

Bid comparison Line-item ratio to estimate, spread across bidders, rank history, front-loading 
index 

Commitments Award versus estimate, rates by item, retention and terms 

RFIs and submittals RFIs per unit of contract value, share with cost impact, response times 

Change events, PCOs, change orders Cause, rate versus contract, time from RFI to approval, proximity to DoA limits 

Claims and notices Frequency, clauses cited, outcomes 

Progress invoices and payments Approval days, cut percentage, release days, percent complete versus inspections 

Inspections, NCRs, punch lists Rejection rates, re-inspections, closure times by contractor 

Workflow history Approver, delegate, step durations, returns, overrides 

Daily reports, timesheets, schedule 
updates 

Manpower versus progress claimed, schedule progress versus invoiced progress 

 

Completed projects matter as much as live ones. Capturing the key transactions of finished projects, as Part 6 
described for forensic audits, gives the models history to learn from. 

AI on a Document Platform Is Not AI on a PMIS 

The same false assurance is now appearing with AI. Document platforms and CDEs are adding AI features: 
summarising documents, drafting correspondence, searching across files, reading scanned forms. These are useful 
features for a document repository. They are not fraud detection. An AI that reads a change order PDF can summarise 
what the letter says. It cannot tell whether the rate is the contract rate, whether the approver was within their 
authority, or whether the same contractor's invoices are approved twice as slowly as everyone else's, because none of 
that is held as data in the repository. 



Question an integrity reviewer 
asks 

AI on a document platform AI on PMWEB data 

Which change orders were priced 
above contract rates? 

Can find letters mentioning rates; 
cannot compare them 

Compares change order line items with 
the schedule of values 

Which approvals exceeded the 
approver's DoA? 

Sees who stamped a file Tests approved value against the DoA rule 
for that role 

Which contractor's invoices are cut 
the most? 

Cannot see submitted versus 
approved amounts 

Calculates cut percentage for every invoice 

Which bids were unbalanced? Can open the bid file Ratios every line item against the estimate 

Is this pattern new or recurring? No history of structured outcomes Learns from dispositions recorded on red 
flags 

 

An AI answer that sounds confident but rests on unstructured documents is the most persuasive form of false 
assurance yet. The safeguard is the same as for every other tool in this series: put the transactions in a PMIS first, then 
apply AI to data that can be tested. 

Reading PMWEB and the ERP Together 

Some fraud only shows when project data and finance data are compared: a payment in the ERP with no approved 
certificate in PMWEB, a vendor bank detail changed shortly before a large payment, or an invoice paid twice through 
different channels. askAIRO, a CMCS offering for PMWEB clients, is an AI assistant built on the Model Context 
Protocol (MCP) that answers questions from PMWEB and the client's ERP together. It works with PMWEB hosted on-
premises or in the cloud and with the large language model of the client's choice, including one the client hosts on its 
own servers, which keeps sensitive investigation data inside the organisation. 

No excuse to stay on the wrong platform 

If your project information sits on a platform that cannot hold transactions as data, no AI added to it will detect 
fraud reliably. Migrating to a PMIS like PMWEB is the prerequisite for AI-assisted fraud detection, 
not an alternative to it. 

From Scores to Decisions 

A risk score is useful only if a reviewer can see why it was given and what to do next. The AI signal review below shows 
how this looks in practice. 

 
AI Fraud Signal Review — anomaly scores calculated on PMWEB transaction data and presented as a Power BI report embedded in 

PMWEB. Illustrative data. 



Each high-risk signal carries reason codes in plain language, for example an invoice approved three times slower than 
the norm with a 25% cut, by an approver who appears on four earlier outliers, or a change order split into three just 
below the DoA limit within nine days. Each opens to the PMWEB records behind it. Each is reviewed by an analyst and 
closed with a disposition. The quarterly chart shows the effect of that feedback: as confirmed and dismissed outcomes 
retrain the model, dismissed signals fall and confirmed ones rise, which means reviewers spend more of their time on 
real issues. 

Using AI for Fraud Detection Responsibly 

• A score is a question, not an accusation. Signals start reviews; investigations and due process decide 
outcomes. 

• Explainability is mandatory. Every score must show the features and records that drove it, or it cannot be 
acted on fairly. 

• Humans decide, and their decisions are recorded. Dispositions are captured on the red-flag record and 
become training data. 

• Security follows PMWEB. AI tools see only what the user's role allows; investigation records are restricted. 

• Data stays governed. Choose deployment and model options that keep sensitive data within the organisation's 
control. 

• Measure the model. Track precision (share of signals confirmed), coverage and time to review, and retrain on a 
schedule. 

 

A Practical Adoption Path 

Stage What the owner does Outcome 

1. Digitise Run the high-risk processes from Parts 1 to 5 in PMWEB 
with templates, workflows and DoA rules 

Structured, approved, linked transactions 

2. Flag Configure red-flag rules and dashboards; record each 
flag and its disposition in PMWEB 

Exceptions reviewed every period; first 
tagged data 

3. Assist Use the PMWEB 2026 AI Assistant for find, open, create 
and help in integrity reviews 

Faster reviews within existing security 

4. Learn Add unsupervised anomaly detection, then supervised 
scoring as dispositions accumulate 

Signals on patterns no rule describes 

5. Connect Bring ERP and other sources into the analysis, for 
example through askAIRO 

Cross-system fraud visible 

 



 

 

The Business Case, Restated 

Part 1 showed that when fraud risk is priced in, a PMIS repays its cost many times over: avoiding even a quarter of one 
percent of leakage on a large capital portfolio is worth more each year than the system costs to own. AI raises that 
return further, because the same data that enforces controls now also finds the patterns that rules miss, and every 
reviewed signal makes the next one more accurate. The investment that prevents fraud is the same investment that 
makes AI possible. 

The funder's lens — ministries of finance and sovereign funds 

• Ministries and funds that see many entities hold the largest potential data set for fraud analytics, provided 
those entities capture transactions in a consistent, structured way. 

• Requiring a common PMIS standard across funded entities is what makes portfolio-wide AI signals 
possible. 

 

Adviser's checklist — for consultants recommending project governance 

Questions to ask in the diagnostic 

• Is the client being offered AI on a document platform as a fraud-detection answer? 

• Does the client hold enough structured, approved transaction history for analytics to learn from? 

• Are red-flag dispositions recorded so they can become training data? 

Recommendations to put in the governance report 

• Sequence AI after structured capture: digitise, flag, assist, learn, connect. 

• Require explainable reason codes and human disposition for every AI signal. 

• Keep sensitive investigation data within the client's control when selecting AI deployment options. 

 



Series Summary 

Part Fraud risk addressed Core PMWEB control 

1 Governance gaps and data silos Procedures executed as templates, workflows and one 
cost ledger 

2 Unauthorised or unaccountable approvals DoA embedded in workflow, formal delegation, 
complete output forms 

3 Procurement fraud and unbalanced bids Prequalification gates and line-item bid analysis against 
the estimate 

4 Over-priced changes, design errors, claim 
strategies 

Linked RFI, change event, PCO, change order and claim 
records 

5 Abuse of approval power on payments Invoice checklist, workflow history and abnormalities 
reporting 

6 Losses already incurred Forensic rebuild of the record and cross-project 
correlation 

7 Patterns no rule describes PMWEB 2026 AI Assistant and learning analytics on 
PMWEB data 

 

Key takeaway 

AI does not replace fraud controls. It depends on them. Every template, workflow, link and disposition captured 
in PMWEB is a data point that makes detection more accurate. 

AI on a document repository summarises what was written; AI on PMWEB tests what was approved. 

Owners who digitise their processes in PMWEB today get control now, AI-assisted review with PMWEB 2026, 
and the data foundation for learning analytics as their transaction history grows. 

Migration to a PMIS is the prerequisite for AI fraud detection, not an alternative to it. 

 

Series complete: Parts 1 to 7 are available on LinkedIn and on the CMCS website. Owners who want to start can 
begin with the high-risk processes in Parts 2 to 5 on a new programme, and extend from there. 

Talk to us: If your projects run on Aconex or another document management system, a CDE without DoA-driven 
workflows, a PMIS without ERP integration or full cost and contract management, or no system at all, there is no 
longer an excuse to stay: migrate your fraud-exposed processes to a PMIS like PMWEB. CMCS can assess your current 
platforms and data, start PMWEB on a new programme, integrate it with your ERP and document platforms, and 
migrate legacy project data, including from Oracle Aconex and Oracle Unifier. To see this, including PMWEB 2026 AI 
and red-flag dashboards, contact CMCS at info@CMCS-MENA.com. Management consultants designing project 
governance for their clients are welcome to use these frameworks; CMCS works alongside consulting firms to turn 
governance recommendations into configured PMWEB processes. Ministries of finance and sovereign funds can also 
see how a common PMWEB standard across funded entities gives them verified, portfolio-wide visibility. 

#PMWEB #CMCS #PMWEB2026 #AI #FraudDetection #MachineLearning #askAIRO #CapitalProjects #PMIS #Integrity #CDE 
#DocumentManagement #ERPIntegration #ManagementConsulting #ProjectGovernance #MinistryOfFinance 
#SovereignWealthFund 
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