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In this unit, students explore cyber threats from a personal, corporate and national security
perspective. Students study the principal motivations behind cyberattacks, which may be political,
ideological, revenge, or profit-based. These attacks are examined with a focus on analysing the
system vulnerabilities that ‘hackers’ exploit. The unit also covers how to defend against cyberattacks

through the use of policy, procedure and technical controls. Finally, ‘ethical hacking’ is also
considered as a strategy to strengthen cyber defence.

Credit Points

8 credit points

Duration

12 weeks (10 teaching weeks and 2 revision and assessment weeks)

Unit Learning Outcomes

On successful completion of this unit, students will be able to:

Analyse trends in cyberattacks.
Defend against different techniques used by intruders to penetrate a system.
Analyse the motivation, tactics/strategy, and impacts of cyberattacks highlighting the system

vulnerabilities exploited.
4. Critique security policy, procedural and technical controls and countermeasures to mitigate
the threats of cyberattacks.
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