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ARRANGEMENTS AND PROCEDURES


Policy Statement:

At <<Business Name>>, we recognise the importance of vehicle security to protect our assets, ensure our drivers' safety, and safeguard our customers' interests. This policy outlines the appropriate vehicle security procedures that must be implemented and always followed.

Note: This policy serves as a guideline for appropriate vehicle security procedures and should be supplemented with any applicable national or regional regulations, industry best practices, and specific instructions provided by the company.

1. Scope and Applicability
This policy covers the security and safety of personnel, vehicles and cargo, and is applicable to all aspects of the company that involve company vehicles, including transportation, logistics, warehousing, and maintenance.

2. Recognising Threats 
The operation can face various threats that can compromise the safety, integrity, and confidentiality of the operations. Some potential threats to consider include:
· Theft and Robbery - Cargo theft is a significant threat to HGV operations. Criminals may target HGVs during transit or while parked, seeking to steal valuable goods or the entire vehicle. Fuel theft is a common threat where fuel is either siphoned from the tank, or the tank is damaged to release the fuel. A stolen vehicle could be used as a mobile weapon, in a robbery or terrorist attack, or a means of illegal trafficking.
· Unauthorised Access - Unauthorised individuals gaining access to HGVs or sensitive areas can pose a security risk. This can include intruders attempting to tamper with the vehicle, cargo, or infrastructure. Implementing access controls, such as secure parking facilities, perimeter fencing, and electronic locks, can help prevent unauthorised access.
· Vandalism and Sabotage - HGVs and infrastructure can be targeted for vandalism or sabotage, potentially causing disruptions to operations. Adequate security measures, such as secure parking areas, surveillance systems, and regular vehicle inspections, can help detect and deter such acts.
· Vulnerable people – drivers sleeping in their vehicles overnight, drivers working through the night and those undertaking deliveries are all vulnerable of a threat to their operational security.

3. Roles and Responsibilities 

Management
· Management is responsible for establishing and maintaining a culture of vehicle security awareness.
· They will provide necessary resources, training, and support to ensure compliance with vehicle security procedures.
· Pre-employment checks will be conducted to confirm the integrity of anybody to be employed within the organisation, including employment history / references, qualifications & licences, passports and eligibility to work.



Drivers
· Drivers play a crucial role in implementing vehicle security procedures and must always adhere to them.
· They should promptly report any security incidents, concerns, or violations to the appropriate personnel.

4. Key Management
· Drivers must remove ignition keys when the vehicle is unattended, whether it is at the operating centre, on the road, or at delivery sites.
· Keys should be stored securely and not left unattended or easily accessible.

5. Door and Window Security
· Drivers should always lock the passenger door, even while driving to prevent unauthorized access.
· When the vehicle is unattended, cab doors should be locked, windows closed, and the load area (if applicable) should be secured to deter unauthorized entry.

6. Alarm and Immobilizer
· Drivers must switch on the vehicle's alarm system or immobilizer whenever the vehicle is unattended, including when refuelling or making a delivery.
· Regular checks should be conducted to ensure the alarm system and immobilizer are functioning correctly.

7. Key Identification
· Drivers should ensure that the vehicle key cannot be easily identified, such as removing any identifiable keychains or markings.
· This minimizes the risk of unauthorized duplication or theft of the key.

8. Unauthorised Passengers and Cargo
· Drivers must never carry unauthorized passengers or cargo in the vehicle. This helps maintain security and safety during transportation.

9. Key Storage
· Drivers must not hide keys anywhere on the vehicle for relief drivers or any other purpose.
· Implement a secure key storage system, such as lockboxes or key cabinets, to ensure that keys are accessible only to authorized personnel.

10. Training and Awareness
· Drivers should receive comprehensive training on vehicle security procedures, including key management, door and window security, alarm and immobilizer usage, and the importance of not carrying unauthorized passengers or cargo.
· Regular awareness campaigns and refresher training sessions should be conducted to reinforce the significance of vehicle security.

11. Reporting Procedures
· Drivers must be aware of the designated reporting procedures and channels for security incidents, concerns, or breaches.
· They should promptly report issues to the appropriate personnel and cooperate in follow-up investigations.



12. Compliance and Consequences
· Failure to comply with the vehicle security procedures outlined in this policy may result in disciplinary action, up to and including termination.
· All drivers are responsible for understanding and following this policy and must sign an acknowledgement of their commitment to vehicle security.

13. Policy Responsibility and Review
· [bookmark: Text63]Overall responsibility for this Operational Security Policy within <<Business name>> and the implementation thereof lies with <<insert name and position / department etc.>>.
· This Operational Security Policy is regularly reviewed and updated as required.
· [bookmark: Text60]This Operational Security Policy was adopted on <<insert date>>.
· [bookmark: Text61]This Operational Security Policy was last reviewed on <<insert date>>.
· This Operational Security Policy will be reviewed, on <<insert date>>
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