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This paper presents practical considerations of long term maintenance of dispersed 
statewide federated GIS data for homeland security that can also be used for every day 
business practices.  Lessons learned and best practices for infrastructure creation, 
validation and maintenance will be presented, including web tools to allow non GIS users 
to assist in data development. The Montana model emphasizes validation and 
maintenance of data in federated models for statewide framework layers, including 
transportation, cadastral, addressing and critical structures and infrastructure.  These 
important data layers form the basis for homeland security GIS needs. Through the use of 
the ESRI Portal Toolkit, web services, and collaborative tools, we believe critical 
infrastructure data can also be used and maintained every day in standard business 
operations of state and local government and the private sector, while also meeting the 
demands of security and sensitivity required for homeland security.  
 

 
 
Integrating geography into the business functions of homeland security, disaster and 
emergency services provides the opportunity to answer the following types of questions 
in states like Montana with large expanses of land and largely rural and exurban 
residential and business patterns. How do first responders identify people to be warned or 



evacuated in an emergency?  Is there more than one road exiting this valley? What 
facilities contain hazardous material in the area of influence of a human caused or natural 
disaster?  Where are the evacuation locations for students at a local school in the event of 
a shooting or earthquake?  Which infrastructure is threatened by the failure of a dam or 
power substation?  In all these situations, advance planning and design is the key to 
success both in response to emergencies and the daily operation of critical structures.   
 
There are currently three federal programs that are focusing on critical infrastructures and 
related topics. The Montana Critical Infrastructure and Structures Data Model (CISDM) 
has features that provide the ability to transform structures compiled under this data 
model to alternative formats and classifications.  There is no doubt that other federal 
efforts will emerge as the critical infrastructure dialog advances.  It will be important to 
coordinate with these efforts and maintain flexibility in the data model to adapt as these 
efforts mature.  The three programs of interest that directly relate to our effort are: 

1. Homeland Security Infrastructure Program (HSIP): This program maintains a 
classification of functions that are categorized by a primary category and sub-
categories called sectors. One purpose of this effort is to identify features in these 
categories and sectors. The CISDM provides a table that relates CISDM feature 
function names to HSIP categories and sectors. 

2. National Incident Management System (NIMS): This program maintains a 
classification that has categories for functions. One objective of NIMS is to 
identify features in these categories that can serve as resources to an incident. The 
CISDM provides a table that relates CISDM feature function names to NIMS 
categories. 

3. The National Map (TNM): This program maintains a classification of functions 
that are categorized by a primary category and sub-categories called sectors. One 
objective of TNM is to provide a mechanism to identify the geographic location 
of features, assign a sector to that feature, and distribute that information through 
a secure version of TNM. TNM has a standardized system of feature codes 
(FCODE) to assign a function to a feature. The CISDM provides a table that 
relates CISDM feature-function names to TNM categories and sectors. 

 
The CISDM also attempts to build on lessons-learned from similar efforts in other states. 
A few important characteristics were garnered from other efforts.  One was to utilize 
simple (geographic) features whenever possible to represent physical features. Another 
was to separate spatial data from non-spatial data to provide flexibility in implementation 
and maintenance environments.  Persistent unique identifiers were a key factor in 
maintenance, and serve as the “glue” which holds a federated model together.  Another 
important lesson learned from other states was to recognize that “critical” is a threshold, 
and its determination is context-dependent.  Related to this is the concept that a single 
feature can have many uses (a.k.a. functions), and this became a core concept for the 
CISDM.  To have a common language is crucial to communication, and communication 
is key to emergency response.  The use (function) for a feature depends on the 
perspective and need of an application discipline, e.g. fire fighting, law enforcement, 
general government, etc. It is also important to note that some uses (functions) are multi-
discipline (e.g. an emergency operations center is used as an EOC for fire, flood, 



earthquake, etc.). This data model allows for the many-to-many relationships between 
feature(s) and function(s).  
 
Those lists of functions, function classes, and function categories that presently exist or 
are in development at this time, such as NIMS and the ESRI HMS data model, do not 
cleanly differentiate between features and functions. Rather many of the present national 
efforts mix functions with disciplines, and with disaster types, etc. Additionally, within 
any one area they do not provide comprehensive lists that would suit Montana’s needs for 
the variety of disciplines, emergency response situations and the features and functions 
that support them. For example, NIMS type categories mix communications with 
firefighting and with transportation. Additionally NIMS lists firefighting and search and 
rescue, but does not include flood, wind, or earthquake events, etc.  We found the 
thesaurus approach used by New York to be the best fit with this model and the most 
promising approach.  The model allows features to participate in a hierarchy, but a 
limited one, with one parent per function.  Some of the existing models, including 
national models,  use lists for features and for functions that seem to be a mixture of what 
a thing is, what a thing does, how a thing is used. This mixture of is and does (noun 
versus verb) makes it difficult to consistently and coherently describe things in a common 
language. Prior to developing a common language, rules should be developed and clearly 
articulated to insure logical consistency of the terms used. Failure to do so at the outset 
could result in misunderstandings that have serious consequences when the data sets are 
used to provide information during an actual emergency.  
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Structure feature modeling is both an art and a science. Methodologies exist to support 
the science of organizing, representing, and processing features of geography. The art of 
structure feature modeling is grounded in the basis that data models, like cell phones and 
maps, are tools for communication.  This has been demonstrated during floods in North 
Carolina, hurricanes in Louisiana and Florida, and wildfires in California and other 
western states. Data models contribute to saving lives because they provide the basis for a 
common language and a common understanding of both the challenges and opportunities. 
Data models are a vehicle for structuring a shared representation of those features of 
geography that are important to our particular problem and the political, social, and 
cultural environment it resides within.  A data model should define what constitutes the 
essential set of critical infrastructure data, the data and metadata standards to ensure 
utility, and the roles and responsibilities of participating entities. 
 
The basic goals and principles for this project included: 



• A strong focus on DES operations typically found in Montana, such as wildfires, 
floods, storms, and transportation related accidents with hazardous materials.  Each 
stage of disaster management may also require a different representation or different 
level of attribution.  One size does not fit all.   

• Acknowledging the “critical” aspect of structures and infrastructure is dependent on 
the context of an incident or event, often changes based on the timing of the event, 
and has threshold rather than absolute characteristics. 

• Developing a model that allowed the separation of public and private (sensitive) 
information from the map structures, so data could be used in a wider context than 
emergency services and homeland security, such as natural resource planning and 
economic development. 

• Design a model with flexibility and scalability that recognized the importance of 
maintenance over time by multiple data providers and jurisdictions.  Effective disaster 
management systems are built on a foundation of cooperation with leadership that 
recognizes and can articulate the mutual benefit of collaboration.  This can be 
characterized as an enterprise approach utilizing a federated database. 

• Some special elements are essential to make a federated database work, such as 
persistent unique identifiers for each feature, maintained at some extra cost and effort 
by all participating partners, and a statewide coordinating staff maintaining common 
tables of entities and developing cooperative agreements. 

• A good database foundation is paramount.  A database driven approach enables 
sharing information across multiple platforms.  Montana is the only state in the US 
that has developed integrated statewide geographic data models for the constantly 
changing map layers of transportation, critical infrastructure, addressing, and private 
land ownership.  

• Geographic data on human infrastructure like roads, property ownership and 
structures is more useful when there is a process in place to validate the quality of 
spatial data and associated tables of attributes and to  maintain it over time.     

• Critical structures modeling and homeland security is a national effort and the 
Montana effort must closely coordinate with other efforts, primarily the Homeland 
Security Infrastructure Program, National Incident Management System, and The 
National Map. 
 

Structure feature modeling was organized around three primary tasks.  First a minimum 
set of geographic features important to the problem area was defined.  Second was to 
determine how those features were best represented given the constraints of the data 
types, and subsequently develop commonly agreed upon feature and image representation 
with a common set of names, terms and specifications.  The third task was to document 
rules to maintain data integrity.  This included interrelationships among features as well 
as issues of currency, correctness, and completeness.  A structure is generally defined 
within the scope of the CISDM as a feature and its function. Determining if a structure is 
critical or not depends on the context of a structure within the scope of an event; either 
natural or human-induced.  The criticality of a structure may also be dependent on other 
structures. This inter-relationship between structures is termed infrastructure. As with 
structures, determining if infrastructure is critical or not depends on the context of these 



structure and their relationships within the scope of an event; either natural or human 
caused.   

 
Figure 1 
 
The CISDM is organized into two primary sections. The left-hand portion of the CISDM 
diagram (the red portion in figure 1) describes those elements that support the 
management and determination of critical infrastructure and critical structures.  The right-
hand (the green portion in figure 1) describes those elements that support the 
management of features and functions that participate in the determination of criticality.   
The general purpose of the CISDM is to represent structures, their relationship, and the 
criticality of structures within the context of an event. Therefore, the CISDM provides a 
data model to represent structures.  A structure is considered to be any relatively fixed 
physical feature with or without area, line, or point geometry; which has a well-defined 
function.  Criticality is context sensitive and thus assigned within a given event context.  
Critical infrastructure is a collection of one or more inter-related critical structures within 
a given event context. 
 
The USGS “Best Practices” Structures Data Model published in March 2006 is similar in 
scope to the Montana Critical Infrastructure and Structures Data Model.  Montana has 
chosen an approach that differs from the USGS approach, but there are is some logical 
consistency between the models: 

• The USGS model relies on a value domain (FCode) and subtype approach 
whereas the Montana model relies on a thesaurus and feature class approach 

• Both models rely on persistent (permanent) identifiers for features. 



• The Montana model incorporates a Function Class table to provide a crosswalk 
from its thesaurus and feature class approach to an alternative classification such 
as the FCode value domains utilized by USGS.  Presumably one representation 
could be generated from the other if the tables were properly populated. 

• The USGS model and Montana model use a similar approach to detail tables. 
• The USGS model incorporates feature level security, but Montana chose to host 

secure information in a separate database in a secure environment. 
• The USGS model and Montana model carry some level of feature-level metadata 
• The USGS model and Montana model both support alias feature types such as 

point representations of polygons. 
 
The Montana model adopted a federated approach that leveraged multiple data 
providers and multiple data maintainers.  Many of Montana’s framework data model 
efforts have adopted a federated approach, capable of scaling in complexity from local 
government or domain-specific needs to statewide or national needs.  The adoption of a 
GIS standards and a centralized data exchange mechanism allows data providers to utilize 
data from multiple sources and know that the data was already integrated with their own 
holdings.   The following statewide efforts in Montana are of note: 

• The Montana Transportation Framework Project is creating a seamless statewide 
transportation data layer for all Montana roads.  This effort produced the first 
statewide product in October 2005. 

• The Montana Cadastral Project has produced a seamless statewide data layer for 
tax parcels.  This data layer also supports derived products such as boundaries and 
ownership that are dependent on cadastral. 

• The Montana Address Data Model is finalizing a statewide data model to support 
addresses and features that are address-based.  This data model was finalized but 
lacks a statewide coordinator and has not yet been widely adopted. 

• The Montana Standard Table of Entities is available and maintained by the 
Montana Department of Administration Geographic Information Services Bureau.  
This table is the source of entity identifiers for data producers. 

 
Adapting or converting to a standard data model 
comes at an expense. At times it may be difficult 
for a given entity in the role of being a data 
provider to justify this additional expense.  
Montana’s experience with the transportation 
framework is that most data providers are also 
consumers.  The adoption of a standard 
transportation data exchange mechanism with 
centralized integration of data allowed data 

providers to utilize data from another provider and know that the data was already 
integrated with their own holdings.  Another factor to consider is that a standardized data 
model provides a basis for standardized development of tools and approaches to 
integration of applications.  The development cost can be distributed across more 
partners. Even if the host environments are not uniform, the specification for tools and 
the supporting data model are consistently defined. 



 
Key to the success of statewide standards and federated models are statewide 
coordinators for each layer, particularly those that involve multiple providers and 
constantly changing spatial and non-spatial data, like structures, roads, addresses and land 
ownership. The coordinator’s responsibility ensures the long-term integrity of the data 
layer, developing and nurturing memorandums of understanding, cooperative agreements 
and other collaborative agreements, assist entities with the adoption or utilization of the 
data model, and coordinate the development of interfaces and tools to use and maintain the 
data. The coordinator also maintains a standardized table of all functions and function 
names, the “glue” that standardizes the model statewide, and style rules for attributes, 
including the development of an open XML schema. 
 
How do the federated models relate to everyday business in Montana?  National 
commercial data sets such as roads and streets from TeleAtlas and Navteq do not have 
address ranges for most of the rural portions of the state.  Tasks such as mapping all the 
police and fire stations are straightforward in urban areas, but require manual efforts in 
most of Montana counties.  Contact information, often a crucial element for emergency 
response, is constantly changing in rural areas, where volunteer positions are the norm.  
Montana is a largely rural state, with seven small cities in the 40-80,000 population 
range.  Montana is also the fourth largest state in the US in terms of land area.  With a 
total population of slightly less than one million, we literally have a lot of ground to 
cover in developing digital data infrastructure, with relatively few GIS professionals to 
accomplish the work.  GIS specialists are often “one deep” in many agencies, and 
budgets and resources are limited.  As a result, Montana GIS data consumers are also 
data producers.  Widely distributed federated models are the only option to maintain 
accurate and timely information.  Validating the data and then maintaining and keeping it 
up to date is an immense challenge.  This can be enhanced by GIS tools such as web 
mapping systems, but many of the people who are required for this work are reluctant to 
learn a technology that is often complex and that they only rarely use.    
 
People who may not be comfortable with computers or web based mapping are often the 
key individuals to provide validation and maintenance.  It is critical that the tools 
available to maintain the CISDM are accessible to them.  An easy to use portal, simple 
web reports and accessible up to date maps are the key to involving a large disperse 
community in the regular maintenance of the data.  Automated generation of maps at 
fixed scales, with user selected features provides the ability to obtain maps in digital 
form.  Users who are not familiar with GIS can obtain the maps as Adobe PDF files in 
digital form or print them for offline viewing.   The maps are generated dynamically with 
the user selecting the critical infrastructure they want on the map from a hierarchical 
thesaurus of feature/function combinations.  GIS extraction tools provide the ability for 
users with GIS software to extract data from the federated model as shapefiles, 
geodatabases and in formats for use with Google Earth, ArcGIS Explorer and other web 
based mapping systems.  These extracted layers can be used for validation and 
maintenance or operational use for emergencies or everyday business needs.   
 



Another key element in use of the model for HLS and everyday business is the CISDM 
model features allowing users to separate sensitive data from the geographic location.  
The Montana CISDM uses a persistent unique identifier on every point, line and polygon 
feature.  This ID allows the geographic feature to be separated from the attributes 
associated with it.  A set of structured relational database tables allow the efficient 
storage of non-spatial data and relational joins as needed to the geographic features.  Data 
that is sensitive for security purposes, or for privacy purposes can be maintained 
separately, readily available on demand.    
 
The model also includes geographic envelopes for every feature.  These polygon buffer 
areas surrounding each feature provide the ability to include proprietary data in the model 
for spatial queries.  For example, an energy utility may not be willing to share the exact 
location of their power line data, but the general location represented as a polygon area 
may be permissible.  Another example is proprietary commercial business data such as 
infoUSA or Dun and Bradstreet.  Geocoded address locations and database attributes can 
be masked and modified to prevent copyright infringement, yet the general location 
within a feature envelope, along with the business function can be used in spatial queries.  
An example might be to identify how many pharmacies, refrigerated trucking firms, etc. 
are within a query distance of a pandemic outbreak.  
 
Keeping the CISDM organized in a dispersed federated fashion requires a solid design 
and a software infrastructure allowing collaboration among a wide user base.  We have 
used the ESRI Portal Tool Kit as a base, along with Microsoft Sharepoint collaboration 
software.  The Portal Tool Kit stores and maintains feature documentation, models, map 
products, photos, CAD drawings searchable by keywords.  The collection is peer 
reviewed and variable permissions are allowed both by geographic area and by subject.  
Sharepoint, with its ability to share spreadsheets, lists and documents, provides a 
mechanism to access and .update non-spatial data, such as contact lists in a form that a 
community can maintain in a collaborative fashion. 
 
Most business models use public data on structures, transportation, land ownership and 
use for everyday tasks.  The solid foundation provided by CISDM provides leverage to 
enhance public and private sector business practices.  For example, a business portal will 
soon be launched in our state titled, Montana Means Business.  Web services, integrating 
Montana base layers, critical structures, governmental boundaries, cadastral ownership of 
public and private lands with ESRI commercial business and demographic data to 
provide a web based tool for prospective businesses looking to relocate in Montana.   
Similarly, the National Landscape Fire Analysis Center has developed an automated base 
map system, using the Montana federated models to rapidly generate base maps for 
wildfires, The federated models allow technicians to cut the start up time providing a 
base map to the incident command team from two days to a matter of minutes.  
 
A number of resources and reports are available from the Montana critical structures 
coordinator, Eric Eidswick (eeidswick@mt.gov).  A report is included with detail 
including a geodatabase model overview, relationship to other efforts, use cases, and a 
detailed description of the model, implementation details and recommendations.   
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