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Geospatially Enabling Community Collaboration:   
A Community Framework for Critical Infrastructure Protection 

Background  
“…reduce and/or eliminate the vulnerability of the 
infrastructures of society’s complex technology systems    
that increase the difficulty for attacks on U.S. systems..”  

     Excerpt, Homeland Security Presidential Directive 7 

 

In January 2004, the Geospatial Information & 
Technology Association (GITA) responded to HSPD-5, 
HSPD-7 and HSPD-8 by creating the National 
Geospatial Initiative for Critical Infrastructure Protection 

(NGI-4-CIP). This initiative has grown to encompass a program focused at the local level 
entitled “Geospatially Enabling Community Collaboration,” or GECCo.   

No matter the root cause of an emergency – terrorism, natural occurrences, or 
unintentional human error – the methods of responding to, mitigating, and ideally 
preventing reoccurrences are based on a coordinated approach that can be greatly 
enhanced by the use of geospatial information and technology.  This cannot happen 
without enabling the many mutually dependent agencies and organizations charged with 
protecting our nation’s citizens and infrastructure to efficiently and effectively share their 
information.  The purpose of GITA’s GECCo pilot project series is to address the 
obstacles that need to be overcome before this can happen. 

Purpose of the GECCo Pilot Project Series 
Critical infrastructure is vital to a community that depends on it for 
economic, security, quality of life, delivery of service, and 
governance.  Disruption of one or more of these assets would 
have a profound negative effect on all sectors within that 
community. 

The purpose of GECCo pilot projects is to facilitate an interactive 
dialogue among the community stakeholders to begin to address 
collaboration and information exchange issues that inhibit 
effective response and recovery in times of emergency.  
Specifically, GECCo pilots will serve as interactive, cooperative 
forums to identify and address: 

 intra- and inter-organizational collaboration and 
coordination; 

 effective practices and guidelines; 
 information access and exchange; 
 interoperability and enterprise architecture; and 
 data and technology requirements. 

Courtesy of OGC, Inc. 
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The outcome of each pilot project is designed to enhance existing security-related efforts 
and enable community stakeholders to develop a framework by which public and private 
organizations can better collaborate in order to respond to emergencies and protect 
critical infrastructure more effectively.   

Pilot Project Phases and Funding 
The pilot project involves three phases.  Phase 1 includes a multi-day workshop that 
involves all stakeholders.  During this workshop, community stakeholders identify issues 

that need to be resolved in order to 
respond more effectively to 
emergencies and protect critical 
infrastructure.  Workshop results will 
be used to apply for federal and state 
grants to begin to address stakeholder 

needs.  Phase 2 involves an actual operational pilot project that addresses specific key 
issues in detail over a 9 to 12 month timeframe. Phase 3 extends the work accomplished 
during Phase 2 and addresses other community needs as initiatives are determined and 
prioritized among the stakeholder organizations for implementation over a one to two 
year period. 

Community Collaboration 
A community includes a variety of public and private organizations, including 
governmental agencies (local, state, and federal), public and private utilities, 
transportation, telecommunications and cable organizations, businesses, service 
contractors, military, emergency services and first responders, and other organizations.  
The goal of the GECCo initiative is to develop 
a replicable framework and tool set that 
stakeholders in communities across 
the U.S. can employ in 
constructing collaborative 
models for protecting critical 
infrastructure against both 
natural and man-made 
events.  A series of pilot 
projects in various 
communities will leverage the 
efforts and experiences of 
preceding and/or ongoing pilots. 
Eventually, a growing network of 
pilot projects nationwide will contribute to 
national directives and programs. To date, 
pilot project workshops have been conducted in 
Honolulu, HI and Denver, CO.  Efforts are underway to finalize federal and state funding 
for the next phase in both areas.  The next GECCo workshop is planned for the State of 
Washington in late 2005. 
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Barriers to Collaboration and Coordination 
The following is a summary of a number of the major barriers to existing collaboration 
among public and private organizations that were identified during the workshop by the 
participants. 

 Legal issues of dissemination of information, laws do not exists that force 
sharing of data 

 Liability issues associated with providing data to external organizations  

 Limited data available at the right time and place to properly respond 

 Only certain data is currently made available to external organizations 
regardless of the circumstance 

 External organizations are unwilling to sign agreement to share data 

 Security issues related to data getting into the wrong hands 

 Competitive information gets in the way of sharing data when planning for and 
responding to an emergency event 

 Vulnerable infrastructure assets are not easily identifiable or available for 
emergency events 

 Same data in different formats and accuracies, including the data format 
issues among software vendors 

 The best way to deliver this information to field personnel 

 Determining what data needs to be shared; we can’t share everything 

 Confusion regarding who is doing what about coordination 

 How is the data is to be used once given to an external organization  

 Incomplete or out-of-date data makes it more difficult to know if you are 
making the right decisions at the time 

 Data accuracy varies widely among organizations within the community, in 
some cases accuracy is off 100’ 

 No protocols in place to share information depending on degree of urgency 

 Emergency response plans are out of date and do not leverage GIS 
technology 

Pilot Project Needs 
In our discussions and working exercises with the local, regional, state, federal and 
private sector organizations participating in the GECCo workshops, seventeen (17) 
major needs repeatedly emerged.  These needs have been organized into four major 
themes including: Collaboration and Support, Data and Database Management, 
Interoperability and Accessibility, and Practices and Processes. 

Collaboration and Support Theme 

 Establish data sharing agreements among essential public and private 
organizations 
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 Establish advanced contracts for data collection, such as the use of remote 
sensing technology for incident management 

 Develop predefined list of GIS and other technical personnel and vendors 
required to support an event 

 Funding support 

Data and Database Management Theme 

 Predefine all critical infrastructure data necessary to support planning for and 
responding to an event 

 Establish a back-up data center 

 Consolidate multiple datasets of duplicate data into a single environment 

 Create predefined database model to support emergency response 

 Create/share single, common georeferenced landbase (e.g., buildings, 
utilities, street and building addresses) 

 Develop predefined metadata standards to ensure the best possible datasets are 
used for decision making 

 

Interoperability and Accessibility Theme 
 Establish guidelines for shared data with the media during and after an event 

 Develop interoperability standards to enable the integration and exchange of 
related critical infrastructure protection data 

 Develop mobile mapping capabilities for both field data collection and pre- and 
post-event data collection 

 
Practices and Processes Theme 
 Establish a process to organize, integrate and distribute both internal and 

external data 

 Establish emergency map production capabilities in more than one location 

 Establish coordination of map production across agencies (federal, state, city, 
private organizations) 

 Establish data collection responsibilities among multiple agencies (e.g., 
environmental monitoring, building inspections, etc.) 

Key to Pilot Project Success 
The following includes the keys to pilot project success that were identified during the 
workshop by the participants. 

 Dedicated and consistent team members to support the project 

 Identify key decision makers in each stakeholder group 

 Develop clear roles and responsibilities for everyone – i.e.: data brokers, 
users, etc. 
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 Educate and brief local legislators, council members elected officials (i.e.: the 
highest level decision makers) in order to obtain a commitment for resources 
for the project duration 

 Provide a educational briefing to private and public executives (highest level 
decision makers) to gain support 

 Tie project into National Response Plan; develop relationship to ensure 
compliance and assistance 

 Provide continued facilitation and coordination by an organization like GITA 

 Need common operating picture, including standard operating procedures for 
first responders 

 Define risks, vulnerabilities and hazards: help define types of data for different 
groups and look at interdependencies 

 Involve the local disaster response, law enforcement personnel, offices – 
obtain buy-in 

 Obtain political support at the executive level 

 Provide education to potential stakeholders, such as politicians, EMS, etc., to  
help them see the benefits of GIS  

 Marketing effort must include first responders; include problems and solutions 
and show them rapid pictures of where facilities are located 

 Make sure that the GECCo integrates with other state and local efforts; the 
needs of local, state, and regional officials must be addressed 

 Turn results of pilot into resources and dollars! 

 Start small, scale quickly – embrace continuous improvement 

 Determine how to maintain what is developed;  develop a long range plan and 
concept up front 

 Leverage regional coordinating organizations, such as councils of governments 

 Strengthen relationship with emergency management leaders 

Collaboration is Key to Success 
It is important to bring all of our geospatial resources and expertise to bear on this 
important national initiative.  Collaborative efforts among organizations such as the 
Geospatial Information & Technology Association, the Association of American 
Geographers, the Federal Geographic Data Committee, the Department of Homeland 
Security, the Transportation Security Administration, the National Geospatial-Intelligence 
Agency, the Open Geospatial Consortium, and many others, need to be pursued and 
sustained. Partnerships with other federal agencies and private sector companies will be 
required as we all work toward developing a national geospatial framework for critical 
infrastructure protection. 

GITA envisions the GECCo pilots resulting in replicable models that stakeholders in 
other communities can employ in collaborating to provide for critical infrastructure 
protection, among other things.  GITA will encourage additional GECCos in other 
communities that leverage the effort and experiences of preceding and/or ongoing pilots. 
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Eventually, a growing network of GECCos nationwide will contribute to national 
programs defined by the federal government, such as the National Spatial Data Initiative 
(NSDI).  

About GITA 
GITA is a non-profit association focused on providing education, information exchange, 
and applied research on the use and benefits of geospatial information and technology 
worldwide.  Its membership includes federal, state, and local government agencies, 
utilities, infrastructure management organizations, and private sector companies.  

 
 
 
 

 


