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logging buffered 32000 informational
no logging console
no logging monitor
logging rate-limit all 10 except errors
logging trap warnings
logging buffered warnings
logging facility local2
logging source-interface Loopback0
logging 10.17.20.242
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Radius-server key Some_secure_RADIUS_Key
ip radius source-interface Loopback0
Ip tacacs source-interface Loopback0
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Command
interface Loopback0
ip address 10.1.1.1 255.255.255.255
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CipherEx
Command
interface FastEthernet0/1
description secure user port
switchport access vlan 100
switchport mode access
switchport nonegotiate
switchport port-security maximum 1
switchport port-security

switchport port-security aging time 5
switchport port-security violation restrict
dot1x port-control auto 
dot1x guest-vlan 192
storm-control broadcast level 30.00
storm-control multicast level 30.00\
no cdp enable
spanning-tree portfast
spanning-tree bpduguard enable
ip verify source port-security
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CipherEx
Command
interface FastEthernet0/2
description Secure User port with IP Phone
 switchport access vlan 100
 switchport mode access
switchport nonegotiate
 switchport voice vlan 101
 switchport port-security maximum 2
switchport port-security
switchport port-security aging time 5
switchport port-security violation restrict
dot1x port-control auto 

dot1x guest-vlan 192
storm-control broadcast level 30.00
storm-control multicast level 30.00
spanning-tree portfast
spanning-tree bpduguard enable
ip verify source port-security
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CipherEx
Command
interface FastEthernet0/3
description device with no_801.x support
 switchport access vlan 200
 switchport mode access
switchport nonegotiate 
switchport port-security maximum 1
 switchport port-security
 switchport port-security violation restrict
 switchport port-security mac-address sticky
 switchport port-security mac-address sticky 00b0.6456.50e0
 storm-control broadcast level 30.00
 storm-control multicast level 30.00
no cdp enable
 spanning-tree portfast
 spanning-tree bpduguard enable
 ip verify source port-security
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CipherEx
Command
interface GigabitEthernet0/1
description Connection to first Distribution Switch
 switchport trunk encapsulation dot1q
 switchport trunk native vlan 1000
 switchport mode trunk
switchport  nonegotiate 
switchport trunk allowed vlan 100,101,192,200,300,1000
 ip arp inspection trust
 Ip dhcp snooping trust
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CipherEx
Command
interface Vlan100 
description Trusted User VLAN
ip address 192.168.100.2 255.255.255.0
Ip helper-address 10.17.20.243
  no ip redirects
no ip mask-reply
no ip directed-broadcast
no ip unreachables
no ip proxy-arp
standby authentication md5 key-chain secure-1
 standby 1 ip 192.168.100.1
 standby 1 priority 200
 standby 1 preempt
standby 1 name VLAN-100-Trusted-User
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CipherEx
Command
interface Vlan101
description Voice VLAN
ip address 192.168.101.2 255.255.255.0
ip helper-address 10.17.20.243
no ip redirects
no ip mask-reply
no ip directed-broadcast
no ip unreachables
no ip proxy-arp
standby 2 authentication md5 key-chain secure-1
 standby 2 ip 192.168.101.1
 standby 2 priority 200
 standby 2 preempt
 standby 2 name VLAN-101-Voice
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CipherEx
Command
Route-map Guest-Access-Policy permit 10
 match ip address Guest-Access
 set ip next-hop 192.168.50.1
interface vlan192
description Guest VLAN
ip address 192.168.192.2 255.255.255.0
ip helper-address 10.17.20.243
ip policy route-map Guest-Access-Policy
 no ip redirects
no ip mask-reply
no ip directed-broadcast
no ip unreachables
no ip proxy-arp
 standby 3 authentication md5 key-chain secure-1
 standby 3 ip 192.168.192.1
 standby 3 priority 150
 standby 3 preempt
 standby 3 name VLAN-192-Guest
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CipherEx
Command
interface vlan200
description Wireless VLAN
ip address 192.168.200.2 255.255.255.0
ip helper-address 10.17.20.243
no ip redirects
no ip mask-reply
no ip directed-broadcast
no ip unreachables
no ip proxy-arp
 standby 4 authentication md5 key-chain secure-1
 standby 4 ip 192.168.200.1
 standby 4 priority 150
 standby 4 preempt
 standby 4 name VLAN-200-Wireless
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CipherEx
Command
interface Vlan300
description Management VLAN
ip address 192.168.3.2 255.255.255.0
no ip redirects
no ip mask-reply
no ip directed-broadcast
no ip unreachables
no ip proxy-arp
 ip authentication mode eigrp 100 md5
 ip authentication key-chain eigrp 100 secure-EIGRP
ip ospf authentication message-digest
ip ospf authentication-key SomeSecureOSPFKey
ip rip authentication mode md5
ip rip authentication key-chain secure-RIP
standby 5 authentication md5 key-chain secure-1
 standby 5 ip 192.168.3.1
 standby 5 priority 200
 standby 5 preempt
 standby 5 name VLAN-300-Management
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CipherEx
Command
interface vlan1000
description Native VLAN
no ip address
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CipherEx
Command
key chain secure-EIGRP
key 1
  key-string  secure-123
router  eigrp 100
 passive-interface default
 no passive-interface Vlan300
network 192.168.3.0
 network 192.168.10.0
 network 192.168.100.0
 network 192.168.101.0
 network 192.168.192.0
 network 192.168.200.0
 no auto-summary
ip classless
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CipherEx
Command
router  ospf 100
 passive-interface default
 no passive-interface Vlan300
network 192.168.3.0 0.0.0.255 area 1
 network 192.168.10.0 0.0.0.255 area 1
 network 192.168.100.0 0.0.0.255 area 1
 network 192.168.101.0 0.0.0.255 area 1
 network 192.168.192.0 0.0.0.255 area 1
 network 192.168.200.0 0.0.0.255 area 1
ip classless
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CipherEx
Command
key chain secure-RIP
key 1
  key-string  secure-456
router rip
version 2 
passive-interface default 
no passive-interface vlan 300
network 192.168.3.0
 network 192.168.10.0
 network 192.168.100.0
 network 192.168.101.0
 network 192.168.192.0
 network 192.168.200.0
 no auto-summary
ip classless
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CipherEx
Command
snmp-server community SomeReadOnlyString RO 21
snmp-server community SomeReadWriteString  RW 21
snmp-server trap-source Loopback0
snmp-server location Some City, 123 some drive
snmp-server contact NOC @1-555-555-1212
snmp-server chassis-id S/N: 123467901234
snmp-server enable traps snmp coldstart warmstart
snmp-server enable traps envmon
snmp-server host 192.168.10.5 SomeSNMPString
access-list 21 remark SNMP servers
access-list 21 permit 192.168.10.1
access-list 21 deny any
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CipherEx
Command
banner exec @
This system is the property of CipherEx.
UNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED.
Users must have explicit permission to access this device. All activities performed on this device are logged. Any violation of access policy will result in disciplinary action. 

***************************************************
		Host name: $(hostname) 			
		Line number: $(line)				
***************************************************
@
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Command
banner motd @
UNAUTHORIZED ACCESS TO THIS DEVICE IS PROHIBITED.
Users must have explicit permission to access this device. All activities performed on this device are logged. Any violation of access policy will result in disciplinary action. 
@
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CipherEX
Command
line con 0
exec-timeout 5 0
transport output none
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CipherEx
Command
line aux 0
no exec
transport input none
transport output none 
exec−timeout 0 1
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CipherEx
Command
access-list 101 remark list of host\networks that have SSH access to this switch
access-list 101 permit tcp 192.168.1.0 0.0.0.255 host 0.0.0.0 eq 22 log-input
access-list 101 deny ip any any log-input
line vty 0 15
access-class 101 in
exec-timeout 5 0
transport input ssh
transport output none
login tacacs
authorization commands 0 default 
authorization commands 1 default 
authorization commands 15 default 
authorization exec default 
accounting exec default 
accounting commands 0 default 
accounting commands 1 default 
accounting commands 15 default 
accounting connection default 
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clock timezone PST -8
clock summer-time PDST recurring
ntp authentication-key 10 md5 Some_NTP_Password 
ntp authentication-key 11 md5 Some_NTP_Password
ntp authenticate
ntp trusted-key 10
ntp trusted-key 11
ntp source Loopback0
ntp access-group peer 11
ntp access-group serve-only 10
ntp peer 10.3.1.1 key 11
ntp peer 10.4.1.1 key 11
ntp server 172.16.15.1 key 10
ntp server 172.16.17.1 key 10
ntp server 172.16.31.1 key 10
access-list 11 remark peer NTP servers
access-list 11 permit 10.3.1.1
access-list 11 permit 10.4.1.1
access-list 11 deny any
access-list 10 remark  NTP servers
access-list 10 permit 63.17.112.7
access-list 10 permit 204.122.12.3
access-list 10 permit 194.192.12.204
access-list 10 deny any
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description Trusted User VLAN
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 no ip redirects
vrrp 1 authentication md5 key-chain secure-1
 vrrp 1 ip 192.168.100.1
 vrrp 1 priority 200
 VRRP1 preempt
vrrp 1 descriptionVLAN-100-Trusted-User
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snmp-server group AdminGroup v3 priv
snmp-server user user1 AdminGroup v3 auth sha someSecurePassword priv d aes SomeEncryptionPasswrod access 21
snmp-server trap-source Loopback0
snmp-server location Some City, 123 some drive
snmp-server contact NOC @1-555-555-1212
snmp-server chassis-id S/N: 123467901234
snmp-server enable traps snmp coldstart warmstart
snmp-server enable traps envmon
snmp-server host 192.168.10.5 version 3 auth user1
access-list 21 remark SNMP servers
access-list 21 permit 192.168.10.1
access-list 21deny any
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