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Introduction
Online fraud is becoming more and more sophisticated, as cybercriminals try 
and keep a step ahead of fraud solutions and tools. One of the results of this 
arms race is the recent surge in ATO – account takeover – attacks, a form of 
fraud which is particularly difficult to detect. Riskified estimates that in 2019 
ATO will lead to over $20B in losses, a staggering jump over the $2.3 billion 
lost in 2016. And because of their business models, OTAs (Online Travel 
Agencies) and airlines are the online sellers most vulnerable to these attacks.

For travel merchants in particular, ATO attacks cause harm that goes beyond 
just stolen tickets and chargebacks. Customers often leave credit card details 
saved in their accounts, trusting merchants to guard them. Most airline’s 
accounts also store users' trip history, contact information and sometimes 
even passport numbers for the sake of convenience. In the event of an 
attack, customers are left to deal with the fallout of having their personally 
identifiable information–PII– stolen. This could entail cancelling cards or 
dealing with identity theft. It can even be a struggle simply to regain control of 
their account: once fraudsters have broken in, they can lock the owner out by 
changing the security questions and passwords. In the aftermath of an attack, 
ATO victims spend an average of 15 hours resolving the fraud.

https://www.javelinstrategy.com/press-release/identity-fraud-hits-record-high-154-million-us-victims-2016-16-percent-according-new
https://www.javelinstrategy.com/coverage-area/2018-identity-fraud-fraud-enters-new-era-complexity
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How ATOs Happen
The story of an ATO starts with a data breach. There are no shortage of 
examples of huge hacks in the news; Yahoo, Twitter, Linkedin and Quora 
have all been victims of major breaches, leading to millions of their users’ 
information being compromised. 

But breaches are also possible on a much smaller scale through social 
manipulation. In a classic MO, a fraudster sends a phishing email to an 
employee posing as a colleague, requesting data on other employees. Another 
trick that fraudsters use is to call a merchant’s customer service and pretend to 
be a real customer (gaining trust by using simple PII they can easily obtain from 
social media). Eventually they convince the representative to hand them the 
account credentials. Perhaps the most sophisticated (and worrisome) scheme 
involves buying a phishing kit on the dark web, and using it to create an exact 
mock of any website you like. Fraudsters send people emails asking them to 
log in to their accounts–with a link going to a perfect mock of, say, an Amazon 
login page. You enter your credentials to sign in, and the fraudster has them. 

Once login credentials are stolen, fraudsters still have work to do before 
pulling off the attack. For one thing, they need to check if the credentials are 
even valid. Customers might have changed their logins recently, plus fraudsters 
want to check if the username/password combinations they have for one site 
work for others as well. Since people frequently use the same passwords for 
many different online accounts, this method often proves successful– and this 
tends to compound the damage of a breach exponentially. 

The bottom line is that ATOs reflect very poorly on a merchant’s brand, create 
a breach of trust with loyal customers, and can potentially lead to the loss of 
the entire lifetime value of affected account holders.

In this guide, we’ll explain ATO attacks: how fraudsters get the credentials 
they need to access accounts, and their modus operandi once they’re in. 
We’ll also explain how  travel merchants can protect customer data–and 
tickets–from sophisticated ATO fraud. Finally, we’ll provide tips on creating a 
verification process that keeps bad actors out, without causing unnecessary 
friction for good customers. 

https://www.upguard.com/blog/biggest-data-breaches
https://www.tripwire.com/state-of-security/security-awareness/6-common-phishing-attacks-and-how-to-protect-against-them/
https://www.globalsign.com/en/blog/warning-advanced-phishing-kits-now-available-on-the-dark-web/
https://mashable.com/2017/02/28/passwords-reuse-study-keeper-security/
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You could imagine that testing out thousands or millions of compromised 
credentials would be a bit of a slog. So most of the time, this task is 
outsourced to bots. A bot is a simple software application that automates 
a task. Hackers use bots to ‘credential stuff’ – test logins and passwords 
automatically and at extremely high speed until they successfully log in, 
thereby verifying the credentials they’ve stolen.

Once a set of credentials is verified, a hacker can either use them themselves, 
or sell them on the dark web. The surprising affordability of this data on 
the open market is an unnerving testament to its abundance, as well as the 
efficiency of credential phishing: Riskified research on the dark web has found 
verified credentials to well-known airlines priced at just $5.99. 

What Do Fraudsters Do Once 
They’re Logged In?
So a fraudster has bought his verified credentials on the dark web. Now what? 

It’s frightening how many different avenues a fraudster can take to try to profit 
once they have access to an account. But for eCommerce merchants in 2019, 
especially those in the travel space, there are three primary MOs to be aware 
of: “Mismatched ATO”, Loyalty Fraud and Stored Payment Method fraud. Let’s 
quickly look into each one:
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“Mismatched ATO”

So a fraudster has verified credentials to John Smith’s account. But once 
they’re in, how are they going to commit CNP fraud? They need a credit 
card. While their order would look most legitimate to the merchant if they 
could shop with a card belonging to John Smith, the odds of finding one 
of his cards among the 20+ million stolen cards circulating on the darkweb 
are infinitesimal. So to commit fraud they simply use a stolen card card that 
belongs to an unrelated person.

This sort of ‘Frankenfraud’ sounds like it should create enough of an 
incongruity to raise eyebrows, but in fact this simple attack traditionally has a 
high rate of success. Many merchants, unaware of the scope of the ATO issue, 
decide that good login credentials are enough to essentially auto-approve 
an order. 

And fraudsters willing to invest some extra time or thought can make 
mismatched ATOs surprisingly hard to spot–and this often involves exploiting 
OTAs' and airlines’ business models. They order multiple tickets or bookings 
using the actual account holder as the primary traveler–then add additional 
passengers or guests on the booking. Who are these additional names? Often 
they’re legitimate travelers, who have inadvertently hired a fake travel agency 
run by fraudsters. They pay the fraudster to make a booking for them, and 
don’t realize their tickets are stolen. 

https://www.zdnet.com/article/over-23-million-stolen-credit-cards-are-being-traded-on-the-dark-web/
https://www.iata.org/travelers/Pages/fraud.aspx
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Loyalty fraud

Mismatched ATOs take some work, but life can be easier for fraudsters. 
If there is already some sort of store credit or rewards cash balance in the 
account, fraudsters can use it to shop immediately. The most common 
examples of this are frequent flyer miles or hotel loyalty programs, where 
it’s quite common that customers store significant amounts of value in their 
accounts. When a fraudster buys verified credentials on the dark web, the 
listing usually says whether the account contains points or miles:

In the aftermath of loyalty fraud, the merchant is responsible for reimbursing 
that stolen store credit. Plus, the fallout is incredibly embarrassing:  
Once a customer finds out that their account was compromised, a program 
designed to promote customer loyalty is likely to result in just the opposite.

Stored payment method

This MO is fairly self explanatory. If there’s a card already on file, it’s incredibly 
easy for a fraudster to just buy a ticket, and have it sent to their own email 
address. This is not to suggest that travel merchants shouldn’t allow customers 
to save their card details–this convenience makes the whole checkout 
process much smoother, and boosts conversions. But it’s important to protect 
yourself from these attacks. You should have the capability to judge the risk of 
all account-based activities up to this point, and initiate an identity challenge 
when the user does something like change their email or shipping address. 
Which brings us to the crux of the matter–how do you catch and stop ATO 
attacks?
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Detecting and Preventing  
ATO Attacks
It’s possible to implement ATO detection and prevention at various parts of 
the shopping process. Most merchants review orders for ATO as part of their 
general CNP fraud prevention process, which takes place at checkout. 

But ideally ATOs will be detected at login–if the bad actor is allowed to enter 
the account he’s already able to pilfer the customer’s data. So even if you 
succeed in catching an ATO at the point redemption stage, or checkout, you’re 
still obligated to inform the customer that their account has been compromised 
so that they can change their login credentials and make sure to cancel any 
payment options they’ve saved on your site. 

Admittedly, catching the bad actor at login is tricky, for a few reasons: First, 
a false decline at the point of login is even more insulting and confusing to a 
customer than at checkout, so precision is crucial. Second, your decision about 
how to respond to the login needs to be instant. While some customers may 
be willing to wait a minute or two for their order to be reviewed, they won’t put 
up with a delay while simply trying to access their account. 

The need for accuracy and real-time decisioning means there is no choice 
but to fully automate this process. Building such a system is not simple, but 
there are two main facets of any automated ATO detection system: detecting 
changes in behavior and device, and bot detection
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Behavioral & device change 

The principles behind this method of spotting ATOs is similar to traditional 
fraud detection: gather information about the shopper and their device, and 
measure it against the database of historical, legitimate orders and logins you 
have for this customer. Fortunately, if someone is logging into their account, 
you’ve seen them at least once before (when they created the account).   

Your automated detection system should note factors like:
 
● If the shopper logs in from a different geographical IP address than       

usual (or using a proxy server)

● If the shopper logs in using a different device than usual (you’ll have to use 
device fingerprinting to figure this out)

● If the shopper logs on at different time of day than usual 

● Password entry behavior (fraudsters tend to copy paste, legit customers 
type them in manually)

● Browsing time before login (fraudsters and bots login quickly, legit 
customers only do once it’s required)

However, just because your system detects anomalous behavior doesn’t 
mean this login attempt should be automatically blocked. In the travel 
industry, in particular, it isn’t unusual for  legit users to buy tickets from a 
different geographic location than usual.
Below, we’ll discuss how to devise a verification strategy to deal with risky 
appearing login attempts.

Bot detection

In the case of credential phishing, where a bot is attempting logins at high 
velocity in order to test or guess credentials, it’s very important to stop the bot 
in its tracks. If you let the bot complete the phishing process and verify login 
information, your business is obligated to inform the rightful account owner 
that their credentials have been compromised, which will make you appear 
incapable of providing adequate security measures. 

https://www.riskified.com/blog/technologywebbeacon/
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An automated system can determine with fairly high accuracy if a shopper is a 
bot or not based on parameters like:

● Keystroke velocity

● Velocity of login attempts

● Mouse movements

● The way the user scrolls

● Mobile device orientation sensors

If your system determines that it is a bot–not a human–attempting to log in 
to your store, then you know it’s likely a case of credential phishing. Note, 
however, there are certain cases where “real” customers use bots. A good 
example is during releases for new lines of sneakers, or limited edition 
cosmetics. Savvy shoppers will sometimes employ bots in order to checkout 
faster than a human possibly could, ensuring that they secure the products 
during a limited release. Whether or not to allow these bots into your store is 
a policy decision, not an issue of fraud detection.

Catching 100% of bots and fraudsters is a tall task, and it’s likely that your 
detection accuracy won’t be perfect, given the pressure of time constraints. 
For this reason, it’s important to conduct retrospective analysis on 
chargebacked orders to understand if you were a victim of an ATO attack. 
It’s not as good as catching a fraudster at the first attempt, but at least you 
can ensure that you don’t fall victim to the same fraudster again. Furthermore 
you can inform your customers that their credentials have potentially been 
compromised in order to curb further damage.

Post detection: How to respond

Even the best ATO detection system will rarely reach a 100% clear cut 
decision on whether a login attempt is legitimate or not. Think of it like waking 
up in the morning and trying to determine whether it will rain or not based 
only on certain data points: location, time of year, the way the sky looks. Some 
mornings will be fairly clear cut, others will be edge cases, where you’re 
pretty unsure. 



The downside of guessing wrong is pretty severe. Allowing a fraudster to 
log in means compromising your customer’s data and exposing yourself to 
financial loss. But being too cautious and blocking a good customer’s login 
attempt is likely to alienate them forever. 
So in a sense, detection is only half of the equation. The next step is 
determining thresholds of certainty for outright blocking vs. further identity 
verification vs. allowing the customer to log in. Yes, verification measures risk 
creating friction in the buying process, and can lead to drop-off. But when it 
comes to ATO detection, selected verification measures are necessary for 
edge cases, where your system simply doesn’t have enough information to 
make a confident decision. In fact, in cases where customers have entrusted 
you with a lot of sensitive data or store credit, some verification may reassure 
them that their information is safe. 

First you need to decide on a threshold of risk. How certain must you be that 
a login is legitimate to allow it without verification measures? The answer will 
depend largely on what kind of data you store for your customers. If you’re an 
airline and your clients store valuable frequent flyer miles in their accounts, or 
your customers keep their credit cards stored for easy payment, it pays to be 
risk averse.

LOW RISK HIGH RISK

BLOCK ORDERAPPROVE ORDER

ENTER VERIFICATION CODE:

***********

YOUR PASSWORD:

486094

Submit

09
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Once you’ve answered these questions, it gets more complex, because 
not all verification measures are the same. Once an automated solution 
decides that data around a specific login attempt is inconclusive and merits 
a follow-up, it then needs to decide from a range of possibilities including: 
SMS messages, Captcha, emails, and security questions. Again, the 
precise mapping of a verification measure to a risk profile depends on an 
individual company’s situation. One important consideration is ‘soft’ vs ‘hard’ 
verification. A soft challenge (usually an email), just alerts the account holder 
about unusual login activity, and asks them to respond if it wasn’t them. A 
hard challenge creates much more friction, but is more secure. This requires 
the account holder to actively confirm that the login was them in order to 
continue shopping.  
This is a somewhat extreme measure that should only be used for merchants 
holding very sensitive data, and for very risky login events. 

Username

Password

John Doe

LOG IN TO YOUR ACCOUNT

Device

Geolocation
Failed login attempts

Fingerprinting

*************

Login
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Conclusion
Because ATO attacks impact returning customers, they pose a unique threat 
to merchants’ eCommerce revenue. Failing to prevent ATO fraud can lead 
not only to chargebacks, but also puts your customers’ privacy and your 
brand reputation at risk.  Unfortunately, ATO attacks are likely to become 
increasingly frequent and sophisticated as cybercriminals adapt their activity 
to try and outsmart fraud prevention systems.

Collecting and analyzing data about users' online behavior in real-time 
and comparing it to customers' past behavior is the key to detecting ATO 
attempts.  But identifying the attacks isn’t enough. To successfully manage 
this type of fraud, merchants need to determine when and how to block bad 
users, notify customers of suspicious login attempts, or request additional 
verification.

About Riskified’s ATO solution

Riskified built an ATO prevention solution that accurately identifies fraud 
attempts, delivers actionable next steps, and minimizes friction for your 
customers. We use machine learning models, digital fingerprinting and state-
of-the-art bot detection to assess the risk of every login and ensuing account 
event. We then provide a clear “allow”, “block”, or “verify” decision - and in 
the case of a verify, we can deploy the challenge on the merchant's behalf. 

By linking every account to event to millions of previous shoppers and billions 
of transactions across Riskified’s merchant network, our system recognizes 
legitimate customers and bad actors with a high level of confidence.

Merchants who partner with Riskified benefit from best-in-class fraud 
detection technology, actionable decisions, and ensure that their good 
customers are never subjected to needless friction. 

For more about Riskified’s ATO prevention solution,  
contact sales@riskified.com.

https://mail.google.com/mail/?view=cm&fs=1&to=sales@riskified.com

