
 

Privacy, GDPR, & HIPAA Compliance 
 
The following document outlines our guidance on privacy with API2PDF. If you have any 
questions, please contact support@api2pdf.com. 
 
API2PDF offers the following services: 
 

● Pay As You Go v1 (v2018.api2pdf.com) 
● Pay As You Go v2 (v2.api2pdf.com) 
● Enterprise Managed Hosting 
● Enterprise Self Hosted 

 
Pay As You Go 
 
With out of the box functionality, it is possible that your data only exists on our servers for a 
matter of seconds, and at most one day. For the duration that they are stored on our servers, 
we are using Amazon S3 / Google Cloud for storage. Only senior engineers have access to our 
cloud infrastructure. API2PDF does not log your raw payload sent to our API. No third parties 
other than our cloud providers have access to any API2PDF customer data. 
 
Are you willing to sign a GDPR data protection agreement? 
→ Yes, but this would incur a one-time paperwork fee of $450 USD. 
 
Can you host your servers in Europe? 
→ Not for Pay As You Go, please see enterprise plans below. 
 
Can you sign a business associate agreement (BAA) for HIPAA compliance? 
→ Not for Pay As You Go, please see the enterprise self hosted plan below. While our service 
is secure and it is possible to use our service in such a way that health data only exists on our 
servers for a matter of seconds, we have not been audited by an authority for HIPAA 
compliance. Therefore we cannot claim that we are and take on that liability. Our enterprise 
docker plan would be required. 
 
Are you willing to complete an extensive security questionnaire? 
→ As our service only costs $1/mo, it is not fair to us to spend many hours filling out 
questionnaires. We will complete one if you go with an enterprise plan below. 
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Pay As You Go Plan File Retention Policy Data Centers 

v1, v2018.api2pdf.com Self-delete after 24 hours (1). 
Customer can opt to delete 
the file on command by using 
DELETE endpoint (2). 

Intake API via Microsoft 
Azure US data centers. PDF 
processing and temporary file 
storage on AWS Lambda and 
S3 products in US data 
centers. 

v2, v2.api2pdf.com Self-delete after 24 hours (1). 
Customer can opt to delete 
the file on command by using 
DELETE endpoint (2). 
Customers can opt to use 
their own file storage instead 
of API2PDF’s storage (3). 

Intake API and temporary 
storage on Google Cloud 
data centers based in the 
USA. 

 
 
Enterprise Managed Hosting 
 
You can elect to have API2PDF running in an isolated environment just for you. This would be 
billed on a monthly, quarterly, or annual basis. We can host the docker containers for you in one 
of Google Cloud’s Data Centers of your choice. 

 



 
 
Contact support@api2pdf.com for pricing. 
 
Are you willing to sign a GDPR data protection agreement? 
→ Yes, but this would incur a one-time paperwork fee of $450 USD. 
 
Can you sign a business associate agreement (BAA) for HIPAA compliance? 
→ See the enterprise self hosted option below. 
 
Enterprise Self Hosted 
 
You can purchase API2PDF’s docker containers that powers the service for a one-time fee and 
run these containers on your own infrastructure so you control the entire flow of data from start 
to finish. For those with absolute top privacy requirements, this is your best option. GDPR or 
HIPAA agreements would not be necessary as we are not processing your data. 
 
Contact support@api2pdf.com for pricing. 
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