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Developers of ICs, systems, and even vehicles are 
seeing some pretty significant shifts in the automotive 
industry. Recent estimates forecast that 50% of a 
vehicle’s Bill of Materials (BOM) will be electronics 
and electronic systems by the year 2030. Smart 
mobility is the root cause as the market demands 
features such as lane keep, adaptive cruise control, 
and emergency brake assist to name a few. Longer 
term, the market will demand the feature set required 
to support level 4 (eyes off) and level 5 (mind off) 
autonomous driving.

This disturbance is resulting in structural changes to 
the traditional operational model of the automotive 
supply chain. Car makers (OEMs) are now trying to 
expand down the value chain to develop software 
and systems to differentiate their vehicles. They are 
starting to hire semiconductor teams to develop 
ICs and systems requiring them to venture outside 
their sweet spot and build new domain expertise. 
Semiconductor companies are seeing new revenue 
streams and are moving up the delivery chain by 
developing complex SoCs and autonomous vehicle 
platforms consisting of flexible hardware and 
software. And Tier 1 system providers are also being 
pressured to identify opportunities to stay relevant. 
In result, the supply chain is becoming more tightly 
coupled. Companies aren’t building just cars or just 
chips in isolation. 

Software and hardware architectures are also 
changing to support autonomous vehicles (AV) 
and electronic vehicles (EV). The demand for more 
capabilities is causing an explosion of data that 
needs to be processed at the edge and at centralized 
controller islands, including data being passed in 
from sensors as well as Over The Air (OTA) software 
and firmware. This evolution is being partially driven 
by advanced driver-assistance systems (ADAS) with 
neural networks as the foundation of the self-learning 
and reasoning needed by L4 and L5 AVs. These 
neural networks are fueled by a continuous stream 
of data generated from within the vehicle as well as 

data external to the vehicle such as communications 
from other vehicles, the infrastructure, and the 
cloud. Increasing numbers of camera, lidar and radar 
sensors are creating massive amounts of data and 
all this information must be brought together for 
processing and decision making. 

Simultaneously real-time disturbances threaten 
safety, security and reliability and must be continually 
monitored and analyzed to ensure correct and safe 
functionality. To handle these data-heavy use models, 
advanced technology nodes are a must as they bring 
necessary improvements in performance, capacity 
and power, and compute architectures must evolve to 
be able to optimally process the data.

In result, hardware architectures are being re-
invented. Architectures are changing from a number 
of electronic control units (ECUs) with limited 
interconnect to centralized architectures consisting of 
an ethernet backbone with complex functionality and 
high-performance computing. 

In parallel with the changes in compute architecture 
and even more accelerated is the complexity of the 
software and the increasing number of lines of code 
in AVs. Software is becoming the industry’s core 
enabler. Today, low-end vehicles have hundreds of 
millions lines of code due to features such as, lane 
assist and automatic emergency braking becoming 
standard. In addition, safety features such as back-
up cameras and automatic emergency calling have 
proliferated the amount of software in vehicles. 
Due to autonomous, connected, electric and 
shared (ACES or CASE) software is driving many key 
breakthroughs becoming a differentiating factor.

 
THE CHALLENGES  
OF FUNCTIONAL SAFETY 
Advanced software algorithms, component costs, 
compute architectures and security are just some of 
the challenges in developing AVs/EVs. Another big 
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challenge developers of ICs, systems, and vehicles 
face is functional safety. The goal of Functional 
Safety is to drive down the risk of malfunctions due 
to failures, reducing risk to persons and property. 
Functional safety has a large scope with multiple 
standards specifying safety activities across a 
vehicle and its systems. There are several standards 
for functional safety. ISO 26262 is the standard 
for road vehicles. ISO 21448 guarantees safety of 
the intended functionality in the absence of a fault 
and ISO 21434 is the standard for cyber security 
focusing on malicious faults.

Functional safety is a major concern for Semi’s, 
Tier 1’s and OEM’s as regulation and certification 
is a challenge. Today developers of automotive 
ICs are being certified according to the ISO 26262 
standard for functional safety. But none of the 
standards answer all of their concerns. For example, 
it doesn’t answer questions such as: how resistant 
must sensors be to weather conditions, and how 
do you even derive a safety test for an autonomous 
vehicle?

Functional safety also requires developers to 
automate and integrate what has traditionally 
been disparate and non-integrated R&D activities. 
R&D groups must change their behavior and 
communicate with each other to eliminate bugs 
and defects from the design as well as to identify 

and implement an optimal safety architecture. 
In addition, teams must provide traceability data 
through implementation and verification as well 
as visibility into processes and governance of the 
workflow. Developers use this data or evidence 
as part of their safety case they give to their 
customers. These are new and complex processes 
for developer’s R&D teams, and it requires a robust 
life-cycle management system. 

 
THE AUTOMOTIVE DIGITAL TWIN 
To accelerate and address the complexity of 
producing systems as well as whole cars the use 
of a digital twin has become imperative. Digital 
twins bring together the physical and digital world 
providing real time reality. By replicating physical 
products, or parts, digital twins provide a simulation 
platform for testing the operation, performance, 
reliability, quality and safety of a part or system. 
Digital twins fueled by machine learning, IoT, AI, 
and augmented reality among other things, are 
providing a variety of possibilities for test on an 
integrated platform. 

Siemens has been a provider of leading integrated 
solutions to the automotive world for many years. 
We offer a comprehensive platform for developers 
across the supply chain to address the challenges 
of developing products for AVs/EVs. These 

Figure 1: Siemens Delivers Industry’s Most Comprehensive and Integrated EDA Safety Platforms
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solutions consist of well-established products and 
methodologies for eliminating systematic faults, 
mitigating random faults for functional safety, 
and integrated life-cycle management tools for 
traceability across the entire product life cycle. 
Additionally, Siemens offers security and analytics 
solutions. 

To accelerate a company’s digital transformation 
and support the development of advanced vehicles, 
Siemens offers Xcelerator, our integrated portfolio 
of software and services. Xcelerator supports 
the deployment of a comprehensive digital twin, 
consisting of integrated model-based engineering 
across domains and the product and production 
lifecycle. The comprehensive digital twin can deliver 
an integrated and virtual vehicle development 
methodology, including the verification and 
validation of the vehicle and its subsystems. 

For instance, PAVE 360, our pre-silicon autonomous 
validation environment, allows automotive IC 
designers to test self-driving chips and algorithms 
in simulated environments that offer realistic vehicle 
dynamics, weather conditions, and traffic scenarios.

Siemens EDA delivers the electronics development 
solutions, methodology, and integrations needed 
for companies to completely digitize vehicle 
development and bring their testing pre-silicon. 
Xcelerator enables this capability at each level of 
the supply chain and facilitates collaboration among 
engineering domains and partner organizations. This 
allows companies to leverage mixed-fidelity testing 
across manufacturers, integrators, and suppliers.
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