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The number one priority in vehicle security is to harden the 
root-of-trust; from which everything else — the hardware, 
firmware, OS, and application layer’s security — is derived. 
If the root-of-trust can be compromised, then the whole 
system is vulnerable. In the near future the root-of-trust 
will effectively be an encryption key — a digital signature 
for each vehicle — that will be stored in a secure memory 
element inside all vehicles. In this article we will show how 
a mathematical, formal analysis technique can be applied 
to ensure that this secure storage cannot (A) be read by 
an unauthorized party or accidentally “leak” to the outputs 
or (B) be altered, overwritten, or erased by unauthorized 
entities. We will include a real-world case study from a 
consumer electronics maker that has successfully used this 
technology to secure their products from attacks 24/7/365.

Note that the techniques and solutions described herein are 
focused exclusively on digital circuitry specified in a register 
transfer level (RTL) language, such as Verilog or VHDL 
– i.e. the most fundamental level of digital design. This 
article does not go into any physical design and verification 
issues or related “side-channel” attacks, nor do we address 
firmware or higher level software security best practices.

INTRODUCTION 
In the past year several security researchers have 
demonstrated how the digital electronics in modern 
production vehicles can be remotely tampered with to 
disrupt, and even disable, its control systems. For example, 
in July 2015 hackers were able to remotely disable the 
brakes and transmission of a brand-new Jeep® Cherokee  
— literally driving the vehicle into a ditch [1]. 

Another group of researchers were able to hack into a 
car’s braking and other critical systems via the digital audio 
broadcast (DAB) infotainment system [2]. In this form of 
attack, multiple vehicles could be affected simultaneously. 

Fortunately no one has been hurt in these experiments, and 
manufacturers have been quick to respond with patches. 
But these two stories (and a growing number of others like 
them) demonstrate just how insecure today’s automobile 
digital electronic systems are.

In this article we will describe how to establish and verify 
the confidentiality and integrity of the electronic hardware 

 
Figure 1. Security reporter Andy Greenberg attempts 

to reverse out of a ditch after its brakes were remotely 

disabled. Source: Wired Magazine [1]

 
root-of-trust. If this root-of-trust can be compromised, 
then the whole system — the hardware, firmware, OS, 
and application layer’s security — will be vulnerable to 
attack. Specifically, we will show how the path verification 
methodology can be automated with mathematical formal 
analysis to exhaustively verify that only the paths the 
designer specifies can reach security or safety-critical 
storage elements: in other words, formally prove the 
sanctity of the device under test’s (DUT) root-of-trust.

CREATING THE ROOT-OF-TRUST  
IN DIGITAL HARDWARE 
As more successful attacks occur on vehicles’ digital 
circuitry, we predict that in the near future vehicle 
manufacturers or their respective digital electronics 
suppliers will be compelled to secure their digital circuitry. 
We propose they can create this root-of-trust by creating 
an encryption key — a digital signature unique to each 
significant electronic sub-system — that will be encoded 
into the electronics of the vehicle. With this signature, the 
data packets transiting the interior networks of the vehicle 
can then be “signed” with the given subsystem’s signature 
and, during operation, be decrypted with either the vehicle’s 
master signature or used to authenticate and secure 
maintenance-related updates initiated by the manufacturer. 
The benefits of this are twofold: (1) the digital signature 
authenticates that the commands or data are coming from 
an authorized source, and (2) the data packets can be 
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decrypted by the receiving sensor packs, Engine Control 
Units (ECUs), radios, etcetera.

Unfortunately, most automobiles sold today cannot support 
this proposal since popular bus protocols, such as controller 
area network (CAN) and local interconnect network (LIN) 
simply do not have the bandwidth or protocol architecture 
to support this. However, real-time packet encryption/
decryption is certainly possible with the increasingly popular 
Automotive Ethernet standard (whose early adopters 
include BMW®, Hyundai®, and Volkswagen®) [3]. In such an 
advanced system, just like set-top-box and game console 
makers do today, the automaker can embed a unique 
encryption key in each electronic system in the factory.  
The key itself would be stored in a secure memory element 
of some sort; such as a separate memory chip or a register 
bank inside a system on a chip (SoC). Consequently, RTL 
design and verification engineers will need to verify that  
this secure storage cannot be compromised.

THE VERIFICATION CHALLENGE 
The associated verification challenges can be boiled  
down to two concerns:

(A) Confidentiality: Can the key be read by an 
unauthorized party or accidentally “leak” to the outputs?

(B) Integrity: Can the key be altered, overwritten, or 
erased by hackers or due to some unforeseen hardware  
or firmware bug?

Consider the system in Figure 2, in which the designer  
pairs a secure storage element (that will hold a digital 
signature) with an encryption engine.

Ideally, as per a combination of digital control and data 
signals in the circuit, the key can be read only by the 
encryption engine. But what if, by some unforeseen  
design flaw or error, this path was not the only path the 
secure data could actually take? Consider Figure 3.

Figure 3. Taking the same example digital automotive 

SoC, with the red arrows showing unspecified, undesired 

paths the secure data can also take (which ultimately 

compromises the security of the whole system).

 
While there are some other appropriate paths from 
which the private key could be loaded, read, etcetera by 
authorized sources, there are potentially numerous other 
paths that should never be allowed. Even in a relatively 
small circuit, it is easy for designers to fail to consider 
access paths that are inadvertently accessible to the  
“open” parts of the system, let alone mistakenly introduce 
an error into the coding of the RTL design.

Figure 2. Example of  

a digital automotive SoC  

with a memory element  

reserved for secure data  

and an encryption engine  

to sign or decrypt data  

packets. The green arrow 

represents the only path  

that should exist for  

the secure data.
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POPULAR (AND UNSUCCESSFUL) TECHNIQUES 
So what’s the best methodology to ensure that this secure 
storage cannot (A) be read by an unauthorized party 
or accidentally “leak” to the outputs or (B) be altered, 
overwritten, or erased by attackers? To address this 
question, let’s first review popular techniques that do not 
work well; or simply don’t work at all.

Security by obscurity — If the details of a system are 
not documented and kept secure, the presumption is that 
attackers will not be able to expose any flaws in the design 
through experimentation. While this practice may delay 
attackers, it rarely results in deterring attacks or ultimately 
hindering their success.

White hat hacking — Employing engineers to 
deliberately try and breach a product’s security features 
can be a relatively effective security verification technique. 
However, this technique rapidly decreases in effectiveness 
as circuit complexity increases.

Expert inspection — Architectural design and code 
reviews by experienced engineers is another valuable 
exercise to enforce best design practices and standards. 
However, even the most seasoned expert cannot 
exhaustively predict all the scenarios enabled by new logic 
as circuit complexity increases.

Directed testing — Writing specific digital simulation-
based tests to address predefined elements of a project’s 
test plan is as necessary and important as any verification 
effort. Of course, this method has the obvious shortcoming 
that it’s impossible to predict all the corner case scenarios 
that might occur.

Constrained-random verification — All 
simulation-based verification suffers from the issue that 
you can never run enough test vectors to exhaustively test 
the whole design, or even any significant part of a complex 
design. One way to address this issue is using constrained 
random stimulus. The use of random stimulus brings two 
very significant benefits. Firstly, random stimulus is great 
for uncovering unexpected bugs, because given enough 
time and resources it can allow the entire state space of 
the design to be explored free from the selective biases 

of a human test writer. Secondly, random stimulus allows 
compute resources to be maximally utilized by running 
parallel compute farms and overnight runs. Of course, 
pure random stimulus would be nonsensical, so adding 
constraints to make random stimulus legal is an important 
part of the verification process [4]. Unfortunately, even 
the most well-written constrained-random testbench 
simulation is not exhaustive. Hence, corner-cases that hide 
vulnerabilities could go undetected.

In summary, all of the above methods do not scale and are 
not exhaustive, which leads to their ineffectiveness for all 
but the smallest of DUTs.

AN AUTOMATED FORMAL APPROACH 
Recall that the verification challenge can be boiled down  
to two concerns:

(A) Confidentiality: Can the key be read by an  
unauthorized party or accidentally “leak” to the outputs?

(B) Integrity: Can the key be altered, overwritten,  
or erased by hackers or due to some unforeseen  
hardware or firmware bug?

The only way to exhaustively verify (A) and (B) with only a 
few hours of compute time on common, low cost servers is 
by employing a formal verification technology. In a nutshell, 
“Formal verification uses mathematical formal methods to 
prove or disprove the correctness of a system’s design with 
respect to formal specifications expressed as properties.”[5] 

In this context, a property is a short piece of code — written 
using either the IEEE SystemVerilog Assertion (SVA) 
or Property Specification Language (PSL) standards 
— that the design or verification engineer writes to full 
specify the intended functional and temporal behavior of 
two or more digital signals in relation to each other. The 
formal verification tool takes properties as input and then 
mathematically compares the signal behavior described 
by the properties to the range of all possible states of the 
DUT’s RTL that the associated signals touch. Because  
the formal analysis is executed on what are essentially 
Boolean equations of the circuit for all possible signal 
inputs, the results are exhaustive.1 

1Formal verification itself is not new. The methodology and technology have been around for over 20 years [6]; but only in the last 5 years has it been 
automated to the point where a “regular” RTL design and verification engineer could easily and effectively use it. A good book on the topic was just 
published: Formal Verification, 1st Edition, An Essential Toolkit for Modern VLSI Design, http://store.elsevier.com/product.jsp?isbn=9780128007273
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Consequently, the “formal specification” for secure path 
analysis is that (A) and (B) can never happen; in other 
words, the key can only be read and edited by authorized 
parties through specific, secure pathways — anything  
else is a design flaw that must be fixed before going into 
production.

So how can design and verification engineers employ  
a formal technology to this verification challenge 
at the RTL — especially if they have never used 
formal analysis tools or methods before? 

In response to customer demand from the 
consumer electronics market, Mentor Graphics® 
has developed a fully automated solution that 
exhaustively verifies that only specified paths 
can reach security or safety-critical storage 
elements; in other words, to formally prove the 
confidentiality and integrity of the DUT’s root-
of-trust. The best part is that no knowledge of 
formal or property specification languages is 
required.

Specifically, as per the block diagram in  
Figure 4, using RTL and cleartext, human  
and machine readable Tool Command Language  
(Tcl) code to specify the secure and/or safety-critical 
storage and allowed-access paths as input, the Mentor 
Graphics Questa® Secure Check app automates the 
property creation process and formal analysis execution  
to exhaustively verify that the root-of-trust (in other words, 
the storage for the system’s encryption keys) cannot be 
read or tampered with via unauthorized signal paths.

Figure 4. Block diagram of the Questa Secure Check 

formal application.

 
To expedite the analysis and/or minimize the formal compile 
and run time, the app supports black boxing of clearly 
extraneous IPs and paths to keep the focus on the secure 

channels alone. The result is an exhaustive proof of a 
design’s integrity and/or clear counterexamples showing 
how the specification can be violated.2 Depending on the 
size of the state space described in the RTL representing 
the DUT’s behavior, results can come in within minutes for 
small DUTs – a matter of several hours is more common 
given the large scale analysis most users engage in. 

Figure 5. Secure Check GUI example: users click on 

the “Insecure Path” of concern (lower left-hand-side 

window) and the application generates a schematic of 

the path (lower right-hand-side window) and related 

waveforms of the signals involved (upper right-hand-

side window). 

CASE STUDY 
The proposed solution is in current production use; 
specifically at a consumer electronics manufacturer. Their 
products are used in contexts where they are subject to 
world-wide attack, 24/7/365. Even worse, from a defense 
standpoint, their product is easy to purchase; so attackers 
can buy multiple systems for reverse engineering. Indeed, 
there are several websites and books dedicated to attacking 
their product. 

The security of the IP and of the software hosted by the 
product depends on securely storing a digital signature 

2Manual formal methods — Note that standard, manually-driven formal approaches can be successful and are exhaustive for this verification challenge. 
However, they are very tedious to manually configure. In short, one would need hand-written assertions for each path (1,000s!) and checking for the 
absence of a connection is not tractable with normal assertions and formal methods.
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inside the device. Naturally, the system’s designers must 
ensure that this key cannot make it to the outputs of the 
system, nor can the system betray the key by subtle 
differences in output when multiple systems are run in 
parallel and given the same inputs. In short, the design and 
verification team’s mission is to exhaustively verify that only 
the specified access paths to the embedded encryption key 
are possible. Anything else is a flaw in the design that must 
be fixed.

At the start of the product development program, the 
design and verification team used all of the classic security 
verification methods outlined above. However, given the 
complexity of the new system, the certainty of its exposure 
to continuous and sophisticated attacks, and the high cost 
of failure, they decided to also add a formal-based approach 
to their development flow since they knew that only formal 
methods provide a mathematically exhaustive analysis; in 
other words, exactly the sort of technology that can unearth 
unexpected corner cases and bugs.

Unfortunately, none of the team had ever used formal-
based verification tools before. But they already had the 
design captured in Verilog RTL, and they were well-versed 
in the popular Tcl syntax used to specify the secure storage, 
control signals, desired data paths, and peripheral circuit 
areas that were safe to exclude. The automation engineered 
into the Secure Check app under-the-hood handled the 
rest.

During the evaluation, the Secure Check app not only 
found the same issues discovered by the other verification 
methods, it also found previously unknown paths that could 
have led to a compromise of the system. Needless to say, 
these bugs were rapidly fixed, and to guard against future 
bugs emerging as the design evolves, the Secure Check 
app is now run on a regular basis. 

Finally, it’s fair to acknowledge that this company still 
employs squads of white hat hackers to try to break into 
their own system. However, this is part of a “defense in 
depth” strategy, where all methods are used in concert, 
and thus the results and benefits of all approaches overlap 
to provide more coverage of the attack surfaces than any 
single approach can provide.

SUMMARY/CONCLUSIONS 
Only a sound hardware-based solution based on securely 
stored encryption keys will establish a true root-of-trust in 
vehicle digital systems. However, the classical approaches 
of trying to verify these circuit designs drastically decreases 
in effectiveness as circuit complexity increases. Similarly, 
even a really well designed constrained-random testbench 
simulation environment is not exhaustive either.

In partnership with customers in the consumer electronics 
market, formal-based EDA tools have been developed that 
can also be applied to secure the root-of-trust in automotive 
digital systems. Only an exhaustive formal analysis can 
verify this with mathematical certainty, and thus the Questa 
Secure Check formal application was created to help digital 
design and verification engineers address this challenge.

FUTURE RESEARCH 
Clearly the integrity of a vehicle’s electronics’ logic design 
is but one attack surface of many. Indeed, among the more 
vulnerable areas are the firmware and upper-level software 
for each electronic system in the vehicle. Hence, this begs 
the question about whether the formal analysis methods 
described above for RTL — which technically is just another 
type of software code — could be applied to firmware and 
the rest of the software stack. 

Unfortunately, today the answer is essentially “no.” Recall 
that RTL itself constrains programmers into a very narrow 
model of digital hardware. As such, the RTL can be easily 
transformed by the formal analysis tool into concise 
Boolean equations that can be mapped into a tractable 
state space that enables their solution with mathematical 
algorithms. In contrast, even low-level, “bare metal” 
firmware commonly employs complex numerical data 
types (e.g., floating point values) and indirect memory 
address pointers that are very challenging to “flatten” into 
a manageable equation that can be solved with known 
algorithms. Academic research toward solving these 
challenges is ongoing.
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DEFINITIONS/ABBREVIATIONS 
DUT Device Under Test

EDA Electronic Design Automation

Formal Verification An analytical technique that uses 
mathematical methods to create formal proofs of Boolean 
equations that represent digital circuits, and then prove or 
disprove the correctness of a system’s design with respect 
to formal specifications expressed as properties.

RTL Register Transfer Level — A level of design 
abstraction before code is synthesized into gates used in 
hardware description languages (HDLs) like Verilog and 
VHDL. Design at the RTL is where much of modern digital 
design is done.

SoC System On a Chip 

Tcl Tool Command Language – an open source 
language that end-users can use to programmatically 
command Electronic Design Automation tools
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