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A Next-Generation Approach to Email Authentication

Email authentication relies on DNS, even though it was never built for this purpose. This 
causes over 70 percent of all email authentication projects to fail. A better approach is 
to build a purpose built email authentication responder: Valimail Authenticatortm. 

“Valimail’s system never touches 
nor affects clients’ DNS, traffic 
routing, nor any other client 
system.”

GOAL PROBLEM SOLUTION

Leveraging DNS to automate 
email authentication

Email authentication is 
comprised of three standards 
— DMARC, SPF, and DKIM. They 
reside in a group of assigned 
text fields within DNS. When 
configured and maintained 
correctly, these text fields form 
a global whitelist of approved 
email senders. This use of DNS 
is not connected to DNS’ traffic 
routing function. 

DNS was never built as an email 
authentication mechanism

DNS is unfortunately not 
optimized for today’s email 
authentication, especially in 
our modern cloud era. In fact, 
over 70 percent of companies 
trying to implement email 
authentication fail. Worse, even 
the 30 percent of companies 
configured properly realize this 
is a never ending process. Every 
addition or revocation of a SaaS 
app requires continuous and 
constant attention of scarce 
infrastructure resources. 

The solution: a purpose-built 
email authentication responder

Valimail was created out of 
frustration with the current 
70 plus percent email 
authentication failure rates. By 
pointing SPF, DKIM, and DMARC 
at a purpose-built DNS-based 
email authenticator, most of the 
obstacles to operationalizing 
email authentication are solved 
in a technically precise manner. 
The authenticator validates 
or denies the authentication 
request based on the client’s 
global whitelist and provides 
the requesting server with a 
precise and accurate response. 

RECEIVING SERVER

Your DNS Valimail AuthenticatorTM
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Impact of Valimail’s service 
on DMARC, SPF, and DKIM

DMARC
DMARC represents the explicit intent of the 
domain owner on two fronts: where should 
reporting be sent? And what is the policy 
enforcement desired should the email fail 
either SPF or DKIM? It requires infrequent 
updating. By pointing the DMARC record 

to our Valimail Authenticator, the client or 
Valimail Customer Success team can make 
error-free state changes without having to 
modify the client’s DNS nor deal with the 
static and antiquated text fields. 

SPF
SPF already refers to other services’ IP rule 
sets. By pointing your SPF to Valimail’s system, 
the client is simply referring to one master 
rule set. Valimail’s Instant SPF™ technology 
creates on-demand instant SPF records in 
real time, resulting in perfectly formatted and 
precise responses. SPF changes are done 
through our modern and secure interface 
with 1-click ease, and no need to make 
changes in the company’s DNS systems. 
Instead of risky error-prone changes in a live-
production DNS system, Valimail gives you 

a safe, error-free alternative to command-
line changes. As with pointing DMARC at 
Valimail, our system never affects your DNS 
system nor can it make any changes. Since 
customers point only the SPF, DKIM, and 
DMARC at the Valimail cloud, the rest of their 
DNS remains in their control and unchanged 
(i.e. MX, A, C, PTR, and www records)  — so 
there is no risk to the domain owner’s 
infrastructure. Your DNS is safe and locked 
down with no ability for Valimail to influence 
or make any changes. 

DKIM
DKIM is a set of public keys meant to match 
the private keys of the allowed sending email 
servers. If the key matches, then the message 
is verified to have come from a specific email 
server and the message can be proven to 
be unchanged. Typically, 3rd party email 
services require the client to store these 
public keys in their DNS text files. They are 
stored as a string of characters, unreadable 
to humans and with no metadata indicating 
what the key is for, its age, and more. By 

copying and pasting the key into the Valimail 
system, the client can insert accompanying 
metadata in order to identify the key in the 
future, it can be validated, and its age can be 
tracked. This adds yet another large benefit 
to improving the operational management of 
DKIM keys.  Administrators can manage key 
age and rotate keys more effectively with 
this increased visibility. Again, there is no 
interaction with the client’s DNS and no PII 
nor private data is exposed.
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