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Introduction
Sender Policy Framework (SPF) is the protocol 
by which the owners of a domain can define 
a set of rules in DNS designating which mail 

servers can deliver emails 
originating from that 
domain. Receiving mail 
servers evaluate those 
rules and, based on the IP 
address of the delivering 
server, determine whether 
the message in question 
is allowed to originate 
from that domain.

First introduced as a 
standard in 2003, SPF is 
a critical piece of today’s 

email infrastructure. It is one of two protocols 
– the other being DKIM – that are used by all 
the major ISPs to validate incoming email. 
And more recent standards, such as Domain-
based Message Authentication (DMARC), are 

built on top of SPF. As such it plays a crucial 
role in anti-spam and anti-phishing efforts.

Until recently the cost of misconfiguring SPF 
was relatively minor. Email receivers did not 
weigh SPF heavily in determining whether 
an email would be delivered to the recipient, 
or potentially classified as spam. But with 
the widespread adoption of DMARC and 
a newfound focus on phishing by Internet 
Service Providers (ISPs), this situation has 
changed dramatically. SPF authentication 
can be crucial to ensuring that an email 
message is delivered and so the cost of 
a misconfiguration can be very high.

Despite this vital role, properly configuring 
SPF for a domain can present some 
significant challenges. This white paper 
will review these challenges, and discuss 
a system that enables domain owners 
to easily and correctly configure SPF. 

Email Systems Evolve – From Self-Hosted to Multiple External Services
When SPF was first introduced in 2003, 
companies typically managed email systems 
somewhat differently than they do today. 

While some large organizations still host 
their own mail servers, smaller organizations 
have mostly migrated to external services 
(e.g. Google Apps, Office 365) for mailbox 
hosting. And as web services have become 
a more accepted feature of the landscape, 
even some of these large services have 
outsourced management of their primary email.

Another key change that has occurred over the 
last decade is the widespread dissemination 
of responsibility for sending email for a 
domain. At one time it was reasonable to 
assume that all of the email sent under a 
domain originated from one IT infrastructure. 
In today’s cloud-centric world this is no 
longer a realistic expectation. A company 

may use any number of services – mailing 
list systems, transactional email, content 
management systems, hosted e-commerce, 
accounting, etc. – that need to send email from 
the company’s domain. IT may not even know 
about all of these services - departments can 
and do configure such services on their own.

For example, a small 30-person company might 
use Google Apps for its mailboxes, SalesForce 
for CRM, ZenDesk for customer support, 
Marketo for lead generations, Sendgrid for 
email originating from the company’s web 
application, and SurveyMonkey for online 
surveys. Any of these services may need to 
send email from the company’s primary domain 
or one or more subdomains. Managing the 
email security requirements for this many 
services, especially as they change over 
time, can be a very significant burden on IT.

SPF authentication 
can be crucial to 

ensuring that an email 
message is delivered 

and so the cost of 
a misconfiguration 

can be very high.
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Mailing Lists
Mailing lists present a significant challenge 
for SPF. SPF uses the return path address 
to determine the originating domain for an 
email. However the return path address 
serves another important purpose. If there 
is an error delivering the email message – 
for example, if the email address does not 
exist – then the receiving mail server will 
send a ‘bounce message’ to this address.

Mailing list operators typically want to shield 
their members from these bounce messages, 
as it’s not unusual for an email list to generate 
tens, hundreds, or more bounce messages 
per email because of invalid addresses on 
the list. It’s also crucial that the list server 
software identify the email addresses that are 
generating bounces, so it can remove 
those addresses from future mailings.

To address these issues, list servers 
typically use Sender Rewriting Scheme 
(SRS) to modify the return path 
address. As part of this process the 
domain name in the original return path 
address is typically replaced with the 
list’s domain, making it impossible to 
authenticate against the original domain.

Historically this has been presented 
as a benefit, as the list server owner 
presumably manages the DNS records 
for the list’s domain, and can create an 
appropriate SPF record on that domain. 
So it is easy to configure emails sent via 
the mailing list to pass SPF, even though 
the original sender domain has no 
control over the authentication process.

With the advent of DMARC, this one 
time advantage has turned into a 
liability. DMARC introduces the notion 
of alignment. Alignment requires 
that the domain of the email address 
displayed to the user in the ‘From’ 
field and the domain against which 

SPF authentication has occurred share a 
common subdomain. Since SRS uses the 
list’s domain for SPF authentication the return 
path address will never align with the original 
sender’s email address. So even though SPF 
has nominally ‘passed’, it cannot be used 
for DMARC and the email may be rejected.

In practice list servers must rewrite the ‘From’ 
email address of the email to pass DMARC. 
This completely breaks the connection to 
the sender’s original identity and is thus a 
less than ideal solution. As several large 
ISPs have switched to DMARC with p=reject 
(e.g. Yahoo, AOL) this is a serious (and 
unresolved) issue in the list server community.
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Forwarding Addresses
Forwarding addresses are another category 
of email system that presents a challenge 

for traditional SPF 
systems. Forwarding 
addresses are typically 
used to redirect emails 
sent to a public email 
address to another 
email address. Some 
examples of forwarding 
systems include college 
alumni ‘lifetime’ email 
addresses, email 
redirects for parked 
domains, and Facebook 
user email addresses.

Some forwarding systems act like miniature 
mailing lists – they rewrite the original return 
path using SRS. In this case the use of SPF 
and DMARC present the same challenges as 
in the mailing list case. Moreover, rewriting 
the sender’s email address is much 
less likely to be acceptable for a simple 
forwarder, so the current solution used by 
mailing lists is unlikely to be acceptable.

In other cases, the return path is left 
unchanged and the email when the original 
email is relayed to its final destination. As it 
is almost certain that the forwarding system 
is not explicitly approved under the sender’s 
SPF policy, this means that SPF authentication 
of the message is almost certain to fail.

DNS as a Configuration Tool
There are significant requirements for the 
configuration system that underlies a protocol 
like SPF. The system must be globally 
available on a 24/7 basis, able to respond 
to requests in 100s of milliseconds, able to 
handle traffic at Internet scale, resistant to 
any kind of local failure, and support the kind 
of distributed ownership model that underlies 
SPF. It’s hard to think of another system 
that meets these stringent requirements.

That being said DNS has some substantial 
limitations that present challenges for 
senders who wish to configure SPF for 

their domains. While configuring DNS 
records may seem simple to those who 
are familiar with the process, for non-
technical and inexperienced technical users 
it can be a very intimidating process. 

Moreover, because so many important 
systems rely on DNS, it is easy to inadvertently 
break one or more of these services 
while modifying the DNS configuration 
for a domain. Even experienced system 
administrators usually shy away from 
making frequent changes to DNS records. 

Finally, SPF records are configured using 
DNS TXT records, which are free-form text 
fields with no validation. So it is very easy 
to unintentionally introduce an error into a 
domain’s SPF configuration. The error may 
not be discovered until much later, after 
email delivery has already been impacted.

With all of the above in mind, configuring SPF 
by editing DNS records can be both challenging 
and error-prone. A better option is needed.
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If the forwarding 
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approved under the 
sender’s SPF policy, 

the SPF authentication 
of the message is 

almost certain to fail
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The Valimail Solution
Today’s email security configuration is best 
thought of in terms of configured services, 
not internally managed IP addresses and 
MX records. Companies should be able to 
easily authorize and de-authorize email 
services, ideally with the click of a checkbox. 
These companies should not be subject 
to arbitrary limitations on the number of 
services they can use. And it shouldn’t 
be necessary for a company to know 
anything about the network configuration 
of the services they use. Traditional SPF 
implementations fail on all of these counts.

Moreover, it is critical that any email 
authentication solution be compatible with 
the Internet as it exists today. It needs to work 
with existing ISPs, mailing lists, forwarders, 
and email standards without requiring across 
the board software updates. The current 
system has remained broken in part because 
most proposed solutions require large-scale 
changes to existing software and coordination 
between many different organizations.

Valimail provides a scalable, service-
oriented, easy-to-use SPF service that:

 • Enables authorization and de-
authorization of email services 
with a one-click interface

 • Allows domains to support an arbitrary 
number of authorized services

 • Insulates domain owners from 
needing to know the underlying 
details of the services they use

 • Supports mailing lists and 
forwarders out of the box

 • Works with any existing mail service 
or ISP that supports SPF

 • Requires no additional explicit 
coordination with email service providers

The Valimail solution is based on a combination 
of carefully curated data and innovative 
technology. Valimail has built a comprehensive 
database of email 
services, mailing lists, 
and forwarders . This 
database, updated in 
real-time, allows us to 
recognize known email 
sources, and to configure 
message authentication 
behavior based on the 
validated source. This data 
allows domain owners to 
configure authentication 
policy at the source 
level, substantially 
simplifying configuration.

Two new patented technologies:

 • Instant SPF to fix the 10 lookup limit

 • Sender Aligned Return Path

are central to the Valimail’s SPF solution. 
These two new technologies - described in 
depth below - allow Valimail to take SPF to 
the next level, fixing long-standing issues 
inherent in traditional SPF configurations.

The Valimail solution allows companies 
to protect their brands from email 
threats in a way never before possible. 
It represents a major step forward for 
email security and brand protection.

The Valimail solution 
allows companies to 
protect their brands 
from email threats in 
a way never before 
possible. It represents 
a major step forward 
for email security and 
brand protection.

Enterprise Level Scalability
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Instant SPF Technology
Every SMTP connection includes two pieces 
of information – an EHLO name and an IP 

address – that can 
be used to identify 
the computer system 
delivering the email. They 
key insight of Instant 
SPF Technology is that 
this information, typically 
discarded or used only 
in the evaluation phase 
of SPF, can be used to 
radically prune the set 
of SPF rules (known as 
directives) that need to 

be evaluated for a given message. This insight 
is at the core of Instant SPF Technology.

An EHLO name is a fully-qualified domain 
name (FQDN) that is presented by a mail 
server during the set up of an SMTP 
connection. In practice the EHLO name is 
a subdomain of a domain registered to the 
organization attempting to send the email.

Similarly, IP addresses can be used as a 
filter to identify the sending organization. 
IP addresses are allocated by IANA and a 
few other organizations, and IP addresses 
are not typically shared between different 
organizations. The rise of cloud-hosted 

systems has made IP address allocation 
somewhat more ambiguous, but in the context 
of a protocol like SPF that depends on fixed IP 
address lookup this is not a significant issue.

We can take advantage of this identifying 
information by combining it with the macro 
feature of SPF. This feature allows the 
construction of custom domain names by 
interpolating request-specific values, like the 
EHLO name and IP address. We can use macros 
to construct a custom domain name whose SPF 
rules are subsequently included and evaluated.

Valimail’s custom DNS system can respond 
to this custom domain request, extract 
the identifying information, map this 
information to the originating service, and 
return service-specific SPF rules that can 
be evaluated by the receiver. We have 
built a unique map of EHLO name and IP 
address to service through a combination 
of crawling public information and working 
directly with third-party email services. 
This unique data set includes hundreds 
of services and is the result of thousands 
of hours of work - all of which benefits 
each of Valimail’s clients. This combination 
of custom technology and data allows 
Valimail to resolve many of the outstanding 
problems with existing SPF systems.

Sender Aligned Return Path
Sender Aligned Return Path (SARP) is a 
protocol that allows domain owners to 
support authentication of mails originating 
from their domains and delivered via mailing 
lists and other systems that use Sender 
Rewriting Scheme (SRS). SARP allows 
existing mail systems that use SPF and 
DMARC for validation to authenticate these 
emails while ensuring that bounce messages 
are delivered to the intermediate mail server.

SARP works by creating a dedicated subdomain 
of the sender domain for each mailing list 
or other authorized system using SRS. The 
sender domain then publishes a special set 
of DNS records to support this subdomain. 
One of the DNS records is a response to a 
structured query that allows the SRS system 
to discover the dedicated subdomain. The 
other is a CNAME record that aliases the 
dedicated subdomain to the list domain.

An EHLO name is a 
fully-qualified domain 

name (FQDN) that 
is presented by a 

mail server during 
the set up of an 

SMTP connection.
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With this set of DNS records, the dedicated 
subdomain is aligned with the sender domain, 
but inherits the MX and SPF records from 
the list domain. So if the list server uses 
this dedicated subdomain in the return 
path address instead of the list domain, the 
conflicting requirements described above can 
be resolved. Bounce messages will be returned 
to the list server, messages originating from 
the list server will be SPF authenticated, and 
that authentication will be aligned for DMARC.

Participating mailing list systems need 
only be modified to look up the dedicated 
subdomain for the sender domain, and 
substitute this value for the original return 
path domain. Valimail is working with list 
server vendors and open source projects to 
enable this functionality. Unlike other proposed 

solutions, this is a relatively minor change to 
existing functionality that avoids significant 
behavior changes - such as requiring 
rewrites for all sender email addresses.

Another key point is that when using SARP, the 
sender domain owner has ultimate control over 
which systems are permitted to relay messages 
from the sender domain. A previously 
authorized system can be de-authorized simply 
by removing the corresponding DNS records.

Finally, the use of DNS records in this 
fashion allows sender domains to offload 
this behavior to a third-party provider like 
Valimail. There is no need for each sender 
domain owner to maintain a whitelist of 
approved mailing lists. This substantially 
reduces the burden on domain owners 
while preserving traditional list behavior. 

Conclusion
Configuring the Sender Policy Framework 
for any size company can be difficult, time-
consuming, and error-prone. Valimail’s 
combination of proprietary technology and 
data makes it easy. Companies can leverage 
Valimail’s expertise and systems to ensure 
that they are correctly authenticating 
their legitimate emails, wherever those 

messages might originate. Valimail makes 
it easy to selectively enable and disable 
services, without requiring complex and 
error-prone manual changes to DNS 
records. And Valimail’s systems allow domain 
owners to avoid the limitations associated 
with traditional SPF implementations. 

About Valimail
Valimail provides the first and only truly 
automated email authentication solution for 
brand protection and anti-fraud defense. 
Valimail's patented, standards-compliant 
technology provides an unrivaled one-click 
solution for DMARC enforcement to stop 
phishing attacks, increase deliverability, and 

protect organizations’ reputations. Valimail 
authenticates billions of messages a month 
for some of the world's biggest companies, in 
finance, government, transportation, health 
care, manufacturing, media, technology, and 
more. Valimail is based in San Francisco. For 
more information visit www.Valimail.com.


