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An Executive’s FAQ About 
Email Authentication 

Understanding how email authentication helps your organization protect 
itself from phishing with an approach that’s radically different from other 
security solutions you’ve already invested in, including secure email 
gateways, user security training and Identity and Access Management (IAM). 

What is email authentication?
Email authentication provides a means 
for you as a domain owner to ensure 
the integrity of your email domain name, 
and thus helps you protect your users 
against impersonation attacks that secure 
email gateways (SEG) can’t detect. Email 

authentication protects the organization’s 
name, brand, reputation, and improves 
overall security. When properly 
implemented, email authentication blocks 
messages from spammers, phishers, and 
“shadow email” senders.

Why would I need email authentication?
Email headers are remarkably easy to fake, 
because when email protocols were first 
designed decades ago they didn’t build 
in a mechanism to verify the sender’s 
identity. Attackers have taken advantage 
of this loophole on a staggering scale, 
piggybacking off of the legitimacy of real 
domains and company brands to make 
their spam and phishing message look 
wholesome, authentic, and clickable. 
These days, over 90 percent of corporate 
cyberattacks start as phishing attacks. 
Chances are, if your brand is recognizable 
and unprotected, at least some of 
those attacks have used your domain 

against internal employees and external 
customers. For example, they’re likely to 
target your internal users by impersonating 
an internal employee in a spear phishing 
attempt—using your trusted domain 
against employees who wouldn’t suspect 
an attack to come from an internal email 
address. Additionally, attackers may target 
your customers by abusing your domain 
to send specially crafted spear phishing 
attacks meant to look like they’re coming 
from you. Email authentication eradicates 
the most pernicious version of these types 
of attacks—what’s known as same-domain 
or exact-domain spoofing.
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I already have a secure email gateway, why 
would I need email authentication?
Secure email gateways are an invaluable tool 
for filtering questionable content coming 
into the inboxes of your organization’s users. 
The gateway’s primary function is to reduce 
the amount of inbound spam and malicious 
mail, but this is based on content filtering 
technology that looks for keywords and 
links and can’t stop modern phishing attacks 
that use highly-crafted social engineering 
techniques to trick end-users. 
While most secure email gateways do have 
some email authentication functionality, they 
remain stunted as data reporting add-ons, and 
are not designed to get your domain to DMARC 
enforcement, which is when the benefits of 
email authentication are realized. Benefits 
include inbound protection for employees 
and executives against impersonation 
attacks and brand protection on outbound 
email to customers and partners. 
SEGs may have outbound filters but they 
are meant to be a data leak prevention 
(DLP) control to stop legitimate users 
from sending unauthorized data outside 
of the organization. Gateways can be 
tuned to stop outbound spam or phishing 

messages from being sent from within 
your organization. But the big limitation 
there is that the inspection is only made 
on those messages coming from your own 
physical servers and network. This leaves 
a huge blind spot in outbound email fraud 
protection when it comes to email sent by 
third-party, cloud-based senders.
Whether it’s bulk mail systems, transactional 
email, content management systems, hosted 
ecommerce or accounting systems, there 
are dozens of third-party apps that send 
email using the company’s domain name. 
All of these outbound email systems can 
potentially be abused by email fraudsters 
intent on leveraging your name, and none 
of that outbound mail is inspected by your 
company’s internal secure email gateways.
Email authentication fills this protection 
gap. Because email authentication occurs 
at the domain name system (DNS) level, the 
verification, blocking, and tracking of email 
happens no matter what system sends or 
receives a message with your domain in the 
“From” field.

Does email authentication have something to do with 
login and passwords? Do I need it if I’ve already invested 
a lot in identity and access management (IAM) systems?
Email authentication is not an IAM solution. 
It has nothing to do with the email sign-in 
process. The authentication occurring 
is not authentication of whether users 
checking their email are allowed to access 

data within the email system. oInstead, 
email authentication is checking whether 
the sender of an email is legitimate and 
authorized to use your email domain. 

How does email authentication help 
protect my brand value?
According to industry figures, your 
customers are 42% less likely to interact 
with your brand after being phished with 
a message that leverages your company 
identity. An email fraudster is like a brand 
vampire, leeching off the legitimacy of 

your company’s trustworthiness. The more 
fraudsters take advantage of your brand 
name, the more they weaken its reliability. 
Email authentication keeps your brand image 
intact by preventing email impersonators 
from using your name in any capacity. 
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How does email authentication keep my fellow executives 
and employees from getting spear phished?
Email authentication protects your brand 
from being spoofed—ensuring that no 
matter who receives a message sent with an 
address using your domain, it’s a legitimate 
email sent by an authorized user. This 
protects recipients inside your organization 
who may be targeted by attackers 
pretending to be their colleagues. A growing 
contingent of attackers these days have 

learned to take advantage of the implicit 
trust an email recipient has for an email sent 
with an address containing their employer’s 
internal domain. 
Email authentication can help prevent spear 
phishing attacks against executives or other 
employees where the attacker pretends to 
be someone who supposedly works for the 
organization. 

If I use email authentication can I get rid of my 
employee anti-phishing training program?
Email authentication works to eradicate 
phishing attacks generated using your 
domains. But until everyone else uses it you’ll 
still need to worry about incoming phishing 

attempts made using other domains. So, no, 
don’t stop training employees and filtering 
inbound mail for malicious email. 

What the heck is DMARC?
Domain-based Message Authentication, 
Reporting and Conformance (DMARC) is the 
widely-accepted open technical standard 
used for email authentication. A DMARC 
record is stored as a text file in the DNS 
record for your domain, providing a receiving 
server with the information it needs to 
check whether the sender is authorized. 
The DMARC policy stored in the DNS will 

dictate what the receiving email servers 
will do with emails that don’t authenticate—
either nothing, quarantine, or reject that 
email. DMARC also provides an aggregate 
reporting mechanism for email recipients 
to automatically tell domain owners about 
emails sent using their domain and failure 
reports to tell them in real time when 
messages fail authentication. 

My IT department says it has already 
adopted SPF email authentication, so we’re 
OK with authentication now, right?
Failing Sender Policy Framework (SPF) 
authentication doesn’t block email. Only 
DMARC at enforcement can block a fake 
email. Sender Policy Framework (SPF) is 
an older email authentication standard 
that is used to validate the authenticity of 
the email address shown in a message’s 
Return-Path field. The trouble is that most 
people receiving email don’t ever actually 
see that field. This has led to phishers 
finding a workaround to circumvent SPF 
protection by using a legitimate SPF-
authenticated address in the Return-Path 

while putting an impersonated address in 
the From field that most recipients would 
look at. There are similar shortcomings with 
the Domain Keys Identified Mail (DKIM)-
based cryptographic signatures. DMARC 
addresses the shortcomings of both the 
SPF and DKIM standards. Individually, 
SPF and DKIM by themselves don’t block 
unauthenticated mail, but when brought 
together through DMARC to ensure 
alignment between the visible from address 
and either SPF or DKIM, the recipient can be 
assured of the senders’ authenticity. 
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What does the FTC say about email authentication?

1 https://www.ftc.gov/system/files/attachments/press-releases/online-businesses-could-do-more-protect-their-
reputations-prevent-consumers-phishing-schemes/email_authentication_staff_perspective_0.pdf

2 https://www.prnewswire.com/news-releases/study-one-in-five-emails-sent-today-are-from-unauthorized-
senders-highlighting-rampant-email-impersonation-300559048.html

In a recent Federal Trade Commission 
(FTC) Bureau of Consumer Protection Staff 
Perspective report1, FTC experts explain that 
“the best way to prevent people from falling for 
phishing messages may be to keep these scam 
emails from ever showing up in their inboxes.”
According to the FTC, fully implementing 
DMARC is the best way to accomplish this 
feat today. FTC research shows that the 
market still has a long way to go with DMARC 
adoption. 
When examining the top 500+ domains in 
Alexa.com rankings, the FTC found that while 

86% of top businesses had implemented SPF 
authentication, just 36% had adopted DMARC. 
The FTC urges businesses to fully implement 
DMARC in order to protect their brands and 
the consumers who trust those brands. 
“With DMARC, a business can protect its 
domains from being used by phishers 
and other scammers by instructing 
receiving domains to automatically reject 
unauthenticated messages that claim to be 
from the business’s domains,” the FTC writes. 
“This powerful tool could be an effective 
means of combating phishing scams.”

What is the big deal about email authentication enforcement?
DMARC policies can be set such that an email 
server checking your DMARC record will take 
one of three actions when encountering a 
message that fails authentication. You can 
set it to either do nothing and just send you 
a report about it, to quarantine the message, 
or to reject the message and never let it be 
delivered. In order to get the most out of 
DMARC, organizations must set their policies 

to enforce authentication by setting policies 
to reject or quarantine settings. Unfortunately, 
the bulk of organizations do not do that today. 
According to a recent study2, 86.7% 
of all domains with published DMARC 
records don’t successfully enforce email 
authentication due to overly permissive 
policies or outright misconfigurations in their 
DMARC records. 

Can my in-house IT staffers deploy email 
authentication themselves?
One of the hardest parts of email 
authentication is both establishing and 
maintaining DMARC enforcement. While 
your in-house IT staff can make attempts to 
accomplish this, keep in mind that it’s rare. 
Most DIY in-house projects fail to ever get 
to enforcement—recent figures show that 
just 24% of in-house projects successfully 
enforce DMARC. 
Staff will also need to be ready to 
constantly monitor DMARC reports and 
will likely need to make rapid changes to 
DNS configurations. What’s more, they’ll 
need to keep up with complex third-party 

email infrastructure relationships to ensure 
that DMARC configurations include cloud-
based email without interrupting the flow 
of important communications. In that vein, 
they’ll also need to be at the ready to make 
changes to DNS configurations every time 
your mix of cloud services changes. 
It’s a hefty responsibility and one fraught 
with risk when carried out manually. Any 
potential change in DNS could affect a 
brand’s online presence. Because manual 
DMARC configurations are made in a TXT 
file, that means a single fat-finger mistake 
could bring costly repercussions.
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I see a number of DMARC reporting vendors out 
there that can help us. Why not work with them?
While there certainly are a number of DMARC 
reporting platforms on the market, most of 
them still take a manual approach to DMARC 
configuration and they still require costly 
consulting hours to get to full enforcement. 
While they pose as software companies that 
have automated tools, their business model 
depends on selling consulting services to set 
up and maintain DMARC configurations. The 
question is whether you’re willing to maintain 
that sustained overhead in the long-term. 
SPF, DKIM, and DMARC configuration is 

not a set-and-forget process. It requires 
monitoring and constant updates, so if a 
consultant comes in to take care of manual 
configuration you should expect to continue 
paying those fees in perpetuity.
This is where automation can completely 
change the game. A fully automated 
approach to email authentication and policy 
management would eliminate the need for an 
internal IT staff or external consultants to map 
the Internet’s email servers, interpret DMARC 
reports or touch DNS with every update.

How can Valimail help?
The Valimail platform automates email 
authentication and ecosystem control for 
enterprises wanting to enforce trusted email 
communications. The system’s patented 
technology provides enterprises unparalleled 
control over who is permitted to send in their 
name, preventing unauthorized senders and 
brand impersonators in real time. Valimail’s 

anti-impersonation platform is fully automated 
and operates in the cloud, requiring no 
software, training, or ongoing work for clients. 
The results? Secure, trusted email protecting 
employees, partners, and customers, and 
improved deliverability — marketing program 
revenue — for your company.

What kind of companies use Valimail?
Companies of all sizes and across industry 
use Valimail. Any company that relies on 
email to conduct business can benefit. 
Valimail provides the first and only truly 
automated email authentication solution for 
brand protection and anti-fraud defense. 

Valimail’s patented, standards-compliant 
technology provides an unrivaled one-click 
solution for DMARC enforcement to stop 
phishing attacks, increase deliverability, and 
protect organizations’ reputations. 

How can I learn more about Valimail?
To see our solution in action, please schedule a demo at  
https://www.Valimail.com/company/request-demo

About Valimail:
Valimail has developed the world’s first cloud service that fully automates email 
authentication. Valimail enables organizations to stop phishing attacks, control shadow email, 
and improve the reputation of their email domain to increase. Valimail’s patented technology 
provides the only zero-administration solution for email authentication. For more information 
visit www.Valimail.com.


