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Caveats
Information presented based on my personal 
opinions/experience, not that of GAO. Not 
representing GAO.

Not receiving financial compensation from GAO/AIG. 

See Yellow Book on GAO’s website at 
http://www.gao.gov/yellowbook/overview. For 
questions, contact: yellowbook@gao.gov.

See Green Book on GAO’s website at: 
www.gao.gov/greenbook. For questions, contact: 
greenbook@gao.gov
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Questions/Comments?

May be 
on 

Exam!
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Course Objectives?
At the end of this course, you will be able to:

 Demonstrate fundamental understanding of internal 
control as required by 2011 Yellow Book* and 2014 
Green Book.

 Apply internal control concepts from the 2014 Green 
Book (i.e. components, principles, attributes) to 
program audits.

 Understand the importance of having internal 
controls.

 *2011 Yellow Book updated in 2018, but cannot be 
implemented until July 1, 2019 for perfomance audits 
and June 30, 2020 for financial audits, see 
https://www.gao.gov/products/GAO-18-568G

 What’s the internal control temperature of a 
“Tauntaun” in Empire Strikes Back?
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Module 1a: Relationship Between 
Yellow Book and Green Book? 

Elements of a Finding

 Condition (YB, 7.75); what exists now.
 Criteria (YB, 7.37; what should exist per laws, 

regulations, leading practices (see GAO’s 
Green Book, Fraud Risk Management 
Framework, etc.). 

 Root Cause (YB, 7.76), main reason why 
agency/program not adhering to criteria; this 
explains key gap between Condition and 
Criteria.

 Effect (YB, 7.77), result or potential 
result/impact of not adhering to the criteria.

Yellow Book ( ) tells us that 
auditors should plan and perform procedures to 
develop the elements of a finding necessary 
to address the audit objectives. (YB, 6.73)

Criteria 

7



Module 1a: Relationship Between 
Yellow Book and Green Book? 
 obtain an understanding of internal control that is 

significant within the context of the audit objectives. 
(Yellow Book, Para. 6.16, 6.04) 

 obtain sufficient, appropriate evidence to support 
their assessment about the effectiveness of those 
controls. (Yellow Book, Para. 6.16); 

 identify any issues/deficiencies (i.e., root cause) in 
internal control that are significant within the context 
of the audit objectives. (Yellow Book, Para. 7.19) 

 assess whether internal control has been properly 
designed and implemented (Green Book); 
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Module 1a: Statutory Authority of Federal 
Internal Control Standards (GAO Green Book)

 Federal Managers' Financial Integrity Act of 1982
requires:

 GAO to set the Standards for Internal Control in the 
Federal Government (Green Book); and 

 Office of Management and Budget (OMB) to issue 
evaluation guidance (which it does through its 
Circular A-123, Management’s Responsibility for 
Internal Control) to assist with implementing GAO’s 
Green Book.

 So, why should we care? Why should we care whether 
management implements effective and efficient internal 
controls; what are we trying to preserve?
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Module 1a: Why have internal 
controls?
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Module 1a: What is “internal 
control?”

In short, a process used by management to 
help achieve agency/program objectives.
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Module 1a: What are considered 
program/agency “objectives?”

Objectives

What is to be accomplished?
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Module 1a: Who can use federal internal 
control standards (GAO Green Book)?

 Analysts and auditors (for 
performance/financial audits)

 Program manager (federal, state, 
local agencies)

 Inspector general staff 
(performance/financial audits)

 Compliance officers

 Grant recipient personnel 
responsible for managing 
awarded funds
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Module 1a: How much assurance does 
internal control provide?  Why?

Federal internal control standards (i.e. Green

Book): tell us that:

“[i]nternal control is a process effected by 
an entity’s oversight body, management, 
and other personnel that provides 
reasonable assurance that the objectives 
of an entity will be achieved.” (Para.
OV1.01)
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Module 1a: Types of agency/program 
objectives?

GAO’s Green Book tells us:

 Operations - Effective and 
efficient operations (Para. 
OV2.19)

 Reporting - Reliable
internal/external reporting
(Para. OV2.21)

 Compliance - Compliance with 
applicable laws and regulations 
(Para. OV2.22)
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Module 1a: Five Components of Internal Control 

System?

Five Components of 
Internal Control (Para. 
OV2.04)

1. Control Environment
2. Risk Assessment
3. Control Activities
4. Information and 

Communication
5. Monitoring
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Module 1a: Organizational Structure to Achieve 
Objectives?
Organizational Structure encompasses the entity, 
divisions, operating units, and other structures 
management uses to achieve agency/program
objectives. (Para. OV2.10)
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Module 1a: Structure of the Federal 
Standards for Internal Control (Green 
Book)
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Module 1a: Introduction to Internal 
Control Green Book Sample Page
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Module 1a: Introduction to Internal Control
Components

Components - 5 components must be 
effectively designed, implemented, and 
operating together in an integrated manner 
for an entire internal control system to be 
effective. (Para. OV2.04) 
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Module 1a: Introduction to Internal 
Control Principles

Principles - 17 principles help to ensure the
effective design, implementation, and 
operations of the 5 associated components 
and represent requirements necessary for 
federal agencies to establish an effective 
internal control system. (Para. OV2.05) 
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Module 1a: Introduction to Internal Control
Components and Required Principles for Federal 
Agencies. 
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Module 1a: Introduction to Internal Control
Attributes

Attributes - Each principle has important 
characteristics, called attributes. These detail 
leading practices for how an agency can 
comply with the required principles; they are 
not requirements for federal agencies). (Para. 
OV2.07-8) 
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Module 1a: Introduction to Internal Control
(Group Exercise)  

Match components that apply to control issues!

 Potential Internal Control Issues

A. Agency does not issue annual 
reports to legislature on its 
fraud risk assessments, as 
required by law.

B. No actions were designed by 
agency to achieve mandated 
objective of  identifying and 
assessing fraud risks in its 
programs.

C. Agency and program offices rely 
on  OIG to identify and assess 
fraud risks and fix controls for 
addressing those risks.

 Components:

1. Control Environment

2. Risk Assessment

3. Control Activities

4. Information and 
Communication

5. Monitoring
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Module 1a: Introduction to Internal Control
Components, Principles, and Attributes
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Module 1a: Example of how different components 
and leading practices can satisfy a single component 
and principle.
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Module 1a: Internal Control Criteria vs. 
Leading Practices

 COMPONENTS and PRINCIPLES = CRITERIA & 
REQUIREMENTS

 ATTRIBUTES ≠ CRITERIA or REQUIREMENTS

 Attributes are relevant to the proper 
implementation of the Components and 
Principles, but are NOT requirements.

 How to use attributes? Use attributes to:
 provide context and describe how principles 

were or were not met.
 explain how agency’s can satisfy a principle.
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Module 1a: Internal Control Criteria vs. Leading 
Practices. Why is the the “good” example good?

Examples of report wording for attributes:

 POOR (Attribute Used as Required Criteria) – DHS
had an ineffective control environment because 
management had not established standards of 
conduct.

 GOOD (Attribute Used as Potential Leading Practice)
– DHS may not be able to meet its program goals 
because of an ineffective control environment. 
During our testing, we noted that DHS was unable 
to demonstrate a commitment to integrity and 
ethical values, a requirement for an effective control 
environment. Steps such as establishing agency-
wide standards of conduct or adherence policies 
can help demonstrate this commitment.28



5-Minute Break

29



Module 1b : Application of Internal 
Control Standards  (Green Book)

Agenda:

 Components of internal control

 Supporting principles of internal control for 
each component

 Key concepts for principles (i.e. attributes)

 Red flags (internal control 
issues/deficiencies)
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Module 1b : Control issue vs. deficiency?

 A control issue is an unexpected result from a 
process. Management evaluates issues 
identified through monitoring activities or 
reported by personnel to determine whether 
any of the issues rise to the level of an 
internal control deficiency. (Para. 17.05) 

 A control deficiency exists when the design, 
implementation, or operation of a control 
does not allow management or personnel, in 
the normal course of performing their 
assigned functions, to achieve control 
objectives and address related risks. (Para. 
OV3.07)

31



Module 1b: What level should we 
obtain a sufficient understanding of a 
internal control system?  It depends. 

For each of the 5 components of internal 
control, obtain and document a sufficient 
understanding of the (a) internal control 
system or (b) key controls at the:

 entity level; or

program level
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Module 1b : Control Environment 
Component

Control Environment - The foundation for an 
internal control system. It provides discipline 
and structure to help an entity achieve its 
objectives. (Para. OV2.04)
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Module 1b : Control Environment Principles

The control environment component contains five principles:

 Oversight body and management should demonstrate a 

commitment to integrity and ethical values. (Para. 1.01)

 Oversight body should oversee the entity’s internal 

control system. (Para. 2.01)

 Management should establish an organizational 

structure, assign responsibility, and delegate authority to 

achieve the entity’s objectives. (Para. 3.01) 

 Management should demonstrate commitment to recruit, 

develop, and retain competent individuals. (Para. 4.01)

 Management should evaluate performance and hold 

individuals accountable for their internal control 

responsibilities. (Para. 5.01)
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Module 1b : Control Environment – Red Flags

Indictors of an internal control issue/deficiency:

 Personnel do not understand acceptable behavior.

 Top management unaware of actions taken at the lower 

level.

 It is difficult to determine the entities or individuals that 

have responsibility for programs or particular parts of a 

program. The entity’s organizational structure is 

inefficient or dysfunctional.

 Management displays a lack of concern for internal control 

and is unresponsive to internal control deviations or 

recommendations to improve internal control.
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Module 1b : Risk Assessment Component

Risk Assessment - Assess the risks facing the 
entity; it seeks to achieve its objectives. This 
assessment provides the basis for developing 
appropriate risk responses. (Para. OV2.04)
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Module 1b: Risk Assessment Principles (cont.)

The risk assessment component contains 4 principles:

 Management should define objectives clearly to 

enable the identification of risks and define risk 

tolerances. (Para. 6.01)

 Management should identify, analyze, and respond 

to risks related to achieving objectives. (Para. 7.01)

 Management should consider the potential for 

fraud when identifying, analyzing, and responding 

to risks. (Para. 8.01) 

 Management should identify, analyze, and respond 

to significant changes that could impact the 

internal control system. (Para. 9.01)
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Module 1b: Risk Assessment – Red Flags

Indicators of control issue/deficiency:

 Management has not reassessed the risk related to recent 

major changes (e.g., new responsibilities, reorganization, 

cuts in funding, and expansion of programs).

 Agency or program does not have well-defined, specific, or 

measurable objectives and thus has no documented 

strategy for assessing risks, including fraud risks. 

 Management has not considered previous risks of fraud, 

waste, or abuse in the agency’s documented risk 

assessment and relies on OIG instead to conduct.

 Undeveloped risk tolerances; agencies unable to design, 

implement, operationalize, or prioritize antifraud controls

efficiently or effectively.
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Module 1b: Control Activities Component

Control Activities - The actions management 
establishes through policies and procedures to 
achieve objectives and respond to risks in the 
internal control system, which includes the 
entity’s information system. (Para. OV2.04)
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Module 1b: Control Activities Principles

The control activities component contains the 
following 3 principles:

 Management should design control 
activities to achieve objectives and respond 
to risks. (Para. 10.01)

 Management should design the entity’s 
information system and related control 
activities to achieve objectives and respond 
to risks. (Para. 11.01)

 Management should implement control 
activities through policies. (Para. 12.01)
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Module 1b: Control Activities – Red Flags

Indicators of an internal control issue or deficiency 
and require further analysis:

 Employees are unaware of policies and procedures,
or they are aware, but do things the way “they have 
always been done,” “others do it that way,” or 
because of limited resources or time and goal 
pressures

 Operating policies and procedures have not been 
developed or are outdated.

 Key documentation is often lacking or does not 
exist.

 Key steps in a process are not being performed.

 Personnel and management are uncertain why 
processes are being performed or how processes 
are related to and support program goals.41



Module 1b: Information and Communication 

Component

Information and Communication – The quality 
information management and personnel 
communicate and use to support the internal 
control system. (Para. OV2.04)
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Module 1b: Information and Communication 

Principles

The information and communication component 
contains the following 3 principles:

 Management should use quality information 
to achieve the entity’s objectives. (Para. 
13.01)

 Management should internally communicate 
necessary quality information to achieve the 
entity’s objectives. (Para. 14.01)

 Management should externally communicate 
necessary quality information to achieve the 
entity’s objectives. (Para. 15.01)
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Module 1b : Information and Communication –

Red Flags

Indicators of control issues/deficiencies:

 When top management needs information, there is an 
excessive rush to assemble the information, or the 
process is handled through ad hoc mechanisms (e.g., 
the information was not readily available).

 Key information requests for basic information on the 
status of operations from external stakeholders (e.g., 
Congress or GAO) are difficult for the agency to 
respond to and require extra resources or special 
efforts.

 Staff frustrated by requests for information because it 
is time-consuming and difficult to provide information.

 Management does not have reasonable assurance that 
the information it is using is accurate.
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Module 1b: Monitoring Component

Monitoring - Activities management establishes 
and operates to assess the quality of 
performance over time and promptly resolve 
the findings of audits and other reviews. (Para. 
OV2.04)
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Module 1b: Monitoring Principles

The monitoring component contains the 
following 2 principles:

 Management should establish and operate 
monitoring activities to monitor the 
internal control system and evaluate the 
results. (Para. 16.01)

 Management should remediate identified 
internal control deficiencies on a timely 
basis. (Para. 17.01)
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Module 1b : Monitoring– Red Flags

Indicators of an internal control issue/deficiency:

 Management does not evaluate a program on an 
ongoing basis.

 Significant problems exist in controls and 
management was not aware of those problems until 
a big problem occurred or until an outside party 
brought it to its attention.

 There are unresolved problems with the other 
components: control environment, risk assessment, 
control activities, and information and 
communications.

 Previously identified engagement findings are not 
being resolved adequately or timely.

 Management misses key deadlines and was not 
aware that it would not be able to meet deadlines.
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Module 1b: Assessing Design, Implementation, and 
Operational Effectiveness of Internal Control
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Module 1b: Assessing Design, Implementation, and 
Operational Effectiveness of Internal Control
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Module 1b: Assessing Design, Implementation, and 
Operational Effectiveness of Internal Control

 Should you test implementation or operational 
effectiveness/efficiency of a control if it’s not 
effectively designed (e.g., agency says it 
assesses risks, but does not document these 
assessments)? Why?

 What if the control is effectively 
designed/documented? Should we test whether 
it has been implemented or operating 
effectively/efficiently? Why?
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Module1b: Remember: Test controls and 
ensure they are documented (Dig Deep)!
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Module 1b: Other Important Reminders

 Evaluating design of controls will not allow you 
to conclude on internal controls beyond the 
point of design.

 Determining implementation/operational 
effectiveness of controls provides reasonable
assurance of effective implementation for a 
point in time when you reviewed 
documentation/tested controls (e.g., extent to 
which agency flagged our 50 bogus 
applications from CY17 to CY18). 

 An internal control cannot be effectively 
operating if it was not effectively designed or 
implemented. (Para. OV3.06)
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5-Minute Break
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Module 1c. Group Case Study and 
Presentations
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Module 1c: Group Case Study and Presentations

General Background: Congress passed the Bright 

Future of America Act (Act), establishing the Office 

of Promising Talent (OPT). The Act also established 

OPT’s Office of Inspector General (OIG). According 

to the Act, OPT's mission is to establish a grant 

program that supports students from 

undergraduate through graduate school to 

improve academic performance in key areas of 

health, business, public administration, science, 

law, and economic studies. This Act requires the 

OIG to report to Congress at the end of every fiscal 

year on how effective the grant program is being 

managed through OPT's internal control system. 55



Module 1c: Group Case Study and Presentations (Cont.)

General Instructions (Cont.): 

 For this case study, you will be acting as an 

Certified Inspector General Auditor (CIGA) for the 

OPT’s OIG. You are on an audit team assigned to 

assess how well the OPT is achieving its program 

mission. Class will be divided into X groups of X. 

 Groups will receive the same general  background 

information. However, each group will be 

responsible for evaluating the design, 

implementation, or operating effectiveness of as 

assigned internal control component and all their 

supporting principles.
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Module 1c: Group Case Study and Presentations (Cont.)

General Instructions (Cont.): 

 Work together for about 25 minutes to discuss the 

issues and answer the questions (on next slide). 

(Spend up to 10 minutes reading individually. Then, 

spend up to 15 min to answer questions as a 

group. Don’t waste time or be shy to initiate 

discussions.) Finally, select one person who will 

represent each group and spend 5 minutes 

reporting out. Let me know if you have questions. 

Please note, everything in the case study is 

fictitious. 
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Module 1c: Group Case Study and Presentations

Case Study Questions: 

 Questions each group will answer based on their 

assigned component:

 (1) How would you present the 
issues/deficiencies as findings in your report? For 
each finding, complete the four elements of a 
finding (criteria, condition, root cause, and 
effect/potential effect).

 (2) For the criteria, each group will be assigned 
one of the 5 Green Book components. Apply the 
relevant principles and attributes for your Green 
Book component.

 (3)Determine the recommendations you would 
make to address the control issues/deficiencies?58



Where to Find the Yellow Book and Green Book?

The Yellow Book is on GAO’s website at: 
http://www.gao.gov/yellowbook/overview

For questions about the Yellow Book, contact: 
yellowbook@gao.gov.

The Green Book is on GAO’s website at: 
www.gao.gov/greenbook

For questions on federal internal controls (Green 
Book), contact: greenbook@gao.gov
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Enjoy your beak, and…

Questions?
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