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Rapidly advances in artificial intelligence and automation have changed our interactions with 
technology in ways that were unimaginable a decade ago. Artificial intelligence capabilities have 
dramatically altered how we process, use, and understand information.  Entire sectors of the 
economy are now completely automated, resulting in massive job loss and displacement. 
Creation of new sectors to backfill lost jobs have not kept pace with the job destruction caused 
by automation.  How should policymakers and corporations weigh the potential gains in 
productivity against the loss of employment? Will disruptive technologies continue to destroy 
more than it creates on the employment front? Will the growth of the knowledge economy 
continue to fuel a backlash of radical populism among those left behind?  On other fronts, what 
are the long-term impacts of artificial intelligence on issues of personal privacy but also national 
security?  Further, how does facial recognition and other surveillance technologies challenge 
personal privacy as well as political freedoms? And do these issues of freedom and privacy 
matter to the emerging and future generations that are digital natives? 
 
Introduction 
 
Scholars traditionally identify four major human advancements in general purpose technology: 
fire, steam engine and railroads, electricity, and information and communications technology 
(i.e., computers and the internet). Each advancement, and the era that followed, not only changed 
the way humans live and interact, but also changed the role of government and institutions. 
Presently, a fifth technology is revolutionizing modern society: artificial intelligence (AI). 
Sentient AI, referred to as artificial general intelligence (AGI), melds the physical and digital 
worlds, undertakes active learning of its own initiative, understands human and environmental 
inputs to its system, has a personality, and exercises the human traits of common sense, 
emotional intelligence, logic, reason, humor, love, and empathy. Presently, AGI is limited by 
physical limits on processing speeds and, for the purposes of this paper, relegated to the 
imagination, existing theoretically and in science fiction. Today’s AI is rooted in machine 
learning (ML) and is becoming ubiquitous; impacting how we live, work, interact, and make 
decisions. ML-based AI enables large data amalgamation for deep learning to detect patterns or 
correlations while incorporating iterative feedback loops to optimize programs.  
 
Human interaction with ML-based AI is limited. A human writes the algorithm designed to 
execute a task and is then removed from the system, allowing the AI to receive data feedback, 
change its behavior based on that feedback, and gradually become more efficient at the original, 
human-assigned task. Critical to the learning process is access to large data pools (the more data 
the better to optimize the AI quicker and more robustly), which are becoming more common as 
people adopt an Internet-of-things (IOT) way of life and use the Internet to access services and 
information. Simple examples of ML-based AI include purchasing recommendations on Amazon 
or movie recommendations on Netflix – recommendations based on a user’s previous behavior 
on the respective platform or service. Tesla’s autonomous driving is another example – the 
autonomous system receives a steady data stream from its vehicles to continually learn about 
roads and driving behaviors to optimize the autonomous driving system. Ultimately, the resulting 
technological advancements driven by AI are disrupting how we work and live at an increasing 
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rate, prompting us to reconceptualize and update how we think about work, the labor force, 
investments in time, resources, manpower, and policies to adapt to the new reality of technology 
in the 21st century and its implications for the world order.1 
 
Perceptions and Predictions 
 
As the autonomous systems revolution unfolds, there is divergence in how ML-based AI is 
perceived and in predictions about the technology’s future. One perspective is rooted in 
optimism, offering a utopian future in which AI benefits mankind and has a net-positive impact. 
Jobs will be created; catastrophes such as climate change and nuclear holocaust averted; and 
humans will be better able to self-actualize. The alternative perspective envisions a dystopian 
future in which AI essentially takes over everything but lacks the ability to understand humanity 
and therefore wreaks havoc on humankind and society. Predictions that account for Moore’s 
Law1 increase the complexity of how AI could shape the future: as processors reach the atomic 
level, experts posit that exponential growth in processing power may end, thereby creating a 
physical limit that will prevent AI from reaching singularity. However, quantum computing 
holds potential, and may bridge the current theoretical limits on processing.  
 
Additional unknowns abound, but two key areas of concern are AI development and AI 
implementation: should developers wait for a notionally perfect, safe solution before 
implementing AI technology? Or, should developers introduce AI technology after it reaches an 
acceptable level of proficiency and allow it to organically develop in the wild? For example, the 
several companies pursuing autonomous driving technology are understandably cautious, and 
some remain unwilling to make their technology available for public or widespread use. The 
hesitancy is, in part, related to a desire to avoid fatal accidents and a fear of being held liable for 
mistakes made by an immature technology. However, a few companies, most notably Tesla, are 
more eager to take their autonomous driving technology public and seek rapid AI introduction 
and implementation. Tesla is willing to accept risk and chooses to rely on iteration and data 
amalgamation with the expectation that their cars will drive better over time, and to improve 
driving skills, autonomous cars need to drive in real environments with real hazards. Supporting 
Tesla’s approach of rapid implementation, some experts say that most of the difficult 
development work on AI has been done, so now it is up to businesses to incorporate AI into their 
products and strategy to push the technology forward.2 But adopting new technology is never 
easy – especially when the new technology is likely to change the nature of work and restructure 
the workforce. 
 
Fear and Loathing of New Technology 
 
The changes brought about by the industrial revolution of the late 18th and early 19th centuries, 
struck fear and anger into the hearts of skilled artisans and craftsmen. The class of highly trained 
workers, who came to be called Luddites, had a new competitor: manufacturing technology. 
Suddenly, unskilled workers were in high demand because factories needed laborers who, with 
little training, could operate the tools and technology to manufacture goods at a fraction of the 
cost and in a fraction of the time compared to traditional methods. The Luddites resorted to acts 

 
1 In 1965, Intel co-founder Gordon E. Moore observed that the number of transistors placed in an integrated circuit 
or chip doubles approximately every two years. It has since become known as Moore’s Law. 
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of violence, destroying the machines automating their jobs to protect their livelihood until their 
outbursts were crushed with military force.3 While the Luddites eventually dissipated, the fear 
that machines will one day replace humans remains, and the fear is particularly acute in relation 
to AI and automation. 
 
However, the concerns over creative destruction that threatens the common worker are 
misguided and found to be empirically untrue. A skilled craftsman losing his income to cheaper 
manufacturing is unfortunate, but factories increased employment levels due to the large 
quantities of unskilled workers required to run factory machinery – manufacturing ultimately 
created more jobs than were lost. The net increase in jobs brought about by the technology that 
spurred the Industrial Revolution is not an anomaly: a 2015 Deloitte study found that technology 
has created more jobs in England and Wales than it has destroyed since 1871 (the study went 
back as far as reliable census records).4 Another analysis, completed in 2020 by the World 
Economic Forum (WEF), projects that AI and automation will destroy a whopping 85 million 
jobs worldwide by 2025. But the WEF study also projects 97 million new jobs will be created by 
2025. The result of AI and automation is therefore a net gain of 12 million jobs added.5 
Therefore, when certain jobs are destroyed by technological advancements, economic growth 
(generated by those same technological advancements) drives increased aggregate production 
and consumption. Markets will require more of the jobs not destroyed, new jobs created by the 
need for new skills, and new markets to accommodate the introduction of the new technology. 
Ultimately, new technology results in job creation by sheer scale and creative destruction. 
 
For Every Gain, There is a Loss 
 
To investigate the net job-gain of introducing a new technology, an economic model to consider 
is the straightforward Solow Growth Model (SGM), which assesses an economy in terms of 
capital, labor, and technology. What the SGM finds is that throughout advanced economies, 
capital and labor have provided constant returns to economic growth, while technological 
innovation has caused productivity to increase at an increasing rate when applied to capital and 
labor. The SGM, therefore, echoes the notion that economic growth creates jobs. However, what 
the SGM implies, even with technology-related churn in the labor force, is that the laborers are 
the ones who create technology – an assumption that AI may challenge. If technology gets to the 
point where it autonomously creates more technology, it may circumvent the laborers whose job 
it was to create technology, breaking the models of job creation and destruction. Self-creating, 
autonomous technology enabled by AI could be an inflection point that outpaces prior job 
creation of the past and challenges the WEF’s projections referred to above. 
 
While projections may provide an optimistic view of labor market security, automation and AI 
will inevitably have real human costs. For example, from 1990-2007, automation replaced only 
400,000 jobs in U.S.-based factories, or roughly 0.25 percent of the labor force. However, a more 
recent study conducted in 2017 by the McKinsey Global Institute eclipses that figure and 
projects that “as many as 375 million workers – or 14 percent of the global workforce would 
have to switch occupations or acquire new skills by 2030 because of automation and AI.”6 Still 
others estimate up to half of all jobs in the U.S. are already automatable, meaning they can be 
automated, but currently are not and it remains up to the firm as to decide when (or if) 
automating makes sense. The coronavirus pandemic has likely accelerated automation timelines 
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due to shrinking profit margins, low costs of capital, or worker shortages. As many as 40 million 
Americans have been unemployed at some point in the turbulent economic fallout of the 
pandemic, and some sources estimate 42 percent of those jobs will never return.7 Many 
economists signal that there is already an unprecedented need to “reskill” and “upskill” workers 
for them to remain competitive in the future.  
 
Can You Teach an Old Dog New Tricks? 
 
The Harvard Business Review estimates 480 hours of instruction are required to reskill a worker. 
More costs are likely incurred to upskill a worker, and the distinction between reskill and upskill 
is important. The former is often associated with lateral transitions within the same industry, 
whereas the latter may require transitioning between sectors, with assumedly higher costs and 
resources required to learn and entirely new industry and the skills required to work in it.8 With 
AI - driven disruption, blue-collar jobs replaced by automation may never return, forcing more 
workers to upskill. For context, replacing a worker with a touchscreen kiosk requires software 
costs as little as a few thousand dollars and will begin to work as soon as it is plugged in. 
Therefore, businesses and service providers have clear incentives to automate jobs, especially 
following the 2017 Tax Cuts and Jobs Act. Daron Acemoglu, and economist from the 
Massachusetts Institute of Technology pointed out a perverse outcome of the new tax codes: “a 
business that pays a worker $100 pays $30 in taxes, but a business that spends $100 on 
equipment pays about $3 in taxes…the [act] lowered taxes on purchases so much that you can 
actually make money buying equipment” instead of hiring and maintaining employees.”9  
 
However, adoption of new technology does not happen all at once but instead takes place over 
time, which would theoretically cushion any transition to automation. Take for example the 
trucking industry: autonomous trucks are a reality, and their adoption is on the horizon which 
threatens current trucking industry jobs. Yet, companies will adopt autonomous fleets over time, 
not immediately or all at once. Senior drivers will retire or exit the labor force in natural cycles 
leaving open the possibility that the transition to autonomous fleets will approach a 1:1 
replacement ratio – one driver exists the workforce and one autonomous vehicle is added to a 
fleet. What remains unclear is how a shift towards AI and automation will impact different 
populations within the workforce. Another McKinsey study found that workers without a 
bachelor’s degree are “four times as likely to be in a highly automatable role” and notes how 
many jobs that once never required a four-year degree now require them. It is also important to 
note that minorities and women have been found to be disproportionately affected by the 
increased labor market churn and economic fallout from the coronavirus pandemic and are also 
likely to be disproportionately impacted by automation and AI.10 
 
Technology-related churn is often associated with certain sectors, classes, or stages of economic 
development. Jobs requiring manual labor, or those that are dangerous or dull, have historically 
been the most vulnerable to technological disruption. This finding is common across most 
advanced economies that historically shift from agrarian to industrial, and then into service 
sectors for most employment and production. Today, most emerging markets still provide 
manufacturing for more advanced economies that have outsourced those parts of the supply 
chain. Additionally, AI and machine learning software is being implemented to augment workers 
in highly skilled professions. The legal, medical, and financial professions are rapidly adopting 
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decision-enhancing tools, like software that can analyze massive amounts of medical information 
faster than a doctor to provide quicker diagnoses for patients (e.g., as little as 15 seconds for AI 
to diagnose as opposed to 45 minutes for a person).11 Finally, it is important to remember that AI 
and automation are developing technologies that will continue to disrupt how we live, work, and 
play well into the future – even the future of warfare is subject to change. 
 
If a Robot Says “Jump!” Do You Jump? 
 
On November 27, 2020, Iran’s top nuclear scientist was assassinated. While accounts of the 
killing in the first days after the attack differed wildly, the New York Times recently broke the 
true story. Incredibly, Israeli intelligence operatives carried out the assassination via “a high-
tech, computerized sharpshooter [rifle] kitted out with artificial intelligence and multiple-camera 
eyes, operated via satellite and capable of firing 600 rounds a minute.”12 As the most recent 
example of an AI-augmented weapon capable of killing a human being remotely, it reignites 
longstanding concerns about AI-enabled machines used to kill. Drone warfare remains the most 
salient tactical manifestation of autonomous capabilities. At the tactical level, a single drone is 
still remotely piloted by one human, but that ratio could soon shift to where a single pilot is 
responsible for a fleet (or swarm), and eventually, entire air, land, or sea-based systems may 
become completely autonomous. These swarms will be capable of overwhelming defenses or 
operating undetected to accomplish an offensive, defensive, or intelligence collection 
objective.13  
 
The use of autonomous systems and AI in warfare and military operations is understandably 
provocative: on the one hand, autonomous and AI-enabled systems save friendly-force lives by 
keeping troops physically removed from the battlefield, and on the other hand, their use raises 
ethical and moral questions about targeting, positively identifying, and executing lethal-force 
missions from thousands of miles away. Critically, Philipp Schmidt, Felix Beissmann, and Timm 
Teubner argue, “if humans increasingly leverage AI to inform, derive, and justify decisions, it 
also becomes important to quantify when, how, and why and under which conditions they tend to 
overly trust or mistrust those systems.”14 Their point is especially salient for the military-use 
cases because there are incongruities between control and responsibility when control of an 
autonomous system has become so distributed (i.e. spread across multiple actors – both 
nonhuman and human) that it is unclear which party or system is to blame for a mistake. On a 
battlefield, mistakes can result in fatal consequences but, if an autonomous system determines 
positive identification of a enemy target and signals to its operator to fire, will the operator 
question the computer’s information?  
 
Currently, most existing AI technologies are not fully autonomous and are used to augment 
human decision making. Decision-assistance tools seek to improve upon a human’s capacity to 
interact with, assess, and draw inferences from large pools of data. Because users of decision-
assistance tools interact with the AI by incorporating the technology into their processes and 
procedures, it is difficult to assign blame when something goes wrong, or a mistake is made. 
Andrew D. Selbst of UCLA School of Law explains that by “inserting a layer of inscrutable, 
unintuitive, and statistically derived code in between a human decisionmaker and the 
consequences of her decisions, AI disrupts our typical understanding of responsibility for choices 
gone wrong.”15 Humans tend to like things that are explainable but, AI and ML algorithms are 
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often unexplainable either due to secrecy, a lack of transparency, or a general lack of technical 
expertise.16 Algorithms, because of their “inscrutability and nonintuitiveness” prevent humans 
from evaluating them to assess their effectiveness or veracity.17 If a model is not understandable 
through human intuition, it is also inscrutable, making it difficult to determine when or how a 
mistake or mishap occurs. For example, causal relationships are prone to be highly complex and 
nonintuitive, especially relationships that deal with human behavior. If we account for all the 
factors that influence a single human action, we are quick to realize that many actions are the 
result of factors that defy human intuition. AI-generated conclusions are subject to the same 
opaque processes – machine-derived causal relationships are subject to opaque correlations that 
defy human comprehension.  
 
 
 
 
Big Brother’s Giant Vacuum 
 
The adoption of AI and automation is changing society and, as companies and governments 
generate, seek out, and collect increasingly large pools of data, concerns over AI and how data is 
used, maintained, and shared are also increasing. As discussed above, algorithms driving ML-
based AI make nonintuitive connections between seemingly disparate pieces of information, 
rendering results and decision-making aids that are inscrutable. Ultimately, how data and 
technology are used, and to what ends, raise questions about privacy, data protection, and civil 
liberties. Most concerning is the use of AI to monitor and track all sorts of daily activities – from 
fitness trackers to shopping habits, data is generated by individuals constantly. Private companies 
and some governments make use of the IOT and how individuals have incorporated technology 
into every aspect of their lives, to include their sleep habits. From a marketing perspective, AI 
allows companies to know what their customers want before they even search for an item, 
relying on purchase and search engine history to create tailored recommendations, or nudges 
towards products that are likely to catch the consumer’s eye.  
 
Discussions about the data collection by private companies are ongoing and many, and there are 
important policy decisions ongoing in the U.S., the European Union, and China. Technology 
companies will seek to protect, and even expand their ability to collect information on users if 
they remain incentivized by advertisement dollars and configuring information feeds to keep 
users on their site or application for longer periods of time. One area of AI policy that has 
received a lot of attention is the capacity for algorithms to reflect or embody human values, 
specifically those related to fairness, accountability, and transparency or FATS.18 Governments, 
as they seek to harness AI capabilities to inform decisions on policies or to assess programs, 
should account for whether equity or FATS is achieved by the systems relied upon for 
information. American society is considered the vanguard of individual liberties, but as AI use 
expands, more algorithms will gain access to individual data that threatens traditional notions of 
privacy. However, to limit the mass data collection that is ongoing will ultimately limit the 
growth and potential of AI. While hotly debated, concerns over data privacy and protection have 
implications for America’s global position and ability to counter foreign aggression in the 
current era of great power competition. 
 



SCUSA 72:  Artificial Intelligence and Automation 7 
 

 
 

With the largest population on the planet, “China has enormous AI ambitions and aims to lead 
the world in a technology that allows computers to perform tasks that have traditionally required 
human intelligence – such as finding patterns and recognizing speech or faces.”19 For AI to get 
better at those types of tasks, it must have large pools of data to learn from. China seems intent 
on accumulating additional data pools through hacking: recently, Chinese actors hacked into 
India’s Unique Identification Authority of India (UIDAI) database, containing large quantities of 
biometric information.20 China has also gathered data from the U.S., hacking into the Office of 
Personnel Management among other U.S. entities.21 China’s goal appears to be data aggregation 
– data from the Chinese population is large but, add Indian and American data, and the pool and 
potential for AI expand exponentially.  
 
Ultimately, the U.S. is lagging in AI implementation and quicker AI implementation in China 
may facilitate superior technology capabilities which can lead to informational, military, and 
economic advantages. These capabilities may include superior weapons, ability to influence the 
world’s information, and greater economic growth that will undermine America’s hegemony and 
the U.S. dollar that underpins the global financial system. Because information and technology 
are so tightly woven in the 21st Century, it is impossible to contain disruption within national 
borders. Therefore, despite concerns over employment, job security, and a general fear of 
unknown or unfamiliar technology, the relative advantages of AI and its implementation may 
prove to be the decisive factor in great power competition. AI and the struggle over data, human 
rights, and ethical use are likely to set the stage for a power struggle between China’s 
authoritarian state system and the liberal democracy of the West. 
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