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The speed of innovation in military technology today is unprecedented. Cyber warfare has 
quickly been adopted as a legitimate theatre of war by most major powers, signaling it will play a 
significant role in the next armed conflict.  New tactics, targets, and strategies are also emerging 
to effectively exploit new cyber technologies that may disrupt the capacity of the state to provide 
public goods for its citizens.  For example, much of the U.S. critical infrastructure is maintained 
and controlled by the private sector -- does this create vulnerabilities, strengths, or a mixture of 
both?  What is the United States’ position in both developing and countering technologies that 
impact its critical infrastructure and its supply chains?  How does the U.S. make its supply chains 
more resilient to shocks to the system?  To what extent can the spread of these new cyber 
weapons systems be regulated with bilateral and multilateral treaties?  And what about the threat 
from private actors who engage in ransomware extortion?   What should the U.S. do to safeguard 
its critical infrastructure and protect against cyber security challenges from private and state 
actors?     

 

Introduction 
The cyber discourse paradigm considers critical infrastructure and the supply chain as 

one of the primary attack vectors for future cyber conflicts. Is the assumption a correct or close 
to correct observation? Does it rely on an assessment of relevant and valid facts, including the 
behavior of our potential adversaries? Cyberattacks on critical infrastructure appear inviting from 
the outside because an experienced adversary can create significant damage to the targeted 
society. Any defending force has an embedded, natural urge to understand the adversary’s 
opportunity to succeed, plan, strategize, and prepare for bringing forward the best defense. 
Historically, it has been necessary to avoid strategic surprise and limit the devastation to the 
society it is set to defend. The increased interest in the cyber-defense of critical infrastructure has 
several drivers.  

 
First, our society is far more dependent on technical infrastructure than ever before, with 

an increasing demand for better communications, more bandwidth, and close to undisrupted 
availability.1 Forty years ago, disruptions happened, and the demand for constant infrastructural 
services was not present. Today’s younger generation has grown up with a functional web of 
accessible infrastructural services, a cultural shift that increases vulnerability. Second, in the last 
two decades, an increasing number of cyber-physical equipment has gone online. In the early 
1990s, there was manual control of a midsized dam in a watershed. Today, in 2021, the dams in a 
whole watershed are connected to the Internet and controlled remotely from a control room 
potentially hundreds of miles away.2 In most cases, the remotely controlled cyber-physical 

 
1 Trevisan, Martino, Danilo Giordano, Idilio Drago, Maurizio Matteo Munafò, and Marco Mellia. "Five years at the 
edge: Watching internet from the isp network." IEEE/ACM Transactions on Networking 28, no. 2 (2020): 561-574. 
2 Burk, Rosemary A., and Jan Kallberg. "Cyber defense as a part of hazard mitigation: Comparing high hazard 
potential dam safety programs in the United States and Sweden." Journal of Homeland Security and Emergency 
Management 13, no. 1 (2016): 77-94. 
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systems no longer have a fallback ability to use the older control methodology. The manual 
mode is no longer in the present system design; the earlier staff that knew how to run the system 
manually is no longer there. Third, along with critical infrastructures are supply chain concerns, 
as one of the potential costs of failed infrastructure is disruptions in the supply chains. The 
logistic chain that hauls our goods, feeds our population, and ensures that products safely arrive 
in time is increasingly exposed to cyber threats. The safe handling from farm to table that 
through years has been manually monitored is now rapidly becoming controlled by computers.3 
Satellite communication and GPS track Refrigeration trucks’ position, the cargo’s temperature, 
and other essential data for food safety, and this data is a part of a data network through logistics, 
warehouses, and the supermarket.4   

 
 With various operating programs and software, the number of systems coming from 

different technical generations where some systems are new and some almost obsolete, create a 
kaleidoscope of vulnerabilities and opportunities for a potential attacker.  
 
Strategic Intent  

Cyberattacks on critical infrastructure can have different intents. There is a similarity 
between cyber and national intelligence; both are trying to make sense of limited information 
looking at a denied information environment. In reality, our knowledge of the strategic intent and 
goals of our potential adversaries is limited. We can study doctrine5, published statements, non-
classified events, and with some luck in the covert realm, the potential adversary’s classified 
events, but significant gaps remain. We are assessing the adversary’s strategic intent from the 
outside, which are often qualified guesses, with all the uncertainty that comes with it. In 
assessing strategic intent, many times logic and past behavior are the only guidance. Nation-state 
actors tend to seek a geopolitical end goal, change policy, destabilize the target nation, or acquire 
the information they can use for their benefit. Criminal networks seek economic gain, visible in 
ransomware that encrypts and blocks the usage of a targeted computer network, allowing it only 
to be restored after the victim paid a ransom.6  

 
 Attacks on critical infrastructure make the news headline, and for a less able potential 
adversary, it can show their internal audience that they can threaten the United States. In 2013, 
Iranian hackers broke into the control system of a dam in Rye Brook, N.Y.7 The actual damage 
was limited due to circumstances and conditions the hackers did not know. Maintenance 
procedures occurred at the facility, which limited the risk for broader damage. The limited 
intrusion in the control system made national news, engaged the State of New York, elected 
officials, Department of Justice, the Federal Bureau of Investigations, Department of Homeland 
Security, and several more agencies. Time Magazine called it right in the headline;” Iranian 

 
3 Bogaardt, M. J., K. J. Poppe, V. Viool, and E. van Zuidam. Cybersecurity in the Agrifood sector. Capgemini 
Consulting, 2016. 
4 Li, Xiang, Zhijian Wang, Shangbing Gao, Ronglin Hu, Quanyin Zhu, and Liuyang Wang. "An intelligent context-
aware management framework for cold chain logistics distribution." IEEE Transactions on Intelligent 
Transportation Systems 20, no. 12 (2019): 4553-4566. 
5 Fritz, Jason R. China's Cyber Warfare: The Evolution of Strategic Doctrine. Lexington Books, 2017. 
6 Wilkie, Christina. "Colonial Pipeline paid $5 million ransom one day after cyberattack, CEO tells Senate." CNBC, 
June 8 (2021). 
7 Hemsley, Kevin E., and E. Fisher. History of industrial control system cyber incidents. No. INL/CON-18-44411-
Rev002. Idaho National Lab. (INL), Idaho Falls, ID (United States), 2018. 



SCUSA 72:  21st Century Vulnerabilities                           3 
 

 
 

Cyber Attack on New York Dam Shows Future of War.” For geopolitically inferior countries 
that seeks to be a threat and a challenger to the U.S., such as Iran or North Korea, the massive 
American reaction to a limited attack on critical infrastructure serves its purpose. The attacker 
had shown its domestic audience that they could shake the Americans, primarily when U.S. 
authorities attributed the attack to Iranian hackers, making it easier to present it as news for the 
Iranian audience. When attacks occur on critical domestic infrastructure, it is not a given that it 
derives from a strategic intent to damage the U.S.; the attacks can also be a message to the 
attacker’s population that their country can strike the Americans in their homeland.  Similarly, 
Russian leaders under sanctions cannot enjoy the “benefits” of corruption such as extravagant 
travel or moving money freely into the West.  Often the only way they can retaliate is by 
authorizing harassing cyber-attacks on the Americans. Cyber-attacks become a risk-free way of 
picking a fight with the Americans while running a low risk of escalatory retaliation.  
 
 Several potential adversaries do not subscribe to the American playbook, especially when 
it comes to international law, the law of armed conflict, and ethics.  Instead, their actions are 
more restricted by the preferences of their senior leaders. Numerous cyber-attacks on critical 
American infrastructure could be a way to harass American society and may have no other 
explanation than hostile authoritarian leaders using such attacks as an outlet for their frustration 
and anger against the U.S.  Training may be yet another motivation for a hostile actor to engage 
in cyber-attacks against U.S. infrastructure.  These measures may simply represent the efforts of 
malign actors to gain information and experience in anticipation of, and preparation for, broader, 
more damaging attacks in the future.    
 
Potential Outcome 

One open question is how the American population will react to a massive, crippling 
attack on U.S. critical infrastructure. Historically, Americans tend to react to attacks on 
American soil with anger and demands for punitive action, even if retaliation is expected to be 
long and costly. The historical record suggests that attackers seeking to maximize civilian 
hardship as a tool to subdue an adversary often produce the opposite result.  The reactions to 
Pearl Harbor and 9-11 show that there is such a risk for any adversary to attack the American 
homeland: an attack might unify American society instead of injecting fear and inducing 
submission.  The German bombings of civilian targets during 1940’s air campaign “Blitz” on 
London only hardened British resistance against the Nazis. An attacker needs to take into 
consideration the potential unintended consequences of a significant attack on critical 
infrastructure. 

   
At the same time, responses to attacks are difficult to predict and the experience is not 

necessarily a guide to future behavior.  A systematic large-scale cyberattack on the power grid, 
leading to a blackout similar to the Northeastern blackout of 20038, does not need to lead to the 
same outcome as it did then. During the Northeastern blackout of 2003,9 instead of panic, there 
was a sense of solidarity; New Yorkers helped each other. Rationally, however, there is no 
guarantee that the population would act in the same manner 18 years later.  

 
8 Muir, A., and J. Lopatto. "Final report on the August 14, 2003, blackout in the United States and Canada causes 
and recommendations." Department of Energy. (2004). 
9 Yuill, Chris. "Emotions after dark-a sociological impression of the 2003 New York blackout." Sociological 
Research Online 9, no. 3 (2004): 34-41. 
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The reliance on older experiences could be a blind spot as society changes over time, and 

new technology enables the sharing of fearful events, which could induce panic, societal 
destabilizations, and second-tier effects. Will the Tik-tok, Instagram social media population we 
have today be as composed and orderly as the New Yorkers in the 2003 blackout? Recall that in 
2003, the population only saw their rather small part of the event, a dark street, or a stuck 
subway car. A gadget-reliant population that suddenly loses cell phone access, data, light, and 
connectivity might react entirely differently because the impact affects their virtual and physical 
worlds. In the older examples, as the 2003 blackout, the virtual world was not fully developed, 
and the impact might have felt less. In short, there are significant uncertainties about how the 
population will react to the cyber-enabled devastation of our infrastructure. 
 
Critical Infrastructure as an Intellectual Catch-All 

In anticipating a future cyberwar, what we decide is critical infrastructure and how we 
assume an attack will unfold will shape vital choices that may or may not in the end provide 
significant protection against an adversary’s cyber assault.  The trap of sunk cost and path 
dependency is ever-present. The assumption that the enemy in cyber will appear at a specific 
location is likely spurious because it does not reflect the tenets of cyber conflict. How can we be 
certain as to how our adversaries will rank-order their targets in a cyber-attack?  Our search for 
logical patterns that an attack would take might simply be impossible to calculate with any 
efficiency.  One of the unique tenets of cyber is the large target area that can be reached by 
networked devices. Since the 1980s, the definition of critical infrastructure has expanded. With 
today’s definition of critical infrastructure covering a broad spectrum, from lightning for 
ballparks to e-mail alerts from career websites, the very definition of “critical” starts to lose 
meaning. In reflection over cyberattacks on critical infrastructure, it is beneficial to seek to put 
the threat of critical infrastructure attacks in a strategic and logical context. The evolution of 
defining what is critical infrastructure started already in the 1950s as a very narrow scope – 
railroads, harbors, electric power grid, and significant infrastructural assets.    

 
In a 1983 report, the Congressional Budget Office (CBO) defined “infrastructure” as 

facilities with “the common characteristics of capital intensiveness and high public investment at 
all levels of government. They are, moreover, directly critical to activity in the nation’s 
economy.” The CBO included highways, public transit systems, wastewater treatment works, 
water resources, air traffic control, airports, and municipal water supply in this category. The 
CBO also noted that the concept of infrastructure could be “applied broadly to include such 
social facilities as schools, hospitals, and prisons, and it often includes industrial capacity, as 
well.”10  

 
On July 15, 1996, President Clinton signed Executive Order 13010, establishing the 

President’s Commission on Critical Infrastructure Protection (PCCIP).  This Executive Order 
defined “infrastructure” as the framework of interdependent networks and systems comprising 
identifiable industries, institutions (including people and procedures), and distribution 
capabilities that provide a reliable flow of products and services essential to the defense and 

 
10 U.S. Congressional Budget Office. Public Works Infrastructure: Policy Considerations for the 1980s. April 1983, 
1. 
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economic security of the United States, the smooth functioning of government at all levels, and 
society as a whole.11  

 
Since the 1990s, the cyber mantra has been the protection of critical infrastructure12 and 

remains so.  The 2013 Presidential Executive Order - Improving Critical Infrastructure 
Cybersecurity13 uses a broadened definition of critical infrastructure. In May 2021, President 
Biden issued Executive Order 14208, “Executive Order on Improving the Nation’s 
Cybersecurity,”14 which reemphasizes the importance of critical infrastructure and seeks to 
increase threat intelligence-sharing within the government and between the government and the 
private sector.  

 
President Biden has introduced a few new innovative approaches. One of these is to 

create a Cyber Safety Review Board tailored after the National Transportation Safety Board that 
investigates airplane crashes and other significant transportation disasters. The aviation industry 
and the government investigate airplane crashes to find out the root cause of the incident, with 
the overarching goal that a vulnerability should be quickly identified and be responsible for only 
one crash. According to the current administration, the concept of airplane crash investigations 
and adjustments of safety posture afterward could be adopted by an organization responsible to 
monitor cyber security. President Biden also wants to limit barriers to government and private 
sector cyber threat information-sharing. The increasingly rapid nature of cyberattacks, from the 
penetration of a system to widespread effects, drives the need for information sharing. The time 
window to act is becoming smaller and smaller. Information-sharing of threat intelligence 
between the government and the private sector becomes necessary to ensure that detection and 
mitigation at a broad scale are not unnecessarily delayed.       

 
Conclusion  

What is critical for a population’s survival and well-being is often hard to identify pre-
conflict. There are some physical realities; humans are dependent on food, water, and energy. 
Even though the definition of critical infrastructure has become broader over the years, it 
remains true that American society has many irreducible core dependencies that will remain for 
years to come. This reality suggests that a potential adversary will still enjoy a target-rich 
environment in the United States for years to come. As such, the U.S. needs to carefully rank 
order potential targets and be nimble in how it responds to cascade of problems caused by an 
attack.  To take one example, the U.S. government should assume that an attack on critical 
infrastructure could have the strategic implication of delaying the deployment of American 
military forces from bases in the continental U.S. to foreign areas of operations.   

 
11 Executive Order 13010—Critical Infrastructure Protection. Federal Register, July 17, 1996. Vol. 61, No. 138. pp 
37347-37350. Reference is on page 37347. 
12 Clinton, William Jefferson. "Executive order 13010-critical infrastructure protection." Federal Register 61, no. 
138 (1996): 37347-37350. 
13 Fischer, Eric A., Edward C. Liu, John Rollins, and Catherine A. Theohary. "The 2013 Cybersecurity Executive 
Order: Overview and Considerations for Congress." Congressional Research Service, March 1 (2013). 
14 U.S. Government. Cybersecurity and Critical Infrastructure Security Agency (CISA). ”Executive order on 
improving the nation’s cybersecurity.”  September 30, 2021. https://www.cisa.gov/executive-order-improving-
nations-cybersecurity. 
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Such hostile attacks will likely be preplanned and prepared in peacetime, as they require 
a significant investment in time and resources to be ready as well as undetected. Yet an 
important lesson is that the potential attacker may have no grand strategic intent but rather seek 
to undermine our national will and sense of security. In this attritional scenario, it will be 
extremely difficult to predict an adversary’s behavior and selection of targets.  Indeed, an 
expectation of predictable behavior on the part of the U.S. could by itself become a significant 
vulnerability as the adversary can calculate our reaction. Tempering or even abandoning hope of 
prediction may be an important and necessary safeguard.  

Questions for Discussion 

In this paper, several questions and issues are raised which seek to underscore the importance of 
vetting and scrutinize your assumptions. More specific questions for discussion follow: 

1.) Much of the U.S. critical infrastructure is maintained and controlled by the private sector 
-- does this create vulnerabilities, strengths, or a mixture of both?  

2.) What should be the United States’ position in both developing and countering 
technologies that impact its critical infrastructure and its supply chains?   

3.) How can the U.S. make its supply chains more resilient to shocks to the system?   
4.) To what extent can the spread of new cyber weapons systems be regulated with bilateral 

and multilateral treaties?   
5.) How should the United States respond to the threat from private actors who engage in 

ransomware extortion?    
6.) What specifically should the U.S. do to safeguard its critical infrastructure and protect 

against cyber security challenges from private and state actors?  Do we need to review 
and revise existing definitions of “critical” infrastructure?  How should we rank-order 
categories of critical infrastructure in terms of importance?    
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