
SCUSA 71 Table Paper: Security in Cyberspace  

At Black Hat 2019, representatives of a company owned by former NSA and Cyber Command 
director General (Ret) Keith Alexander noted that “today, it is possible to systematically dismantle 
entire countries via cyberspace operations.”1  Malicious code distributed by state and non-state actors 
has the capability to reach across the world and unravel networks and systems responsible for 
administering critical economic and defense architecture at near instantaneous speeds. Therefore, it is 
clear that ensuring security in Cyberspace is paramount to U.S. national security.  This paper begins 
with a description of the types of threats that proliferate in cyberspace and articulates how conflict in 
cyberspace differs from conventional and nuclear conflicts.  It continues with a discussion of 
international norms in Cyberspace, the current strategic choices available to the United States with 
respect to ensuring national and international security in Cyberspace, and some domestic constraints 
on implementing a coherent cyber strategy. The paper concludes with some features of a sound cyber 
strategy and some questions about what kind of actions the U.S. and its institutions must take in the 
cyber domain in order to achieve its national security objectives.  

Threats in Cyberspace  

Threat actors in cyber include disaffected individuals with strong cyber skills, local and Transnational 
Criminal Organizations (TCO), terrorist groups, private industry, and, of course, states.  Some states 
partner with criminal and private elements in order to bolster their cyber capabilities, blurring the line 
between state and non-state-sponsored hostile activity.  These actors use a combination of malicious 
code, social engineering, and hardware devices to cause physical, material, or psychological harm to 
their targets.  The purpose of using cyber weapons to inflict such damage typically has one of three 
principal aims: sabotage, espionage (theft), or subversion.  Cyber-related sabotage occurs when cyber 
weapons are used to damage or disrupt networks, systems, and the technologies and industry that 
depend on them, denial-of-service attacks being one of the more common methods employed.2  There 
are many examples of states using cyber weapons to sabotage their adversary’s efforts, including the 
notorious case of Stuxnet. Between 2010-2012, the United States and Israel created a computer virus 
called Stuxnet that disabled the control systems that ran centrifuges used to enrich uranium at a nuclear 
facility in Nantanz, Iran.3  Private and public sector cyber analysts assess that state-sponsored 
Advanced Persistent Threats (APTs) in Russia and China have pre-positioned so-called “logic bombs” 
inside critical U.S. infrastructure like the electric grid that could be detonated in the event of future 
hostilities.4  Acts of sabotage have the potential to do tremendous harm in the physical world, and a 
threat actor or actors could conceivably isolate an adversary by sabotaging a combination of power 
grids, satellite networks, financial infrastructure, and military networks.5 

Much like traditional warfare, State and non-state actors in cyberspace use cyber weapons to conduct 
espionage, or theft, “for the purpose of extracting sensitive or protected information.”6 The 
information extracted could be intelligence, intellectual property, or any other type of information that 
might give an adversary or competitor an advantage over the target of their theft; the only difference 
for espionage in the cyberspace is the nature of the tools that are used.7  China is well known for its 
ability to use cyber tools and techniques to steal intellectual property from private companies like 
Google and Microsoft for economic gain, but it has also targeted information about military 
technologies used by the U.S. Defense industry and Personally Identifiable Information (PII) of U.S. 
public servants managed by the U.S. Office of Personnel Management.8  This type of information 
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could feasibly give China a significant military advantage against the United States in future kinetic 
and non-kinetic conflicts. Iran also conducts extensive espionage-related cyber activities and was 
recently recognized by one cyber threat intelligence company as the “biggest cyber espionage threat 
in the Middle East.”9  North Korea currently works with several APTs that specialize in stealing 
military and defense-related information from its adversaries, including the United States and South 
Korea.  More recently, North Korea has used cyber tools to obtain state revenue; their APTs have 
stolen money from financial institutions, targeted cryptocurrencies, and used Ransomware like the 
Wannacry virus that paralyzed the United Kingdom’s National Health System.10   

Lately, the type of cyber attacks receiving the most attention are those whose purpose is subversion.  
Subversion – “the deliberate attempt to undermine trustworthiness” in a government or governing 
body—is a centuries-old practice that involves (among other things) spreading disinformation and 
propaganda.11  Russia is particularly adept at using cyber-subversion to target the information, 
communication, and electoral systems of its political adversaries and their defense organizations.  
Russian APT organizations have altered information on websites for NATO and Eastern European 
countries, and since 2016, analysts have linked malicious Russian cyber activity to election tampering 
in the United States and France.12  

It is unlikely a state or state-sponsored threat actor would use any one of these types of attacks in 
isolation to target great powers like the United States.  When analysts hypothesize about worst-case 
scenarios of cyber attacks at that scale, those attacks involve counter-information campaigns, the 
sabotage of multiple industries and infrastructure simultaneously, and various types of pre and post-
attack espionage and theft that would cripple public and private sector finances and capabilities.13 

Why is conflict in Cyberspace different from other types of conflicts? 

The practices of sabotage, espionage, and subversion are not new to warfare and competition and, on 
the surface, the use of cyber tools to harm or punish an adversary seems to differ little from that of 
traditional conflicts.  Like any other weapon, cyber weapons can either be used by states and other 
actors to make other conventional operations more effective or as stand-alone instruments of 
inflicting damage.14  The nature of action in cyberspace, however, differs from known types of warfare 
in some very critical ways in terms of time and space, attribution, and the nature of public-private 
sector relationships.  

In conventional or even nuclear conflicts, attacks and state responses to them take place within 
contained geographic areas and within discrete time periods of days, hours, or minutes depending on 
the type of weapons or the nature of the political-military campaign.  The attacks are visibly felt in the 
physical world, and attribution for them is somewhat straightforward; if not, forensic analysis of 
modern weaponry can trace attack-related materials to their places of origin fairly quickly.  Acts of 
cyber theft, sabotage, and subversion, on the other hand, can have global impacts that spread beyond 
their targets in seconds, are extremely difficult to trace to their origins, and can have outsized impacts 
on states and other actors who depend on networks and technology to function.15  For example, the 
Stuxnet virus the U.S. government used to sabotage Iranian uranium-enrichment centrifuges spread 
far beyond its targeted network, and it continues to exist as a threat in Cyberspace today.16  The 
technical ability to spread misinformation near instantaneously across multiple information 
mechanisms has made it possible for threat actors to subvert their targets faster, more effectively, and 
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more discreetly than at any other time in history, and attacks on public infrastructure could endanger 
the lives and livelihoods of millions of citizens.17  

The attribution problem, too, is unique to cyber conflicts and makes it difficult for victims of cyber 
attacks to hold attackers accountable or deter future attacks.  In conventional or WMD-related 
conflicts, identifying the origins of most attacks is a straightforward process (if the attacker doesn’t 
immediately admit responsibility), even if covert operations were involved.  Cyber strikes, on the other 
hand, are often deliberately masked or conducted by intermediaries that make it difficult to trace the 
true source of the attacks.  This challenge is amplified by the secrecy in which states and other actors 
guard their cyber capabilities.  Governments and intelligence agencies are often reluctant to publicize 
their cyber operations for fear of inadvertently advertising their secret capabilities and making 
themselves targets of future attacks.18 Even if a victim can identify the perpetrators with some degree 
of certainty, states and other actors who might be responsible for the attacks frequently deny 
culpability.19  China has alternately denied and made threats in response to attempts by the United 
States and others to publicly hold them accountable for theft and sabotage in Cyberspace, and Russia 
has similarly responded to allegations of its subversive activities in the U.S. and Eastern Europe.20 
Recently, the United States, Germany, the United Kingdom, and the Netherlands have publicly 
condemned cyber attacks and the individuals believed to be associated with them.21  These efforts, 
however, have yielded few results in terms of punishing or deterring malicious behavior by states or 
non-state actors in Cyberspace.   

Finally, unlike conventional war –in which the state with the most powerful and technologically 
advanced weaponry has a clear military advantage—Cyberspace is a domain in which less militarily-
powerful actors can gain an asymmetric advantage through the use of cyber tools against competitors 
who rely on technology and networks to function.  In other words, technological advancements can 
be tremendous assets in cyberspace, but reliance on technology may very well be a critical vulnerability; 
the more dependent a country is on networked systems and technologies, the more vulnerable it is to 
cyberspace-related conflict.  Countries like the United States – whose defense sector is reliant on 
networks and technology to function and where there is little to no federal ownership of private 
industry or critical infrastructure—will have a difficult time defending against concerted cyber 
campaigns.22  More authoritarian states like China and Russia have more control over their countries’ 
infrastructure and their populations’ access to the Internet and are not as vulnerable to the  sabotage 
of infrastructure or subversion.23 A country’s national security, therefore, is now directly tied to its 
ability to secure its critical economic, utility, and defense-related infrastructure.24 

 International Governance in Cyberspace  

One additional challenge of war and conflict in Cyberspace is the absence of widely-recognized norms 
or rules governing the conduct of war or conflict more generally in the cyber domain.  Recognizing 
that cyber warfare could lead to the potential for global catastrophe, the United Nations, groupings of 
like-minded states, and some stand-alone countries have attempted to solidify some international 
norms governing appropriate behavior by states and other actors in Cyberspace.25  Some of the longer-
standing norms include a prohibition against damaging critical civilian infrastructure of other states 
during peacetime, and the prohibition for states knowingly allowing their territory to be used for 
internationally harmful cyber activity.26  More recently, the Global Commission on the Stability of 
Cyberspace (CGSC) released a norm package that added promotion of norms to counter digital 



SCUSA 71  Table Paper:  Security in Cyberspace 

4 
 

sabotage, norms of “basic cyber-hygiene,” and norms against offensive cyber activities by non-state 
actors.27   

Additionally, UN Secretary General António Gutteres launched a far-reaching agenda for 
disarmament that included the cyber domain.  In that agenda, Guterres pledged to “contribute to the 
prevention and peaceful settlement of conflict stemming from malicious activity in cyber space” and 
to “foster a culture of accountability and adherence to emerging norms, rules and principles on 
responsible state behavior in cyber space.”28  That declaration and growing international concern 
about cyberspace governance subsequently led to the creation of multiple efforts to build on existing 
norms of cyber behavior and establish new norms.  Russia and the United States had opposing 
proposals to address disarmament in Cyberspace that resulted in the generation of two separate, 
competing working groups in May-June of 2019. France later sponsored its own Call for Trust and 
Security in Cyber Space, and some states in East Asia established a Singapore norms package.29  These 
multiple efforts to establish norms share some of the same perspectives but may create a more 
competitive than cooperative atmosphere as the more powerful states maneuver to support the norms 
most advantageous to themselves.30  Moreover, the overlapping efforts may very well keep the 
development of international norms of appropriate behavior as  discussion points rather than 
international practices and, in the future, international rules and laws.  International governance in 
Cyberspace is, therefore, unlikely to contribute substantively to national or international security for 
the foreseeable future.  

Cyber Strategy Options and Indifference  

The United States has a choice to pursue a cyber strategy centered on offense, defense, or a 
combination thereof to counter threats and challenges inherent in Cyberspace.  A sound defensive 
strategy would make attacks either so cost-prohibitive or ineffective that even the most well-resourced 
threat actors would either be deterred or defeated by them.  Although some argue that the only 
effective defense necessitates “the ability to disconnect the entire nation’s networks from the rest of 
cyberspace,” such action is likely not feasible in the short term for countries heavily dependent on 
networked systems like the United States.31 Key components of an effective defense would have to 
include protecting private Internet Service Providers, critical infrastructure, and industry at the same 
level as the public sector defense infrastructure.32  These techniques coupled with the promotion of 
sound international norms of cyber behavior and working with domestic and international partners to 
harden cyber-related vulnerabilities might prove effective at deterring or defeating aggression. 
However, implementing that kind of defense is complex, time consuming, and cost prohibitive.  
Oversight and regulation of private sector organizations responsible for U.S. critical infrastructure to 
establish and coordinate a national cyber defense is critical to the success of a defensive strategy, but 
fraught with legal and coordination challenges.33  Furthermore, a defensive strategy by its nature 
“offers the initiative to the enemy in a cyber conflict” that could be extremely costly in the event of a 
cyber war.34  

An effective offensive strategy would be one that deters adverse action through a credible threat of 
punishment and damage the United States could and would inflict in the event it, its partners, or its 
allies was attacked.  In order to be effective,  a sound offense necessitates that a state advertise its 
ability to inflict damage on competitors and adversaries, steps that the United States seems to be 
moving towards; however, with little certainty about adversaries’ vulnerabilities, “a superior offense 
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cannot be certain to find and destroy all of [an] opponent’s offensive capability.”35  Moreover, 
although offensively attacking another state’s public infrastructure in response to elections tampering 
might be satisfying in the short term, such action effectively legitimizes retaliatory attacks on the U.S.’s 
own infrastructure.36 Iran responded to the U.S. efforts to disable its missile and defense systems with 
some sort of implied threat against unpatched Microsoft outlook systems.37  If that infrastructure is 
not properly defended, the use of the offense creates an untenable vulnerability and would likely harm 
efforts to create international norms protecting other state’s critical infrastructure.  

Consistent with a more aggressive, “America First,” National Security Strategy, the current U.S. 
administration appears to be pursuing a more offensive approach in its cyber activities, a shift from 
the more defensive cyber strategies of the Bush and Obama administrations.  In August of 2018, 
President Trump issued National Security Presidential Memorandum 13, which authorized the U.S. 
Cyber Command to conduct offensive cyber activities inside foreign networks without Presidential 
approval.38  The 2018 U.S. National Cyber Strategy identified priorities towards ensuring U.S. National 
Security in Cyberspace and stated that the U.S. intends to secure cyber space by imposing unspecified 
costs to deter aggression.39 The U.S Department of Defense subsequently published a Defense Cyber 
Strategy emphasizing the need to “defend forward” and stop threats before they reach their targets.40  
June of 2019 marked the U.S.’s open acknowledgement of its willingness and capability to use 
offensive cyber mechanisms in response to the direct threats posed by Russian and Iranian cyber 
activity, and intimated China as well.  Specifically, the U.S. stated that it had attacked Russian electric 
power systems under the Trump and Obama administrations.41  This apparent shift to the offense 
may prove advantageous in the short term, but it harms budding norms of disarmament in Cyberspace 
and may make the unprepared and highly-interconnected industries and infrastructure in the United 
States a target for the country’s more adept and less interconnected  competitors adversaries. 

The real challenge for developing a sound strategy for Cyberspace isthe absence of public debate and 
discussion on the issue.  Although there are clear advocates for and against offensive and / or 
defensive cybersecurity postures, they remain confined to subject matter experts from within the 
Department of Defense, other U.S. government agencies, and, on occasion, private sector companies 
specializing in cyber matters.  One reason for the lack of widespread interest is that securing 
Cyberspace is largely a non-partisan issue, and, unlike more polarizing and divisive national security 
matters, it rarely makes its way to the forefront of national discussion or debate. The technical 
complexity of the cyber domain, too, prevents lawmakers and advocacy groups alike from properly 
communicating the urgency of the issue to wider populations.  The difficulty of tracing and enforcing 
seemingly ubiquitous malicious cyber activity and the secrecy surrounding national cyber capabilities 
have further inhibited discussion on appropriate responses to threats in cyberspace.42 The continued 
absence of public debate or interest in Cyberspace as a national security issue has created conditions 
that might serve the interest of various government institutions, but could harm the long-term national 
security of the United States. It may very well take a catastrophic attack or other incident to galvanize 
lawmakers, the private sector, and the American public to action. 
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Conclusion – Towards a sound discussion of Security in Cyberspace  

It is clear that the United States must advance a cyber strategy that can defend against and deter cyber 
aggression on itself and its partners; it is likewise clear that the U.S. – as a leading power in the 
international system – plays an important role in ensuring international security in Cyberspace. 
Whether defensive or offensive in nature, a sound cyber strategy likely includes some or all of the 
following features: 

• The protection of critical telecommunications, defense, economic, and life-sustaining 
infrastructure systems from malware attacks by hostile actors43 

• Mechanisms / partnerships to establish and strengthen international norms and other 
international governance for Cyberspace 

• Establish sound partnerships between public and private companies to adequately prevent and 
deter cyber-related aggression44 

• Prioritize and support technological innovations that support an advantageous position for 
the United States in Cyberspace  

• Development of human capital capable of supporting these objectives in the short and long 
term 

How can Congress, the Executive, other U.S. institutions, or the American public stimulate public 
discussion and debate about security in Cyberspace? What kind of  cyber strategies or strategies will 
best deter physical and virtual aggression and ensure U.S. national security and international security, 
offense, defense, or a combination thereof?  Is the current administration’s efforts to transition to a 
more offensive cyber posture likely to contribute to or degrade U.S. national security? What type of 
legislation ought the United States implement to incentivize and enforce private sector contributions 
to national cyber defense or offense? Which U.S. institutions should take the lead in developing  the 
governance capacity and public-private partnerships necessary to implement a Cyber strategy and build 
the human capital necessary to support one? If the U.S. continues on a path towards an offensive 
strategy, how prepared are the Department of Homeland Security, the Department of Defense, U.S. 
Cyber Command, and the private sector to protect the U.S.’s critical economic, defense, and life-
sustaining infrastructures? And, given its current offensive posture, how can the United States credibly 
promote international norms that best ensure its own security and that of the international community 
in Cyberspace?  Finally, are any of these tasks politically feasible as long as discussion of them is limited 
to elite experts and policymakers and the public remains largely unconcerned?   
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