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Because life today is increasingly digital, for work, communications, recreation, as well as many other 
aspects of daily life, the evidence of what has happened is largely digital. Cyber investigations are 
important for cybersecurity, civil and criminal cases, corporate investigations, employee background 
checks due diligence in transactions, and more. While this paper focuses on investigations for 
cybersecurity, the approaches, tools, techniques, and resources covered in it can be applied to cyber 
investigations of all kinds. 

1. INTRODUCTION 

An effective cyber investigation should be planned in advance, including the objective(s), scope, 
and resources to be devoted. Checklists, flowcharts, and templates are often helpful. Most 
investigations should be iterative, so that adjustments can be made as they progress. Detailed 
records should be maintained so that steps can be traced and repeated. Data that is collected 
should be appropriately preserved. Depending on the purpose(s) of an investigation, the qualifications 
of the person(s) conducting it is an important threshold consideration. A qualified professional may be 
required.  

If the results of an investigation may be used in court or an administrative proceeding, authentication 
and admissibility are critical. Detailed documentation is important, and an expert opinion and testimony 
may be required. Reliability of source(s) and information is important for all kinds of investigations. It’s 
critical for investigations for legal purposes. 

Security is critical in cyber investigations, particularly when unknown websites or services are visited, or 
the Dark Web is included. The investigator should use a dedicated computer that is securely configured 
or a Virtual Machine (VM) (an isolated app that behaves like a separate computer). 

Another consideration is whether the investigation will be “stealth,” or it does not matter that the 
subject or others may learn about it. If the investigation is to be confidential, the investigator(s) can use 
tools like VM’s, anonymizing Virtual Private Networks (VPN), or the TOR browser. 

Legal compliance is also important in investigations. Federal and state laws and regulations may apply. 
There also may be applicable contracts and terms of service. For example, there is currently a split 
of authority in federal courts whether a violation of a company website’s or information system’s terms 
of service can be a violation of the Computer Fraud and Abuse Act. The issue is currently before the 
U.S. Supreme Court in Nathan Van Buren v. United States, No. 19-783. Regardless of how the Court 
rules, there may still be issues with state laws. There is also a risk of civil liability for violation of a 
law, breach of contract, or invasion of privacy. 

mailto:dries@clarkhill.com
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For attorneys, and those working for them, compliance with ethics rules is also important. Investigations 
may involve potential misrepresentation, failure to disclose, and contact with represented parties, courts, 
or jurors. Consult the ethics rules and opinions in the relevant jurisdiction(s). 

2. CYBERSECURITY 

Cybersecurity Overview 

Cybersecurity is a process to protect the confidentiality, integrity, and availability of information. A 
cybersecurity program should cover the core security functions: identify, protect, detect, respond, and 
recover. There has been an increasing emphasis on detection, response, and recovery in recent years. 
While detection, response, and recovery have always been important parts of security, they have too 
often taken a back seat to protection. Since security incidents and data breaches are increasingly viewed 
as sometimes being inevitable, these other functions have taken on increased importance.  

Cybersecurity is best viewed as a part of the information governance process, which manages documents 
and data from creation to final disposition – including security and privacy. Managing and minimizing data 
is a critical part of information governance, including security, privacy, and records and information 
management. 

Security starts with an inventory of information assets and data to determine what needs to be protected 
and then a risk assessment to identify anticipated threats to the information assets. The next step is 
development, implementation, and maintenance of a comprehensive information security program to 
employ reasonable physical, administrative, and technical safeguards to protect against identified risks. 

A comprehensive security program, including incident response, should be based on a standard or 
framework, like those published by the National Institute for Standards and Technology (NIST) and the 
International Organization for Standardization’s (ISO). An example is the NIST Cybersecurity Framework 
(Ver 1.1) (April 2018) that covers the core security functions: Identify, protect, detect, respond, and 
recover.1 

These standards can be a challenge for small and mid-size firms. In October of 2018, the Federal Trade 
Commission (FTC) launched a new website, Cybersecurity for Small Business, which includes links to a 
number of security resources that are tailored to small businesses.2 It is a joint project of the FTC, NIST, 
the U.S. Small Business Administration, and the U.S. Department of Homeland Security. NIST’s Small 
Business Information Security: The Fundamentals, NISTR 7621, Revision 1 (November 2016) provides 
NIST’s recommendations for small businesses based on the Framework.3 In March of 2019, NIST launched 
its Small Business Cybersecurity Corner website.4  

The ABA Cybersecurity Legal Task Force maintains a web page that includes resources for attorneys and 
law firms generally and for solo practitioners and small law firms.5  

The ABA now offers as a member benefit a variety of free live and on demand webinars, including a 
number of webinars on cybersecurity and privacy. They’re a great resource – and free for members.6 
Recent examples include: “Ransomware 101 for Lawyers: Protection, Response and Recovery” 
(September 17, 2020 and on demand),7 “Working Remotely: Ethical Considerations During and After 
COVID-19” (May 14, 2020 and on demand,)8 “Best of ABA TECHSHOW: Anatomy of a Data Breach: 
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Analyzing Past Breaches to Minimize Risk” (February 4, 2020 and on demand)9 and “The ABA Speaks on 
the Ethics of Disaster Recovery and Data Breaches” (December 10, 2019 and on demand).10  

ILTA (the International Legal Technology Association) has a LegalSEC initiative that provides the legal 
community with guidelines for risk-based information security programs, including publications, peer 
group discussions, webinars, an annual LegalSEC Summit conference, and other live programs; some 
materials are publicly available while others are available only to members.11 

The Sedona Conference, a research and educational institute, has published The Sedona Conference 
Commentary on Law Firm Data Security (July 2020).12 It identifies “ways that organizations and their law 
firms should approach and address organization expectations and firm capabilities regarding data 
security.” 

A comprehensive cybersecurity program should cover the following elements. While checklists like this 
can be helpful in developing, implementing, and maintaining programs, it is important to note that 
cybersecurity is not a “check the box” or “set it and forget it” process. Effective security requires ongoing 
attention and periodic review and updating. 

Attorneys and law firms will often need assistance with cybersecurity programs, including incident 
response, because they do not have the requisite knowledge and experience. For those who need 
assistance, it is important to find an IT consultant with knowledge and experience in security or a qualified 
security consultant. 

Cyber investigations are an important component of a cybersecurity program, particularly during incident 
response. 

 Assignment of responsibility for security, 

 Managing and minimizing data, 

 An inventory of information assets and data, 

 A risk assessment, 

 Appropriate administrative, technical, and physical 
safeguards to address identified risks, 

 Managing new hires, current employees and departing 
employees, 

 Training, 

 An incident response plan, 

 A backup and disaster recovery program, 

 Managing third-party security risks, and 

 Periodic review and updating. 
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Penetration Testing13 

Overview 

There are many different approaches to evaluating an organization’s information security. Penetration 
testing, or pen-testing, is an evaluation method that utilizes the same techniques that real-world attackers 
use to compromise organizations.  Penetration tests can be performed from various perspectives, such as 
a hacker targeting the organization over the Internet, a malicious insider, or even someone attempting to 
compromise the physical security of an organization.  

Penetration tests are used to accomplish a variety of different goals. Since the assessment utilizes the 
same techniques as real-world attacks, the results can be used to give organizations an idea of where their 
security is the weakest, and what types of common attacks are most likely to compromise them. 
Additionally, penetration tests offer good opportunities to evaluate the effectiveness of security 
monitoring capabilities. 

At a higher level, penetration tests can allow an organization to determine whether or not they are 
allocating sufficient resources to information security. For example, a penetration test may find that an 
organization is susceptible to common real-world attacks. By showing that attackers can gain access to an 
organization’s most valuable resources and data using common techniques, a penetration test may 
convince the organization to make a greater investment in security. 

Lastly, penetration tests are often required to meet standards or certifications, or to fulfill contractual 
agreements. For example, the Payment Card Industry’s (PCI) Data Security Standard (DSS) requires 
periodic penetration tests. In the case of PCI, penetration tests are used to assess how well the 
organization has implemented the DSS requirements.  

NIST SP 800-53A, Rev.4 “Guide for Assessing Security Controls in Federal Information Systems and 
Organizations” (Dec. 2014) covers detailed security assessment requirements for federal agencies and 
some federal contractors.14  Appendix E contains a good, brief overview of penetration testing. 

Other Types of Security Assessments 

In addition to penetration testing, there are a variety of other types of security assessments. Each 
approach varies slightly in goals, scope, and resources required.  Companies that perform these 
assessments may have different names for these assessments, and may offer different subsets of them 
under the same assessment, but the following are some other common approaches: 

 Vulnerability Assessments typically involve running automated scanners against the organization’s
network. Aside from analyzing the results and eliminating false positives, this approach usually
requires minimal resources, and is therefore often performed more frequently than other
approaches. Vulnerability assessments may also be a good starting point to eliminate the “low-
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hanging fruit” for organizations just getting started with information security. However, given 
their automated nature and the focus on breadth versus depth, vulnerability assessments often 
do not uncover all of the security issues on an organization’s network. 

 Application Assessments typically focus on a single application (or small set of applications). These
are useful when securing a new application, or when verifying that a new release of an application
does not introduce security issues. Application assessments may involve a number of different
techniques, such as automated web application scans, manual testing, or possibly code reviews.
These assessments are more narrowly focused than most other approaches, but usually go into a
greater depth.

 Information Security Audits typically go into a much greater depth than other approaches. They
typically include the techniques used for some of the other assessments, but also look at the
organization’s information security from the inside. This may include reviewing configurations and
documentation, interviewing staff, performing various types of scans, and reviewing the
organization’s security policies and procedures. These audits may be scoped to a subset of the
organization or may aim to assess the entire organization’s security program.

The Penetration Testing Process 

Before a penetration test can be performed, everyone must agree on various aspects of the assessment. 
The organization must specify which techniques may be employed (social engineering, physical security 
testing, etc.), what parts of the organization are in scope, and when the testing should occur. It is also 
important to determine ahead of time what should happen if the penetration testers get caught. For 
example, if penetration testers are performing attacks against physical security, the proper contacts 
should be made ahead of time to avoid arrests in the event that they are caught. This is often referred to 
as a “get out of jail free card” for the testers. In addition, liability and responsibility of negative events 
needs to be clearly defined. As an example, is the tester liable for damages to a server if their Denial of 
Service attack causes a disk failure because of the high volume of activity? 

Once all the pre-work has been done and all parties have signed a statement of work, it is time to perform 
the test. While each penetration tester may split the process up into their own set of steps, the following 
steps encompass the overall process of performing a penetration test: 

1. Reconnaissance and Discovery

2. Exploitation / Gaining Access

3. Leveraging Access

4. Reporting and Remediation

Step 1: Reconnaissance and Discovery 

During this step, the penetration tester attempts to gather as much information as possible about the 
target in order to help plan attacks during later steps. Much of this step is a cyber investigation or 
coordinated cyber investigations. Many of the techniques utilized during this step involve actively 
scanning or probing the network.  For example, a popular free tool called nmap can be used to perform a 
variety of scans that can help to identify exposed services, software versions, operating systems, DNS 
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information, and system names for hosts on the target’s network. Later, this information can be used to 
determine what types of attacks to perform.  

More in-depth vulnerability scanners may also be used at this point to identify additional information such 
as missing patches, insecure configurations, default credentials, etc.  These are often the same tools used 
for “vulnerability assessments.” One downside to using these scanners is that they are often very “noisy” 
and therefore easily detected. If the penetration tester is trying to be stealthy to avoid detection, they 
may perform lighter scans with these tools or avoid using them altogether. 

There are many tools (both free and commercial) available for performing reconnaissance and 
vulnerability scanning.15 In addition to actively scanning, more passive approaches to reconnaissance are 
very popular.  They can often yield certain types of information that active scanning cannot and are also 
undetectable. Examples of passive reconnaissance include searching for posts on tech forums by 
employees or looking at job listings to identify what software and products are used by the organization. 
Sometimes IT staff will even post source code or configuration files to forums when troubleshooting 
problems. Many times, the configuration files will not be redacted and might contain valid login 
credentials. 

Tools have also been created to collect useful data about targets from sources such as Google and Bing. 
These tools can be used to automatically search for sensitive information leaked on the target’s web site, 
potentially interesting targets within the organization (such as development or internal sites), or 
vulnerable web applications.  These tools come pre-populated with many interesting queries to run 
against the target organization’s sites. They can also use the search engines to look in popular code or file 
repositories for information related to the target. Occasionally, something interesting can show up in 
these places. For example, sometimes developers will save code to these sites that contain hardcoded 
credentials. There have even been instances of users saving text files containing all their passwords to 
these sites. The security firm Stach and Liu, which has released the search engine tools Google Diggity and 
Bing Diggity, was able to find passwords and secret keys for services such as Amazon’s EC3.16 

Google Hacking or Google Dorking is a process that penetration testers (and attackers) use to get about 
targeted systems and networks. It can expose information like exposed critical directories, vulnerable files 
and servers, usernames and passwords, and sensitive business information. 

McAfee, a leading cybersecurity company explains it this way: 

Google Dorking is a search technique that enables hackers to gain access to information 
that corporations and individuals did not intend to make publicly available. Using this 
technique, hackers are able to identify vulnerable systems and can recover usernames, 
passwords, email addresses, and even credit card details. Used effectively, Google 
Dorking is a valuable hacking shortcut to finding systems and data of interest. 

Google Dorking is unusual in that it is not a hack, vulnerability, or an exploit; hackers are 
just making use of publicly available advanced search tools. It isn’t new either; attackers 
have been making excellent use of search provider data to gather intelligence on targets 
and find vulnerable systems for years. In fact, there are a number of websites and 
communities dedicated to the use and study of Google Dorking, many with example 
searches that date back more than 10 years. 
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How does Google Dorking work? Search engines crawl the Internet and index page titles, 
link data, and page contents, and store the data in a way that is optimal for satisfying 
search queries. Unfortunately, the crawlers also index other material they find, even if 
developers, administrators, and website owners did not intend it to be public. Malicious 
actors can craft queries that will find interesting or useful clues from this information, 
such as: 

 Exposed critical directories

 Vulnerable files and servers

 Files containing usernames and passwords

 Sensitive online shopping info

Carl Woodward, “Go Dork Yourself! Because hackers are already dorking you,” McAfee Blog (May 4, 
2016).17

Physical reconnaissance may be performed at this stage as well. This can include checking for entrances 
to buildings, lock brands and types, camera locations, etc. It may also be useful to identify some of the 
outside companies that have relationships with the target. This information can be useful when 
performing social engineering attacks, which is discussed later. 

Step 2:  Exploitation / Gaining Access 

Once reconnaissance is complete and potential attack vectors have been identified, the next step is to 
carry out the attacks and try to gain access. The specific attacks that are used depend on both the scope 
of the assessment and the results of reconnaissance. The following are some of the more common attacks 
that are employed during penetration tests: 

 Web Application Attacks

 System- and Service-level Attacks

 Compromising Credentials

 Social Engineering

 Client-side Attacks

 Attacking Physical Security

 Compromising Wireless Networks

Step 3: Leveraging Access 

Once some level of access has been gained, the next step typically involves leveraging the access to further 
penetrate the organization, and also to identify whether any of the accessible data or resources is 
sensitive. Since an inside perspective of the network has been achieved, performing many of the same 
attacks as in the previous step can provide access to additional systems. For example, while most 
organizations do a good job of patching all of their servers that are Internet-facing, there are often a few 
unpatched servers on the internal network. By using the already compromised hosts as steppingstones 
(often called pivots), it is often possible to compromise additional machines. 
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Most penetration testers will pay closer attention to valuable targets that they can reach from the inside, 
such as domain controllers or configuration management servers. If one of these servers can be 
compromised, then they can in turn be used to compromise many other machines. Similarly, accounts 
with higher privilege levels may be targeted with brute force attacks, since they can provide access to a 
larger number of systems and data. Pen testers often harvest encrypted or hashed passwords from the 
machines that they compromise, and then perform “offline” attacks against them on their own machine. 
These attacks may involve brute forcing, or they may involve looking up the hashes in pre-computed tables 
(sometimes called rainbow tables). 

In addition to trying to compromise machines, penetration testers will also try to target the organization’s 
most sensitive data. This data may live on file servers or in databases. Demonstrating that an attacker can 
gain access to sensitive data usually drives home the impact of security issues to both technical and non-
technical people.   

Along the way, pen testers will collect information and screen shots as evidence to the access that they 
have gained. These are often referred to as “trophies,” and can be included in reports. 

Step 4:  Reporting and Remediation 

After the testing is completed, the methodology and findings are typically compiled into a report. 
The format of the report varies based on both who is delivering it and who the intended audience is. 
However, penetration testing reports typically provide high-level information that can help non-
technical managers and executives draw conclusions on how the test went, as well as technical 
information to help resolve the issues that were identified. 

It is important to develop a remediation plan to address the findings that are included in the report. The 
identified issues should be prioritized based on severity, likelihood and impact of a successful attack, and 
difficulty of remediation. This information is usually included in the report but may need to be revised by 
the organization based on their understanding of the environment. 

Once the remediation plan has been completed, the issues should be retested to verify that they have 
been addressed.  In addition to fixing the problems that allowed specific attacks to be successful, attention 
should also be paid to detection capabilities to identify similar attacks in the future. 

Incident Response 

While there is no official definition of incident response, the following is a comprehensive definition 
from a book for security professionals:18 

WHAT IS INCIDENT RESPONSE? 

Incident response is a coordinated and structured approach to go from incident 
detection to resolution. Incident response may include activities that:    

 Confirm whether or not an incident occurred

 Provide rapid detection and containment

 Determine and document the scope of the incident
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 Prevent a disjointed, noncohesive response

 Determine and promote facts and actual information

 Minimize disruption to business and network operations

 Minimize the damage to the compromised organization

 Restore normal operations

 Manage the public perception of the incident

 Allow for criminal or civil actions against perpetrators

 Educate senior management

 Enhance the security posture of a compromised entity against future
incidents

For incident response, the NIST Cybersecurity Framework includes the core functions: respond and 
recover. Respond includes response planning, communication, analysis, mitigation, and improvements. 
Recover includes recovery planning, improvements, and communication. The ISO standards include 
ISO/IEC 27035-2:2016, Guidelines to plan for incident response.19 The Sedona Conference has published 
an Incident Response Guide (Jan. 2020) that is targeted to small and mid-size businesses.20 More basic 
guidance is provided in the FTC’s Data Breach Response: A Guide for Business (May 2019)21 and the U.S. 
Department of Justice, Cybersecurity Unit’s Best Practices for Victim Response and Reporting of Cyber 
Incidents (September 2018).22 Jason T. Luttgens, Matthew Pepe & Kevin Mandia, Incident Response & 
Computer Forensics: Third Edition (McGraw-Hill Education, 2014) is a detailed text for security 
professionals. 

Information for attorneys and law firms is covered in David G. Ries, “Cybersecurity for Attorneys: The 
Ethics of Incident Response,” Law Practice Today (Nov. 2020) and Sharon D. Nelson, David G. Ries, and 
John W. Simek, “What to Do When Your Data is Breached,” Michigan Bar Journal (Sept. 2018).23 

The SANS Institute, a highly regarded cybersecurity training and certification group, suggests the following 
six phases for incident response: 
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While the response activities will vary, depending on the nature of the incident, they should always include 
appropriate cyber investigation. The goals are to determine what happened, preserve evidence, contain 
any threats, eradicate any threats, and recover. Complete documentation should be maintained.  

For the technical parts of the investigation, it is important to employ a qualified digital forensics service 
provider to determine what happened, preserve digital evidence, and ensure containment and 
eradication. In addition to analyzing the impacted computers, devices, and systems, they will use threat 
intelligence to understand the attacker(s) and the attack vectors techniques that were used. 

3. OPEN SOURCE INTELLIGENCE (OSINT)

OSINT Overview 

A wealth of information is publicly available for cyber investigations of all kinds. The term Open Source 
Intelligence (OSINT) is used to describe the process of finding and using it. 

The U.S. Office of the Director of National Intelligence has defined OSINT as “intelligence produced from 
publicly available information that is collected, exploited, and disseminated in a timely manner to an 
appropriate audience for the purpose of addressing a specific intelligence requirement.” The process in 
the United States goes back to at least World War II, when it was used to monitor sources like newspapers, 
magazines, and public radio broadcasts. It has grown exponentially in the Internet Age. 

OSINT is now used for a variety of additional purposes, including cybersecurity, civil and criminal cases, 
corporate investigations, employee background checks, due diligence for transactions, and more. Trace 
Labs uses crowdsourced OSINT to locate missing people.24 

Secjuice, a security nonprofit, lists the following types of OSINT information sources in “An Introduction 
to Open Source Intelligence (OSINT) Gathering:”25  

OSINT includes all publicly accessible sources of information. This information can be 
found either online or offline: 

SANS Institute 
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1. The Internet, which includes the following and more: forums, blogs, social
networking sites, video-sharing sites like YouTube.com, wikis, Whois records of
registered domain names, metadata and digital files, dark web resources,
geolocation data, IP addresses, people search engines, and anything that can be
found online.

2. Traditional mass media (e.g., television, radio, newspapers, books, magazines).

3. Specialized journals, academic publications, dissertations, conference
proceedings, company profiles, annual reports, company news, employee
profiles, and résumés.

4. Photos and videos including metadata.

5. Geospatial information (e.g., maps and commercial imagery products).

Additional information sources include government databases (federal, state, and local) and proprietary 
databases of all kinds, like people finders. Some definitions of OSINT include only sources that are free, 
but there are many rich sources that require a fee per use or a subscription.  

Michael Bazzell, Open Source Intelligence Techniques, Seventh Edition (2019) (Eighth Edition in 
production) is a comprehensive reference on OSINT that has been regularly updated. It provides detailed 
information on tools, techniques, and sources of information. It covers the following information sources: 
social networks, websites, online communities, email addresses, usernames, passwords, phone numbers, 
people search engines and databases, telephone numbers, online maps and aerial photos, documents, 
images, videos, domain names, IP addresses, and government databases. The author’s background is in 
law enforcement and training law enforcement personnel. 

The SANS Institute, a highly regarded cybersecurity training and certification group, includes OSINT in its 
offerings and conducts an annual OSINT Summit.26 It maintains the SANS Blog, “Must Have” Free 
Resources for Open-Source Intelligence (OSINT)27 and offers two week-long courses, SANS SEC487: Open-
Source Intelligence (OSINT) Gathering and Analysis28 and SANS SEC537: Practical Open-Source Intelligence 
(OSINT) Analysis and Automation.29 SANS focuses on intelligence for cybersecurity, but its resources can 
also be helpful in other areas. 

The DEFCON underground hacking conference30 has presented OSINT talks for the last several years. 
Videos of some of them are available free online and can be found by an Internet search for “DEFCON & 
OSINT.” 

The OSINT Curious Project is an organization that provides great resources for OSINT for a broad range of 
uses.31 It includes a blog, tips, videos, and podcasts and has a YouTube channel. It has published a good 
25-minute Introduction to OSINT video (Jan.2020).32

Trace Labs has published a specialized OSINT VM (Virtual Machine) that brings together what its members 
have found to be the most effective OSINT tools and customized scripts for searching for missing 
persons.33  

Columbia Journalism Review has published Michael Edison Hayden, “A Guide to Open Source Intelligence” 
(June 2019) that provides a good overview for reporters.34  
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Internet for Lawyers35 has provided information on internet investigations and research for a number of 
years for attorneys (and others), including Carole Levitt, J.D., M.L.S. and Mark E. Rosch, Cybersleuth's 
Guide to the Internet: Conducting Effective Free Investigative & Legal Research on the Web | 14th edition, 
(Revised 2019) and webinars based on it. For the book, it explains: 

Much of the information that was once only available to professional researchers from 
expensive, fee-based sources is now available for free on the Internet, if you know how 
to find it. There’s more to conducting a comprehensive search for information on the 
Internet than just relying on the results returned by search engines, though.  

Many of the techniques and resources discussed in it are included in OSINT. The book is out of production 
but is available in some law libraries and state bar book programs. Webinars and CLE programs on its 
contents are still offered. 

Traditional search engines, like Google and Bing, can be used for basic OSINT. The more that a user knows 
about them and the use of advanced search techniques, the more complete the search results can be. 
Techniques like Google Dorking or Google Hacking, discussed above, can enhance the effectiveness of 
traditional search engines for investigations by using advanced features and search terms. 

There are also alternative search tools that can be used for OSINT. John Breeden II and Josh Fruhlinger, “8 
top open source intelligence tools,” CSO Online (Sept. 15, 2020) provides some examples for 
cybersecurity:36 

1. Maltego – shows relationships among people, companies, domains, and publicly accessible
information on the internet and plots it all out in easy-to-read charts and graphs.

2. Recon-ng - automates time-consuming investigation activities, like cutting and pasting and
automates much of the most popular kinds of data harvesting. (written in Python)

3. theHarvester- captures public information that exists outside of an organization’s network;
can find incidental information on internal networks, but mostly outward facing. It would be
effective as a reconnaissance step prior to penetration testing or similar exercises; uses
common search engines like Bing and Google, as well as lesser known ones like dogpile,
DNSdumpster and the Exalead meta data engine; in general, gathers emails, names,
subdomains, IPs, and URLs.

4. Shodan- dedicated search engine used to find information about network devices and
internet of things (IoT) devices, like cameras and security that are not often searchable, and
access to databases.

5. Metagoofil- extracts metadata from publicly available documents, including .pfd, .doc, .ppt,
.xls and many others.

6. Searchcode- a highly specialized search engine that looks for useful intelligence inside
source code.

7. SpiderFoot- a reconnaissance tool that automatically queries over 100 public data sources
(OSINT) to gather intelligence on IP addresses, domain names, e-mail addresses, names and
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more; collects data to build an understanding of all the selected target entities and how they 
relate to each other; includes data visualization. 

8. Babel X- a multilingual search tool for the public internet, including blogs, social media,
message boards and news sites.

Some of these tools are free; some offer free and paid versions; and some offer only paid versions. 
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The OSINT Framework 

The OSINT Framework37 is an online, interactive catalogue of free OSINT tools and resources. When a 
user clicks on the button by “OSINT Framework,” the list expands to the categories to the right. When a 
user clicks on the button by one of them, it expands to show additional categories. 
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This example shows how the chart expands when a user clicks on “IP Address,” then “Geolocation.” It 
then shows eleven tools or information sources for finding the location of an IP address. 
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Some Recent Examples 

This section explores three recent examples of the kinds of information that may be available in 
cyber investigations: cell phone location aggregation, cell phone GPS location, and facial recognition of 
photos on social media. 

Cell Phone Locations- Aggregation 

The following graphic from the Government Accountability Office summarizes current  
geolocation technologies that are used to collect location data from cell phones and mobile devices: 
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Ashkan Soltani, a technology researcher and consultant, presented the following graphic of the 
Mobile Location Ecosystem at a hearing of the Senate Judiciary Subcommittee on Privacy, 
Technology and the Law in May 2011.38 It shows how the technology and services work together, 
including the sharing of location information. 

A study by the New York Times reported on the use of this technology to aggregate “more than 50 billion 
location pings from the phones of more than 12 million Americans as they moved through several major 
cities…” Stuart A. Thompson and Charlie Warzel, “Twelve Million Phones, One Dataset, Zero Privacy,” 
(Dec.19, 2019).39 

It reported: 

EVERY MINUTE OF EVERY DAY, everywhere on the planet, dozens of companies — largely 
unregulated, little scrutinized — are logging the movements of tens of millions of people 
with mobile phones and storing the information in gigantic data files. The Times Privacy 
Project obtained one such file, by far the largest and most sensitive ever to be reviewed 
by journalists. It holds more than 50 billion location pings from the phones of more than 
12 million Americans as they moved through several major cities, including Washington, 
New York, San Francisco, and Los Angeles. 

Each piece of information in this file represents the precise location of a single 
smartphone over a period of several months in 2016 and 2017. The data was provided to 
Times Opinion by sources who asked to remain anonymous because they were not 

https://www.nytimes.com/privacy-project
https://www.nytimes.com/privacy-project
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authorized to share it and could face severe penalties for doing so. The sources of the 
information said they had grown alarmed about how it might be abused and urgently 
wanted to inform the public and lawmakers.  

After spending months sifting through the data, tracking the movements of people across 
the country, and speaking with dozens of data companies, technologists, lawyers and 
academics who study this field, we feel the same sense of alarm. In the cities that the data 
file covers, it tracks people from nearly every neighborhood and block, whether they live 
in mobile homes in Alexandria, Va., or luxury towers in Manhattan. 

This kind of location data is collected and aggregated for commercial purposes and is not publicly 
available. There have been reports that government agencies have purchased this kind of information 
when there may be Fourth Amendment restrictions on getting it directly. 

Cell Phone Locations-U.S. Capitol 

A hacker recently downloaded data from the Parler social media app and used it to plot the locations of 
Parler users inside the U.S. Capitol during the recent attack. Dell Cameron and Dhruv Mehrotra, “Parler 
Users Breached Deep Inside U.S. Capitol Building, GPS Data Shows,” Gizmodo (Jan. 12, 2021).40 

The article reports: 

At least several users of the far-right social network Parler appear to be among the horde 
of rioters that managed to penetrate deep inside the U.S. Capitol building and into areas 
normally restricted to the public, according to GPS metadata linked to videos posted to 
the platform the day of the insurrection in Washington. 

The data, obtained by a computer hacker through legal means ahead of Parler’s 
shutdown on Monday, offers a bird’s eye view of its users swarming the Capitol grounds 

https://gizmodo.com/every-deleted-parler-post-many-with-users-location-dat-1846032466
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after receiving encouragement from President Trump — and during a violent breach that 
sent lawmakers and Capitol Hill visitors scrambling amid gunshots and calls for their 
death. GPS coordinates taken from 618 Parler videos analyzed by Gizmodo has already 
been sought after by FBI as part of a sweeping nationwide search for potential suspects, 
at least 20 of whom are already in custody. 

Face Recognition-U.S. Capitol 

A final example, also from the U.S. Capitol attack, involves the extraction and organization of photos from 
Parler. Andy Greenberg, “This Site Published Every Face from Parler's Capitol Riot Videos,” Wired (January 
20, 2021).41 “Faces of the Riot used open source software to detect, extract, and deduplicate every face 
from the 827 videos taken from the insurrection on January 6.” 
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4. CONCLUSION 

Today’s cyber investigations can provide a variety of information in a wide range of subject areas. They 
can help attorneys in firms of all sizes and all practice areas to protect confidential data and to better 
serve their clients. Attorneys who do not use them should consider learning about them and starting to 
use them. Those who use them should keep up with current developments and incorporating them into 
their investigations. 

David G. Ries is of counsel in the Pittsburgh, PA office of Clark Hill PLC, where he practices in the areas of 
technology, data protection and environmental law and litigation. For over 25 years, he has increasingly 
focused on cybersecurity, privacy, and information governance. He has used computers in his practice 
since the early 1980s and since then has strongly encouraged attorneys to embrace technology – in 
appropriate and secure ways. 

Dave frequently speaks and writes nationally on legal ethics, technology, and technology law topics. He is 
a coauthor of Locked Down: Practical Information Security for Lawyers, Second Ed. (ABA 2016) and 
Encryption Made Simple for Lawyers (ABA 2015) and a contributing author to Information Security and 
Privacy: A Legal, Business and Technical Handbook, Second Edition (American Bar Association 2011). He 
served on the ABA TECHSHOW Planning Board from 2005 through 2008 and is a member of the ABA 
Cybersecurity Legal Task Force, InfraGard’s Legal Cross-Sector Council, and ILTA’s LegalSEC. 
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