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TECHNICAL BEST PRACTICES, PART 2
In Part 1 of Technical Best Practices[LINK], we provided Smart Gigabit Communities with 
guidelines and best practices for updating applications, distributing them to your fellow SGCs, 
fixing bugs, documentation, and more.

Building on that, these guidelines will help SGCs around the country facilitate Digital Town 
Squares and local traffic routing to enhance the gigabit experience and properly compile and 
distribute information on application installation and configuration and licensing. Once those 
steps are complete, sharing your application and maintaining end-user support and source code 
control will be crucial in your application’s success. Refer back to this document as needed for 
guidelines on how to best approach these steps!

DIGITAL TOWN SQUARE 

The Digital Town Square (DTS) provides a consistent gigabit experience from the local edge 
compute cluster to the end user and between local data-centers or other edge computing 
platforms, regardless of network provider. Near real-time latency is accomplished through 
network peering of local traffic by establishing a local gigabit exchange point and configuring 
routers to keep local traffic local. Gigabit applications are hosted at regional edge compute 
clusters, like GENI, that offer ultra-low latency when combined with the local network routing 
across the DTS.

It has the following features:

• An edge compute cluster in the community, available to developers to incubate and deploy 
gigabit applications

• A local exchange point with fiber connections between all relevant local gigabit providers 
and any local edge-compute clusters used for application deployment

• Paths configured between local Autonomous Systems (AS) providing gigabit service in the 
community

• Configuration of edge routers between AS providers to route traffic for local prefixes across 
the local exchange to establish network peering between local systems

• Potential to develop a Software Defined Exchange at the local gigabit exchange point to allow 
for smart and configurable networks

KEY ACTIVITIES OF THE DTS INCLUDE:

• Establishing a local gigabit network exchange point and effective policies for routing of local 
traffic through the DTS

• Establishing access to and policies for the use of a local edge computing cluster for the 
deployment of gigabit applications

• Assisting and advising gigabit application developers on the packaging and deployment of 
their apps and services to the DTS, and maintaining and improving currently deployed apps
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EXAMPLE OF A BASIC DIGITAL TOWN 
SQUARE SCENARIO

The following illustrates the typical scenario facing 
communities implementing a Digital Town Square. Individual 
communities may vary on the details.

A common general scenario in most communities is expressed 
in Figure 1 above, and it may be familiar to you! A community 
might have a network provided by the local university or local 
industries, and they may have a local broadband provider or 
municipal providers, and also have some participation from 
large national broadband providers. Each might provide gigabit speeds on their network, but the 
experience of users on one network connecting to resources on another can vary widely based 
on the pathing and routes in place to connect those two networks. In some cases, it’s possible for 
traffic between a client and a server that are only a few blocks 
from one another to travel hundreds of miles to an exchange 
point where the two network providers exchange traffic 
through peering or transit agreements.

The result is that latency for network connections can be 
higher than anticipated and can result in a high level of 
inconsistency in application response times based on pathing. 
Additionally, traffic may be subject to slow down due to 
inconsistency of speed in a path with many hops. For gigabit 
applications that depend on ultra-low latency response 
times this can be a barrier to implementation of cutting-
edge transportation infrastructure, remote instrumentation, 
coordination of sensitive IoT arrays and more.

In Figure 2, a gigabit switch is installed in the region with fiber 
connections made to each of the local area gigabit providers. This is establishing connections that 
can be configured to allow local network traffic peering in the region. Peering in this case refers 
to network peering and not transit/peering charges, the DTS is not intended to supersede existing 
transit and peering relationships.

With a gigabit switch providing connections between local 
gigabit providers, traffic needs to be configured to route 
locally when going to a local IP. In Figure 3 we see an 
example of an ideal network where the admins of edge 
routers at each of the providers configures an AS path to the 
other providers in the region and allow them to accept BGP 
configuration messages from each of them. Each provider 
then broadcasts a BGP configuration that includes IP prefixes 
that should be routed locally across the DTS switch. This sets 
up other providers to route local traffic locally and provides 
graceful failover if the switch fails by automatically tearing 
down the local BGP route and re-routing over the normal 
routes that existed prior to the DTS setup.

Figure 1

Figure 2

Figure 3
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LOCAL EXCHANGE POINT

A key concept of the DTS is that local traffic stays local, meaning that if a request originates in 
the region and is bound for a service in the region (such as the edge compute cluster), it takes 
a short path and does not leave the local gigabit network. A common problem this overcomes 
is when a request originates on a different network carrier than a service, even if the two are 
physically close, the request may travel a long distance out of the area to a hub where network 
traffic is exchanged between providers. The result is unexpectedly or unpredictably high latency, 
which is exacerbated if services require multiple requests to satisfy a service call.  Establishing 
a local exchange point that connects all the regional gigabit providers creates an environment 
of short and consistent routing in the region and enables local carriers to establish network 
peering for ultra-low latency responses.

It should be noted that the term peering refers to networking traffic and the DTS is not intended 
to supersede existing peering or transit relationships.

LOCAL TRAFFIC ROUTING

Network traffic peering in each SGC is a critical component to enabling ultra-low latency 
applications. There are several ways this can be achieved, but the most common method 
uses Border Gateway Protocol (BGP) to route traffic between local providers across the local 
exchange point. Once a local exchange point is available, admins from each of the participating 
networks should configure paths between relevant Autonomous Systems (AS) in the network 
and configure the edge routers to accept BGP messages from each other. Each admin then 
configures a BGP message that includes IP prefixes to be routed locally and broadcast to the 
other AS routers. This should include a directive to filter out these rules upstream so as to avoid 
routing table bloat outside of the region.

INSTALLATION & CONFIGURATION

When compiling information about requirements for the application environment, networking, 
ways and options to configure the application, dependencies, and more, the more explicit this 
documentation can be, the better! This is particularly true when it comes to distinguishing 
between a requirement and a recommendation. Examples are an effective means for many 
administrators, so consider providing short examples of command or configuration in the 
documentation or including example files with the installation package as appropriate.  
Networking information should include required settings as well as any recommendations on 
security or other best practices. If you can include an explicit list of ports that need to be open, 
this can help administrators configure firewalls and Docker containers more effectively. (Refer to 
Technical Best Practices, Part 1 [link] for more information on Docker.)

It’s important to include any basic procedures for troubleshooting problems on the back end of 
the application. Additionally, documentation about important backup and restoration processes 
should be included.

LICENSING INFORMATION

Each project must include clear information about acceptable use policy, licensing, and any other 
documentation to ensure other SGCs are aware of and can comply with important intellectual 
property restrictions. This should include any information about third-party dependencies used 
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in the project and any other information that would be needed to properly operate a deployment 
or connection to the service. Open source licenses are commonly used in many instances, but it 
is important to consider which open source license is right for your project.

Many open source licenses vary considerably as to whether they allow modification of code 
or  use in commercial projects. Attribution requirements, and restrictions on what licenses 
are acceptable for other third party dependencies, can also vary. If you choose an open source 
license, it is important to choose the right one for your project and intended use cases.

GitHub maintains an excellent resource for comparing and choosing an open source license at 
http://choosealicense.com with some of the most common open source licenses used. Among 
them are:

• Apache 2 License (http://www.apache.org/licenses/LICENSE-2.0)

• MIT License (https://opensource.org/licenses/MIT)

• GPL v3 (https://www.gnu.org/licenses/gpl-3.0.en.html) 

• Be sure to read and understand this before selecting it as there are a number of important 
details about the license of dependencies

A more extensive list of options for open source licenses is maintain at 
https://opensource.org/licenses.

If you maintain a proprietary license on software or services provided to the SGC program, 
US Ignite provides options for private GitHub and DockerHub hosting that restrict access to 
Technical Leaders of SGC communities. In the case of closed licensing it is very important to 
include the acceptable use terms and any other information that enables acceptable use under 
the SGC terms and properly protects your intellectual property.

Be aware that documentation may benefit from a license as well. Among the options available, 
the Creative Commons license (https://creativecommons.org) is flexible and covers a number of 
options for sharing and reuse.

SHARING APPLICATIONS

US Ignite maintains an application registry that enables SGCs to promote gigabit applications they 
have developed and to discover applications developed in partner SGCs to deploy or use in their 
own community. The searchable registry will offer information about an application, information on 
recent updates, information on how to install and configure the application, links to distributable or 
source as appropriate and more. Each community creating an SGC application will be responsible 
for creating and maintaining an application profile through the local Technical Leader.

Support for the creation of a distributable and the creation of documentation and training will 
be available either in the community or directly from US Ignite. Talk to the community Technical 
Leader and the National Technical Leader to get the most recent copy of the requirements to 
apply for a US Ignite SGC Application Sharing Award.

Community Technical Leaders should work with each development team to ensure the 
distributable or service adheres to accepted common best practices for the framework and is 
reasonably shareable between community. 

http://choosealicense.com
http://www.apache.org/licenses/LICENSE-2.0
https://opensource.org/licenses/MIT
https://www.gnu.org/licenses/gpl-3.0.en.html
https://opensource.org/licenses
https://creativecommons.org
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Key Activities:

• Work with gigabit application developers to create a plan for sharing and supporting their 
application with other SGC communities. US Ignite may provide support for application 
sharing through an application sharing fund.

• Work with gigabit application developers to develop a simple packaging and distribution 
strategy that supports deployment to SGC cities.

• Work with US Ignite to update application information in the US Ignite application registry.

• Work with gigabit application developers to create appropriate documentation, support and 
sustainability mechanisms that facilitate the deployment of the application or service to 
other SGC communities.

• Work with other SGC communities interested in deploying locally developed applications 
to install it in their environment and explore further possibilities for collaboration or 
development of further features for the application.

END-USER SUPPORT

The local Technical Leader should work with the application developers during deployment to 
determine how best to provide local end-user support. Links out to documentations, FAQs, and 
other supporting material can be beneficial, as can user groups and communities. In most cases, 
the specifics of this type of support will be worked out as part of the application sharing process, 
and should be addressed with mechanisms for seeking help clearly communicated to potential 
end users.

Consider employing:

• Issue Tracker (GitHub)

• Email lists or Google Groups with some understood method for replying to users

• Separate mechanisms for end user support requests and critical security fixes and flaws

• Feedback mechanisms to users requesting support, defining, and reaching a clear 
understanding of who is responsible for replying to what kinds of requests

• User groups for community-based support and development of best practices

• Documented potential workarounds and remediating steps if applicable until critical fixes 
can be deployed

SOURCE CODE CONTROL

US Ignite does not require the submission of original source code as part of being an SGC 
application, but there are significant advantages to consider about proper source control 
as it relates to SGC applications. US Ignite maintains a GitHub organization (https://github.
com/us-ignite-sgc) as a resource for SGC projects that want to use it for source control or 
documentation. Though we encourage openness, projects may be either public or private as 
dictated by the needs of the project. For access and information about this option, please contact 
the US Ignite National Technical Leader.


