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TECHNICAL BEST PRACTICES, PART 1
Implementing, managing, and maintaining the technology driving your Smart Gigabit Community 
will be among the key challenges you face as your community comes into focus. The blueprints 
for successfully navigating these stages of application development are already in place, thanks 
to our thriving network of SGCs around the country.

Here, we’ve pulled together guidelines and best practices for updating applications, distributing 
them to your fellow SGCs, fixing bugs, documentation, and more. Use this as a guide to be 
referred back to throughout the evolution of your applications and community!

A COMMUNITY ORIENTATION TO GIGABIT 

Advanced gigabit applications and services move more information than current networks can 
support, respond without noticeable delay, or use advanced networking techniques that allow 
for customized and dynamic traffic flows. More of our vital information and services, and even 
our physical objects, depend on online services than ever before, and dependencies on online 
services are growing everyday. As the pace and quality of online services increases, the limits 
of a given environment’s local networks will dictate quality of life for its inhabitants. This is why 
we are collaborating together to build useful applications and services in the Smart Gigabit 
Communities program. By connecting our expertise and filling in our respective gaps, we can 
maximize quality of life for the most people possible.

So what do we mean when was say “Gigabit” or “Real-Time Application” or “Advanced Networking?”

Gigabit just means we can move more information faster than we can on current networks. 
Gigabit speeds are greater than those achieved on current broadband networks, and allow 
you to deliver more in less time. Imagine an ultra-high quality live video that streams medical 
services, mental health services, or allows users to control and view very high quality scientific 
instrumentation. These just a few examples of apps that might need gigabit speeds.

Real-Time means that applications and services are able to respond faster than we can notice 
even a small delay, and systems can perform with an ease of interaction similar to a face-to-
face experience. Imagine autonomous vehicles or drones that can respond to actions in the 
environment with an immediacy comparable to a natural interaction. Imagine video conferencing 
with a mental health professional without that phone-style delay that causes you to talk over one 
another. These are some of the benefits of true real-time interactivity.

Advanced Networking means highly customized and adaptable systems of sending traffic 
across the network that allow applications to specifically control or customize behavior for 
security, privacy, or optimization. Imagine a network for community public safety services that 
can reconfigure itself in an emergency so the most vital services are guaranteed to perform well 
in emergencies. Or imagine a network that automatically isolates smart devices so they aren’t 
vulnerable to hacking, providing safer communities. These are just some of the uses of what we 
call advanced or software defined networks.
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TECHNICAL ADVISORY GROUP

At the heart of Smart Gigabit Communities are the application developers and networks that 
make them possible.

Setting up a sustainable environment that promotes the development of innovative applications 
and provides the backbone needed to deliver them is a broad effort. In order to reach area 
developers who could develop applications and network engineers who can improve and 
provide advanced networks, a deep push into the local technical community is extremely 
useful. Maintaining a regular open dialog with various branches of the local IT community 
is vital for developing a robust application pipeline and for managing regional network 
environments efficiently.

The formation of an effective core group of advisors, drawn from key players in the local 
technical community can be an excellent resource for an SGC to increase its reach with local 
developers and respond effectively to local networking infrastructure needs.

The Local Technical Leader should consider the following:

• Creating an informal advisory group from key regional technical professionals, presenting 
the SGC goals for the DTS and gigabit applications, and getting critical feedback to form a 
regional strategy

• Group membership is most effective when it is diverse but not too large. Consider targeting 
a group of 4 to 10 that represent a cross-section of the major stakeholders and participants 
in the SGC initiative. This might include:

• Network Engineering Leaders from anchor institutions, local carriers, or regional members 
of national carriers

• CS Faculty with a history of or actively developing gigabit applications

• IT Leaders/Movers from local start-up groups, hacktivist organizations, etc.

• Lead Networking Engineers from local carrier hotels or exchange point hosts

• Local Leaders from groups that support IT education or diversity in the region such as Code 
for America, Mozilla, Electronic Frontiers Foundation, etc.

• Leverage group members reach into the community to engage developer communities

• Leverage institutional knowledge of group members to identify strategies for building out 
the DTS

APPLICATION VERSIONING

When releasing application code or distributable, an effective means to identify specific versions 
is critical to help administrators understand if they have the latest version or need to update 
their application.

Application developers are encouraged to develop a consistent and explicit system for 
documenting versions. Most software developers use some version of notation similar to 
<Major>.<Minor>.<fix>-<modifier> (i.e. 1.10.201911-prod).
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Here’s what this means:

• Major version is a significant change in the application with a number of new features, often 
this is not backwards compatible

• Minor version is a release of the project with new features or updates and is usually 
backwards compatible

• Fix indicates an update to an existing feature set that usually carries bug fixes or minor 
feature modifications

• Modifier is usually some indicator of a targeted release platform or environment such as 
‘dev’ for development or ‘prod’ for production and is typically optional

BUG FIXES & SUPPORT REQUESTS

No application is perfect, and as they’re shared across the SGC community various problems will 
be uncovered. SGC applications should have a process documented by which to take feedback 
and support requests. Mechanisms and responsibility for handling feedback may vary depending 
on the type of request, but these are generally separated into code fixes, feature requests, bugs & 
security fixes, and end user support.

Of the support request types, the most critical to address are critical bug/security issues and end 
user support requests—they’ll be handled differently depending on the application.

CONTAINERS & APPLICATION DISTRIBUTION

SGC applications must provide some form of distributable for other communities to install. In 
most cases this is expected to be a Docker (https://docs.docker.com/) container or containers. 
Support is available for the creation of a distributable or dockerization of an SGC application in 
each community. US Ignite supports and encourages dockerization of applications as its main 
form of distributable between communities. There are a number of excellent resources available 
for learning Docker, and US Ignite continues to develop a set of related tutorials and use case 
videos (https://goo.gl/YFhHuV).

The community Technical Leader will provide guidance and help with creating distributables and 
making these available through the SGC application registry. US Ignite provides a DockerHub 
organization for the hosting of dockerized SGC applications 
(https://hub.docker.com/u/usignite/dashboard/).

Best practices with creating distributables are encouraged to provide adequate security, 
component isolation, application & data integrity, and to ease the sharing and installation of 
applications across SGCs.

CRITICAL BUG & SECURITY FIXES

When an application-breaking bug or important security flaw is discovered, it’s best to move 
quickly to resolve this issue. In most cases this is best handled by the application development 
team. You can ease this process by publishing or linking to a set of best practices for bug reports 
and asking that users refer to it when reporting a bug. Mozilla published an excellent guide on 

https://docs.docker.com/
https://goo.gl/YFhHuV
https://hub.docker.com/u/usignite/dashboard/
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this topic (https://developer.mozilla.org/en-US/docs/Mozilla/QA/Bug_writing_guidelines), which 
can be used as reference. You should plan to give feedback on bug reports, including comments 
if the bug can’t be confirmed or won’t be fixed.

As part of the critical bug & security fix process, application developers should consider how best 
to provide application updates.

DEPLOYING APPLICATIONS

Application deployment strategies vary widely depending on the details of the specific application 
or service, but the goal should always be to use simplified, sustainable, and relocatable methods. 
Generally, each application is deployed using a distributable provided by the development team 
in consultation with the local TL. The application will be deployed to the local edge-computing 
cluster, then made available and promoted to the appropriate local user community. The local TL 
either directly deploys an application to the GENI rack, or works with an appropriate development 
team member to facilitate the deployment.

Most often SGCs will deploy to a GENI (http://www.geni.net/) rack hosted at a local anchor 
institution. When using GENI racks for deployments, community TLs should keep the following 
in mind:

• Each application should be deployed under its own GENI project to properly isolate 
environments

• Anyone deploying or maintaining the back end of an SGC Application will need a GENI account

 - Many existing institutional accounts will already work with GENI, so look for your 
organization on the login list or register for a free account (see below)

 - Free accounts for GENI can be requested from the GENI Project Office (GPO) 
(https://go.ncsa.illinios.edu/geni) 

 - Accounts only need to be maintained by application team members doing work on the 
server (usually 1 or 2 people) and Technical Leaders

• Each application should be deployed under a unique GENI project

 - Projects should be requested through the GENI website or with the National Technical 
Leader who will help facilitate

 - GENI projects must have a globally unique name and should be namespaced by using 
the airport code of the primary regional airport for consistency and clarity (i.e. a project 
for the 4k Microscope in Chattanooga might be named “CHA-microscope”)

 - The local Technical Leader and US Ignite National Technical Leader should be added to 
each GENI Project for SGC application deployments

 R GENI lets projects run for a limited number of days by default. Long running projects, 
like SGC apps, must be issued a regular keep-alive via a script or by having a GENI 
admin mark a project as long running. Talk to the National Technical Leader about 
registering your SGC application as a long running project.

https://developer.mozilla.org/en-US/docs/Mozilla/QA/Bug_writing_guidelines
http://www.geni.net/
https://go.ncsa.illinois.edu/geni
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DOCUMENTATION

• Each project should provide adequate documentation to safely install, properly maintain, 
and manage applications they submit to the SGC registry. Links and references to this 
documentation will be provided in the SGC registry for reference. SGC application teams may 
provide their own documentation source or use the Wiki feature under a GitHub project as 
part of the US Ignite GitHub Organization. Required documentation should be separated into 
administrative, installation, and end-user documentation as appropriate.

EDGE COMPUTING

• Edge computing resources are locally hosted compute clusters that provide the community 
direct access and control of the local application environment. They connect to the DTS 
through the local gigabit exchange point to enable ultra-low latency responses to the end 
user. They connect to other Smart Gigabit Communities through national gigabit networks 
such as Internet2 (http://www.internet2.edu/).

• With the diversity of possible edge computing host environments, we recommend the use of 
containerization such as Docker (https://www.docker.com) where possible to enable wider 
sharing between communities by abstracting away from the underlying server architecture. 

• The most common edge computing platform used in SGCs is the GENI (http://www.geni.
net) virtual laboratory for networking and distributed systems research, a network of 
interconnected platforms hosted at a number of universities nationwide and internationally.  
Typical scenarios for use are referenced in the “Deploying Applications” section below.

END USER DOCUMENTATION

• This covers documentation for users of the application or service and can include humans, 
devices or APIs connecting to the service. This should provide a clear understanding of what 
can and can’t be done with the application from a consumer standpoint. Include any security 
or end user best practices and other information relevant for effectively getting users started 
using the application so other SGCs deploying it have a place to start with end user training. 

• If applicable you should also consider including information for users to troubleshoot 
problems on their own like FAQs or similar documentation. Additionally, you should include 
any information users should be aware of when using the application, like privacy concerns 
or effects on other devices, services, or other users in the system.

http://www.internet2.edu/

