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Information and communication technologies (ICTs) became an essential part of society and 

economy. These technologies are used in a broad network that contains public, private sector, 

critical infrastructures and individuals, and become widespread in our country and as well as in 

the world. As a result of this, ICT plays an important role for sustainable growth and 

development. However, the more we use technology, the more we become dependent on it and 

prone to risks it brings forth. Individuals, companies, critical infrastructures and states 

encounter serious problems because of cyber threats.  

Diffusion of technology to all dimensions of our lives has led us to a new stage with respect to 

associated risks in the context of cyber security. Ensuring cyber security is not only a necessity 

for coping with threats in technology intensive areas but also a prominent factor affecting 

nations’ prosperity and National Security because of the risks it brings forth to the course of 

social and economic life.  

Security weaknesses in ICTs may cause such systems to become out of service or to be 

exploited or may lead to eventual loss of life, large scale economic loss, disturbance of public 

order and/or compromises to national security.  

TURKEY focuses on taking necessary measures in order to improve national cyber security 

and has been implementing the National Cyber Security Strategy and Action Plan that covers 

the period 2016-2019 under the mission of “establishing national cyber security, designating 

and coordinating efficient and sustainable policies and realizing the practicing of these 

policies.”. Ministry of Transport and Infrastructure is the responsible body for making policies 

and developing strategy and action plans on national cyber security in TURKEY. Within this 

context, the National Cyber Security Strategy and Action Plan was created by participating all 



the relevant stakeholders within study groups under the coordination of the Ministry of 

Transport and Infrastructure.  

The Strategy and Action Plan has two main objectives. First, for all stakeholders to 

acknowledge the understanding that cyber security is an integral part of national security. 

Second, acquiring the competency that will allow taking administrative and technological 

precautions for maintaining the absolute security of all systems and stakeholders in national 

cyber space.  

Each actions in Strategy and Action Plan has been conducting by the specified responsible body 

and related bodies and all the progresses for each action have been monitored by the Ministry 

of Transport and Infrastructure. 

On the other hand, Information and Communication Technologies Authority (ICTA) is the 

national CERT of TURKEY (TR-CERT) since 2013. ICTA is responsible of all regulatory 

functions regarding electronic communications and postal services in TURKEY. In addition, 

ICTA has been given the power to take necessary measures to fight against cyberattacks to 

ensure national cyber security. TR-CERT acts as the coordination center in national level, in 

order to specify threats against our country's cyber security, take measures for reducing or 

elimination of the impact of likely cyber attacks and share information with the defined actors. 

TR-CERT, provides coordination with all stakeholders such as public/private institutions and 

individuals for detection and removal of cyber threats. Main focus areas in cyber security of 

TR-CERT are namely:  

• Cyber Capacity Building  

• Technological Measures  

• Gathering and Diffusing Threat Intelligence 

• Protection of Critical Infrastructures 

In capacity building our activities include; human resources, trainings & preparations. Within 

the context of these activities, we organize; cyber security “Capture the Flag” competitions. We 

believe that human resources is one of the most important factor in cyber security. Within the 

context of our national CERT, we carry out key projects for capacity building. In this respect, 

we organize cyber security trainings for institutional CERTs from different critical sectors such 

as energy, health, public institutions. We also carry out hands on trainings and competitions for 

students and graduates. In last 2 years over 2.500 trainees have attended to our cyber security 

training programs.   



We also established a cyber-range laboratory in order to improve our training programs and 

provide more hands on activity opportunities. The laboratory is also beneficial for measuring 

the expertise level and provides a certification program for attendees.  

Our studies in technological measures area involves early detection, alarms & warnings 

activities. For this purpose we have developed some detection and prevention systems. These 

systems play a huge role in increasing the level of national cyber security in our country by 

providing visibility, detecting command and control centers of botnets and malicious software.  

In the scope of Turkey’s approach in enhancing cyber security, cyber threat intelligence is 

another main focus area to be underlined. Within this context we work in coordination with 

several parties like internet actors, international organizations, judicial authorities, research 

centers and private companies. In addition, sectoral CERTs for critical infrastructures and more 

than 1.000 institutional CERTs have been established under public and private institutions.  

On the other hand, since cyberspace is a borderless field, it is hard to ensure cyber security of 

a party on its own. It is a multi-stakeholder and interdisciplinary issue. We work with users, 

private sector, NGOs, academia and international counterparts in order to fight against cyber 

threats. For example, TR-CERT receives cyber notifications from different national CERTs and 

informs the relevant parties to take necessary measures. It also sends information about cyber 

threats and shares intelligence with other national CERTs and international organizations. 

Through the secure Internet view, “Safe Internet Center” was established within ICTA in 2017, 

in order to increase awareness regarding the proper and safe use of the Internet. 

 “Internet Helpline” and a “Safe Web” website where families can find advices for efficient use 

of the Internet were commenced. Besides, “Safer Internet Truck” equipped with ICT tools has 

become available for children and young people who have limited access to ICTs. Safer Internet 

Truck provides a platform for people where they can experience technology closely and helps 

raising awareness about safe and conscious use of internet for children who are more engaged 

with Internet and technology.  

ICTA organizes “Safe Internet Day” event annually. The main theme of 2018 was "Create, 

connect and share respect: A better internet starts with you". ICTA and Bahçeşehir University 

launched a boarding game contest to encourage young people aged between 12-18 to design a 

game under the international theme. Many game designs were sent throughout the contest and 



contest winners got their awards. During this event, Facebook and Google conducted 

workshops for students on digital games and safer internet. 

In addition, ICTA signed agreements with the Ministry of Family and Social Policies, Access 

Providers Association, and Ministry of Education regarding awareness-raising activities and 

trainings for trainers on conscious and safe use of ICT and the Internet. Training contents were 

transformed into distance education modules and made available to all teachers working in the 

Ministry of Education through system. With this distance education service teachers and 

thousands of students have trained until so far. 

On the other hand, in providing and maintaining cyber space security; not only the national 

coordination but also international co-operation, information exchange and building confidence 

are also playing crucial role. 

Relevant work and studies in TURKEY in the scope of the Confidence Building Measures 

mentioned in “2015 Report of the Group of Governmental Experts on Developments in 

the Field of Information and Telecommunications in the Context of International 

Security” and the concept of “Responsible Behaviour of States” defined in the Report are 

shown below: 

In line with dissemination of ICT usage among individuals, personal information/data has 

become an attractive target for cyber attackers. As a part of fundamental rights of personal 

rights and freedom, personal information/data protection also becomes of major concern.   

Along with transparency, accountability and ethical values in cyber environment; all 

stakeholders in TURKEY looks out for rule of law principle, fundamental human rights and 

freedom and protection of privacy, while working for ensuring cyber space security. 

In this regard, “Law No.6698 on Protection of Personal Data” published in Official Gazette No. 

29681 in 07.04.2016 and came into effect. The purpose of the law  is to protect fundamental 

rights and freedoms of people, particularly the right to privacy, with respect to processing of 

personal data and to set forth obligations, principles and procedures which shall be binding 

upon natural or legal persons who process personal data. 

TURKEY has taken important roles in many organizations, either by being a founder member, 

by contributing co-operation efforts in cyber security & information security issues. Hence 

Turkey targets to ensure cyber security by performing information and idea exchange in a large 



spectrum of areas with different countries and organizations; policiy making, capacity building 

and information sharing.  

Since cyberspace is a borderless field, international cooperation is a must for fighting against 

cyber threats. Because of this reason, international studies on cyber security within UN, NATO, 

EU, OSCE and other international organizations and institutions are followed and participated 

regularly. 

In addition, ensuring cyber security is aimed by settin up bilateral agreements with various 

states. Ministry of Transport and Infrastructure, and ICTA/TR-CERT have signed MoUs on 

cyber security with some of the member states such as Georgia, Russia, Kyrgyzstan, Serbia, 

Bosnia-Herzegovina, Croatia and Greece. 

The Memorandum of Understanding that describes the co-operation between NATO and Allies 

is approved by NATO Cyber Defence Committee (CDC), through views of our State and signed 

between NATO and Republic of TURKEY, Ministry of Defence. Point of Contacts had been 

established and related work under the scope of MoU is ongoing.  

NATO CEPC (Civil Emergency Planning Committee) / IRCSG (Industrial Resources and 

Communications Services Group) works are followed. Moreover, TURKEY has been a 

member of the NATO-accredited knowledge hub, think-tank and training facility “NATO 

Cooperative Cyber Defence Center of Excellence” as a sponsoring nation since 2015.  

Participation and contribution to OECD meetings about security and privacy and OSCE 

Informal Work Group on Cyber Security is provided.  

RACVIAC (Regional Arms Control Verification and Implementation Assistance Centre) 

meetings are followed and co-operation on various issues has been developing. Strategical goal 

of RACVIAC is: “to enhance the development of national security strategies by encouraging 

regional security cooperation and effective interaction to sustainably counter emerging 

security challenges, e.g., cyber security and other forms of transnational threats including 

terrorism, proliferation of weapons of mass destruction, trafficking, organised crime, border 

security and management and climate change, while particular attention will be paid to all 

emerging security threats deriving therefrom”.  

TURKEY puts in effort on developing international cooperation. TR-CERT is a member of 

FIRST (forum for incident response and security teams), TI (trusted introducers), ITU 

IMPACT, NATO MN-MISP (Multinational Malware Information Sharing Program) and 



CAMP (cyber alliance for mutual progress) and try to cooperate as much as possible to enhance 

cyber security information, and exchange of expertise and threat intelligence in international 

level. 

Cyber security exercise is another important activity for cooperation and preparedness. This 

kind of exercises performed on national and international level contributes to strengthen cyber 

space and testing of measures to be taken against potential cyber threats. In this scope, national 

cyber security exercises held in 2011, 2012, 2013 and 2017 in coordination of Ministry of 

Transport and Infrastructure. With the participation of 19 countries, International Cyber Shield 

Exercise was completed successfully in İstanbul with co-operation of ITU (International 

Telecommunication Union) and ITU-IMPACT (International Multilateral Partnership Against 

Cyber Threats) in May 15-16, 2014.  

TURKEY participate and contribute to international exercises on cyber security regularly, 

namely NATO Cyber Coalition, NATO Locked Shields, NATO CMX (Crisis Management 

Exercise). 

Since cyberspace is without frontiers, sources and targets of cyber attacks may vary with respect 

to countries including allied ones. A command and control center can be in another country 

while its target is in another one. For this reason, information sharing on cyber attacks and cyber 

criminals play a crucial role while fighting against cyber threats globally.  

“The Convention on Cybercrime”, the only convention that has bindingness, drawn up by the 

Council of Europe, was opened for signature in Budapest, in 2001 and entered into force in 

2004. TURKEY signed the Convention in Strasbourg, in 2010. Convention on Cybercrime 

(ETS No.185) which covers various crimes such as those committed via the Internet and other 

computer networks, computer-related fraud, child pornography and violations of network 

security, so; all these cybercrimes are now incorporated within the national legislation of 

Turkey. Besides, Turkish criminal code covers unauthorized access to IT systems, unauthorized 

interference/interception/modification/destruction of IT systems. Persons who convicted those 

crimes are subjected to prison sentence up to 3 years or other fines. Afterwards, it was approved 

via the “Law on Approval of Ratification of the Convention on Cybercrime”  and the work 

about adaptation to domestic legislation was finalized by 2016. 

  


