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I. Introduction 

In the last three decades, the world witnessed a dramatic surge in the use of Internet, smart 

phones and modern information and communication technology (ICT) gadgets; coupled 

with an overwhelming amount of ICT uses in the fields of business, commerce, government 

services, education, knowledge, entertainment, tourism, health care and other economic, 

social and cultural activities. Alongside the opportunities brought about by the continuous 

growth in  telecommunications and Internet usage and the proliferation of e-transactions 

and e-services, it is important to be cognizant of the threats and challenges that target the 

ICT infrastructure and e-transactions in general and face them, as they undermine 

confidence and trust in e-services and e-business, in particular. 

Hence, Egypt attaches immense importance to the considerable role of developing and 

applying the latest information technologies and means of telecommunication in order to 

achieve economic and social progress at both the national and international levels. Egypt 

also actively supports the use of ICTs for the common good of mankind and to further the 

sustainable development of all countries, irrespective of their levels of scientific and 

technological developments. Moreover, Egypt believes that the United Nations should play 

a central role in leading the relevant international efforts and promoting dialogue among 

member states to develop a common international understanding of the application of  

international laws and norms, rules and principles for responsible State behaviour in the 

information sphere, including the implementation of  legally binding instruments. 

 

II. The Most Significant Cyber Challenges and Threats: 

1. Threat of Penetrating and Sabotaging ICT Infrastructure 

New types of extremely serious cyberattacks have recently emerged, aimed at disrupting 

critical services, and deploying malware and viruses to destroy or disrupt  ICT 

infrastructure and critical industrial control systems, especially in key facilities, including 

entities of nuclear power, oil, natural gas, electricity, aviation, various forms of 

transportation, key national databases, government services, health care, and emergency aid 

services. Such cyberattacks deploy several channels including wireless networks and 

mobile memory, and other common channels such as e-mails, websites, social media and 

telecommunications networks, which may have a significant impact on the utilization of  

critical infrastructure and associated services and businesses. In practice, critical facilities 

may be vulnerable to advanced cyberattacks, even if they are not directly connected to the 

Internet. 

 

2. Threat of Cyber Terrorism and Cyberwarfare 

Recently, dangerous types of cyberattacks and cybercrimes have spread, using advanced 

technologies, such as cloud computing, wiretapping and network intrusion devices, 

advanced encryption, and automated hacking tools targeting computer systems and 

databases. Additionally, advanced malicious software (malware) may be deployed to 

undermine networks security systems and compromise computer systems to form botnets, 



which can be used later on in a variety of criminal and illegal activities. An automated 

botnet may consist of tens, hundreds of thousands or millions of compromised computers 

that can be used to launch serious cyberattacks, such as Distributed Denial-of-Service 

(DDoS) attacks on targeted networks and websites for destructive, terrorism, and/or 

extortion purposes.  

The development of complex and sophisticated computer viruses often requires advanced 

knowledge levels and non-conventional expertise, available only in technologically 

advanced countries, to be used for tactical, strategic, and warfare purposes. As well as 

being used in addition to, or sometimes instead of, conventional military attacks, in what is 

known as cyberwarfare. However, such malicious technologies are being transferred, 

copied or reproduced by terrorist organizations for use in terrorist operations and organized 

crime, as well as in threatening and disrupting the ICT infrastructures for extortion and/or 

industrial espionage purposes. Egypt reaffirms the positions stated by leading cybersecurity 

experts who expect an increased proliferation of ferocious and sophisticated cyberattacks in 

the coming period. 

3. Threat of Digital Identity and Private Data Theft: 

Digital identity theft is one of the most serious crimes that threaten Internet users and the 

future of e-services. Stolen credentials and personal data can facilitate impersonating 

individuals in cyber space, and may result in monetary and property loss, or may entangle 

the names of the victims in suspicious or illegal activities. The identity thief usually uses 

information already available on the Internet, especially on open social media and 

professional networks; national databases; networks of government services, social security 

services and health care; e-commerce websites; virtual markets; e- payments networks; 

Automated Teller Machines (ATMs); and stock exchanges. In addition, tools and systems 

used in performing e-transactions may be compromised, stolen or damaged, which poses a 

serious threat to the interests of users and the future of e-services. Extensive and 

widespread attacks may affect the national financial sector. Data of public institutions and 

companies may also be stolen, resulting in considerable material and credibility losses, 

damage to reputation, customer attrition and reduction in value of intangible assets, which 

may harm the national economy at large. 

 

III. Key Aspect of the Seriousness of Emerging Cyber threats:  

Emerging Cyber threats may be very serious due to three main aspects: 

1. They often deploy advanced and sophisticated technologies highly developed countries 

and large companies often have a monopoly on these technologies. Many of these 

technologies are top-secret and not available for export. Furthermore, the exportable 

versions of some technologies may contain backdoors or vulnerabilities that make them a 

source of additional threats.  

2. They can spread easily and rapidly spreading malicious viruses, launching DDoS attacks 

and other advanced cyberattacks can occur very quickly and easily, due to the widespread 

use of ICTs, and because of the ease of launching these attacks remotely and transmitting 

viruses across borders from anywhere and at a low cost. It is also difficult and often 

impossible to trace the main origin of those threats and risks in time to address and 

overcome them. 3. They can have a widespread impact; Cyber-attacks may have extensive 



direct and indirect impact on the infrastructure, causing substantial damage and losses. In 

addition, they may be executed remotely and expand suddenly in an unpredictable manner, 

while potentially affecting critical entities and large numbers of citizens (thousands or 

millions).  

 

IV. The Way Forward: Towards Facing the Cyber Challenges 

Cyber-attacks and cybercrimes may transcend the geographical boundaries of countries, 

and usually rely on both traditional and technical organized crime networks. Confronting 

such attacks and crimes must therefore include the traditional mechanisms of international 

cooperation to combat crimes and face cyber threats, as well as legislative and regulatory 

frameworks with special mechanisms to handle the emerging technical developments. 

Effective response to cyberattacks and cybercrimes necessitates cooperation and 

coordination at the national level, among partners providing and operating infrastructure at 

critical sectors, and partners providing services, including government agencies, institutions 

and companies. Additionally, international and regional cooperation and coordination are 

highly essential, and need to include key international organizations, regional gatherings 

and professional and specialized international forums. 

 

V. Egypt's Contributions  

Egypt realizes  the importance of international cooperation in addressing cybersecurity 

challenges. Egyptian experts have contributed to a number of relevant Governmental 

Groups of Experts mandated by the United Nations General Assembly to reach agreed 

recommendations on cybersecurity from the international security perspective. 

Furthermore, as a member of the International Telecommunications Union (ITU), Egypt 

was part of the ITU’s High Level Experts Group on Cybersecurity (HLEG) and took part in 

its Global Cybersecurity Agenda (GCA) activities. In addition, Egypt proposed the 

establishment of ITU's Council Working Group for Child Online Protection (CWG-COP) 

and chaired the CWG-COP from 2010 until 2017. Egypt also participates and hosts 

regional cyber drills and cybersecurity conferences and workshops that are organized by 

international organizations such as the ITU, Organization of Islamic Cooperation (OIC), 

Organization of Security and Cooperation in Europe (OSCE), Organization of  Economic 

Cooperation and Development (OECD) and Forum of Incident Response  and Security 

Teams (FIRST), also Egypt  participates in international and regional cybersecurity studies 

with professional organizations such as the Global System for Mobile Communications 

Association (GSMA). Moreover, Egypt actively participates in regional efforts in African 

and Arab contexts to promote confidence-building and capacity-building transparency 

measures, and the dissemination of the best practices. Egypt also engaged in bilateral 

consultations and negotiations with a number of States and international organizations and 

partners to conclude agreements on bilateral cooperation in this strategic domain. 

At the national level, and the light of Article (31) of the Egyptian constitution, a Supreme 

Council for Critical Information Infrastructure Protection and Cybersecurity (namely the 

Egyptian Supreme Cybersecurity Council ESCC), was established at the cabinet of 

Ministries level late in 2014. ESCC is chaired by the Minister of Communications and 

Information Technology, and has members from the critical sectors as well as from key 

security agencies. At the operational level, the national Computer Emergency Readiness 



Team (EG-CERT) has become the ESCC's technical arm. ESCC developed Egypt's fist 

National Cybersecurity strategy in 2017. The scope, structure and the objectives of the 

strategy are in line with the national requirements and abide by the international norms , 

rules and principles. Likewise, the implementation of the strategy follows the same spirit. 

 

VI. Conclusion  

Egypt reiterates the urgent need to intensify capacity building and technical assistance for 

developing countries in the field of ICT security, especially taking into consideration that in 

many instances the security of cyberspace may be only as strong as its weakest link. 

Moreover, the effective work of the Group of Governmental Experts on Developments in 

the Field of Information and Telecommunications in the context of International Security, 

and the relevant outcome reports transmitted by the Secretary General to the General 

Assembly represent significant steps in the right direction. Chief among them is 

highlighting the central importance of the commitments of states  to the principles of the 

Charter of the United Nations and other principles of international law including sovereign 

equality; the settlement of international disputes by peaceful means; refraining in their 

international relations from the threat or use of force against the territorial integrity or 

political independence of any state, or in any other manner inconsistent with the purposes 

of the United Nations; respect for human rights and fundamental freedoms; non-

intervention in the internal affairs of other States. The final aim is to achieve a reliable and 

secure information and communications technology environment consistent with the need 

to preserve the free flow of information. 

In light of the severity of emerging cyber threats, Egypt highly values and supports the 

recommendations of the UN Resolution 73/27 that establishes, an open-ended working 

group (OEWG), acting on a consensus basis, to continue, as a priority, to further develop 

the rules, norms and principles of responsible behavior of States with a view to making the 

United nations negotiation process on security in the use of information and 

communication technologies more democratic, inclusive and transparent. Moreover, Egypt 

looks forward to join and support the UN OEWG's efforts  to develop ways for the 

implementation of these rules, norms and confidence-building measures.  

Egypt also looks forward to engaging with the activities of the Group of Governmental 

Experts established pursuant to UNGA Resolution 73/266, including the activities of 

collaboration with relevant regional organizations through a series of consultations. 

 


