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Chairperson, 
 
In addition to the statement delivered by the EU, the Netherlands would like to make the following 
remarks in its national capacity. We further associated ourselves with the statement delivered by 
Canada on behalf of a group of countries. 
 
The digital domain underpins virtually every aspect of our daily lives, our economy, our society. This 
international interdependence will grow exponentially as a consequence of the 4th Industrial 
Revolution. Unfortunately, malicious cyber activities, be it performed by states or non-state actors, 
threaten us all and undermine international security and stability. 
 
Only in April of this year, the offices of the Organisation for the Prohibition of Chemical Weapons 
(OPCW) in The Hague were targeted by a hostile cyber operation carried out by the Russian military 
intelligence service.  
 
I would like to refer to the joint EU statement made on 4 October by the Presidents of the European 
Council and Commission and the EU High Representative of Foreign Affairs, in which serious concern 
was expressed about the attempt to undermine the integrity of the OPCW, a respected international 
organization, hosted by the Netherlands.  
 
It also stated that this aggressive act demonstrated contempt for the solemn purpose of the OPCW, 
which works to eradicate chemical weapons worldwide notably under a United Nations mandate. 
 
It furthermore stated that such actions undermine international law and international institutions 
and that the EU will continue to strengthen the resilience in the digital domain. 
 
Chairperson, 
 
The Netherlands is committed to strengthening the international rules-based order and to keeping 
cyberspace free, open and secure for all. Multilateral cooperation is therefore essential for all of us 
to counter the growing cyber insecurity. 

We therefore recognize the role of the United Nations in maintaining a free, open and secure 
cyberspace. The suspension of the UN process created a vacuum that might give the impression of 
impunity to those who wish to do wrong.  

We believe that it is high time to resume discussions at the UN level and we prioritise one way 
forward. Therefore, The Netherlands supports the establishment of a new United Nations Group of 
Governmental Experts (UN GGE), based on the previous mandates and outcomes. 

These previous UN GGE’s On Developments in the Field of Information and Telecommunications In 
the Context of International Security have articulated a consensual set of recommendations and 
views on norms for, Confidence-Building Measures, Capacity-Building and the application of 
International Law. The UN General Assembly explicitly requested States to take guidance from them.  
 
We should not selectively refer to these consensual UN GGE recommendations nor should we already 
predetermine the outcome of next discussion. These recommendations should be the departing point 
for subsequent discussion. 

The Netherlands strongly believes that existing international law, and in particular the Charter of the 
United Nations, is applicable to cyberspace and is essential to maintaining peace and stability and 
promoting a free, open and secure cyberspace including respect for human rights and fundamental 
freedoms in cyberspace. 

We recognize the complex nature of cyberspace and the need for all states to be involved in the 
discussion. We therefore consider consulting the wider UN membership as well as other stakeholders 
as an important element of a future GGE mandate. 

The GGE should hold repeated inter-sessional consultations with the wider UN membership and other 
stakeholders. In that regard, recommendations by multistakeholder bodies such as the Global 
Commission on the Stability of Cyberspace could be taken into account as well. 



We believe that capacity building should be an important part of the basis for further work and we 
should focus on the implementation of the existing GGE reports to start with. Capacity building helps 
developing shared understanding and supports therefore the international framework for 
cyberspace.  

Chairperson,  

Building a global understanding is fundamental to maintaining long-term stability and security and 
reducing the risk of conflict in cyberspace. We believe that this is a shared interest for all States. 
The Netherlands therefore urges all states to be constructive in moving the discussion forward. 
 
I thank you. 
 

 


