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STATEMENT 
 

By Andrey KRUTSKIKH, 
 

Special Representative of the President of the Russian Federation on International 
Cooperation on Information Security, 

Ambassador-at-Large,  
Ministry for Foreign Affairs of the Russian Federation,  

in the First Committee of the 70th Session of the UN General Assembly 
 

(Cluster: Other disarmament measures and international security) 
 
 

Mr. Chairman, 

First of all, the Russian delegation would like to express its profound gratitude to all 
countries that have already cosponsored our draft resolution on “Developments in the 
field of information and telecommunications in the context of international security”. 
There are now more than 70 cosponsors. We regard this as an evidence that the 
substance of the resolution is highly important and a priority by its nature.  
We proceed from the understanding that all global programs related to the use of 
information and communication technologies (ICTs), in particular confidence-
building, capacity-building, freedom of access, protection of privacy and human 
rights, cannot be fully implemented if the issue of international information security 
(IIS) remains unresolved. No state has a ready-made “recipe” to handle this problem. 
The solution can be found only collectively. For this reason our resolution should be 
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regarded as a call for collective search by the international community for the 
appropriate ways to ensure peace and stability in the global information space.  
The resolution is based on an extensive positive experience of the UN Group of 
Governmental Experts on IIS. The previous Group under the skillful Brazilian 
chairmanship came out with an informative report for the UN Secretary-General and 
General Assembly. Its ideas and recommendations, according to many experts in this 
room, are regarded as initial norms, rules and principles of responsible behavior of 
states in the global information space.  
The group managed to reach a consensus on a set of key issues related to the use of 
ICT by states, in particular that: 

- The ICTs should be used for peaceful purposes only and international 
cooperation should be aimed at preventing conflicts in information space; 
- Such universally recognized principles of international law as the non-use or 
threat of force, respect for sovereignty and non-interference into the internal 
affairs of states are applied to digital environment; 
- The states have sovereignty over ICT- infrastructure on their territory; 
- Any charges against states on their involvement in cyber-attacks should be 
substantiated; 
- The states should not use proxies to carry out cyber-attacks and should seek 
to ensure that their territories are not used to this end;  
- The states should fight against the use of harmful hidden functions – the so-
called “exploits” – in ICT-products.  

Of course, this is not an exhaustive list of the important conclusions of the GGE.  
The resolution we have tabled is designed to further intensify the work on above-
mentioned rules of behavior. To this end, it is proposed to establish in 2016 a new UN 
GGE on IIS with a mandate that will allow us to ensure peaceful use of ICTs for the 
benefit of national development and international stability.  
At the same time, the work of the Group should be based on the recognition of the 
undisputable fact that international law, and particularly the UN Charter, is applicable 
to the developments in the virtual dimension of our existence. Simultaneously, there 
should always remain an opportunity to adapt international law to the new conditions 
generated by cyber-revolution and the modern methods in the use the ICTs.  
Adopted by consensus for 17 years in a row with a number of active supporters on the 
rise every year, the resolution encourages the international community to work 
positively to ensure peace and security. I call on all the countries to endorse this 
resolution and become its cosponsors.  
Thank you for attention. 


