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Fxecutive Summary

This document describes the entirety of the state of the art of the lelecommunication frastrncture. o
security measures provided by the goverament of Mozambican. The govermment has worked fntensivei wit
alf telecommunication operators to ensure that laws and fegislation is drawn 1o suppor aid prevent uff dup
of crimes perpetrated on the 1CP world.

The government worked intensively in creating conditions to allow FCOT cerviees to reach the vafive novie:
of the couniry,

The country has worked intensively on developing new means and ways 1o provide eoess o I wib
security for end users. Few problems have with introduction of ICTs in the country; the existing problon:
fhave not yel been deall ay eybercrime, instead in most of the cases they ave described as frauds. Copacn
ilding and experts advised ave the highest requirement lo aliow Mozambigue to drafi a law thet ollows 1
country to prosecute and detain peaple who perpetrate crimes such as cyber bulling, cvber-altacks, ymvasi,
of privacy, ele,
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The field of information and Telecommunication in Mozambigue

Mozambigue has invested heavily on ICT projects aiming to reduce the digital divide; with it problems o
security have arised. Such problems range from theft of devices to small cyber crimes. Besring this ¢
mind the country has invested (n ereating laws and legislation to protect law-abiding citizens fram th
type of crimes.

The investment on ICT s mostly being implemented on eGovernment aiming to reduce the distore -
between government services from rural communities, this investment is also boing implemented ©
create a patterns of segmented integration of government related services. The investrment is baing don
in  Electronic Government Network, - Goverriment Portal, S$tate Financial Administration Sysien
Mozarmbigue efiovernment Communication infrastructure project, National System of Civil Registration
Blometric Driving Licence, Motor Registralion Systems, Biometric i Card and’ Passport, Lrimine
Registration System) and Digital Divide (Provincial Digital Resource Centres, Multimedia Conmmmiy
Centres Programme). To enforce security on the use of mobile communication techinologios the caunt-

- started to enforce the registration of SIM card and also create legislation for internotiona
telecommunication traffic contrel.

Example of telecom crimes:

The most frequent type of crime present in Mozambigue is related to the use of SMS to
request receivers of this SMS to transfer o certain gmount of rmoney to a bank account or
balance to o mobile phone. These scams are frequent connected to informing e recoiv
ehout o merchandlse or item of interest, that I the balance or transference is done he or she
will receive the goods sent by a refutive.

Another frequent type of crime Js the use of calls informing the receiver of the eall ahnut thi-
Credit card being blocked and providing online assistonce for the unlocking process of the
card. nce the user is inside and ATM, the procedure is to divect him to wire money to bank
aocount.

Solution

1Y
For this type of crime, there haven't been so much development gbout how to solve nr shifnsn
mitigation of this cases, the anly option found is to advice people about this type of crime gid et them b
that this schemes do exist.,




The edGovernment network in Mozambinue

The eGovernment project in Mozambique started in early 2004, the pilot phase aimed at providn
necessary support and framework for technical requirements, and communication protocols,

puring the pllot phase central levels of the government institutions located in Maputa were connecte
this institutions here mentioned where Ministers, and adjacent institutions. Due to the sugcessh
implementation of the pilot phase, the extension Phase took place benefiting 4 to 5 institutions
provinciat fevel, From 2010 a third phase expanded connectivity to the districts aiming to caver all of o
128 existing districls in Mozambique,

The Government Portal

The Government Portal initfative aimed at providing a single entry point Lo Government information an
services, which are organized according to the interests, and needs of clfizens, allowing access P47,
anyplace and anywhere. The Government Portal was launched in 2006.

Following several Provincial government web portals have being developed and at this stage for o
being added through which citizens can access the eGovernment services provided,

There is also an effort being developed to host all government related |CT services on secure {physica:l an
technological) location, to ensure and reduce cost of hosting ICTs in the country.

SIM Card Registration

The mobile $IM card registration alms to contribute to the protection of citizens against criming! acis rl
can be perpetrated using the moblle phane, contebiting to the maintenance of public order wned
trancuifity. This regulation was approved in 2010 and all mobile subscribers are required o repistor the s
card.

State Financial Administration Systern eSISTAFE

The State Financial Administration Systern (e-SISTAFE] was implemented to provide Tinweck
administration services through the Internet using a single Bank account for alt government inslifutiv.
exuemiil:u;re:‘s. Through this system the institutional budgets are assigned and monthly reports we aby
presented allowing the Ministry of Finance to present the annual State Financial Report in o limael
fashion, present quarterly reports about the execution of the budget and submil the proposed St
Budget to the Parliament before 30th September each year. '

This project-alsa demonstrates that government transactions such as B2G (government-to-poveramen|
G286 (government-to-business) and G2C (government-to-citizen) can be done more effectivie and officie
when availed electronicatly so long as all the security mechanisms are laken, The Ministry o tinae
through the Development Centre of Financial Information Systems (CEDSIF), is implementing this projoct

Mozambigue eGoverment Conmyurieation Infrastrusiure Project {MEGUIP) (2020 b

MEGCIP aims to support the Government of Mozambigue efforts to lower communication costs by tne
international capacity to exterw) the geographic reach of the broadband networks ang conlnbnit o
improving the efficiency and transparency through e-Government applications. This project is hosyed
the Ministry of Science and Technology and consists of components focused on communicatic
infragtructura, policy and repgulation, eGovernment applications and institutional capacity building. Th




Ministry of Sclence and Technology, National 1CT Institute (INTIC), The Ministry of Transporl ar
Communication and the Mozambican National lhstlmt of Communications (INCM) imploment gilare
parts of the project compuonents.

ICT Legal and Regulatory Framework

A proper development and implementation of ICT initiatives requires a legal, regulatory framework, wii
~also protects against different forms of electranie abuse and crime. Thus, the Government is definby oo
of reguiations to ensure a balanced and equitable development of 1CT vnfrmtrncturu, @ duptmn |
solutions and cryptographic todes less susceptible to violation, combat the violation of citizens riphtr
attempts against public order and social and cultural values, especially pornography, abuse and vmu a1t
against women and children via the Internet. To realize this, the Flectronic Transaction Law was progas:
andl other set of regulations will be also put.in place,

Provincial Digital Resource Centres (CPRDs)

Provincial Digital Resource Centres (CPRDs) concentrate 1CT infrastructure, skiils: and investrneny |
providing a single entry point for ICT deployment and activity in the provinees, stimutate local deman
and use of ICT by all sectors of development and support capacity building and developrient of 1o,
content. The first CPRDs were established in 2004 in the Provinces of Inkambane and Tete.

Based on demonstrating an impact in these provinces through the provision of ICT training rourse
© computer maintenance, network administration, data base designs and mary other 10T sorvices tha was
not offered at a provincial level further funding was provided 1o facilitate the extension of these
in B more provinoes (Mampula, roim #0051

FacHichs

a, Sufaly, Zambeds, Cabo Delgado sod Niassal
the CPRDs have been working as local huhs with a multi-sectaral and multi-functional approach, Tosteris
linkages with local media to multiply the benefits of Internet connectivity and rural sceess fo informinio
reducing internal digital divide.

National System of Civil Registration {SINAREC)

Mommhrque does Jot have a central registration system to register its popuf*atmm from hirth and citizer
do not have a urnqw personal number, To the contrary there are different 1D -Cards/documents that .
issued independentty by different ministries, such as ID Card, Heﬁmn Card, Military Card, Health (s
Driver License Card, Passparts and other identification documents.

This project is one of the fundamental corner stones in Mozambique's national eGovernance strafopy.
aims to efficlently and effectively plan for and implement sacial services for ¢ ftizens, promate demoers
through the availability of efficient and correct repisters for voting, promote ao efficient, offeative and Ly
government, etc.

The project wili run in phases, with a Pilot Phase which will apply a birth registration system with & vrigs,
L number to a chosen set of 1000 peoples and pilot the registered population as the core of <1
eGiovernment initiative including investigating and testing integrations and interoperabiiity 1o the e
the eGovernment projects.

Biometric Driving License and Mmtm Vehicle Registration Systeins

This systern is used to produce mew driving license cards without the use of special equipment, which 1.
visible security features to facilitate a quick visual check, and it contains invisible and/or conlideols




security features for a second-level check,

" The Motor Vehicle Registration System is used to register motor vehicles, issue registration plates and
motor vehicle permits, deregistration of motor vehicles, change of vehicle particulars, change of
ownership of a motor vehicle, financla) information and accountability, transaction auditing and
management information reports. The two systems developed to provide driving ficenses and vehicle
number plates match the standard and format used in the SADC region,

Biometric D Card and Passport

The new [0 card is a huge stap forward in solving problems of citizens who previously had to wail ten
months or even years for their 1D cards, It incorporates biometrical features, which are usaed 1o establish o
person's identity, which can later be compared with stored reference data. The biometric identifiers vyl
in this card are the fingerprint and the facial image, making it a secure identification document thai s
difficult to forge.

friminal Registration System

This application aims to facilitate the exchange of records between the provincial delegations and central
institutions about the eriminat status of the citizens, which is then used to issue criminal certifications i o
more timely fashion, This certification is often required for new employments, bank loans etc.

Multimedia Community Centers [MZC) Programme

This prograim aims at providing a means by which the community has access to information using a wirle
renge of informatian and communication technologies through a single point. The CMC project ir
Mozambique consisted in merging community radios with telecentras, The Telecentres are cenles whidd
provide access fo ICTs meanly the Internet, e-mail, access to computer training (word, excel, pow
point},

This is the government main weapon to bridge the digital divide, as these centers ore eyuippod wiil
technological Infrastructure to serve rural communities and provide access to technologies at the e
level. ‘ -

SchoolNet Mozambigque P

SchoolNet Mozambique is a nationwide network of professional educators and schools waorking to ke
the Mozamblgue educational system competitive by preparing in-school youth for Internet comrothai
and technology. The network aims to enhance learning opportunities for students, teachers, amd
surrounding cormmunity via the Internet, SchoolNet s also seen as a way to prepare Mogomie.
students for work in the Global Information Society.

Students and teachers in the SchoolNet network use the internet as a learning tool, Mozambican student
have participated in Internet-based exchanges such as the Global Environmaent Youth Corvention aoed th
Math.




