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Introduction 
 

1. Article IV of the BTWC states that ‘each State Party to this Convention shall, [….] take 
any measures necessary to prohibit and prevent2 the development, production, 
stockpiling, acquisition, or retention of the agents, toxins [……] specified in Article 1 of 
the Convention, within the territory of such State, under its jurisdiction or under its 
control anywhere’.  

 
2. The prohibition and prevention of acquisition of agents, toxins “whatever their origin or 

method of production, of types and quantities that have no justification for prophylactic, 
protective or other peaceful purposes”3 requires states parties to address both the 
authorized and unauthorized acquisition of these agents and toxins in their national 
implementing legislation. Measures taken in this regard could have practical effects on a 
very detailed level of society e.g. the work floor of research facilities, laboratories of 
hospitals, medical specialists, or storage facilities of transporters of biological samples. 

 
3. The meeting of experts to be held from 18th until the 29th of August 2003 will address 

national mechanisms to establish and maintain the security and oversight of pathogenic 
microorganisms and toxins. This paper is aimed at identifying some questions relating to 
the prevention of unauthorized acquisition of these pathogenic agents and toxins, to be 
discussed at the meeting of experts.  

 

                                                 
1 In this working paper the phrasing “pathogenic agents and toxins” includes all pathogenic microbial or other 
biological agents or toxins, including genetically modified organisms (GMO’s), whether existing or (yet) to be 
developed or yet to be discovered. 
2 Highlight added to pinpoint focus of paper 
3 article IV in conjuction of article I of the Convention 
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The prevention of unauthorized acquisition: areas of concern 
 

4. There are numerous possibilities to illegally obtain agents or toxins. Prevention of 
unauthorized acquisition of agents and toxins requires a state to address a number of 
areas of concern (non-exhaustive):  
! (physical) access to laboratories and premises;  
! access to pathogenic agents and toxins within laboratories;  
! storage of pathogenic agents and toxins;  
! disposal of pathogenic agents, toxins and samples thereof after research; 
! use and availability of bacteriological media for research of sample;  
! transfer between laboratories, nationally and internationally;  
! integrity of personnel and laboratories. 

 
5. In dealing with these areas of concern, attention has to be given both to taking relevant 

measures to prevent unauthorized acquisition (legislation, regulations) and oversight 
thereof (i.e. inspectorates or agencies).  

 
6. Measures to deal with the areas of concern could include:  

a) registration and licensing of all institutions working with certain listed pathogenic 
agents and toxins; 

b) scrutiny and registration of all personnel working with certain listed pathogenic 
agents and toxins; 

c) licensing of individuals/personnel;  
d) disciplinary rules in relation to the integrity of (medical) personnel; 
e) requirements for visa applications.  
f) laboratory handling procedures aimed at security;  
g) requirements for physical security of laboratories and premises;  
h) security requirements or licensing of transporters of laboratory samples, or 

pathogenic agents and toxins. 
 

7. With regard to the oversight (of compliance) of such measures related to the areas of 
concern it could be considered to either identify one inspectorate to oversee all the 
measures aimed at the prevention of unauthorized acquisition of pathogenic agents and 
toxins, or it could be considered to add a new task to already existing oversight bodies. 

 
8. Furthermore, a complete and exhaustive overview of all measures dealing with the areas 

of concern and the oversight bodies related to these measures could be a key instrument 
to prevent unauthorized acquisition of pathogenic agents and toxins as such as well. 
Monitoring such an overview could be part of the task of a national authority responsible 
for the implementation of the BWC. 

 
Existing legislation in the Netherlands 

 
9. Since a lot of regulations and oversight instruments do already exist, the first step to 

identify whether the prevention of unauthorized acquisition is sufficiently dealt with is to 
examine existing legislation.  
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10. As part of an EU paper, contributed to the meeting of experts in August, the Netherlands 

has submitted its existing legislation with regard to five different topics:  
a) national BTWC implementation legislation;  
b) export controls; 
c) handling of agents and toxins; 
d) genetic work;  
e) other issues like disease reporting.  

 
11. As is indicated in this overview of national legislation, the Netherlands has some 

regulations in place that cover the safe handling of agents and toxins, amongst others:  
a) the GMO decree, and the working environment act/decree both cover the safe 

access to certain listed pathogenic agents and toxins by individual researchers, the 
safe storage, as well as the safe disposal thereof. Both regulations also require 
institutions to give notice of every first use of certain classified pathogenic agents 
and toxins. 

b) The act concerning the transport of hazardous materials addresses the safe transfer 
of pathogenic agents or toxins. 

c) Branch regulations exist, regarding the safe transfer, packaging, and 
microbiological handling, as well as laboratory handling procedures (f.i. ISO 
norms). 

 
12. With regard to the oversight of existing regulations different agencies or inspectorates 

exist, amongst others:  
a) The inspection for the environment, which monitors compliance with the GMO-

decree;  
b) The Commission for Genetic Modification, which advises the Government i.e. on 

technical scientific aspects of GMO permit applications; 
c) The labor inspectorate, which monitors the working environment legislation; 
d) The health inspectorate, which monitors disease reporting;  
e) The economic inspectorate, which monitors compliance with the import and 

export legislation; 
f) Certifying agents for ISO norms.   

 
13. The aforementioned legislation and regulations, however, are not focussed on preventing 

the unauthorized acquisition of pathogenic agents and toxins and the areas of concern 
mentioned under 4 (above). Most (if not all) Dutch legislation with regard to pathogenic 
agents and toxins is focused on the health and safety of the individual employee, or 
effects on the environment: i.e. preventing the outbreak of the pathogenic agents and 
toxins from a contained environment (bio-safety). The focus is not on preventing 
unauthorized acquisition of pathogenic agents and toxins (bio-security).  

 
14. The same goes for the agencies or inspectorates that oversee compliance with these laws 

and regulations: the task, focus and priorities do not lie with unauthorized acquisition of 
pathogenic agents and toxins.   
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Conclusions 
 
15. In conclusion it can be said that there is a patchwork of rules and regulations that touch 

upon some relevant parts of the subject, but do not tackle the problem of unauthorized 
acquisition of pathogenic agents and toxins as such. Gaps probably do exist. As health 
and safety measures, as well as environmental prescriptions are often based on 
international agreed guidelines or treaties, this might well be the case in most countries.  

 
16. To be able to fully address the problem of unauthorized acquisition pathogenic agents 

and toxins an exhaustive overview of all relevant legislation, regulations, measures and 
‘players’ is a key instrument to see whether regulatory gaps indeed exist.  

 
17. In tackling the areas of concern related to the unauthorized acquisition of pathogenic 

agents and toxins, the Netherlands will have to address the following issues. These issues 
could very well be addressed at the meeting of experts:  
! Which of the mentioned measures (under Provisional Agenda Item 6 - 

Consideration of national mechanisms to establish and maintain the security and 
oversight of pathogenic microorganisms and toxins) are best to be taken by the 
Government, and where should there be a possibility for self-regulation? 

! Should there be a focus on establishing minimum standards for security or is 
detailed legislation necessary?  

! As a lot of legislation is already derived from the international (EU) level, the 
question to be answered is which measures should and could be taken at the 
international level? 

! Is the best solution to adopt one law/regulation covering bio-security or should 
bio-security be added to existing laws and regulations? 

! With regard to the above: is it best to create one (central) oversight body 
specifically dedicated to bio-security, or should bio-security be added to the tasks 
of existing agencies and inspectorates, and can bio-security be overseen at a 
regional or local level? 

! How to balance security with scientific progress and transparency? And with 
administrative burdens? 

 
_______ 


