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Attribution
This document is adapted in part from the Federal Information Processing Standards
Publications (FIPS PUBS) by the National Institute of Standards and Technology (NIST).
The NIST, through its Information Technology Laboratory, provides leadership and
technical guidance in the development of standards and guidelines for improving the
utilization and management of computer and related telecommunications systems. The
NIST provides its documents for use or adoption by any organization without copyright.
Certain commercial entities, equipment, or materials may be identified in this document
in order to describe a procedure or concept adequately. Such identification is not intended
to imply recommendation or endorsement by UITS, nor is it intended to imply that the
entities, materials, or equipment are necessarily the best available for the purpose.
There may be references in this publication to other publications currently under
development by UITS in accordance with its assigned responsibilities. The information in
this publication, including concepts and methodologies, may be used by campus
Information Technology organizations even before the completion of such companion
publications. Thus, until each publication is completed, current requirements, guidelines,
and procedures, where they exist, remain operative. For planning and transition purposes,
IT organizations may wish to closely follow the development of these new publications
by UITS.
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Business Continuity & Disaster Recovery Policy
This policy is available in the Information Security Policy Manual.
Each University department will maintain a current, written and tested Business
Continuity Plan (BCP) that addresses the department’s response to unexpected events
that disrupt normal business (for example, fire, vandalism, system failure, and natural
disaster).
The BCP will be an action-based plan that addresses critical systems and data. Analysis
of the criticality of systems, applications, and data will be documented in support of the
BCP.
Emergency access procedures will be included in the BCP to address the retrieval of
critical data during an emergency.
The BCP will include a Disaster Recovery (DR) Plan that addresses maintaining business
processes and services in the event of a disaster and the eventual restoration of normal
operations. The BCP and DR Plan will contain a documented process for annual review,
testing, and revision. Annual testing of the BCP will include desk audits, and should also
include tabletop testing, walkthroughs, live simulations, and data restoration procedures,
where appropriate. The BCP will include measures necessary to protect Confidential Data
during emergency operations.
Data Administrators are responsible for implementing procedures for critical data backup
and recovery in support of the BCP. The data procedures will address the recovery point
objective and recovery time objectives determined by the Data Steward and other
stakeholders.
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Categorization of Information and Information Systems
The UITS Information Security Policy Manual defines the following data classification
levels:
Confidential Data requires the highest level of privacy and may not be released.
Confidential Data is data that is protected by either:
•
•

Legal or regulatory requirements (e.g., HIPAA)
Contractual agreements (e.g., Non Disclosure Agreements)

Protected Data must be appropriately protected to ensure a lawful or controlled release
(e.g. Connecticut Freedom of Information Act requests). This is all data that is neither
Confidential or Public data (e.g., employee email).
Public Data is open to all users, with no security measures necessary. Data is public if:
•
•

There is either an obligation to make the data public (e.g., Fact Sheets), or
The information is intended to promote or market the University, or pertains to
institutional initiatives (e.g., brochures)

This appendix describes the security categories for both University information1 and
information systems. The security categories are based on the potential impact on an
organization should certain events occur which jeopardize the information and
information systems needed by the organization to accomplish its assigned mission,
protect its assets, fulfill its legal responsibilities, maintain its day-to-day functions, and
protect individuals. Security categories are to be used in conjunction with vulnerability
and threat information in assessing the risk to an organization.

Security Objectives
There are three security objectives for information and information systems:
1. Confidentiality: A loss of confidentiality is the unauthorized disclosure of
information.
2. Integrity: A loss of integrity is the unauthorized modification or destruction of
information.

1

Information is categorized according to its information type. An information type is a
specific category of information (e.g., privacy, medical, proprietary, financial,
investigative, contractor sensitive, security management) defined by the University or, in
some instances, by a specific law, directive, policy, or regulation.
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3. Availability: A loss of availability is the disruption of access to or use of
information or an information system.

Potential Impact on Organizations and Individuals
There are three levels of potential impact on the University or individuals should there be
a breach of security (i.e., a loss of confidentiality, integrity, or availability). The
application of these definitions must take place within the context of each organization
and the overall University interest.
The potential impact is LOW if—
− The loss of confidentiality, integrity, or availability could be expected to have a
limited adverse effect on operations, assets, or individuals.2
Amplification: A limited adverse effect means that, for example, the loss of
confidentiality, integrity, or availability might: (i) cause a degradation in mission
capability to an extent and duration that the organization is able to perform its primary
functions, but the effectiveness of the functions is noticeably reduced; (ii) result in minor
damage to University assets; (iii) result in minor financial loss; or (iv) result in minor
harm to individuals.
The potential impact is MODERATE if—
− The loss of confidentiality, integrity, or availability could be expected to have a
serious adverse effect on operations, assets, or individuals.
Amplification: A serious adverse effect means that, for example, the loss of
confidentiality, integrity, or availability might: (i) cause a significant degradation in
mission capability to an extent and duration that the organization is able to perform its
primary functions, but the effectiveness of the functions is significantly reduced; (ii)
result in significant damage to University assets; (iii) result in significant financial loss;
or (iv) result in significant harm to individuals that does not involve loss of life or serious
life threatening injuries.
The potential impact is HIGH if—
− The loss of confidentiality, integrity, or availability could be expected to have a
severe or catastrophic adverse effect on operations, assets, or individuals.

2

Adverse effects on individuals may include, but are not limited to, loss of the privacy to
which individuals are entitled under law.
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Amplification: A severe or catastrophic adverse effect means that, for example, the loss
of confidentiality, integrity, or availability might: (i) cause a severe degradation in or loss
of mission capability to an extent and duration that the University is not able to perform
one or more of its primary functions; (ii) result in major damage to University assets; (iii)
result in major financial loss; or (iv) result in severe or catastrophic harm to individuals
involving loss of life or serious life threatening injuries.
The following table summarizes the potential impact definitions for each security
objective—confidentiality, integrity, and availability.

Security Categorization Applied to Data Classification
Levels
The security category of an information type can be associated with both user
information and system information3 and can be applicable to information in either
electronic or non-electronic form. It can also be used as input in considering the
appropriate security category of an information system. Establishing an appropriate
security category for a data classification level essentially requires determining the
potential impact for each security objective associated with the particular information
type.
The generalized format for expressing the security category, SC, of an information type
is:
SC information type = {(confidentiality, impact), (integrity, impact), (availability, impact)},
4
where the acceptable values for potential impact are LOW, MODERATE, HIGH, or NOT APPLICABLE.

EXAMPLE 1: An University IT group manages public information on its web server and
determines that there is no potential impact from a loss of confidentiality (i.e.,
confidentiality requirements are not applicable), a moderate potential impact from a loss
of integrity, and a moderate potential impact from a loss of availability. The resulting
security category, SC, of this information type is expressed as:
SC public information = {(confidentiality, NA), (integrity, MODERATE), (availability, MODERATE)}.

EXAMPLE 2: The University’s Department of Public Safety manages extremely
sensitive investigative information and determines that the potential impact from a loss of
confidentiality is high, the potential impact from a loss of integrity is moderate, and the

3

System information (e.g., network routing tables, password files, and cryptographic key management
information) must be protected at a level commensurate with the most critical or sensitive user information
being processed, stored, or transmitted by the information system to ensure confidentiality, integrity, and
availability.
4
The potential impact value of not applicable only applies to the security objective of confidentiality.
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potential impact from a loss of availability is moderate. The resulting security category,
SC, of this information type is expressed as:
SC investigative information = {(confidentiality, HIGH), (integrity, MODERATE), (availability, MODERATE)}.

EXAMPLE 3: The University’s financial organization manages routine administrative
information (not privacy-related information) and determines that the potential impact
from a loss of confidentiality is low, the potential impact from a loss of integrity is low,
and the potential impact from a loss of availability is low. The resulting security category,
SC, of this information type is expressed as:
SC administrative information = {(confidentiality, LOW), (integrity, LOW), (availability, LOW)}.

Security	
  Categorization	
  Applied	
  to	
  Information	
  Systems	
  
Determining the security category of an information system requires slightly more
analysis and must consider the security categories of all information types resident on the
information system. For an information system, the potential impact values assigned to
the respective security objectives (confidentiality, integrity, availability) shall be the
highest values (i.e., high water mark) from among those security categories that have
been determined for each type of information resident on the information system.5
The generalized format for expressing the security category, SC, of an information
system is:
SC information system = {(confidentiality, impact), (integrity, impact), (availability, impact)},
where the acceptable values for potential impact are LOW, MODERATE, or HIGH.

Note that the value of not applicable cannot be assigned to any security objective in the
context of establishing a security category for an information system. This is in
recognition that there is a low minimum potential impact (i.e., low water mark) on the
loss of confidentiality, integrity, and availability for an information system due to the
fundamental requirement to protect the system-level processing functions and
information critical to the operation of the information system.
EXAMPLE 4: A contract management system used for the University’s Legal
Department contains sensitive contract information and routine administrative
information. The department’s management determines that: (i) for the sensitive contract
information, the potential impact from a loss of confidentiality is moderate, the potential
5

It is recognized that information systems are composed of both programs and information. Programs in
execution within an information system (i.e., system processes) facilitate the processing, storage, and
transmission of information and are necessary for the organization to conduct its essential mission-related
functions and operations. These system-processing functions also require protection and could be subject to
security categorization as well. However, in the interest of simplification, it is assumed that the security
categorization of all data classification levels associated with the information system provide an appropriate
worst case potential impact for the overall information system—thereby obviating the need to consider the
system processes in the security categorization of the information system.
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impact from a loss of integrity is moderate, and the potential impact from a loss of
availability is low; and (ii) for the routine administrative information (non-privacy-related
information), the potential impact from a loss of confidentiality is low, the potential
impact from a loss of integrity is low, and the potential impact from a loss of availability
is low. The resulting security categories, SC, of these information types are expressed as:
SC contract information = {(confidentiality, MODERATE), (integrity, MODERATE), (availability, LOW)},

and
SC administrative information = {(confidentiality, LOW), (integrity, LOW), (availability, LOW)}.

The resulting security category of the information system is expressed as:
SC contract management system = {(confidentiality, MODERATE), (integrity, MODERATE), (availability, LOW)},

representing the high water mark or maximum potential impact values for each security
objective from the information types resident on the acquisition system.
EXAMPLE 5: UConn’s cogeneration power plant contains a SCADA (supervisory
control and data acquisition) system controlling the distribution of electric power for the
University. The SCADA system contains both real-time sensor data and routine
administrative information. The cogeneration plant’s management determines that: (i) for
the sensor data being acquired by the SCADA system, there is no potential impact from a
loss of confidentiality, a high potential impact from a loss of integrity, and a high
potential impact from a loss of availability; and (ii) for the administrative information
being processed by the system, there is a low potential impact from a loss of
confidentiality, a low potential impact from a loss of integrity, and a low potential impact
from a loss of availability. The resulting security categories, SC, of these information
types are expressed as:
SC sensor data = {(confidentiality, NA), (integrity, HIGH), (availability, HIGH)},

and
SC administrative information = {(confidentiality, LOW), (integrity, LOW), (availability, LOW)}.

The resulting security category of the information system is initially expressed as:
SC SCADA system = {(confidentiality, LOW), (integrity, HIGH), (availability, HIGH)},

representing the high water mark or maximum potential impact values for each security
objective from the information types resident on the SCADA system. The power plant’s
management chooses to increase the potential impact from a loss of confidentiality from
low to moderate reflecting a more realistic view of the potential impact on the
information system should there be a security breach due to the unauthorized disclosure
of system-level information or processing functions. The final security category of the
information system is expressed as:
SC SCADA system = {(confidentiality, MODERATE), (integrity, HIGH), (availability, HIGH)}.
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Table 1: Potential Impact Definitions For Security Objectives
	
  
Security	
  Objective	
  

Potential	
  Impact	
  
Moderate	
  

Low	
  

High	
  

Confidentiality
Preserving
authorized
restrictions on
information access
and disclosure,
including means for
protecting personal
privacy and
proprietary
information.

The unauthorized
disclosure of
information could
be expected to have
a limited adverse
effect on
organizational
operations,
organizational
assets, or
individuals.

The unauthorized
disclosure of
information could
be expected to have
a serious adverse
effect on
organizational
operations,
organizational
assets, or
individuals.

The unauthorized
disclosure of
information could
be expected to have
a severe or
catastrophic
adverse effect on
organizational
operations,
organizational
assets, or
individuals.

Integrity
Guarding against
improper
information
modification or
destruction, and
includes ensuring
information nonrepudiation and
authenticity.

The unauthorized
modification or
destruction of
information could
be expected to have
a limited adverse
effect on
organizational
operations,
organizational
assets, or
individuals.

The unauthorized
modification or
destruction of
information could
be expected to have
a serious adverse
effect on
organizational
operations,
organizational
assets, or
individuals.

The unauthorized
modification or
destruction of
information could
be expected to have
a severe or
catastrophic
adverse effect on
organizational
operations,
organizational
assets, or
individuals.

Availability
Ensuring timely and
reliable access to
and use of
information.

The disruption of
access to or use of
information or an
information system
could be expected to
have a limited
adverse effect on
organizational
operations,
organizational
assets, or
individuals.

The disruption of
access to or use of
information or an
information system
could be expected to
have a serious
adverse effect on
organizational
operations,
organizational
assets, or
individuals.

The disruption of
access to or use of
information or an
information system
could be expected to
have a severe or
catastrophic
adverse effect on
organizational
operations,
organizational
assets, or
individuals.
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