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American patients are 
interacting with digital 
organizations—whether 
they know it or not. The 
information hospitals 
keep on patients and 
procedures, tests and 
medications are all digi-
tal. If patients want to see 
doctors’ notes, they must 
now do it electronically. 
Hospitals are now living 
with and working toward 
meaningfully using their 
electronic health records 
(EHRs)—again, all digital.

Furthermore, the Centers for Medi-
care and Medicaid Services (CMS), 
the country’s largest insurer with 
66% of the market, requires hospi-
tals to have and use EHRs in even 
more meaningful ways, or suffer 
consequences. As of 2015, CMS’ 
Meaningful Use 2 (MU2) standards 
require hospitals to use EHRs or pay 
the price—literally.

As recently reported in Modern 
Healthcare, “more than 3 dozen 
U.S. hospitals will be penalized 
more than 3% on most of their CMS 
reimbursements in 2015, the first 
year in which the agency’s 3 Medi-
care quality and safety incentive 
programs will be in effect.”1 

New in 2015, Measure 10 of CMS’s 
16 Core Measures that comprise 

MU2 requires hospitals to “use 
relevant information from their 
certified EHR technology to identify 
patient-specific education resources 
and provide those resources to the 
patients.” And they must prove that 
they’ve done so while document-
ing that “more than 10% of these 
inpatients are provided with these 
specific educational resources.”2 

However, Measure 10 of MU2 
requiring that all hospitals connect 
with and educate their patients 
electronically is far from a new 
concept. As early as 2008, the 
U.S. Department of Health and 
Human Services (HHS) was fielding 
questions about how to connect 
electronically with patients. So it 
might strike some as odd when a 
hospital—or its legal department—
says it cannot send care information 
and resources to its patients elec-
tronically or automatically, or that 
doing so requires additional patient 
consent. Email can be used to 
deliver MU2 patient-specific edu-
cation resources and either opt-in 
or opt-out methodology is likewise 
acceptable and used. In fact, con-
necting with patients via email with 
an opt-out approach is preferable 
for many healthcare entities and 
their patients.

Yes, emails are OK … 
and no consent for  
new email education 
resources is OK, too.

Health Insurance Portability and Ac-
countability Act (HIPAA) regulations 
regarding email communications 
with patients—and HHS’s respons-
es to questions from healthcare 
providers about those communica-
tions—confirm the acceptability of 
communication between providers 
and hospitals and their patients 
via email. If a patient initiates con-
tact with a healthcare provider via 
email, the provider can assume 
that permission to send that patient 
email has been established too—
i.e., there is no need for additional 
consent to do so. The caveat is 
that healthcare providers should 
explain to the patient the risks of 
sending non-encrypted emails to 
a healthcare provider—but, again, 
further consent from the patient is 
not required. 

As HHS notes, “Patients may initiate 
communications with a provider 
using email. If this situation occurs, 
the healthcare provider can assume 
(unless the patient has explicitly 
stated otherwise) that email com-
munications are acceptable to the 
individual. If the provider feels the 
patient may not be aware of the 
possible risks of using unencrypt-
ed email, or has concerns about 
potential liability, the provider can 
alert the patient of those risks, and 
let the patient decide whether to 
continue email communications.”3

The HIPAA Privacy Rule itself was 
designed to protect the private 
information of patients and to make 
sure they are well informed about 

1 Modern Healthcare, “Medicare Penalties Begin Taking Toll,” Jan. 3, 2015. http://www.modernhealthcare.com/article/20150103/MAGAZINE/301039962?utm_
source=AltURL&utm_medium=email&utm_campaign=am%3Fmh
2 Center for Medicare and Medicaid Services, “Stage 2 Eligible Hospital and Critical Access Hospital Meaningful Use Core Measures (Measure 10 of 16),” October 
2012.  http://www.cms.gov/Regulations-and-Guidance/Legislation/EHRIncentivePrograms/downloads/Stage2_HospitalCore_10_PatientSpecificEdRes.pdf
3 U.S. Dept. of Health and Human Services, “Does the HIPAA Privacy Rule permit health care providers to use email to discuss health issues and treatment with 
their patients?” http://www.hhs.gov/ocr/privacy/hipaa/faq/health_information_technology/570.html

http://www.hhs.gov/ocr/privacy/hipaa/faq/health_information_technology/570.html
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H H S  o n  H I P A A  a n d  E m a i l 
Does the HIPAA Privacy Rule permit healthcare providers to use 
email to discuss health issues and treatment with their patients? 12 

“Yes. The Privacy Rule allows covered healthcare providers to com-
municate electronically, such as through email, with their patients, 
provided they apply reasonable safeguards when doing so. See 45 
C.F.R. § 164.530(c).”

Furthermore, “Patients may initiate communications with a provider 
using email. If this situation occurs, the healthcare provider can assume 
(unless the patient has explicitly stated otherwise) that email communi-
cations are acceptable to the individual.”

HHS was careful to say that hospitals do have a responsibility to make 
sure patients understand the potential risks: “If the provider feels the 
patient may not be aware of the possible risks of using unencrypted 
email, or has concerns about potential liability, the provider can alert 
the patient of those risks, and let the patient decide whether to contin-
ue email communications.”

Is it consistent with HIPAA to email educational material for treat-
ment support, management and coordination without a separate 
and specific consent agreement?

HIPAA became law in 2002 and was revised in 2003. HHS established 
the feasibility of using email with patients as far back as 2008—and 
has continued to support it. Laws are interpreted based on usage 
and often, as the world changes, interpretations change without 
compromising the spirit or meaning of the law. This is true for HIPAA. 
For example, our use of the Internet personally and professionally in 
healthcare has changed radically over the past few years. Internet 
usage is no longer reported based on how many people are online at  

any given time, but based on how often people are online daily—and 
on mobile devices, no less.

The list of changes in the digital world since HHS’s comments on HIPAA 
and email is too long to delineate, but consider the following:

• Electronic medical records (EMRs) are now commonplace.

• CMS has not only adopted “Meaningful Use” (of EMRs) incen-
tives and penalties. But is working on Meaningful Use 2 (MU2).

• Electronic patient education and support are now required by CMS.

• Hospital Consumer Assessment of Healthcare Providers and Systems
(HCAHPS) scores are available online to all consumers.

•  Hospitals and physician practices are being required by CMS to have 
patient portals and they are being judged based on their level of usage.

Is email a viable medium for patient education and does HIPAA 
support it?

Yes, email is a viable medium for patient education—If it improves 
the hospital’s customer service and facilitates the coordination and 
management of patients’ care in less time, with less effort and, thus, at 
lower cost than before.

Yes, if it contributes to improved outcomes and increased patient 
satisfaction and safety.

Yes, if leveraging this technology can help keep costs down without 
compromising patient privacy or care.
12 U.S. Dept. of Health and Human Services, “Does the HIPAA Privacy Rule 
permit health care providers to use email to discuss health issues and 
treatment with their patients?” http://www.hhs.gov/ocr/privacy/hipaa/faq/
health_information_technology/570.html

their choices and consent for those choices. But even 
as far back as 2003, HIPAA recognized the need to 
balance efficiency and privacy, so as not to “hamstring” 
healthcare providers.

HIPAA describes this balance this way: 

“The HIPAA Privacy Rule establishes a foundation of 
federal protection for personal health information, care-
fully balanced to avoid creating unnecessary barriers 
to the delivery of quality healthcare.”4

To accomplish this balance, hospitals can assert that 
electronic connections are the most time-, effort- and 
cost-effective way to stay connected with their patients. 
And, given that the majority of patients find this an 

easier way to connect with their providers, electronic 
connections are the best way for providers to send 
patients the specific education resources they need.

HIPAA specifies that for certain aspects of treat-
ment—“coordination, or management of healthcare 
and related services”5—no specific consent (separate 
or additional to previous consent) is required. CMS 
permits delivering patient-specific education through 
the logic built into the EHR, which certainly coordinates 
and helps manage treatment and is an appropriate and 
“related service.”

Likewise, in HIPAA rules of consent, the coordination 
and management of healthcare operations can neces-

4 U.S. Dept. of Health and Human Services, “Uses and Disclosures for Treatment, Payment and Health Care Operations” [HIPAA: 45 CFR 164.506].  
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/usesanddisclosuresfortpo.html
5 U.S. Dept. of Health and Human Services, “Uses and Disclosures for Treatment, Payment and Health Care Operations  [HIPAA: 45 CFR 164.506]  
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/usesanddisclosuresfortpo.html

http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/usesanddisclosuresfortpo.html
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sitate using protected patient infor-
mation, and this does not require a 
different or new consent (opt-in or 
opt-out) if it helps with “conducting 
quality assessment and improve-
ment activities, population-based 
activities relating to improving 
health or reducing healthcare 
costs, and case management and 
care coordination.”6

HIPAA anticipated that as imple-
mentation evolved there would be 
a need to provide patient protected 
information while affording hospitals 
an efficient means to coordinate 
and manage care. Hospitals can do 
this by leveraging technology that 
delivers what patients need—in the 
way they most prefer it, when the 
need it, automatically—while saving 
the hospital time, money and effort.

While HIPAA section 45 CFR 164.506 
can be interpreted as allowing the 
foregoing of a specific or separate 
consent to use information from an 
EHR to make the required patient 
education and send it via email, 
there is still the question of moving 
to or changing from opt-in to opt-out.

“To Opt-in or Not? That 
is the Question!”
A Lesson from the California Health 
Information Exchange  
If you Google “healthcare opt-in vs. 
opt-out,” high on the list of the 4.2 
million results you’ll get are links 
about moving protected health 
information from an EHR through a 
data/document manager within 

the walls of the hospital, and then 
beyond those walls and through a 
health information exchange (HIE). 
These search results show a dra-
matic change in where we are in 
2015 regarding HIPAA, EHRs and 
opt-in vs. opt-out consent. Two 
years ago, the same search results 
would have been about moving 
information within the hospital only. 
Now it has evolved to: “How do we 
protect patients’ private data as it is 
shared beyond the hospital walls?”

Let’s look at the case that inspired the 
title of this section: Cal eConnect’s as-
sessment of California’s health infor-
mation exchange, which was present-
ed at the 2011 HIMSS conference.7  
It’s a revealing look at the question of 
opt-in vs. opt-out. The lessons from 
this non-profit agency’s research 

6 ibid.
7 Cal eConnect, “’To Opt-In or not? That is the Question’ Evaluating the opt-in consent option with the California Health Exchange,” March 26, 2011. http://www.
himss.org/files/HIMSSorg/content/files/Line%2011%20-%20HIE%20Case%20Study%20Opt%20in%20Vs%20Opt%20Out%20Consent%20Options.pdf

93%
of adults
want email communication with their physicians
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speak to what hospitals need to consider regard-
ing this question of opt-in or opt-out consent.

Cal eConnect’s Policy Advisory Committee 
recommended that the state’s HIE go with an 
opt-in approach because “if they could achieve 
it, it would make the patients more accountable.” 
But, as hospitals continue to adopt and leverage 
technology for patient education and support, 
the “weaknesses” and “threats” highlighted in 
this case study are very telling. What are the 
costs and to whom? And does opt-in really make 
patients more accountable, more engaged, and 
are the costs worth it?

In fact, the weaknesses and threats highlighted 
in Cal eConnect’s study (listed below) are com-
pelling reasons in favor of an opt-out approach. 

Weaknesses of the Opt-in Approach:

• This approach will take a lot of administrative
and technical support to make sure that a large 
percentage of patients fill out a consent form.

• This approach would require significant re-
sources (human and otherwise) to reach out 
to and secure participation of patients in  
their community.

• Cal eConnect will have to have a strong mar-
keting coalition and possibly hire a profession-
al marketing firm to help.

Threats of the Opt-in Approach:

• California is physically larger than the other
states that have already used an opt-in option. 
It may take many more resources to get a 
large penetration of participation.

• A majority (41%) of other state health information
exchanges use an opt-out policy versus 18% us-
ing an opt-in policy. This might be a threat down 
the road when we try to connect the national 
health information network together.8  

The single facts that already in 2011, 41% of
other state and regional HIEs and many hos-
pitals prefer opt-out should have informed the 
decision. Add to that the fact that major payers 
are also opt-out further bolsters the argument 
in favor of an opt-out approach. The question 

8 ibid.

I s  E m a i l  O K  f o r  C o m m u n i c a t i n g 
w i t h  P a t i e n t s ?
a Yes, emails can be used to communicate with patients. In addition, if a
patient contacts his or her healthcare provider via email, the hospital or care 
provider can assume permission—provided they document and explain the 
risks to the patient.

a Yes, there is a precedent and a history of hospitals using email—care-
fully and in accordance with HIPAA requirements—to stay connected with and 
engage patients. Additionally, it is OK for healthcare providers to use email to 
enhance the usage of their EHR and patient portals.

a Yes, providers can use either opt-in or opt-out. Both can be supported 
and justified and neither runs afoul of HIPAA or compromises patients’ pri-
vate information. Given that 41% state and regional HIEs and the vast 
majority of insurers are using opt-out, those who are holding on to opt-in 
need to know the future is against them. With HIEs taking on more and more 
of the transferring job of healthcare information and data, hospitals would 
be wise to consider this before pushing opt-in.

a And finally, Yes, healthcare providers can use opt-out and au-
tomatically enroll patients in email communications, which if they choose 
not to read they don’t have to, or if they don’t want it, they can choose to 
opt-out. 

But if this method of engagement gives patients the easiest access to the 
most accurate, timely, need-to-have information and resources for education 
and support, healthcare providers could even be considered obligated to get 
their patients information this way.

So opt-in vs. opt-out is no longer a “yes” 
or “no” question. It is how you do it, not 
if you can do it. 

of opt-in’s cost and compatibility with others alone make 
it a less desireable choice.

The Bottom Line
2014 must be seen as a watershed year in which U.S. health-
care hit a tipping point and finally went completely digital. 
Perhaps late to the “digital party,” the strides it has made 
have been gargantuan. Pressure from CMS and the pending 
MU2 penalty threats (now a reality) were powerful motivator.

Another big push is from the healthcare consumer—pa-
tients themselves. Like the rest of the world, U.S. health-
care consumers have less and less patience for digital 
backwardness. For example, 93% of adults want to have 
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email communication with their physician.9 And an 
estimated 75 million (or 1 in 6) had virtual doctor visits in 
2014, according to Deloitte—and that number is grow-
ing. Finally, 75% of patients select virtual access to their 
doctor over human interaction because it saves them 
time and reduces inconvenience—e.g., traveling to and 
from appointments, missing work, etc. (Cisco 2013).10 

While the Cal eConnect believed it would increase 
patient commitment by getting all to opt-in, it could not 
have considered the habits of younger adults. Most of 
these potential patients are impatient with what they 
already believe are archaic uses of the internet. Opt-in 
and opt-out can definitely influence these digital “na-
tives.” Here is an indication of where they might sit on 
the issue of opt-in vs. opt-out or even getting resources 
via email.

“There are generational differences when it comes to 
technologies and users. It seems that 20-somethings 
could care less about voice mail, let alone voice. They 
prefer contact via IM, texting and even email, in lieu 
of anything connected to voice. When, and if, they do 
come calling and you miss their call, you are then ex-
pected to know to call them back using their Caller-ID 

stamp on your phone log. It may be wiser to text their 
phone to get a faster response.”11

So the tide has turned toward opt-out, not only be-
cause of the 41% state and regional HIEs and the 
payers going this way, but more importantly because 
this ap-proach speaks more clearly to younger patients 
while also speaking clearly to hospitals’ need for an 
efficient and effective approach. Perhaps best of all, 
this can change the cost equation while increasing 
satisfaction because it is expected. If it’s made easy, it 
will more ful-ly engage and support patients, 
promoting rather than deterring participation.

9 Becker’s Health IT & CIO Review, “93% of Adult Patients Want Email Commu-
nication with Physicians,” May 13, 2014. http://www.beckershospitalreview.
com/healthcare-information-technology/93-of-adult-patients-want-e-mail-com-
munication-with-physicians.html
10 Becker’s Health IT & CIO Review, “The Human Touch of Telemedicine: A Prim-
er on Secure, Reliable, Patient-Centric Telemedicine Solutions,” Dec. 2, 2014.   
http://www.beckershospitalreview.com/healthcare-information-technology/
the-human-touch-of-telemedicine-a-primer-on-secure-reliable-patient-cen-
tric-telemedicine-solutions.html
11 No Jitter: Insight from the Connected Enterprise, “Usher in New Gen: Voice 
What?”  May 7, 2014:  http://www.nojitter.com/post/240168125/usher-in-new-
gen-voice-what
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