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The Increasing Focus on Privacy

Privacy Technologies

Achieving Privacy Compliance at the Level of
Network Traffic

Encryption Overview and Considerations
Data Minimization
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Increasing Focus on Privacy (onference
Governments, Companies, Individuals

Increasing global focus on privacy
More focus on Intelligence gathering/AML/CTF
Geopolitical developments — BREXIT, GDPR, CA Data Privacy
Facebook, Cambridge Analytica & Social Media practices

Greatly enhanced Al capabilities

Global movement towards more data localization and data privacy
protection

GDPR & California Consumer Protection Act
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Overview of Technology — Purposes  (onference

* ldentify — aimed at locating personal data as a
precursor to other activities (can’t protect it if you
don’t know where it is)

* Remediate — focused on mitigating risk
associated w/legacy data (e.g., classification,
protection, disposal)

* Protect — ensuring controls are in place (e.qg.,
encryption, access/entitlements, classification
labels, retention/disposition)

* Respond — tracking/logging, detection, reporting,
auditing

The Sedona Conference Institute < March 7-8, 2019 6
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Key elements of Office 365
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Exchange Online

-Email
-Calendar
-Contacts

-Tasks

-Notes

-Journal
-Exchange Public Folders

Skype for Business

-Instant Messaging (IM chats)
-Voice (call logs)
-Online meetings

-Presence
(Soon to be TEAMS)

SharePoint Online

-Collaboration: Team Sites
-Intranet/portals
-Blogs/wikis
-Application development
-Enterprise Content Management
-Document libraries

-Enterprise file sharing: OneDrive for
Business & document libraries

Cross-0365 Apps

Applications and tools that are cross-

platform and/or built from the ground up in

Office 365
--Groups
-Planner
-Teams

-Telephony

- Multimedia

Yammer
-Enterprise social media: “Facebook for
the corporation”
-Groups and communities

-Posts: free-text entries, comments,
conversations

-Upload files (Word, Excel, etc.)
-Polls, praise
-Like, share, unlike

Office ProPlus

-Word
-Excel
-PowerPoint
-Outlook
-OneNote
-Access
-Publisher
Project

Built-In Information
Governance Tools
-Retention and disposition
-Compliance

-Data protection
-File Plan

Built-In eDiscovery
Tools

-ldentification
-Preservation

-Collection
-Analytics
-Processing
-Review*
-Production*
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M365 Security & Compliance Center (onference

Single “Portal” in Office 365

Role Based Access Controls G Home

A Alerts

Home NN

v We're committed to helping on your GDPR journey

GDPR is all about protecting and enabling individuals' privacy rights inside the
European Union (EU). Our tools can help you detect, classify, and secure this
sensitive info across locations (like Exchange, OneDrive, and more) and can also
help you quickly find and export content in response to data subject requests.

[l Go to the GDPR dashboard

Audit trail of who was assigned what access,
when, and by whom

A Permissions

§= Classifications

Only see what tabs you have access to) (3 Dotolos revenin

v/ Data governance ~

: . B Data governance
11 tab S O r g an I Z ed ar O u n d t h e m at I C ar eaS The tools on the data governance dashboard can help you manage the full
content lifecycle from importing, storing, and classifying data at the beginning
& Threat management @ to retaining, monitoring, and then deleting it at the end.

= Mail flow

Data Governance (retention & disposition)

[l Go to the data governance dashboard

Search and Investigation (eDiscovery) £ Data prvacy

B Threat management

/O Search & investigation

Cyberattacks are constantly evolving. | New ATP anti-phishing A

Data Privacy

Our threat management features help policy
[~ Reports safeguard your organization against ., spam policy
. these attacks by providing insights
Emall Th reat Management . and tools to help detect and respond ' View quarantine
9 Service assurance to threats like phishing, malware,
P malicious links, and more.
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Global Data — Local Control

United states (NAM)
15,000 Users

)

CONTOSO.COM

: -4, European Union (EUR)

5,000 Users

\-._ Australia (AUS)
! 5,000 Users

The Sedona Conference Institute
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Allows a corporation to meet data residency
requirements in countries that restrict the transfer of
personal data (e.g., customer data, employee data,
sensitive personal information).

Allows US data not subject to residency requirements
to remain in the US, where it can more easily be
preserved, collected, searched and produced for US
led investigations, litigation and regulatory matters.

Allows all users, regardless of geo, to enjoy the
benefits of data unification, including unified
communication and collaboration, and without the
latency associated with cross-border access.

Allow for centralized management of data,
technology and information, including by IT
infrastructure, security, data governance, information
governance, e-discovery and e-compliance functions.

March 7-8, 2019 9
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Active Navigation — Use Cases (onference
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Discover and
cleanse

Discover, classify, visualize and understand digital landfill
“+ Cost reduction
“» Efficiency optimization

/7

“+ Retention compliance

Sensitive data
identification

Identify records/sensitive data (e.g. PCI, PII, HIPAA, FOIA)
“» Regulatory (GDPR) compliance
“» Proactive eDiscovery savings

“» Risk reduction of data breach

Apply metadata against new repository structure & migrate

Intelligent < Mergers & Acquisitions
migration <+ Data consolidation
<+ Data tagging for IG implementation
Content Deploy policies on content for quality, health, value and compliance
< Automated analysis for consistent retention & IG
governance < Audit trails & management reporting
The Sedona Conference Institute <+ March 7-8, 2019 10

© 2019, The Sedona Conference



Achieving Privacy
Compliance at the Level of
Network Traffic
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The Case for Network Conference-
Traffic Analysis

Most consumer/end-user data is collected from mobile apps,
websites, and |oT devices

3rd Party data collection is most often done by the consumer’s
devices

All of the data collection from consumer devices must use the
Internet

The data can be captured and analyzed in a proxy environment

Privacy laws can be reduced to precise rules regarding the kinds
of data collection constitutes a nhon-compliance

These rules can be operationalized at the level of code

The Sedona Conference Institute < March 7-8, 2019 12
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Norton Rose Fulbright's DATA (onference:
Platform Client App

ldentify the specific kinds of consumer data collected
Separate data by type: tracking; health; financial; etc.

ldentify the parties collecting data and the data they
collect

Locate the destination of all transmitted data

Use this information to recommend privacy
countermeasures; feature changes; and content for
notices/disclosures/consents

The Sedona Conference Institute <+ March 7-8, 2019 13
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ldentify Transmitted onference
Data Elements

ﬁ Business Research and Development Steven Roosa

NetWatch High-Level Disclosure Dashboard

Sample Client Web App MATCH CATEGORIES

€ s health-related omnibus id

TERMS HITS

stevenroosa

lead
1644578495
abd

80b4479d7f624d6f89f3000742608c6d81d8d275
acne

medication

kathleen roosa

The Sedona Conference Institute < March 7-8, 2019 14
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Detalled Drill Down on onference
Network Traffic

ﬁ Business Research and Development Steven Roosa -
NetWatch Privacy Match Dashboard

ASSETS TESTS
1 of 246

[replay] POST https://api.segment.io/v1/t HTTP/2.0 :authority: api.segment.io

content-length: 1196 origin: https 43Q= om user-agent: Mozilla/5.0

MATCHES BY TERM <3<11 LHM'JX >»<8676\4) /}P;JEev‘y’el)Pif;-t 5?:‘7 36 (KHTML, like Gecko)
Chrome/68.0.3440.106 Safari/537.36 content-type: text/plain accept: */* referer.
https//app[———Jcom/search?categories=Beauty accept-encoding: gzip
deflate, br accept-language: en-US,en;g=0.9 {"context

omnibus id omnibus_id r00sa {"name""stevenroosa@gmail.com","email":"stevenroosa@gmail.com","guest" false,"
; metro":"Indianapolis”,"metro_id":54,"store" D store_id":10,"store_location_id":2

346

‘ Sample Client iOS Ap, ‘ Sample Test #3

omnibus_id

f " " , 5

{ C o 'search""?
omnibus_id

T A categories=Beal
.
omnibus_id stevenroos 1

categ >auty"},"userAgent™:"Mozilla/5.0 (X11; Linux x86_64)
AppleW KHTML, like Gecko) Chrome/68.0.3440.106

Safari/537.36","library":{"name":"analytics js","version 2" gn"
omnibus steven roosa . 1}."Integrations™{},"properties”

d_index":10,"product_id":3988004,"product_name" =

)" false},"eve

omnibus_id 2 steven
omnibus id Pl stevenroosa@gmail

Z" "type" "track" "writeKey": "P761Y]
dD" "userld": 1645966, "sentAt":"2018-10-03T12
["Google Tag Manager”,"Segment.io"],"unbundled”:[]},"
1977a61970efbd423ccbf62c8cee58b0"} << 200 21b  content-type: application/json
content-length: 21 access-control-allow E———Jcom vary
Origin  { "success": true } >

MATCHES BY HOST

b.scorecardresearch.com

api.segment.iof

The Sedona Conference Institute «* March 7-8, 2019
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Host-by-Host Analysis of onference

Data Collected

request count

G

api.mixpanel com
b_scorecar arch.com
android_clients. google.com
www.googleapis.com

mail_.google.com

sksim. swiitkey net

The Se

(edona

match count match terms

ymail.com

a{@gmail .com
a, steven stevenroo mail.com
0sa, steven stevenroo mail.com
swift

roosa

dona Conference Institute «* March 7-8, 2019
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Locating Parties that Collect onference:
Data by IP address

ﬁ Business Research and Development Steven Roosa -

NetWatch Geopolitical Boundary Audit

Sample Client Web App |Oad | N g Soc
REQUESTS BY COUNTRY

Australia Canada >zech Republic Denmark France Ireland

Japan Netherlands United States Unknown

REQUESTS BY CITY

Cambridge
Mountain View

San lose

The Sedona Conference Institute < March 7-8, 2019 17
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Encryption Overview and
Considerations
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Overview and definitions

“» Encryption is the process of transforming
electronic information into a scrambled form so
that it can only be accessed by those who have
the algorithm or “key” to unscramble the data.

< RIisks of not encrypting data

\/

< lllegitimate access to data

\/

<+ Unwanted modification of data

\/

“» Loss of data

The Sedona Conference Institute «* March 7-8, 2019
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Encrypting data in motion and at rest

Data at rest

Active data that is traveling across a network or Inactive data which is stored physically in any digital
sitting in a computer’s memory ready to be read, form. Examples include: files stored on hard drives
updated or processed. or USB thumb drives, files stored on backup tape

and disks, and files stored off-site or
on a storage area network.

/

<+ Common encryption methods include:

/

< Transport layer encryption _ _
<+ Common encryption methods include:

/

< End to end encryption

“+ Full disk encryption
“» File system encryption

<+ Database encryption

* Volume level encryption

r ©

The Sedona Conference Institute «* March 7-8, 2019
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Encryption considerations for (onfce~
structured vs. unstructured data 2

Unstructured data Structured data

What is the volume of data to secure?

Does the data contain sensitive business or
personal data?

Is the data subject to regulation?

How is the storage device/platform secured?
Who has access and what is the access level?
Can the data be anonymized or pseudonymized?

@ B Blog

0+
so KLOUT

0’0

»  What is the volume of data to secure?

» Does the data contain sensitive business or
personal data?

Is the data subject to regulation?
How is the storage device/platform secured?
Who has access and what is the access level?

Do certain records, fields or tables require more or less
protection?

» Can the data be anonymized or pseudonymized?

7 7
0’0 0’0

0’0

)
0.0

3

%

3

D)

J R/ R/ J
0.0 0’0 0’0 0.0
*

%o

*¢

3

Meetup yelp

ﬁ Linkedin witter UTube [ ——
E ck digg Nlog —
flic Facebook —

’A‘ hootsuite  Biogg,,
del.icio.us
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Anonymization and
pseudonymization
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“ Recital 26 of the GDPR defines anonymized data as
“data rendered anonymous in such a way that the data
subject is not or no longer identifiable.”

< EU’s Article 29 Data Protection Working Party (WP29)
acknowledges that true anonymization is difficult to
achieve without rendering the data useless, so most
firms are opting for pseudonymization.

D)

Pseudonymization

Article 4(5) of the GDPR defines pseudonymization as
“the processing of personal data in such a way that the
data can no longer be attributed to a specific data
subject without the use of additional information.”

Privacy ID Patient Mame
al24ghxz John Doe
f3donazw Sam Smith
32qrz Polly Privacy
Patient Date of prescription Symptom
@%@B 1/1/2018 Cough Date of prescription Symptom
2/3/2018 Congestion al2dghxz 1/1/2018 Cough
REDACTED 2/28/2019 Cough f346nazw 2/3/2018 Congestion
q868rtsh 2/28/2019 Cough
The Sedona Conference Institute < March 7-8, 2019 29
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Considerations for vendors or (onference
processors

" g

<*  Who will have access to your data?
< What encryption protocols do they use?

% Is data encrypted at rest and in motion?
<+ How is the physical hardware secured?

< Is multifactor authentication available for the system
used to access the data?

|

.....

I *

< What rules do they have that govern password
management?

<+ How do they handle sensitive business or personal
data?

<+ Do they have an encrypted file transfer system for
moving data from your secured environment to theirs?

L)

The Sedona Conference Institute «* March 7-8, 2019
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The Concept of Data Minimization

To collect only that data necessary to accomplish a specified purpose.
Related to length of time data is retained

What is “relevant” vs. what is “necessary”

Sedona Principle 3 — International Principles on Discovery, Disclosure & Data
Protection in Civil Litigation

Privacy rights vs. U.S.-style discovery

Privacy is more of a consumer rights issue in the U.S. (sectoral) vs. a individual right
elsewhere in the world.

Parties may obtain discovery regarding any non-privileged matter that is relevant to any
party’s claim or defense and proportional to the needs of the case, considering the
importance of the issues at stake in the action, the amount in controversy, the parties’
relative access to relevant information, the parties’ resources, the importance of the
discovery in resolving the issues, and whether the burden or expense of the proposed
discovery outweighs its likely benefit.

The Sedona Conference Institute <+ March 7-8, 2019 o5
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Data Minimization in the U.S.

Generally U.S. Law focuses on data security, not necessarily
purpose limitation or data minimization

Some exceptions/considerations:
HIPAA Minimum Necessary Rule — Purpose Limitation
California Consumer Privacy Act — Private Right of Action

“‘We at Apple are in full support of a comprehensive federal privacy
law In the United States. There and everywhere, it should be
rooted in four essential rights: First, the right to have personal data
minimized. Companies should challenge themselves to de-identify
customer data — or not to collect it in the first place.”

Apple CEO Tim Cook speaking at the 2018 International Conference of
Data Protection and Privacy Commissioners in Brussels

The Sedona Conference Institute <+ March 7-8, 2019 26
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Data Minimization (Minimisation) (onference
Around the World - EU

GDPR
Personal data shall be adequate, relevant and limited to what is necessary in relation to
the purpose for which they are processed
No use for another purpose without additional protections (e.g. consent)
Minimization under the GDPR
Article 5 — Principles relating to the processing of personal data
Article 25 — Data protection by design and by default
Article 47 — Binding corporate rules

Article 89 - Safeguards and derogations relating to processing for archiving purposes in the
public interest, scientific or historical research purposes or statistical purposes

Recital 156

EDPB Guidelines 2/2018 on derogations of Article 49 under Regulation
2016/679

Article 29 WP Filtering Process

The Sedona Conference Institute «* March 7-8, 2019
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Data Minimization (Minimisation) (onference
Around the World - Canada

Purpose limitation and data minimization (for collection, use
and disclosure of both the type and volume of data) are key
principles under Canadian Law

Federal Personal Information Protection and Electronic Documents
Act (PIPEDA)

Personal Information Protection Act — Alberta
Personal Information Protection Act — British Columbia

An Act Respecting the Protection of Personal Information in the
Private Sector — Quebec

The Sedona Conference Institute <+ March 7-8, 2019 o8
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Data Minimization (Minimisation) (onference
Around the World — South America

Brazil — General Law of Data Protection (August 15, 2020)

Privacy principles akin to the GDPR, including the need for data
minimization

Argentina — Law 25,326 Personal Data Protection Law

New law proposed by President Mauricio Macri - Bill No. MEN-2018-147-
APN-PTE

Chile — A framework of general and sectoral laws in addition to
rights granted under Article 19, No. 4 of the Constitution

The Sedona Conference Institute <+ March 7-8, 2019 29
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Data Minimization (Minimisation) (onference
Around the World — APAC

China — Personal Information Security Specification (May 1,
2018)

Part of the larger Cybersecurity Law framework governing information
and communications

Japan — Act on Protection of Personal Information (APPI)
Adequacy designation on January 23, 2019

7, India — Personal Data Protection Bill 2018;: DRAFT

Privacy a fundamental right though not absolute
Purpose, collection and storage limitations

The Sedona Conference Institute <+ March 7-8, 2019 30
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Data Minimization Benefits

In addition to compliance with privacy laws and
regulations

Mitigate threat vectors

Decrease storage costs

Reduce eDiscovery costs

Have you realized any other benefits?

The Sedona Conference Institute <+ March 7-8, 2019 31
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Basic Steps Towards (onfce®
Data Minimization \

<+ Data mapping & categorization
< PIll/Special Category ID

+  De-NISTing
+  Deduplication

+ Application of Filters
< File types

< Date filters

<+ Search terms

<+ Conceptual filtering

< PIll/Special Categories
< Redaction
< Pseudonymization/Anonymization

L)

4

L)

L)

4

L)

L)

4

L)

L)

L)
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Data Minimization

When Production is Required, Consider Potential Risk Mitigation Strategies

E-Discovery Vendor Selection/Processing
Process data in the jurisdiction where it resides

Consider using the same vendor in both jurisdictions so that U.S. data can be de-duplicated
against data located overseas

Consider sampling the de-duplicated data to determine whether an argument can be made
that relevant data does not exist in the unigue data population

Select a vendor that is Privacy Shield Certified

Use available technology to minimize the volume of data that needs to be reviewed prior to
production and to reduce the overall burden on the organization, including deduplication,
standard filtering (e.g., using date ranges or search terms), early case assessment, and
predictive coding/technology assisted review

The Sedona Conference Institute <+ March 7-8, 2019 33
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Mobile Solutions for Minimization

In-country culling, filtering, pseudonymization, anonymization and redaction

The Sedona Conference Institute <+ March 7-8, 2019 34
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Non-Responsive Data Elimination
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Privilege Screening
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Automated Anonymization/
Pseudonymization
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From: Hoffmann, Heinz

sent: Thursday, mMarch 16, 2016 11:22 am
To: Grimm, Wilhelm; Grimm, Jakob

CC: Einstein, Albert

Subject: Theft at Platzl 9, 80331 Munich

Gentleman,

I wanted to briefly discuss the incident at our Munich branch yesterday. At
Relativity Bank, we hold ourselves to a high degree of excellence above and
beyond that of other companies. You can imagine how disturbed I was to hear of
the massive security breach that occurred last week. Small periodic losses can be
overlooked, but the massive breach of our security system must be thoroughly
1nvest1gated

I_ask that each of you contact the head of our Fraud and_Security Department,
Albert Einstein, at your earliest convenience, as he will be Teading the
investigation. He can be reached at +49 31 415926539. I’'m sure that neither of
you gentleman have a thing to worry about, but if Mr. Einstein should find that
either of you were complicit in the breach through either direct action or
negligence, you will be terminated and potent1a11y exposed to civil and criminal
prosecution.

Each of you will be placed on administrative leave until Mr. Einstein has
concluded his investigation. We cannot let incidents such as this bring a_shadow
over our company. We must ensure the continued success of this bank at all costs.

Regretfully,
Heinz Hoffman
General Counsel of Relativity Bank

Pariser Platz, 10117 Berlin, Germany
+49 86 178821793

07/17 /2017
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Sent: Thursday,, ¥¥irwdcoior g8  g488 ## ## AM
To: *****ﬂt*' k2 222223 3 3 83 ******** khkkkkhhhk
cC: *k****ﬁﬁ****ﬁ' ***ﬁ*ﬁﬁﬁﬁ
Subject: Theft at *#wiokoiici g & #2824 Munich
Gentleman,

I wanted to briefly discuss the incident at our Munich branch yesterday. At

sk s e dok il ookl e - we hold ourselves to a high degree of excellence above and
beyond that of other companies. You can imagine how disturbed I was to hear of

the massive security breach that occurred last week. Small periodic losses can be
overlooked, but the massive breach of our security system must be thoroughly
investigated.

I ask that each of you CUr‘ItaCt the head 0«F our Vededededede e e e dede e de el dede S de e e S de e Ve de dede e dede
ddekdekddick doilookdkdkR ik gt your earliest convenience, as he will be leading the
investigation. He can be reached at +## ## #########. '#1% gype that neither of

you gentleman have a thing to worry about, but if Mp. ¥#wiicokinis ghoyld find that
either of you were **%%%%%%%%%% jpn the breach, through either direct action or
negligence, you will be terminated and potentially exposed to civil and criminal
prosecution.

Each of you will be placed on administrative Teave until Mp, #*¥%#*ki&iidiik hag
concluded his investigation. We cannot let incidents such as this bring a shadow
over our company. We must ensure the continued success of this bank at all costs.

Regretfully,

Yedefdesed Fehdedkhdedhfkhi

General Counsel of #F¥dfkfkdddhdhddiihhihisk
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Auto-Redaction (onference:

Integrated Into the attorney workspace

Automatically identify PIl, PHI, and sensitive data
types via pattern recognition

Auto-redact based on keywords, phrases or regular
expressions

Quality control workflow
Native Excel redaction
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Review In-Country/Continent

When Production is Required, Consider Potential Risk Mitigation
Strategies

Data Export/Transfer Agreements

Have legal counsel and e-discovery vendors execute data export/transfer
agreements to ensure that data transferred to the U.S. is afforded appropriate

protections by the parties handling it in the U.S.

Document Review
Have review performed in the jurisdiction where the data resides
Review for standard issues (e.g., privilege, relevance) but also to determine

whether any information subject to the data protection laws is “objectively
necessary” to the U.S. litigation (note that this may not be the same as whether

the document itself is relevant)
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Review In-Country/Continent

When Production is Required, Consider Potential Risk Mitigation
Strategies

Document Production

Consider offering to produce the relevant documents in the jurisdiction where the data
resides (or in another authorized country)

Can be “produced” for review in a database controlled by the client

« Opposing party can then identify specific documents that are truly needed for the
U.S. litigation and which must, therefore, be transferred to the U.S.

* Note that review of the documents by the opposing party may still need to be
conducted by non-U.S. counsel/individuals

May also consider producing to local counsel in the jurisdiction where the
data resides (or in another authorized country), with restrictions on export of
data to U.S. subject to agreement
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Review In-Country/Continent

When Production is Required, Consider Potential Risk Mitigation
Strategies

Document Production (cont.)

If producing the relevant documents in the U.S., consider:

Making the documents available to opposing party in an e-discovery tool
selected/controlled by the client, with protective order restrictions on which
documents may be printed or downloaded (instead of providing a copy of the
production)

Requiring the opposing party to use an e-discovery vendor that is approved by the
client (e.g. Privacy Shield certified)

Requiring that the opposing party’s vendor enter into a data transfer/export
agreement with the client

Document the process, including all steps to protect private
iInformation!
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Protective Orders

Make sure you have protective order in place and advocate for provisions
that:

Expressly acknowledge data privacy issues

Require documents containing personal information to be marked/stamped so those
documents can be easily identified and tracked

Prohibit public disclosure of documents containing personal information, subject to
applicable U.S. laws

Restrict the use of the data to the U.S. litigation
Restrict access to the documents containing personal information to certain personnel

Require that specific data security standards/processes be applied to documents
containing personal information

Require destruction of the documents at the conclusion of the litigation
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Questions and comments?
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