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Dialogue Leaders

Mark S. Hegedus
 Federal Trade Commission, Washington, DC

Peter Pepiton
 Dinsmore & Shohl LLP, Cincinnati, OH

Geoffrey A . Vance
 Perkins Coie LLP, Chicago, IL & Shanghai, PRC

Matthew F. Knouff
 Greater New York City Area & London, UK
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Required and Supplemental Reading
 The Sedona Conference, Commentary on Privacy and Information Security (November 2015)

 The Sedona Conference, Data Privacy Primer (January 2018)

 The Sedona Conference, Incident Response Guide, Public Comment Version (March 2018)

 Perkins Coie, Security Breach Notification Chart (June 2018)

 Geoffrey Vance, When Redactions Don’t Redact (January 2019)

 National Security Agency, Redaction of PDF Files Using Adobe Acrobat Professional X

 Kenneth J. Withers, ed., Selected North Carolina Rules of Professional Conduct

 Links to official versions of the General Data Protection Regulation and California Consumer Privacy Act

 American Bar Association, Selected Model Rules of Professional Conduct

 Federal Trade Commission, Data Breach Incident Response: A Guide for Business

 Federal Trade Commission, Protecting Personal Information: A Guide for Business

3The Sedona Conference Institute  March 7-8, 2019
© 2019, The Sedona Conference



The Sedona Conference Institute  March 7-8, 2019
© 2019, The Sedona Conference

4The Sedona Conference Institute  March 7-8, 2019
© 2019, The Sedona Conference



The Sedona Conference Institute  March 7-8, 2019
© 2019, The Sedona Conference

Privacy & Security for Law Firms and LSOs

Ethical obligations
External threats
Internal threats
Best practices
Training and guidance
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ABA Model Rules

Rule 1.1: Competence
 Benefits and risks of relevant technology
Rule 1.4: Client communication
 Reasonably consult with client about technology
Rule 1.6(c): Client confidences
 Reasonable efforts to prevent inadvertent or 

unauthorized disclosure or unauthorized access
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ABA Model Rules (continued)

Rule 4.4(b): Inadvertent production
 Obligation to inform
Rules 5.1, 5.2 & 5.3: Supervision of subordinates
 Conduct of lawyers and non-lawyers must be 

compatible with ethical obligations
Formal Opinion 483: Post-breach obligations
 Reasonable efforts to prevent, detect, stop, and notify
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Privacy & Security for Law Firms and LSOs

Ethical obligations
External threats
Internal threats
Best practices
Training and guidance
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External Threats

Hacking
Ransomware/Malware
Socially engineered attacks
Mobile apps
Phishing
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External Threats
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Privacy & Security for Law Firms and LSOs





Internal threats



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Internal Threats

Infosec: Your password needs to be at least 15 
characters, including at least one each of Capital letter, 
lowercase letter, number, a special character, and a 
character not found on the keyboard.
And don’t write it down.
And change it every 90 days.
Me: 
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Internal Threats
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Internal Threats

Defense in Depth

aka  - Kerplunk
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Internal Threats – Defense in Depth

 Perimeter (Firewall, etc)
 Physical Security (access control)
 Network (encryption, for one)
 Access Control (Passwords, for example)
 Monitoring/Incident Response (Logs)
 Security Strategy (Policies, staffing, etc.)
 Data Protection (tools, data classification)
 Risk Management (risk register, vulnerability management)
 Training & Education
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More Phishing Examples

 The Urgent Request
 Unexpected Money
 Information-Based Emails
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Phishing Redux – The Urgent Request
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Phishing Redux – The Urgent Request
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Phishing Redux – The Urgent Request
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Phishing Redux – The Urgent Request
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Phishing Redux – Unexpected Money
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Phishing Redux – Unexpected Money
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Phishing Redux – Information-Based Emails
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Phishing Redux – Information-Based Emails

25The Sedona Conference Institute  March 7-8, 2019
© 2019, The Sedona Conference



The Sedona Conference Institute  March 7-8, 2019
© 2019, The Sedona Conference

Privacy & Security for Law Firms and LSOs
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Best Practices

Password hygiene:
Vaults
Two-step verification
Systems patches
Content and domain filtering
Cloud sensitivity
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Training and Guidance

New attorney/employee orientation
Training emails
Test phishing emails
Firmwide webinars
Retreats and summits
Promotions
Computer upgrades
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Questions and comments?
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