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In 2012, 

of IT respondents said their 
organization had experienced a 
breach of document security.1

90%
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When it comes to sharing confi dential documents with clients or 
authorized third parties, law fi rms have traditionally faced a choice 
between two competing interests: usability or security, seldom both.

Easy choice. Ask for a show of hands among attorneys and security 
will win out every time. After all, maintaining client confi dentiality is a 
cornerstone of ABA rules governing attorney behavior:

Model Rules of Professional Conduct 1.6: 
Confi dentiality of Information
(c) A lawyer shall make reasonable efforts to prevent the 
inadvertent or unauthorized disclosure of, or unauthorized 
access to, information relating to the representation of a client.

So why is it that so many attorneys today still use traditional fi le-sharing 
methods such as email or even fax, along with USB thumb drives or 
consumer online fi le-sharing sites? At its most basic, there may be a 
divide between what fi rms think is secure, and what actually is secure.

This paper offers up some of the best alternatives today and hopefully 
provides insights to help you clear up any confusion. 

Now that enterprise fi le-sharing solutions featuring simple drag-and-drop 
interfaces are on the market, it may no longer be necessary to make a 
choice between usability and security, though with that term “enterprise” 
may come a third concern: affordability.

Before we get ahead of ourselves, though, it’s worth taking a hard look 
at why security is taking center stage in the debate about fi le-sharing 
methods, not just in the legal market, but for every type of organization.

1 Source: Ponemon Institute study: “2012 Confi dential Documents at Risk Study”

When “secure enough” 
isn’t enough



Comparatively speaking, law fi rms – especially small to midsize ones – 
are soft targets for data thieves. They can be easy to break into – 
physically and electronically – and they have very valuable information 
such as social security numbers to go along with names and addresses. 

That’s not even to mention all the other confi dential information – 
medical documents, tax and fi nancial records, intellectual property, 
data about potential mergers and acquisitions… all types of information 
that can be used against your clients in any number of ways, none of 
them good.

Any attorney that plays a part in allowing confi dentiality to be compromised, 
however unintentional it may be, is at risk of being held responsible. And 
the risk is only getting worse. Between 2008 and 2011, malpractice claims 
rose 30% over the previous four-year period.2

Considering that the category “Preparation, Transmittal or Filing of 
Documents” is historically the number one legal category cited in 
malpractice claims2, you owe it to everyone concerned to thoroughly 
investigate just how secure different document sharing options really are.

Let’s start with some of the more basic, old-fashioned tools in use today 
for sending documents to legal clients and authorized third parties.
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Email, thumb drives, consumer fi le-sharing sites… 
Why good enough may not be good enough anymore.

Life is a lot easier when we stick with what we know. Unfortunately, what 
many attorneys don’t know about the security of different document 
transmission methods is getting in the way of properly protecting their 
clients’ needs for confi dentiality. 

The ABA has taken a stand about your responsibility as an attorney to 
stay updated about the strengths and weaknesses of different 
technology options: 

Model Rules of Professional Conduct 1.1: Competence
To maintain the requisite knowledge and skill, a lawyer should keep 
abreast of changes in the law and its practice, including the benefi ts 
and risks associated with relevant technology.

Following are some of the more common fi le-sharing solutions in use 
today and why they might not be as secure as you’ve allowed yourself 
to think.

Email
Other than the telephone, there may be no other way of remotely 
connecting with others that has had such a positive impact on our lives 
as email.

Unfortunately, that positive impact can quickly turn into a head-on 
collision when client confi dentiality is at stake.

In a 2012 survey of IT professionals from all types of organizations, 
the Ponemon Institute found that 71% of respondents said that their 
organization likely or very likely had experienced a theft or loss of 
email attachments.1

1 Source: Ponemon Institute study: “2012 Confi dential Documents at Risk Study” 
2 Source: “ABA Profi le of Legal Malpractice Claims” (2011 Study)



Because of email’s security vulnerabilities, the ABA Standing Committee 
on Ethics and Professional Responsibility has issued a formal opinion 
specifically addressing it and other electronic document transmission 
methods:

Formal Opinion 11-459: “Duty to Protect the Confidentiality  
of E-Mail Communications with One’s Client” 
A lawyer sending or receiving substantive communications with a  
client via e-mail or other electronic means ordinarily must warn the 
client about the risk of sending or receiving electronic communications 
using a computer or other device, or e-mail account, where there is a 
significant risk that a third party may gain access…

What are some of the email security issues attorneys  
should be aware of? Email can:

1. Be read and intercepted at:

 a. Router points

 b. Internet service provider (ISP)

 c. Internal IT departments

2. Be inadvertently sent to the wrong recipient

3. Be forwarded to unauthorized recipients

4. Be printed, then read by unauthorized recipients

5. Be accidentally caught up in litigation holds

6. Get lost in spam filters
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Of course, there are ways to make email transmissions more secure, and 
we don’t mean the disclaimer language most businesses add at the end  
of their emails. 

One way to protect email contents is with encryption, which can definitely 
be worth your while to investigate if you’re adamant about sticking with 
email for sending confidential documents. You still need to be aware, 
though, that encryption doesn’t protect against copying, forwarding and 
downloading once the message has been decrypted. It also requires  
recipients to go through the decryption process to read your message,  
so not every client will have the sophistication necessary to decode  
encrypted email.

USB thumb/flash drives
Many attorneys use thumb drives both as a way to share documents, and 
to take work home or transfer files when they’re traveling. They’re small. 
They’re convenient. And according to the application the file is created on, 
they can be read by almost anyone.

On the downside: They’re small, making them easy to lose, steal or for-
get. They’re convenient, so their use has become commonplace. And, of 
course, they can be read by almost anyone, including thieves and others 
who may inadvertently find them.

In fact, that same Ponemon Institute survey cited previously found that 
USB drives were just behind email in their lack of security:

of IT respondents reported that they  
likely or very likely had experienced a theft  
or loss of data stored on a USB drive.168%

1 Source: Ponemon Institute study: “2012 Confidential Documents at Risk Study” 



Consumer file-sharing options 
Consumer online file-sharing options have reinvented the way many of  
us think about sending files and collaborating with others. Ease of use  
has made such services wildly popular among the general public for 
sharing everything from pictures of new babies and puppies to the latest 
discovery about outer branches of the family tree.

There is a dark side to this wonderful capability, though: Consumer 
file-sharing services were never created with the intention of protecting 
the kind of confidential information lawyers pass on to their clients and 
opposing counsel. The security protections were never put in place to 
safeguard business-critical files, much less meet the confidentiality  
requirements of law firms.

Part of the problem is how easy it is to share not just a file or two, but  
thousands of files in a matter of seconds. There have been horror stories 
of attorneys attempting to share specific folders with opposing counsel, 
only to later realize that they made every folder on their computers  
accessible as well. 

Because they’re so easy to use and seemingly harmless, many users are 
simply unaware of the threat to security consumer file-sharing solutions 
can create.

3 Source: “Catching Up to the Cloud: Steady migration into cloud-based file-sharing, email,  
 and productivity services”, a Spiceworks Market Insights Report, June, 2013

4 Source: “Security Considerations for Online File-sharing” (Terri McClure, Senior Analyst  
 and Kristine Kao, Associate Analyst) Enterprise Strategy Group
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In a June, 2013 report, a Spiceworks Market Insights survey of over 
 500 IT professionals from small and midsize organizations found that half 
said their employees were already using cloud-based file-sharing services 
on their own.3 In a March, 2013 white paper, Enterprise Security Group  
said that: 

From a practice perspective, it’s entirely possible for your firm to lose 
access to your own data if an employee leaves without first notifying you 
where files are stored.

From an IT perspective, the problem has gotten so bad that some firms 
are now prohibiting the use of consumer file-sharing sites. 

Whatever your firm is considering, it’s essential to study your options – 
along with the Terms & Conditions and Privacy Policy of each – to know 
exactly what you’re getting. If you have colleagues using free file-sharing 
accounts, you need to be aware that the providers of those accounts may 
assert ownership rights over client or firm files.

of IT managers surveyed “know or believe 
that users have business data in their  
own personal file-sharing accounts.”4

70%



Public computers
Every attorney knows better than to think a public computer is secure in 
any way. But not all clients will be aware of the dangers, so make sure that 
they’re also informed of the risks. No public computer, whether it’s at a 
library, business center, hotel, airport, etc. offers adequate protections 
against privacy or security breakdowns. 

Make sure, too, that your clients understand the limitations of privacy  
on their employers’ computers. Especially in a consultation or case  
involving an employer dispute, it’s important to remind clients that many 
companies have policies giving employees no reasonable expectation  
of privacy for anything found on their company computers. 

Fax
While advances in technology have given us much better and more secure 
ways to share important information, you may still have clients who insist 
on sending documents to your office by fax. While you should warn them 
about the inherent lack of security, you should also take precautions such 
as putting the machine in direct proximity to a scanner and shredder. That 
way, you’ll be able to scan documents into your practice management 
software on the spot, then safely dispose of the originals.
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Laptops/desktops/portable/back-up drives
Almost all of us use laptops and desktops on a regular basis, but we’re not 
necessarily as careful as we need to be about protecting confidential data 
on them.

Make sure that all firm computers and portable back-up/hard drives are 
protected with passwords that include upper and lower case letters,  
numbers and symbols. Having a strong password is a good first step, but 
by no means is it the final word on your responsibilities. 

Full-disk encryption is an easy way to protect confidential data. According 
to a late 2012 article in GPSolo, encryption can be “so effective that law  
enforcement and federal agencies are complaining that they are unable  
to retrieve encrypted data in criminal investigations.”5 

Keep in mind, too, that even disabled and discarded computers or  
photocopiers can put your firm at risk of exposing confidential client data. 
Before you dispose of electronic devices, even hopelessly outdated or 
out-of-service devices, make sure the storage media are destroyed.

Mobile/bring your own devices (BYOD)
For years, law firms and other security-conscious organizations have had 
legitimate concerns about the confidentiality of data stored on their own 
smartphones and tablets; even more so over the use of their employees’ 
own devices.

Mobile devices are of particular concern because they’re exactly that: 
mobile. They’re easy to lose track of, easy to steal, and even people trying 
to be helpful may stumble on confidential data if it’s stored on the device.

While it’s essential to protect electronic devices with strong passwords 
and learn how to wipe a lost smartphone or tablet, you’re even safer if 
confidential data isn’t stored on the device.

Which brings us to… The Cloud.

5 Source: GPSolo, November/December 2012, “Encryption Made Simple for Lawyers”  
 by David G. Ries and John W. Simek



Not all clouds are created equally.
In travelling around the country speaking to lawyers about document 
security, we almost invariably come across attorneys who are adamant 
about refusing to use cloud services, assuming they’re the opposite of 
secure, sometimes with very good reason.

After all, the consumer file-sharing solutions we talked about earlier built 
their business models on moving documents from one user to another by 
way of the cloud, and we’ve already discussed the risks they pose to law 
firms. 

Fortunately, all is not lost. Depending on which version of the cloud you’re 
using, there are more secure online file-sharing (OFS) options out there. 
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What about “Enterprise” versions of consumer 
file-sharing solutions? 
We’ve made our point about the dangers of using consumer online 
file-sharing options for protecting confidential client documents or  
information. 

Any firms still willing to put their trust in such solutions are putting their 
confidentiality obligations at risk, along with the trust of their clients. If a 
security breakdown is egregious enough, there may even be grounds for a 
malpractice suit or ABA sanctions.

Today, though, many of those same consumer OFS companies are  
offering what they refer to as “Business” or “Enterprise” file-sharing  
versions of their consumer solutions. Some, in fact, have invested heavily 
in beefing up security for enterprise OFS solutions with high-grade options 
such as encrypting data on transfer with 256-bit SSL and at rest with  
256-bit AES.

For security-conscious law firms, that’s a welcome addition for safe- 
guarding client confidentiality. Enterprise or business versions are not 
free like their consumer cousins, but with several options available, it may 
be worth shopping around to compare security, storage limits and prices 
before making a final decision. 

As long as you’re being thorough, though, it’s worth looking further in your 
search for the most secure file-sharing options.



If security is your number one priority, consider 
a solution built with security as its priority.
In addition to investigating consumer solutions with “bolt-on” security 
added to create so-called enterprise versions, you should also look into 
services that offer the same drag-and-drop ease of use, but that were 
created from the ground up with security as the first priority.

That’s not to say it’s impossible to make consumer file-sharing options 
safe for enterprise use; it’s just that bolt-on security will almost always  
be just that, an add-on usually created in response to known security 
breaches. 

If maintaining confidentiality is top-of-mind, it only makes sense to  
investigate file-sharing solutions that started with security in mind.

Certain solutions such as WatchDox®, for instance, take an entirely  
different approach to protecting confidential files, embedding security 
into the documents themselves. Even documents downloaded to  
a device that is later lost or stolen will be unreadable to anyone except 
authorized users.
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By applying controls at the file level, such solutions allow users to protect 
document security through the entire lifecycle of the file, so they can:

•	 Define who is allowed to access a document

•	 Control how a file is viewed and duplicated, including the ability to 
allow or block printing, editing, copying and forwarding

•	 Set expiration dates, or revoke permission to view a document at will

•	 Create an audit trail of where documents were viewed, on which 
devices and at what times

It’s not hard to see how a document-centric security solution could be a 
great tool for helping uphold ABA confidentiality requirements. 

Estate attorneys could send clients drafts of their wills without concern 
that another family member might come across it accidentally, or even dig 
through family computers searching for such documents. Corporate firms 
could protect their clients from having confidential documents copied or 
forwarded by well-meaning (or not) insiders. And any type of lawyer could 
go back to downloading protected documents onto thumb drives, smart-
phones or tablets without concern.

From a security standpoint, that’s a game-changer. In fact, Gartner and 
Forrester analysts agree that WatchDox is the most secure enterprise 
file-sharing solution in the marketplace. But because it was originally 
created for the Fortune 100, attorneys haven’t had the kind of access to 
WatchDox as they have to consumer file-sharing sites. 

All that changed in the fall of 2013 when LexisNexis® created a strategic 
partnership with WatchDox to provide enterprise-secure file-sharing at  
no extra cost with the latest versions of Time Matters® and LexisNexis  
Firm Manager® practice management programs.
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If in doubt, take a test drive
It’s simply not reasonable, or even possible, to search and investigate 
all the OFS options out there. In fact, you could probably spend months 
searching and studying solutions and still not reach the end of the list. 

All is not lost, though. If you’re having a difficult time narrowing your  
choices, choose a couple of options and compare them against each 
other. All the OFS solutions we found give you the option to try or demo 
them free for a limited time, including the document security powered 
by WatchDox, along with the Time Matters and LexisNexis Firm Manager 
practice management programs that include it. 

If your firm specializes in a specific type of law, you’ll also want to check 
for applicable certifications. For instance, if you do a lot of medical work, 
make sure any solutions you consider have achieved HIPAA and HITECH 
certifications. In the same way, if your firm works with financial or  
securities organizations, you should seek out OFS solutions with  
GLBA certification. 

Your firm will have the security of knowing that your file-sharing solution 
has met the strict standards of the agency that oversees such programs, 
and potential clients will have the assurance that your firm takes the  
security of their confidential information seriously. 

Such certifications may also help answer any security questions that  
may arise during the resolution of a matter. 
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LexisNexis® Law Firm Practice Management Products

Time Matters® software is an award-winning practice management  
program that maintains and connects all of your client, case and  
document data in one instantly searchable database. The latest  
version includes WatchDox® technology, which gives small and midsize 
law firms enterprise-secure online file-sharing at no extra charge with their 
annual maintenance plan subscriptions.

LexisNexis Firm Manager® web-based software is an easy, secure, online 
practice management program made for solo attorneys and small law  
firms that enables you to be the lawyer you dreamed of being. The  
LexisNexis Firm Manager program includes WatchDox® technology for 
enterprise-secure, drag-and-drop easy document sharing.

PCLaw® software is an all-in-one matter and financial management  
program for small to midsize law firms. PCLaw 13 dashboards give you  
a lawyer’s-eye view of what’s most important to your practice, your  
clients and your business, so you can get on top of your entire day  
over your first cup of coffee.

Juris® software is a legal-specific billing, accounting and financial  
management program that not only helps firms take control of their  
everyday billing and accounting needs; it can actually help increase  
profitability by giving practice owners and partners the in-depth insights 
they need to measure and improve firm operations.

www.lexisnexis.com/lawpractice
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