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ELECTRONIC DISCOVERY’S “RECORDS REVIEW STAGE” SOFTWARE PROGRAMS 

Ken Chasse
1
 

1. THE “RECORDS REVIEW” SOFTWARE 

Litigation’s pre-trial “records review stage” of discovery, has become a major expense problem, i.e., 

reviewing large volumes of records for relevance and for potential claims of “privilege,” such as texts that 

do not have to be disclosed to opposing parties because they are solicitor-client (attorney-client) 

communications for purposes of providing legal advice. That is due to electronic records technology’s 

having greatly increased the volume of records that all organizations create, receive, transfer, and store. 

That in turn, has increased the problem that litigation has become too expensive for middle and lower 

income people. 

And so, the efficacy of the “review stage” is being entrusted to software program features such as 

“TAR” device features (technology assisted review features).
2
 See a list entitled, eDiscovery Software, 

which has this descriptive opening line: “Find the best Electronic Discovery Software for your business. 

Compare product reviews and features to build your list.” Many of these programs have analytics and 

predictive coding built-in. Relativity is said to be the most popular. For example, recruiting 

advertisements might require a lawyer have litigation experience and, “familiarity with Relativity 

software.”
3
 

The opening paragraphs of Relativity’s Analytics Guide, (dated June 8, 2018; Version 9.5.411.2; 189 

pages) state (p. 7):  

1 Analytics overview 

Relativity Analytics helps you organize and assess the semantic content of large, 

diverse and/or unknown sets of documents. Using these features, you can cut down on 

review time by more quickly assessing your document set to facilitate workflow. 

With structured data analytics, you can first organize documents by email thread 

family, textual near duplicates, or by identified languages. You can either batch out 

these groups of documents for review or use them to create new document sets for 

further analysis. Structured data Analytics operations don't use an index. See 

Structured Analytics on page 21. 

After using structured data analytics to group your documents, you can run Analytics 

operations to identify conceptual relationships present within them. For instance, you 

can identify which topics contain certain issues of interest, which contain similar 

                                                      
1
 Ken Chasse, J.D., LL.M., Life Member of the Law Society of Ontario, and a member of the Law Society of British 

Columbia, Canada. See my, SSRN author’s page; and, Slaw author’s page (hyperlinked). 

2
 I am indebted to Martin Felsky, Ph.D., J.D., for the references to the “review stage” software programs. He is listed 

in the 2015 and 2016 Who’s Who Legal as the dean of Canadian e-discovery lawyers, and one of the “most highly 

regarded” e-discovery lawyers in Who’s Who Legal Canada 2016. 

3
 See for example, the advertisement of Levitt & Grosman, LLP, in the Ontario Reports, of August 8, 2014 (at page 

lii), for a, “Document Review Lawyer, Contract Position.” 

https://www.capterra.com/electronic-discovery-software
https://help.relativity.com/PDFDownloads/9.5_PDF/Relativity%20-%20Analytics%20Guide%20-%209.5.pdf
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1398484
http://www.slaw.ca/author/chasse/
http://felsky.com/about/
http://blg.com/en/News-And-Publications/Documents/Announce_050_1033.pdf
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concepts, and/or which contain various permutations of a given term. To run 

conceptual Analytics operations, you must first create an Analytics index. See 

Analytics and Latent Semantic Indexing (LSI) below for more information [also on p. 

7]. 

Analytics helps reveal the facts of a case by doing the following:  

- Giving users an overview of the document collection through clustering  

- Helping users find similar documents with a right-click 

- Allowing users to build example sets of key issues 

- Running advanced keyword analysis. 

There are also stand-alone analytical platforms such as, Brainspace; and software that handles forensic 

data collections, for example, Guidance EnCase. For data filtering prior to import into a review platform, 

see: Nuix. But there is no case law that challenges the reliability of the software source code upon which 

these “discovery review stage” programs operate. What are the potential error rates of their source code? 

And how do they compensate for that potential, given that source code can’t compensate for its own 

errors? The technical literature warns us that we trust software fare too much (see Sections 2 and 3 

below). 

Such software is based upon the assumption that searching through texts is better than searching an 

index of those texts. For smaller records systems containing smaller volumes of records than those of 

large organizations, indexing of records when made and received may be less expensive. And indexing, 

and such “review stage” programs should not be thought of as mutually exclusive alternatives. “Creative 

indexing” still has an important purpose to serve “in the usual and ordinary course of business,” (s. 30(1) 

CEA), which is not the purpose of discovery’s “review stage” software programs. 

The work of a lawyer making production should be comparable to that of an accountant doing an 

audit. The client doesn’t give the accountant thousands of records and say, “here, you make-up our 

financial records and then do the audit.” The litigation lawyer should be able to work the same way by 

combining the searching and reviewing of records into a single operation. That is how legal research is 

done, with the aid of abstracts of articles and case law headnotes, particularly their indexing. 

So, show the client how to make a comparable electronic index of all of the client’s records, posted 

continuously as they are created, used, or received, and using as indexing key words and phrases, the 

client’s knowledge of its business’s terminology and language. That index will give the client as much 

useful information for doing business daily, as do its financial records, and also provide continuous 

preparation for electronic discovery and trial. 

Then a lawyer would search the client’s index of records to prepare to make production–searching 

with the speed of a computer’s operating system, instead of reading each record for relevance and 

https://www.brainspace.com/
https://www.guidancesoftware.com/
https://www.nuix.com/
https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
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“privilege,” or using a TAR or predictive coding device feature.
4
 This “indexing approach” to the 

problem is based upon the theory that a “front-end indexing” of records for relevance and “privilege” 

(i.e., indexing done when the records are created, used, or received), makes for more cost-efficiently 

provided legal services than can a “back-end reading” of records (i.e., long after the time when the 

records were first created, used, or received). 

Such “indexing” theory asserts that searching an index is far faster, more precise, and therefore safer, 

than searching a whole database of all the texts themselves, especially when searched electronically. Only 

a very small percentage of the words in texts are indexing keywords and phrases. And knowing the legal 

issues makes a lawyer’s searching an index for relevance and potential issues of “privilege” far safer than 

leaving the searching to the client. The lawyer should be enabled to do the searching by means of a good 

client-written index of the client’s database of records. And, the searching is done electronically, but 

reading is done manually. The client isn’t the legal expert in regard to the issues and necessary evidence, 

which is the expertise that determines the adequacy of the searching for litigation purposes. But the client 

is an expert as to the nature and purpose of the client’s business, and expert in the technology it is based 

upon and the terminology it uses. That determines the adequacy of the indexing of client records.
5
 Then 

the high cost of the “review” stage of electronic discovery can be significantly reduced. 

However, for larger organizations and quantities of records to be reviewed, most likely it will be too 

difficult to have all departments of an organization index their records with sufficient accuracy and “due 

diligence.” And there comes a point where the volume of records dictates that the “review” of records for 

relevance and “privilege” be conducted by software programs such as those set out above. That is to say, 

that even if the front-end indexing is well done, volume makes “back-end reading” of large volumes of 

                                                      
4
 “Predictive coding” is a document review technology that allows computers to predict particular document 

classifications (such as “responsive” or “privileged”) based upon coding decisions made by those knowledgeable as 

to the subject matter. In the context of electronic discovery, this technology can, allegedly, find key documents 

faster and with fewer human reviewers, thereby saving much time to conduct document review to find relevant and 

potentially “privileged” documents (documents subject to a potential claim of “privilege” which exempts them from 

production and disclosure to other parties requirements). A detailed description of the use of predictive coding 

devices is provided by, Dynamo Holdings Ltd. Partnership v. Commissioner of Internal Revenue (U.S. Tax Court, 

Nos. 2685-11, 8393-12, Sept. 17, 2014); online: <http://goo.gl/NiY7XY> (click “available here” at the bottom of the 

page). And it is mentioned in, L’Abbé v. Allen-Vanguard Corp. 2011 ONSC 7575, [2011] O.J. No. 5982, at para. 23: 

“Various electronic discovery solutions are available including software solutions such as predictive coding and 

auditing procedures such as sampling.” But whether predictive coding can make the majority of cases based on the 

use of records as evidence, affordable to a majority of the population is yet to be proved. And given the substantial 

criticism of keyword searching, its efficacy might be undermined by relying upon keyword search strategies. A 

neglected factor in this debate is that keyword indexing is done at a “high point of knowledge,” i.e., when a text is 

created or used and well understood; but keyword searching is done at a “low point of knowledge,” i.e., when one 

may not be sufficiently informed as to the subject matter one is searching for. In other words, a “front-end” indexing 

is more competently done, than is a “back-end” searching. 

5
 See also by Ken Chasse, (1) “Solving the High Cost of the ‘Review’ Stage of Electronic Discovery” (SSRN, June 

30, 2015, pdf.); and, (2) “Indexing” (SSRN, October 20, 2014, pdf.). 

http://goo.gl/NiY7XY
http://goo.gl/NiY7XY
http://www.canlii.org/en/on/onsc/doc/2011/2011onsc7575/2011onsc7575.html
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2438509
https://ssrn.com/abstract=2511400
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records by technology less expensive. That will become more certain as such technology develops 

increased sophistication in the tests used for recognizing relevance and issues of “privilege,” and becomes 

increasingly necessary as its cost decreases. And, not all records will be considered important enough to 

index. Later, they might become relevant as dictated by the particular issues in particular cases. Choices 

as to what, and what not to index may be wrong. 

Email messages are of that type of text. It cannot be expected that all email messages, along with their 

attachments, can be indexed. They constitute the largest single category of texts that have to be reviewed. 

Therefore they require automated review, such as by analytics and latent semantic indexing. 

But indexing, and “discovery review stage” programs should not always be treated as being mutually 

exclusive alternatives. To facilitate the methods and purposes of indexing, these rules should be followed:  

(1) index to identify and categorize content; 

(2) to identify all of the ways that the material being indexed can be used and related to, and not just 

in the ways in which it is used in the instant case, i.e., use in such other ways can be facilitated by 

way of the first term in at least one index string; e.g., (1) the word “integrity” in relation to 

records in both s. 31.2(1)(a) of the Canada Evidence Act, and in s. 8 of Ontario’s Electronic 

Commerce Act; (2) the same phrase, “the usual and ordinary course of business,” is used in both 

s. 30(1), and s. 31.3(c) of the Canada Evidence Act for different evidentiary purposes in relation 

to records; and, (3) the words: res judicata; issue estoppel; autrefois acquit; autrefois convict; the 

rule against multiple convictions; and the rule in Kienapple v . R., 1974 CanLII 14(SCC), are 

closely related and overlapping concepts. Index to serve them all, particularly so with “SEE” and 

“SEE ALSO” references; 

(3) to compensate for the failings of memory, particularly so for the fact that memory deteriorates 

with increasing devastation with time; (e.g., permutate the words and phrases in an index string so 

that each is used as the first word or phrase in a separate index string); and, 

(4) index to enable material to be retrieved by way of unusual words or phrases used in a text, i.e., a 

text is often remembered only because such unusual words or phrases were used, therefore such 

words and phrases should be used as the first word or phrase in at least one index string; (e.g., 

Osgoode Hall Law School Professor Emeritus Harry Arthurs’ article, “The Dead Parrot: Does 

Professional Self-Regulation Exhibit Vital Signs?” I remember it as, “the dead parrot article.” 

Therefore one of its index strings should begin with the words, “Dead parrot”.
6
  

Such rules of “creative indexing” apply as much to occurrences, fact-patterns, pieces of information, and 

unique circumstances, as well as to concepts, principles, and practices. And in order to justify the use of 

such indexing, it does not have to be done by every department of an organization including its clerical, 

sales, and, maintenance employees. Also, such indexing is done to serve all business, operational, and 

official functions and not just to serve preparation for litigation. It can be of assistance to electronic 

“review” programs because those who do the indexing know the terminology, key words and phrases, and 

short forms, euphemisms etc., of their professions and industries, but the lawyers who “educate” and set 

                                                      
6
 (1995), 33:4 Alberta Law Review 800 (pdf.). See also: H.W. Arthurs, “The Future of Law School: Three Visions 

and a Prediction,” (2014), 51:4 Alberta Law Review 705-716. 

https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://www.canlii.org/en/on/laws/stat/so-2000-c-17/latest/so-2000-c-17.html
https://www.canlii.org/en/on/laws/stat/so-2000-c-17/latest/so-2000-c-17.html
https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://www.canlii.org/en/ca/scc/doc/1974/1974canlii14/1974canlii14.html?autocompleteStr=Kien&autocompletePos=1
https://www.albertalawreview.com/index.php/ALR/article/view/1116
https://www.albertalawreview.com/index.php/ALR/article/view/1116
https://www.albertalawreview.com/index.php/ALR/article/view/33
https://www.albertalawreview.com/index.php/ALR/article/view/33
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the “discovery review” programs in motion don’t. 

For example, using such “creative indexing,” the centralized legal research unit, LAO LAW at Legal 

Aid Ontario in Toronto, was able to produce legal opinions at the rate of 5,000 per year for lawyers in 

private practice willing to service Legal Aid cases. Instead of doing their own legal research, lawyers 

enthusiastically used the service because it helped them make money, as well as serve their clients better. 

And therefore it saved Legal Aid Ontario a considerable amount of money that would otherwise have 

been paid out on lawyers’ accounts for legal research hours claimed. LAO LAW was able to do that 

because its large volume of production created the large economies-of-scale that the affordability of all 

legal services requires. The access to justice-unaffordable legal services problem exists because there are 

no significant economies-of-scale in the practice of law. Such support services as LAO LAW are the key 

to a solution of that problem. And such indexing enabled maximizing the re-use of previously created 

work-product, which is the most powerful factor in creating the necessary economies-of-scale that the 

affordability of legal services requires.
7
  

All of the manufacturing of goods and services uses such support services methods of production in 

order to achieve and maintain affordability as well as the flexibility imposed by a dynamic economy of 

ever-changing circumstances. The exception is monopolistic production, which is that of the legal 

profession. Such production is insulated from the pressures that spawn constant innovation in the methods 

of doing the work to produce goods and services. No pressure; no innovation, and therefore, an inability 

to maintain affordability and the flexibility needed to cope with changing circumstances. 

As to whether “review stage” software programs are better or indexing, depends upon the quality of 

the indexing, its purpose, and the context in which it is used, in comparison with the semantic and other 

grammatical skills built into the software. Unfavorable comparisons of indexing are the result of indexing 

that is limited to the first only of the above four types of indexing. Electronic searching has been made 

more effective by semantic analysis as used by the Relativity program. But can it move among different 

concepts and the interrelations as might be established in different fields, and as established by SEE and 

SEE ALSO references? The best indexing is done by experts in the field of what is indexed; e.g. by the 

authors of the texts being reviewed.  

My point is that in regard to texts of highly specialized conceptual and technical material, the indexing 

of such materials should be used to “teach” and extend the scope of what electronic searching is capable 

of. There is far more creativity and flexibility of thinking expressed in it. The quality of the “structured 

data analytics,” and, “latent semantic indexing” of a program such as Relativity, depends upon fixed rules 

                                                      
7
 For a more detailed description of LAO LAW and its technology of centralized legal research, see: Ken Chasse, 

“Access to Justice--Unaffordable Legal Services’ Concepts and Solutions,”sections3 and 8-9, (SSRN, June 7, 2018, 

pdf),  

https://www.legalaid.on.ca/en/info/laolaw.asp
https://www.legalaid.on.ca/en/info/laolaw.asp
https://www.legalaid.on.ca/en/info/laolaw.asp
http://www.legalaid.on.ca/en/info/laolaw.asp
https://ssrn.com/abstract=2811627
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1398484
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of data and semantic analysis. Does it lack the flexibility and creativity of good indexing? 

Relativity might reply with statements such as these from its Analytics Guide (pages 7-8): 

Relativity Analytics provides accelerated document review through conceptual 

searching of unstructured text. With language independence and self-training 

capabilities, Analytics learns about conceptual relationships as it processes data. It uses 

an index to identify similar ideas or concepts within a document set, rather than 

matching specific search terms or character strings like traditional search engines.  

The Analytics engine uses mathematically-based technology called Latent Semantic 

Indexing (LSI) and Support Vector to discover the text for the data to be queried. This 

technology allows Analytics to identify relationship patterns between terms and 

concepts without using pre-established word lists, dictionaries, or linguistic techniques 

(such as sentence structures). Analytics can rapidly classify and sort data and can 

identify relevant documents that other searching techniques can overlook. 

Relativity Analytics inspects all the meaningful terms within a document and uses this 

holistic inspection to give the document a position within a spatial index. The benefits 

of this approach include the following: 

- Analytics learns term correlations (interrelationships) and conceptuality based on 

the documents being indexed. Therefore, it always is up-to-date in its linguistic 

understanding. 

- Analytics indexes are always in memory when being worked with, so response 

time is very fast. 

- Analytics is inherently language agnostic. It can index most languages and 

accommodate searches in those same languages without additional training. We 

recommend creating separate indexes for large populations of different language 

documents. 

LSI is a wholly mathematical approach to indexing documents. Instead of using any 

outside word lists, such as a dictionary or thesaurus, LSI leverages sophisticated 

mathematics to discover term correlations and conceptuality within documents. LSI is 

language-agnostic, meaning that you can index any language and it learns that language. 

LSI enables Relativity Analytics to learn the language and, ultimately, the conceptuality 

of each document by first processing a set of data called a training set. The training set 

of documents may be the same as the set of documents that you want to index or 

categorize. Alternatively, it may be a subset of these documents, or it could be a 

completely different set of documents. This training set is used to build a concept space 

in the Analytics index. 

For more information on training sets, see Analytics indexes. 

For more information on training sets, see Analytics indexes on page 115. 

The Analytics engine uses one of two mathematically-based technology, Latent 

Semantic Indexing (LSI) for Analytics and Sample-Based Learning or Support Vector 

Machine Learning (SVM) for Active Learning, to discover the text for the data to be 

queried. This technology allows Analytics to identify relationship patterns between 

terms and concepts without using pre-established word lists, dictionaries, or linguistic 

techniques (such as sentence structures). Analytics can rapidly classify and sort data and 

can identify relevant documents that other searching techniques can overlook. 

And in regard to “Email threading,” email being difficult to gather and review (pages 52-53): 

https://help.relativity.com/PDFDownloads/9.5_PDF/Relativity%20-%20Analytics%20Guide%20-%209.5.pdf
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An email thread is a single email conversation that starts with an original email, (the 

beginning of the conversation), and includes all of the subsequent replies and forwards 

pertaining to that original email. The analytics engine uses a combination of email 

headers and email bodies to determine if emails belong to the same thread. Analytics 

allows for data inconsistencies that can occur, such as timestamp differences generated 

by different servers. The Analytics engine then determines which emails are 

inclusive(meaning that it contains unique content and should be reviewed). See 

Inclusive emails on page 79 for additional information regarding inclusive emails. This 

process includes the following steps at a high level: 

1. Segment emails into the component emails, such as when a reply, reply-all, or 

forward occurred. 

2. Examine and normalize the header data, such as senders, recipients, and dates. This 

happens with both the component emails and the parent email, whose headers are 

usually passed explicitly as metadata.  

3. Recognize when emails belong to the same conversation, (referred to as the Email 

Thread Group), using the body segments along with headers, and determine where in 

the conversation the emails occur. 

a. In Relativity 9.4.321.2 and above, Email Thread Groups are created using the 

body segments, Email From, Email To, Email Date, and Email Subject 

headers. 

b. In versions prior to Relativity 9.4.321.2, Email Thread Groups are created 

using the body segments, Email From, Email Date, and Email Subject headers. 

4. Determine inclusiveness within conversations by analyzing the text, the sent time, 

and the sender of each email. 

.   .   . 

The Email Threading ID is formatted as follows: 

The first nine characters define the Email Thread Group and root node of the 

email thread group tree. This is always a letter followed by eight hexadecimal 

digits. 

The Email Thread Group ID is followed by a + (plus) sign which indicates that an 

actual root email document exists in the data set provided, or a - (minus) sign 

which indicates that the document is not in the data set. For example, the 

Email Threading ID value, F00000abc-, indicates that the Analytics engine 

found a root email for the email thread group, but the root email document 

was not actually included in the data set used for email threading. 

The + or - symbol is followed by zero or more node identifiers comprised of four 

hexadecimal digits. Each node identifier is also followed by a + or - sign 

indicating whether or not a corresponding email item exists within the data set. 

Each subsequent set of four characters followed by a + or - sign defines 

another node in the tree and whether or not any email items exist for that node. 

Each node, including the root node, represents one email sent to potentially 

multiple people, and it will contain all copies of this email. 

But, how extensively is TAR used, and what is the level of confidence with which it is used? The 

Sedona Conference TAR Case Law Primer (The [U.S.] Sedona Conference, January, 2017, pdf.) provides 

https://www.google.ca/search?source=hp&ei=osM5W4CiDM2E5wK0j7nYCw&q=sedona+conference+tar+case+law+primer&oq=sedona+conference+TAR+case&gs_l=psy-ab.1.0.0i22i30k1.4167.20308.0.26185.26.26.0.0.0.0.156.2214.20j5.25.0....0...1.1.64.psy-ab..1.25.2208...0j0i131k1
https://www.google.ca/search?source=hp&ei=osM5W4CiDM2E5wK0j7nYCw&q=sedona+conference+tar+case+law+primer&oq=sedona+conference+TAR+case&gs_l=psy-ab.1.0.0i22i30k1.4167.20308.0.26185.26.26.0.0.0.0.156.2214.20j5.25.0....0...1.1.64.psy-ab..1.25.2208...0j0i131k1
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highly informative and relatively recent commentary. First, a definition of “TAR” (p. 7, footnote 1):  

Technology-Assisted Review, or TAR, is a “process for prioritizing or coding a 

collection of Electronically Stored Information using a computerized system that 

harnesses human judgments of subject matter expert(s) on a smaller set of documents 

and then extrapolates those judgments to the remaining documents in the collection.” 

The Sedona Conference, The Sedona Conference Glossary: E-Discovery and Digital 

Information Management, Fourth Edition, 15 SEDONA CONF. J. 305 (2014) 

(definition adopted from Maura R. Grossman & Gordon V. Cormack, The Grossman-

Cormack Glossary of Technology- Assisted Review with Foreword by John M. 

Facciola, U.S. Magistrate Judge, 7 FED. CTS. L. REV. 1, 32 (2013)). The terms 

“predictive coding” and “computer assisted review” are often used interchangeably with 

TAR, to describe this process. This Primer will use the term “TAR,” unless quoting a 

case that uses another term. 

Immediately under the heading, “THE BEGINNING: Da SILVA MOORE,” is this paragraph (p. 11): 

As noted above, Da Silva Moore v. Publicis Groupe, decided in 2012,
8
 reflects the 

first published opinion recognizing TAR as an “acceptable way to search for relevant 

ESI in appropriate cases.” Before Da Silva Moore was decided, TAR had been available 

for some time, but it was not being widely used in practice. The court observed that 

many attorneys knowledgeable about TAR and its potential benefits were reluctant to 

use it because no court had yet approved its use. “While anecdotally it appears that 

some lawyers are using predictive coding technology, it also appears that many lawyers 

(and their clients) are waiting for a judicial decision approving of computer-assisted 

review.”
9
 

And under the heading, “Advantages of TAR,” referring again to the Da Silva case, is this single 

paragraph (p. 12): 

The court described a number of the advantages of TAR over linear manual (i.e., 

human) review. It observed that exhaustive manual review is “simply too expensive,” 

where millions of documents are involved, and cited a study demonstrating substantial 

savings for TAR—on average, a fifty-fold savings in the number of documents 

requiring review.
10

 Additionally, the court stated that, “while some lawyers still 

consider manual review the ‘gold standard,’ that is a myth,” and cited studies showing 

that TAR “‘can (and does) yield more accurate results than exhaustive manual review, 

with much lower effort.’”
11

 

In regard to “training the TAR tool” as to what to look for, by way of the use of “seed and training 

                                                      
8
 287 F.R.D. 182, 183 (S.D.N.Y. 2012). 

9
 Ibid. at 282-83 (quoting Andrew Peck, Search, Forward, L. TECH. NEWS, Oct. 11, 2011, at 25. 

10
 Id. at 190 (citing Maura R. Grossman & Gordon V. Cormack, Technology-Assisted Review in E-Discovery Can Be 

More Effective and More Efficient Than Exhaustive Manual Review, 17 RICH. J.L. &TECH. 43 (2011)). 

11
 See id. at 190 (quoting Maura R. Grossman & Gordon V. Cormack, Technology-Assisted Review in E-Discovery 

Can Be More Effective and More Efficient Than Exhaustive Manual Review, 17 RICH. J.L. & TECH. 43, 48 

(2011)); see also id. (citing Herbert L. Roitblat, Anne Kershaw & Patrick Oot, Document Categorization in Legal 

Electronic Discovery: Computer Classification v. Manual Review, 61 J. AM. SOC’Y FOR INFO. SCI. & TECH. 70, 

79 (2010)). 
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sets” of documents put through the TAR device a number of times, are these statements (pp. 13-14): 

Although the parties in Da Silva Moore agreed in principle to the defendant’s use of 

TAR, they disagreed about aspects of the protocol that the defendant would follow—in 

particular, whether training would consist solely of seven “iterative rounds,” and 

whether the quality-control process would be adequate. Plaintiffs expressed concerns 

about whether the protocol would work.
12

 The parties agreed to some aspects of the 

protocol, including the composition of the seed set and that the defendant would share 

the training and quality-control sets (except for privileged documents).
13

  

The court observed that plaintiffs’ concerns about the reliability of the TAR process 

were premature until the process was underway or complete. It accepted defendant’s 

proposal for seven iterative rounds of training, with the caveat that additional rounds 

might be required if the parties did not agree that the predictive model was “stabilized” 

after seven rounds.
14

 

The court concluded that defendant’s use of TAR was appropriate, considering the 

following factors: (1) the parties’ agreement to use TAR (even though they disagreed on 

certain aspects of its implementation), (2) ”the vast amount of ESI to be reviewed (over 

three million documents),” (3) ”the superiority of [TAR] to the available alternatives 

(i.e., linear manual review or keyword searches),” (4) ”the need for cost effectiveness 

and proportionality” under Federal Rule of Civil Procedure 26(b)(2)(C), and (5) ”the 

transparent process proposed by [defendant].”
15

 

The court added that defendant’s “transparency in its proposed ESI search protocol 

made it easier for the Court to approve the use of [TAR]” because “such transparency 

allows the opposing counsel (and the Court) to be more comfortable with [TAR], 

reducing fears about the so-called ‘black box’ of the technology,” and addressing 

concerns about “garbage in, garbage out” in training the tool. While the court 

encouraged parties to provide such transparency in future cases, it also indicated that it 

is not necessarily required for the use of TAR.
16

 

As to the, “Evolving Views of TAR,” (pp. 47-48): 

There appears to be some evolution in thinking about TAR since Da Silva Moore 

was decided in 2012. For example, there seems to be an increased comfort level within 

the legal community with the reliability of TAR, most clearly reflected in the Rio Tinto 

PLC v. Vale S.A.
17

 decision in early 2015. 

In Rio Tinto, the court’s discussion reflects that TAR technologies are evolving in 

ways that may impact some of the issues that have, to date, been controversial in the use 

of TAR, for example, some requesting parties’ concerns about the composition of seed 

and training sets and the demand for their disclosure. 

The Rio Tinto court also noted that recent studies have shown that with TAR tools 

                                                      
12

 Id. at 187-88. 

13
 Id. at 191-92 (citing FED.R.Civ. P. 1 & 26(b)(2)(C). 

14
 Id. at 187. 

15
 Id. at 191-92. 

16
 Id. at 192. 

17
 306 F.R.D.N.Y. 2015). 
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employing continuous active learning, the seed set may have little or no impact, and that 

as a practical matter, there may be no discrete training sets to share.
18

  

The court in Dynamo Holdings I
19

 expressed similar views to those expressed in Rio 

Tinto; the court rejected the respondent’s assertion that predictive coding is an 

“unproved technology,” noting that “the understanding of e-discovery and electronic 

media has advanced significantly in the last few years, thus making predictive coding 

more acceptable in the technology industry than it may have previously been.”
20

 

The Dynamo Holdings I court added that “[i]n fact, we understand that the 

technology industry now considers predictive coding to be widely accepted for limiting 

e-discovery to relevant documents and effecting discovery of ESI without an undue 

burden.”
21

 

Whether these evolving views of TAR will translate into widespread adoption in 

practice remains to be seen. But, further changes in technology are likely to continue to 

shape and impact the evolution of TAR case law. 

And the TAR Case Law Primer’s single paragraph “Conclusion” implies that TAR is here to stay (p. 

49): 

While the case law reflects a broad consensus that TAR is an acceptable search and 

review methodology, certain issues regarding the details of its use remain unresolved. 

The general principles set forth in the cases discussed in this Primer should provide 

useful guidance to courts and parties seeking to use TAR to achieve the goals of Federal 

Rule 1 (the just, speedy, and inexpensive resolution of legal proceedings) and Rule 

26(b)(1) (proportionality).
22

 The Bench and Bar should continue to actively monitor 

research and case law developments in this area. 

However, the efficacy of electronic discovery depends not only on the quality of the review process, 

but also on the quality of the ERMSs (electronic records management systems) that make, receive, and 

retain the records to be reviewed. How to determine whether a records system is adequately well 

maintained so that there is sufficient certainty that it does not destroy, lose, and corrupt records? There is 

still no formal procedural requirement that the parties exchange information as to whether the records 

management systems that produced the records are capable of retaining and producing all of the relevant 

records that were entered into them and should still contain them. Such information as to the state of 

                                                      
18

 Id. at 128 (citing Gordon V. Cormack & Maura R. Grossman, Evaluation of Machine Learning Protocols for 

Technology-Assisted Review in Electronic Discovery, in Proceedings of the 37th Int’lACMSIGIR Conf. on Research 

& Dev. in Info Retrieval, at 153–62 (ACM New York, N.Y. 2014), http://dx.doi.org/10.1145/2600428.2609601). 

19
 Dynamo Holdings Ltd. P’ship v. Comm’r of Internal Revenue, 143 T.C. No. 9, 2014 WL 4636526 (Sept. 17, 

2014). 

20
 Id. at *5. 

21
 Id. 

22
 See FED. R. CIV. P. 26(b)(1), Advisory Committee Note to 2015 Amendment (“Computer-based methods of 

searching such information continue to develop, particularly for cases involving large volumes of electronically 

stored information. Courts and parties should be willing to consider the opportunities for reducing the burden or 

expense of discovery as reliable means of searching electronically stored information become available.”). 
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records management should be a necessary part of discovery’s production of records process.  

And similarly, in regard to, “admissibility of records” proceedings (voir dires), such information 

should be held to be required by the use of such phrases as, “on proof of the integrity of the electronic 

records system by or in which the electronic document was recorded or stored.” That “proof of systems 

integrity” test is used in s. 31.2(1)(a) of the Canada Evidence Act (and in its provincial and territorial 

counterparts). 

The most authoritative text in Canada concerning procedures for electronic discovery proceedings, The 

Sedona Canada Principles-Addressing Electronic Discovery 2d ed. (November 2015), contains no 

requirement as to the pre-trial exchange between the parties of information concerning the state of records 

management.
23

  

The importance of this Sedona text is shown by the Ontario Rules of Civil Procedure, Rule 29.1.03(4). 

It states: “In preparing the discovery plan, the parties shall consult and have regard to the document titled 

‘the Sedona Canada Principles Addressing Electronic Discovery’ developed by and available from, The 

Sedona Conference. O. Reg. 438/08, s.25.” The Sedona text is given equal respect in the case law of the 

other provinces.
24

  

The case law is equally undemanding as to information about the state of records management of the 

records systems’ sources of the records that are used as evidence. For example, the decision in, Zenex 

Enterprises Ltd. v. Pioneer Balloon Canada Ltd. 2012 ONSC 7243, [2012] O.J. No. 6082, in effect holds 

that the state of a party’s ERMS is irrelevant to electronic discovery proceedings. Specifically, it holds 

(para. 8) that the parties are not to demand to know how searches for relevant records were conducted, nor 

can they investigate parts of an opposing party’s ERMS, such as hard-drives. This ignores the fact that the 

accessibility and storage of electronic records are essential parts of ERMS technology. But like all 

                                                      
23

 In regard to records management in general, the Sedona text shows a lack of understanding of the importance of 

national standards such as, Electronic Records as Documentary Evidence CAN/CGSB-72.34-2017 (pdf., March 1, 

2017), and of its relationship to proving “systems integrity” as is required by such electronic records provisions such 

as: s. 34.1(5),(5.1) of the Ontario Evidence Act; ss. 23D of the Nova Scotia Evidence Act; and, s. 31.2(1)(a) of the 

Canada Evidence Act. Sedona Canada 2d’s footnote 247 (at p. 78 of the text), does refer to the earlier edition of this 

national standard, but merely as a helpful suggestion for records management, which implies to the reader that it can 

be ignored. It imposes no “discovery procedures requirement” as to the parties exchanging information regarding the 

state of records management. 

 And see: Ken Chasse, “The Sedona Canada Principles are Very Inadequate on Records Management and 

for Electronic Discovery,” (pdf., November, 2014). It was written before the publication of the second edition of the 

Sedona text, but none of it has been rendered out-of-date. In regard to the complete dependence of an electronic 

record upon its ERMS for everything (which is the basis for the “system integrity” requirement for admissibility), 

the second edition of Sedona Canada text provides no improvement.  

24
 See for example: Gardner v. Viridis Engergy Inc., 2014 BCSC 2014, at para 15; Dow Chemical Inc. v. Nova 

Chemicals Corp. 2015 ABQB 2, [2015] A.J. 7, at para 50 et seq; Liquor Barn Income Fund v. Mather, 2011 BCSC 

618, at para 73, and, Dykeman v. Porohowski, 2010 BCCA 36, at para. 41; and, Velsoft Training Materials Inc. v. 

Global Courseware Inc., 2012 NSSC 295 at para 8. 

https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://thesedonaconference.org/publication/sedona-canada-principles-2d-ed-nov-201511-19-15a
https://thesedonaconference.org/publication/sedona-canada-principles-2d-ed-nov-201511-19-15a
http://www.canlii.org/en/on/laws/regu/rro-1990-reg-194/latest/rro-1990-reg-194.html
http://www.canlii.org/en/on/onsc/doc/2012/2012onsc7243/2012onsc7243.html
http://www.canlii.org/en/on/onsc/doc/2012/2012onsc7243/2012onsc7243.html
https://thesedonaconference.org/publication/The%2520Sedona%2520Canada%2520Principles
http://publications.gc.ca/site/eng/287649/publication.html
http://www.canlii.org/en/on/laws/stat/rso-1990-c-e23/latest/rso-1990-c-e23.html
http://www.canlii.org/en/ns/laws/stat/rsns-1989-c-154/latest/rsns-1989-c-154.html
http://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://thesedonaconference.org/publication/The%2520Sedona%2520Canada%2520Principles
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2530515
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2530515
https://thesedonaconference.org/publication/The%2520Sedona%2520Canada%2520Principles
https://www.canlii.org/en/bc/bcsc/doc/2014/2014bcsc204/2014bcsc204.html?searchUrlHash=AAAAAQAGc2Vkb25hAAAAAQAWMjAxMSBCQ1NDIDYxOCAoQ2FuTElJKQAAAAEADC8yMDExYmNzYzYxOAE&resultIndex=1
https://www.lexisnexis.com/ca/legal/search/homesubmitForm.do
https://www.lexisnexis.com/ca/legal/search/homesubmitForm.do
https://www.canlii.org/en/bc/bcsc/doc/2011/2011bcsc618/2011bcsc618.html?autocompleteStr=2011%20BCSC%20618&autocompletePos=1
https://www.canlii.org/en/ns/nssc/doc/2012/2012nssc295/2012nssc295.html?searchUrlHash=AAAAAQAGc2Vkb25hAAAAAAE&resultIndex=2
https://www.canlii.org/en/ns/nssc/doc/2012/2012nssc295/2012nssc295.html?searchUrlHash=AAAAAQAGc2Vkb25hAAAAAAE&resultIndex=2
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systems dependent upon software, they are not infallible. Electronic discovery should not be assumed to 

be or held to produce fair and accurate results unless the quality of the parties’ ERMSs is known, 

particularly so the state of their compliance with the National Standard of Canada for electronic records 

management, Electronic Records as Documentary Evidence CAN/CGSB-72.34-2017 (pdf. download).
25

 

In 2014, I suggested to the committee that was drafting the Sedona Canada Principles 2nd edition, 

that the parties should be required to produce information as to the state of records management of the 

ERMSs that are the source of the records produced. If they are not well maintained, there is a distinct 

probability that records will be lost, destroyed, and data corrupted. That probability means that discovery 

proceedings concerning records cannot ensure that they will serve their purpose of producing all relevant 

records. The committee’s answer was this: 

We have noted your comments that the Principles [Sedona Canada Principles] are ‘very 

inadequate’ on Records Management and for Electronic Discovery. However, the Principles 

                                                      
25

 See also: Warman v. National Post Co., 2010 ONSC 3670, [2010] O.J. No. 3455, 103 O.R. (3d) 174 (Ont. S.C.-

Master), specific directions given at paras. 166-181; Direct Energy Marketing Ltd. v. National Energy Corp., 2013 

ONSC 4048, [2013] O.J. No. 4533; and, 1483860 Ontario Inc. (c.o.b. Plan IT Search) v. Beaudoin 2010 ONSC 

6294, [2010] O.J. No. 5313 (Ont. S.C.-Master). However, in, Siemens Canada Limited v. Sapient Canada Inc., 2014 

ONSC 2314 (CanLII), (discovery issues before Master D.E. Short), the following directions were given (para. 156): 

complete back-up tape restoration; the application of original search terms to all pst. files; de-duping against the 

documents already reviewed and/or produced; and, the “application of a relevancy definition for the purposes of 

manual review to take into account issues and problems with the progress of the Project in earlier years.”  

 But no requirement was imposed as to production of information as to the state of records management. 

And there was no reference to the national standards for records management that were in effect at that time: : (1) 

Electronic Records as Documentary Evidence CAN/CGSB-72.34-2005; and, (2) Microfilm and Electronic Images 

as Documentary Evidence CAN/CGSG-72.11-93 (updated to 2000, but withdrawn by CGSB (the Canadian General 

Standards Board) as an active national standard shortly after, Electronic Records as Documentary Evidence-72.34-

2017 (“72.34-2017”) was declared to be a National Standard of Canada on March 1, 2017, supposedly because 

72.34-2017 is believed to be capable of serving the same purpose. As to the restrictive view applied to applications 

for further production and disclosure of records and information, see infra note 34 and accompanying text. 

 And, the Sedona text shows a lack of understanding of the importance of national standards such as 72.34-

2017, and of its relationship to proving “systems integrity” as is required by such electronic records provisions as: s. 

34.1(5),(5.1) of the Ontario Evidence Act; ss. 23D of the Nova Scotia Evidence Act; and, s. 31.2(1)(a) of the Canada 

Evidence Act. Sedona Canada 2d’s footnote 247 (at p. 78), does refer to the national standard, along with other 

standards, but states, “These standards are not mandatory.” That implies that such standards can be ignored. It 

imposes no “discovery procedures and disclosures requirement.” 

 And see: Ken Chasse, “The Sedona Canada Principles are Very Inadequate on Records Management and 

for Electronic Discovery,” (pdf., November, 2014). It was written before the publication of the second edition of the 

Sedona text in 2015, but none of it has been rendered out-of-date. In regard to the complete dependence of an 

electronic record upon its ERMS for everything (which is the basis for the “system integrity” requirement for 

admissibility), the second edition of Sedona Canada text provides no improvement.  

 As to the 72.34-2017 national standard, there are errors in its content that were caused by the negligent 

method of its creation. See: Ken Chasse, “Innovation Canada, IP, and Dependence Upon the Standards Council of 

Canada” (SSRN, February 2, 2018, pdf.). The 72.34-2017 national standard should be withdrawn from distribution 

and re-drafted, but to do so would cause the sponsors of the drafting of this national standard, the Canadian General 

Standards Board, and also to the Standards Council of Canada, which declared it to be a National Standard of 

Canada, considerable embarrassment, and potentially damage the credibility of the Canadian government’s 

Innovation Canada project and the Standards Council’s part in it. See: Ken Chasse, “Election Politics, Innovation 

Canada, IP, and Dependence Upon the Standards Council of Canada” (Slaw, May 24, 2018). Slaw is a blog that has 

a wide readership in the legal profession in Canada and elsewhere. 

https://www.techstreet.com/standards/can-cgsb-72-34-2017?product_id=1947330
http://www.canlii.org/en/on/onsc/doc/2012/2012onsc7243/2012onsc7243.html
http://www.canlii.org/en/on/onsc/doc/2013/2013onsc4048/2013onsc4048.html
http://www.canlii.org/en/on/onsc/doc/2010/2010onsc6294/2010onsc6294.html
http://www.canlii.org/en/on/onsc/doc/2014/2014onsc2314/2014onsc2314.html?resultIndex=1
https://www.tpsgc-pwgsc.gc.ca/ongc-cgsb/info-eng.html
https://www.techstreet.com/cgsb/standards/can-cgsb-72-34-2017?product_id=1947330%20
https://thesedonaconference.org/publication/The%2520Sedona%2520Canada%2520Principles
http://publications.gc.ca/site/eng/287649/publication.html
http://www.canlii.org/en/on/laws/stat/rso-1990-c-e23/latest/rso-1990-c-e23.html
http://www.canlii.org/en/ns/laws/stat/rsns-1989-c-154/latest/rsns-1989-c-154.html
http://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
http://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://thesedonaconference.org/publication/The%2520Sedona%2520Canada%2520Principles
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2530515
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2530515
https://thesedonaconference.org/publication/The%2520Sedona%2520Canada%2520Principles
https://ssrn.com/abstract=3107800
https://ssrn.com/abstract=3107800
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1398484
https://www.scc.ca/
http://www.slaw.ca/2018/05/24/election-politics-innovation-canada-ip-and-dependence-upon-the-standards-council-of-canada/
http://www.slaw.ca/2018/05/24/election-politics-innovation-canada-ip-and-dependence-upon-the-standards-council-of-canada/
http://www.slaw.ca/author/chasse/
http://www.slaw.ca/readership-survey/
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are not intended to place significant focus on records management (RM) or the importance or 

desirability of appropriate RM practices so as to be properly prepared for litigation, or on 

issues related to the integrity of information systems under Evidence Acts, or on the 

substantive law related to the admissibility of electronic records into evidence. Those issues 

are all important, but are largely outside the scope of the Principles. The Principles are instead 

focused on the discovery process in whatever circumstances litigants find themselves in. The 

Principles take ESI [electronically stored information] as the parties find it when litigation 

arises, not as how it could be were parties to pay more appropriate attention to the importance 

of proper RM and information governance in the first place. The forthcoming new edition of 

the Principles make that clear.” 

This is a harkening back to, and a perpetuation forward of the pre-electronic rule that discovery is not to 

be used to judge the quality of the evidence. That is to be left to admissibility proceedings. Therefore it is 

also a failure to recognize that evidence produced by different technologies must command different rules 

of procedure that are compatible with the technology that produces the evidence. Now the “discovery 

process” must require an exchange of ERMS, “quality of maintenance information,” if there is to be the 

necessary certainty that, that process can serve its purpose. That is made clear by the many very common 

defects in electronic records management systems,”
26

 and by the discussion below about software errors 

and vulnerabilities (Section 2), and, “Therefore, software is trusted far too much,” (Section 3). 

And the Sedona Canada Principles 2d’s Principle 2, “Proportionality,” should require information as 

to the state of records management whenever a claim of “disproportionality” is caused by the opponent-

respondent’s own bad records management. That is to say, where a demand for further production of 

records is opposed because it is alleged to impose a “disproportionate” burden as to time and cost to fulfill 

such a demand, that disproportionality claim should include proof that it is not the result of the 

opponent’s own poor management of its records system. Principle 2 and its commentary contain no 

reference to the need for such a limitation (exception) to the operation of its proportionality principle. 

Some of the commentary in, The Sedona Canada Commentary on Proportionality in Electronic 

Disclosure & Discovery (October 2010), might be interpreted as imposing a “good records management 

requirement,” but such comments are limited to the, “in anticipation of litigation” period rather than 

imposing such a requirement as an integral part of “the usual and ordinary course of business.” For 

example, in regard to the, “poor management of information,” it states (p. 6): 

In the course of deciding the scope and method of preservation, both parties, in 

anticipation of litigation, and the courts, in ordering preservation, should go beyond the 

strict availability of the ESI [electronically stored information] and also consider the 

burdens and expenses to be assumed in preserving the information in view of the latter’s 

value and uniqueness. In the same manner, courts conducting a post-hoc analysis of 

                                                      
26

 See, Ken Chasse, “Why a Legal Opinion is Necessary for Electronic Records Management Systems,” (2012), 9 

Digital Evidence and Electronic Signature Law Review 17, Appendix A, “The common defects of records 

management systems that affect admissibility and weight,” which contains, with commentary, a list of 23 such 

defects (pp. 25-28). 

https://www.google.ca/search?source=hp&ei=lFY5W7rPC8fTjwTJzrT4Ag&q=sedona+canada+commentary+on+proportionality+in+electronic+discovery&oq=sedona+canada+commentary+on+&gs_l=psy-ab.1.6.33i22i29i30k1l7.3778.17124.0.28266.28.28.0.0.0.0.168.2217.26j2.28.0....0.
https://www.google.ca/search?source=hp&ei=lFY5W7rPC8fTjwTJzrT4Ag&q=sedona+canada+commentary+on+proportionality+in+electronic+discovery&oq=sedona+canada+commentary+on+&gs_l=psy-ab.1.6.33i22i29i30k1l7.3778.17124.0.28266.28.28.0.0.0.0.168.2217.26j2.28.0....0.
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prelitigation preservation decisions should evaluate the decision based on the good faith, 

reasonableness, and proportionality of the decision at the time it was made. However, 

the poor management of information by a party, resulting in increased expenses or 

burdens, should not be retained as part of the proportionality assessment. 

And (p. 17): 

Where a party has failed to adequately preserve relevant information when litigation 

was reasonably contemplated, it should not be excused from the burden and expense of 

having to retrieve the information from sources that are more difficult (and expensive) 

to access. 

When “good records management” is limited to the, “in contemplation or anticipation of litigation” 

period, then part of the history of many records may have been subject to management that was somewhat 

less than good records management. That earlier period could have resulted in the loss, destruction, and 

corruption of records. Good records management thereafter can preserve and make readily accessible only 

that which is left. Therefore, the “primary principle” of the National Standard of Canada, Electronic 

Records as Documentary Evidence CAN/CGSB-72.34-2017, states (p. 9): 

The primary principle advanced by this standard is that an organization shall always 

be prepared to produce its records as evidence. Continuous compliance with this 

standard is an essential part of the proof of the integrity of an electronic record or 

records system. Intermittent compliance may be better than no compliance, but it is 

not enough to prove the integrity. Therefore, compliance obtained only when legal 

proceedings are anticipated or are underway is not sufficient. 

In contrast to the Sedona Canada Proportionality Principle, the U.S. Sedona Conference Commentary 

on Proportionality (May 2017, pdf.), imposes a requirement of much more general application. Principle 3 

states (p. 159): 

Undue burden, expense, or delay resulting from a party’s action or inaction should be 

weighed against that party. 

Comment 3c to Principle 3 states (first paragraph, p. 160): 

In assessing whether a particular discovery request or requirement is unduly 

burdensome or expensive, a court should consider the extent to which the claimed 

burden and expense grew out of the responding party’s own action or inaction. In 

addition, the court may consider the time at which the issue arose and whether the 

requesting party should have raised the issue earlier. [footnoted citations omitted] 

And similarly in “admissibility of evidence” proceedings, the onus of proof to provide “evidence to 

the contrary,” should not be held to transfer to the party opposing admissibility until the proponent has 

provided evidence of records management systems reliability. That is because the reliability of records is 

dependent upon the reliability of the records systems that they come from. Section  31.2(1)(a) of the 

Canada Evidence Act (CEA) establishes the “systems integrity” concept of ERMS technology: the 

integrity of a record is established on proof of the integrity of the records management system in which 

the record is recorded or stored. But it is seldom referred to. That is so because prior to that section’s 

http://publications.gc.ca/site/eng/287649/publication.html
http://publications.gc.ca/site/eng/287649/publication.html
https://thesedonaconference.org/publication/The%20Sedona%20Conference%20Commentary%20on%20Proportionality
https://thesedonaconference.org/publication/The%20Sedona%20Conference%20Commentary%20on%20Proportionality
https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
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enactment (in 2000), there never was a “state of records management” requirement for admissibility 

proceedings. And in practice, there still isn’t one for discovery proceedings. Section 30 CEA, enacted in 

1969, (which creates a “business records exception” to the rule against hearsay evidence), has never been 

interpreted as imposing one. Without such evidence of “systems integrity,” there can be no assurance that 

all relevant records have been produced, i.e., no assurance that discovery proceedings can serve their 

purpose. 

Because lawyers’ legal education is “technologically inadequate,” the laws of procedure that control 

admissibility and discovery proceedings have not evolved as they should. That is because lawyers do not 

have the knowledge of the various technologies that produce the very commonly used types of evidence. 

Such knowledge would enable them to argue for example, that the requirements of a “fair trial,” and a 

“reasonable opportunity to make full answer and defence” make necessary just such flexibility in the 

application of procedural rules.
27

 The rules of procedure that govern discovery, disclosure, and 

admissibility of evidence proceedings must be made to vary with the nature and vulnerabilities of the 

particular technology that is the source of the evidence being considered. 

 

2. SOFTWARE ERRORS AND VULNERABILITIES ARE VERY PREVALENT AND COSTLY 

In addition to the prevalence of such serious (but ignored) errors in records management, are the 

numerous errors in the software that all ERMSs depend upon. Many such records systems operate by way 

of several millions of lines of software code, and it has an error rate, as do most things created by people. 

For example, the Windows 3.1 operating system has close to 3 million lines of software code. The Google 

Chrome web browser has approximately five million lines. The Firefox browser is near 10 million, and 

Windows 7 has just under 40 million lines of code, which is a little less than Windows XP, and more than 

10 million less than Windows Vista. And an Android phone has more than 12 million lines of code.  

In 2002, a study commissioned by the U.S. Department of Commerce’s National Institute of Standards 

and Technology (NIST) concluded that, “software errors cost the U.S. economy $59.5 billion annually.”
28

 

Their report states in part (starting with a quotation): 

“The impact of software errors is enormous because virtually every business in the 

United States now depends on software for the development, production, 

                                                      
27

 See for example: Ken Chasse, “Guilt by Mobile Phone Tracking Shouldn’t Make ‘Evidence to the Contrary’ 

Impossible” (SSRN, pdf., Oct. 13, 2016); online: <https://ssrn.com/abstract=2846548>. That article concerns the 

admissibility (reliability allowing use as evidence) of critically important mobile phone tracking evidence to the 

second degree murder conviction in, R. v. Oland 2015 NBQB 245, and 2015 NBQB 244 (two pre-trial voir dires 

concerning the admissibility of such evidence. They were held in reverse order because of witness difficulties, i.e., 

the voir dire as to the admissibility of the expert opinion evidence as to the location of the mobile phone in question 

in relation to a critically important mobile phone call, was conducted before the voir dire as to the admissibility of 

the data upon which the expert opinion was based). See also infra notes 30, 32, and 33. 

28
 The article concerning this NIST report can be accessed online: <https://www.nist.gov/>. 

https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://www.nist.gov/
http://web.archive.org/web/20090610052743/http:/www.nist.gov/public_affairs/releases/n02-10.htm
https://ssrn.com/abstract=2846548
https://ssrn.com/abstract=2846548
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1398484
https://www.canlii.org/en/nb/nbqb/doc/2015/2015nbqb245/2015nbqb245.html?resultIndex=1
https://www.canlii.org/en/nb/nbqb/doc/2015/2015nbqb244/2015nbqb244.html?resultIndex=1
https://www.nist.gov/
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distribution, and after-sales support of products and services,” said NIST Director 

Arden Bement. “Innovations in fields ranging from robotic manufacturing to 

nanotechnology and human genetics research have been enabled by low-cost 

computational and control capabilities supplied by computers and software.” 

In 2000, total sales of software reached approximately $180 billion, supported by a 

large workforce encompassing 697,000 software engineers and 585,000 computer 

programmers. 

Software is error-ridden in part because of its growing complexity. The size of 

software products is no longer measured in thousands of lines of code, but in 

millions. Software developers already spend approximately 80 percent of 

development costs on identifying and correcting defects, and yet few products of 

any type other than software are shipped with such high levels of errors. Other 

factors contributing to quality problems include marketing strategies, limited 

liability by software vendors, and decreasing returns on testing and debugging, 

according to the study. At the core of these issues is difficulty in defining and 

measuring software quality. 

The increasing complexity of software, along with a decreasing average product 

life expectancy, has increased the economic costs of errors. The catastrophic 

impacts of some failures are well-known. For example, a software failure 

interrupted the New York Mercantile Exchange and telephone service to several 

East Coast cities in February 1998. But high-profile incidents are only the tip of a 

pervasive pattern that software developers and users agree is causing substantial 

economic losses. 

Therefore, the untested “assumption of reliability and regularity” that is applied to the use of devices 

dependent upon software is unjustified and dangerous.
29

 All devices, electronic or otherwise, must be 

assumed to be prone to error such that the evidence they provide should not be accepted as reliable unless 

there is expert opinion evidence, or other form of authoritative certification of their reliability. An 

example of unexpected unreliability in a much used and “faithful” electronic device is provided in this 

recent news story: “Xerox scanners/photocopiers randomly alter numbers in scanned documents.” Also of 

concern is the current frequency of “hacking” into everything electronic, for example, this article: “Why 

Apple’s Recent Security Flaw is Scary.” 

Even though not accessed for long periods, records in electronic storage are often moved around by 

the computer operating system itself, to make room for other records. On most simple systems it is not 

moved, but on most complex systems it is moved so as to obtain better storage organization by 

“defragging,” i.e., resolving the fragmentation of the data that makes up a record. It is faster for the 

operating system to read consecutive blocks of data on a hard-drive rather than scattered blocks caused by 

holes left by deletions of other files. So periodically hard-drives are “defragged” so as to reorganize files 

into contiguous sets of blocks of data. Late model operating systems do this automatically. However, 

                                                      
29

.An example is provided in, supra note 27. 

http://www.dkriesel.com/en/blog/2013/0802_xerox-workcentres_are_switching_written_numbers_when_scanning
http://gizmodo.com/why-apples-huge-security-flaw-is-so-scary-1529041062
http://gizmodo.com/why-apples-huge-security-flaw-is-so-scary-1529041062
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errors in the file system source code can destroy data. There is a possibility of a one bit (of data) error rate 

on a hard-drive of 10 terabytes. Every time data is copied, there is a very small possibility of data loss or 

modification. But server operating systems should have “check-summing” to counteract that. Without 

“check-summing” the blocks of data, the natural error rates of hard-drives present a risk. Hard-drives 

have natural error rates of 1 in 10^12 bits; the highest end server drives (the better ones), 1 in 10^15 bits. 

Errors can be reduced by using mirrored drives, i.e., writing everything to two hard-drives at once. 

Periodic checks are carried out to make sure the drives match. Errors (mismatches) thus discovered can be 

corrected from backups. 

The “operating system” is the underlying program that controls and runs all of the other applications 

on a computer. Windows and Unix (and its many variations) are operating systems. Most personal 

computers are shipped with a Windows operating system pre-installed, but some companies will install 

Linux instead. 

The “kernel” is the basic code (computer language) and structure that powers the entire operating 

system. Early Linux operating systems were prototypes, primarily used by designers and engineers. But 

many of them have developed into products that are used by a growing number of consumers. 

 “Source code” is the instructions given to the computer by a program for the computer to translate and 

execute. It is the programming software language that the developer uses to tell the computer what to do 

when a user issues a command by way of the keyboard. 

And, the ability to detect the implanting of malicious software is very poor. The, “Trojan horse 

defence” is used against accusations of illegal materials (such as possession of child pornography), found 

stored in a computer. It argues that a malicious program, secretly contained within an obtained acceptable 

program was the cause of the implanting:
30

  

Most of the evidence now used in legal proceedings and for legal services comes from complex 

electronic systems and devices. But because of ignorance of technology in general, lawyers don’t 

challenge the reliability of such sources of evidence. As a result, computers, software, and computer 

storage, are dealt with as though they are infallible producers of evidence. And therefore so does the law. 

The development of law by way of the analysis in judges’ decisions, depends heavily upon the evidence 

and arguments presented by the lawyers who appear before them. Judges must decide cases and write 

their judgments based on the evidence and arguments presented by those lawyers. They cannot obtain 

their own evidence. The purpose of a judge is to settle disputes and not to establish unassailable truths and 

                                                      
30

 See: Miha Sepec, “The Trojan Horse Defence-A Modern Problem of Digital Evidence” (2012), 9 Digital 

Evidence and Electronic Signature Law Review 58, at 61 (pdf): online: 

<http://journals.sas.ac.uk/deeslr/article/view/1990>. 

http://journals.sas.ac.uk/deeslr/article/view/1990
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realities.
31

 So theoretically, if both the plaintiff's and defendant's lawyers believe that the Sun revolves 

about the Earth, the judge must decide the case on that basis. However that rule is not as strictly applied in 

criminal cases, or in any case wherein there is an additional “public interest” in the outcome. The judge 

could tell the lawyers to go learn some basic astronomy about the Solar System.  

The same should apply in regard to ignorance of computers and their vulnerability to errors. And so 

the same should apply to the evidence provided by electronic discovery in civil proceedings, and 

disclosure in criminal proceedings, i.e. information should be made available when requested, as to the 

state of an operating system, as well as to the state of the management of the parties’ electronic records 

management systems or other systems and devices that produce the evidence being considered. 

 

3. THEREFORE, SOFTWARE IS TRUSTED FAR TOO MUCH 

But in regard to all such software-based systems and devices, here are cautions about software that are 

repeated in several different ways:
32

 

… Incorrect decisions can be made because of ignorance of how vulnerable software 

is to being biased or manipulated, or when software fails because of an error that the 

owner of the software cannot necessarily replicate. This means that it is necessary to 

consider “what is being trusted, how it is being trusted, and by whom”. 

[footnote omitted] 

… … … 

… Because software is both complex and imperfect, machines are vulnerable to 

causing errors that the writer [of the software] did not envisage. 

The frequency of errors in ERMSs, and in their software, make authoritative standards of critical 

importance. Most interactions among people that are not of a casual or informal nature now produce 

electronically made and stored records and are dependent upon software. Any record can become a piece 

of evidence used in a legal proceeding or legal service. And as we become even more completely 

dependent upon electronic technology, records management system’s compliance with authoritative 

standards will have to become mandatory. Stephen Mason sites this example:
33

 

                                                      
31

 And therefore, legal precedent should be developed only within the factual context of a trial, rather than within a 

factual vacuum of an earlier stage of the proceedings, Coriale v. Sisters of St. Joseph, (1999), O.R. (3d0 347 at 359, 

citing as authority, Nelles v. Sisters of St. Joseph, [1989] 25 S.C.R. 170, at 216-218. 

32
 See: Stephen Mason, (1) ‘“Trust” Between Machines? Establishing Identity Between Humans and Software Code, 

or whether You Know it is a Dog, and if so, which Dog?’,  (2015) Computer and Telecommunications Law Review, 

Volume 21, Issue 5, 135 – 148 (with Timothy S. Reiniger); at 138; and, (2) “Artificial Intelligence: Oh Really? And 

Why Judges and Lawyers are Central to the Way we Live Now—But they Don’t Know it” (2017), 23 Computer and 

Telecommunications Law Review, Issue 8, 213-225; at 222: “… The computer industry is fully aware that software 

code is full of errors, yet when locked into litigation, commercial organizations will go to extreme lengths to prevent 

the other side from being given sight of the evidence.” 

33
 Ibid. (2) “Artificial Intelligence: Oh Really? And Why Judges and Lawyers are Central to the Way we Live 

http://stephenmason.co.uk/wp-content/uploads/2017/03/2015_21_CTLR_issue_5_PrintFINALMASON.pdf
http://stephenmason.co.uk/wp-content/uploads/2017/03/2015_21_CTLR_issue_5_PrintFINALMASON.pdf
http://stephenmason.co.uk/wp-content/uploads/2017/03/2015_21_CTLR_issue_5_PrintFINALMASON.pdf
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The reluctance of judges to order disclosure is also significant, given the rules that 

permit business records to be automatically granted admission into legal proceedings 

without the need for authentication. Such rules are, in the age of software code, out-

dated. They refer to a period of time when records were recorded on paper. Now that the 

vast majority of business records are stored on digital devices controlled by software 

programs that are full of errors, it cannot be right to continue with permitting 

organizations—both government and commercial—to benefit from a rule that no longer 

applies to modern working practices. The attitude of organizations also demonstrates 

that their assertions, based on their electronic records, need to be the subject of careful 

scrutiny by the courts, and the evidence of employee witnesses has to be treated with 

great care. 

For comparison, imagine the use of motor vehicle technology without the strict application of its 

present legal infrastructure of laws, regulations, courts, judges, police forces, government departments, 

roads and highways, insurance companies, and lawyers, etc. It is a technology that doesn’t stop increasing 

the necessary legal infrastructure to control it and its creation of, and dependence upon standards. 

Nevertheless, automobile manufacturers are much burdened with “recalls” of millions of motor vehicles 

every year due to defects in their manufacture. We are already more dependent upon electronically 

produced records than we are upon automobiles. But it is much more difficult to be made aware that the 

ERMSs that are the sources of records are performing inadequately than it is in regard to the performance 

of motor vehicles. 

And the transition to electronic records technology from paper records technology has happened far 

more quickly than the transition to motor vehicles from mass transportation dependent upon horses. As a 

result, the necessary regulating legal infrastructure is far behind in its needed development. The use of 

electronic records and their ERMSs will create a need for an even bigger and more complex legal 

infrastructure based upon authoritative standards. But standards have to be enforced, and like laws, the 

efficacy of their enforcement depends upon the quality of their content, and therefore upon the quality of 

the process that creates them. 

Electronic discovery’s “records review stage” software programs can “review” only that which 

electronic records management systems and email systems are enabled to provide them to review. 

Therefore, there needs to be at least as much professional interest in, and case law and other legal 

literature about, the software that controls electronic records management and email systems, as there is 

in the software that discovery proceedings are “judicially” and increasingly being made to depend upon. 

But there isn’t.  

And so, the rules of procedure that control discovery proceedings need to require an exchange of 

information as to the state of management of the parties’ electronic records management and email 

                                                                                                                                                                           
Now—But they Don’t Know it” at 223. (As a footnote he sites Chapter 7, “Authenticating Evidence,” of his book, 

Electronic Evidence 4
th

 ed. (2017), which can be downloaded, online: <http://stephenmason.co.uk/books/electronic-

evidence http://stephenmason.co.uk/books/electronic-evidence>. 

http://stephenmason.co.uk/books/electronic-evidence%20http:/stephenmason.co.uk/books/electronic-evidence
http://stephenmason.co.uk/books/electronic-evidence
http://stephenmason.co.uk/books/electronic-evidence
http://stephenmason.co.uk/books/electronic-evidence
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systems. But that will create more issues of law and fact to be dealt with, which conflicts with the current 

very strong (and at times, “judicially trenchant”) desire to limit the time and cost of legal proceedings by 

severely limiting, the number of issues to be decided in both civil and criminal proceedings.
34

 

                                                      
34

 In civil proceedings, see:  Zenex Enterprises Ltd. v. Pioneer Balloon Canada Ltd. 2012 ONSC 7243, paras. 7-14; 

Hanson v Stollery Estate, 2017 ONSC 528 (CanLII), at paras. 55 et seq.; 

Warman v. National Post Co., 2010 ONSC 3670 (CanLII), at para. 93; and, 

S.A. Thomas Contracting v Dyna-Build Construction, 2017 ONSC 4271 (CanLII), at paras. 10-16. 

In criminal proceedings, applications for further disclosure are very strongly resisted by tacit presumptions that they 

are requests to engage in, “highly speculative fishing expeditions.” Consequentially, applications for further 

information, records, etc., are still very much dominated by the views expressed in the following decisions of the 

Supreme Court of Canada: 

 In R. v. Chaplin, [1995] 1 SCR 727, 1995 CanLII 126 (SCC), Sopinka J., delivering the judgment of the 

Court stated at para. 32: “Apart from its practical necessity in advancing the debate to which I refer above, the 

requirement that the defence provide a basis for its demand for further production serves to preclude speculative, 

fanciful, disruptive, unmeritorious, obstructive and time-consuming disclosure requests. In cases involving wiretaps, 

such as this appeal, this is particularly important. Fishing expeditions and conjecture must be separated from 

legitimate requests for disclosure. … .” 

 And in, R. v. O’Connor 1995 CanLII 51, [1995] 4 SCR 411, Lamer C.J.C., and Sopinka J. (dissenting) at 

para. 24,  stated: “A relevance threshold, at this stage, is simply a requirement to prevent the defence from engaging 

in ‘speculative, fanciful, disruptive, unmeritorious, obstructive and time-consuming’ requests for production. See 

Chaplin, supra, at p. 744”; 

 And L’Heureux-Dubé J., for 3 of the 4 majority justices on this point, stated at paras. 182-183: 

“Second, if pre-trial applications for production from third parties were permitted, it would invite fishing 

expeditions, create unnecessary delays, and inconvenience witnesses by requiring them to attend court on multiple 

occasions. Moreover, a judge is not in a position, before the beginning of the trial, to determine whether the records 

in question are relevant, much less whether they are admissible, and will be unable to balance effectively the 

constitutional rights affected by a production order (see R. v. S. (R.J.), 1995 CanLII 121 (SCC), [1995] 1 S.C.R. 451, 

and British Columbia Securities Commission v. Branch, 1995 CanLII 142 (SCC), [1995] 2 S.C.R. 3). 

“Proponents of a pre-trial procedure argue that without such a procedure, an accused might not obtain access to 

important records until it is too late. However, the situation would be no different in any other trial in which a 

witness has refused to cooperate with the defence. I cannot emphasize enough that the records here in question do 

not form part of the Crown's case against the accused, and that the accused consequently has no right to advance 

notice of their contents. Nor does the accused have any right to search the records for potential leads. The sole 

ground on which third parties may be compelled to produce the records to the defence is if they have probative value 

in respect of the issues in the trial, or the competence to testify of the subject of the records, that is not significantly 

outweighed by prejudice to the administration of justice or to the subject's privacy and equality rights. I am not 

persuaded that this purpose requires that the accused have access to the documents in advance of the trial.” 

 And more recently, the same statements were repeated in, R. v. McNeil, 2009 SCC 3, [2009] 1 SCR 66, at 

paras 28 and 29, by Charron J., delivering the judgment of the Court. 

-o- 
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