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1. The Common Serious Defects in Electronic Records Management Systems (ERMSs) 

Because there is no law of general application requiring electronic records management 

systems (ERMSs) to be kept in compliance with established standards of e-records management, 

such as Canada’s national standard, serious defects are very numerous and very common. People 

obtaining records from independent sources, such as investigators, lawyers, and the police, will 

not know of such defects and therefore may not be able to obtain all relevant records. Among the 

most common defects, routinely found in the systems of large organizations, including those of 

government departments and agencies, universities, utilities, and commercial organizations, etc., 

are these:
2
 

- the extent of the records holdings is not known; 

- records are not properly classified nor indexed such that retrieval of records relevant 

to any particular subject is very difficult if not impossible; 

- no definitive classification system among institutional, transitory, and personal 

records (e.g., which research and business records are those of each executive, and 

which are those of the organization?); 

- no records manual, or one that isn’t kept current, or is not complied with; 

- no bylaws (or orders of comparable authority from senior management) dealing with 

the records system—essential for establishing an organization’s “usual and 

ordinary course of business” in regard to its records system; 

- email is not classified, indexed nor pruned, or possibly not retained; there is no 

“email protocol” operative throughout the organization; 

- records repositories are not well defined nor centrally accessible; 

- no central policy for records management thus allowing the many divisions of the 

organization each to operate its own independent records system according to its 

own rules and practices; 

- original paper records are not disposed of after being put into digital storage in a 

secure records management environment (with the exception of industry, 

professional, or special legal requirements as to retaining designated originals); 

- image quality is not verified when original paper records are converted to electronic 

images, and there is no imaging manual dealing with the technical requirements for 

scanning paper records into electronic storage; 

                                                 
1
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2
 This list of defects comes from the reports for clients, of the records management experts that I have 

worked with on projects concerning the maintenance, alteration, and updating of large electronic records 

management systems (ERMSs).  

https://ssrn.com/abstract=2438350
http://www.linkedin.com/pub/ken-chasse-j-d-ll-m/50/24/b19
http://www.linkedin.com/pub/ken-chasse-j-d-ll-m/50/24/b19
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1398484
http://www.slaw.ca/author/chasse/
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- metadata (data about data - data as to the management of records through time) is not 

used, therefore the biographical and bibliographical information about records is 

not used and properly maintained, therefore, e.g., there are extensive duplicates and 

an inability to track official or original versions; 

- no audit trails or controls detailing deletions, i.e., when, who, by what retention-

destruction/disposal authority?; 

- no clear definition and practice as to what is the “deletion” of a record such that, e.g. 

records may or may not continue to exist in backup storage thus diminishing 

knowledge of the extent of records holdings and their control; 

- changes in technology result in unaccounted for and undocumented changes in 

records practice; 

- no consistent practice as to other forms of communication that create records, e.g., 

video and audio recordings, instant messaging, cellphone (“mobile”) 

communications; 

- no “retention and disposal” program for records lifecycles; 

- years after a merger or acquisition between organizations, the records system is still 

operating according to the conflicting records manage (ERMS) rules of its 

component organizations; 

- no chief records officer with clearly defined and adequate authority; 

- “orphaned data,” i.e., records that can no longer be retrieved or read because the new 

technology that now operates the records system is incompatible with the old 

technology that created those records (a “migration of records program” should 

accompany the installation of new technology); 

- poor security protection
3
; 

- inadequate compliance with the records management requirements of the privacy 

laws,
4
 

                                                 
3
 The ninth in the list of points in proof of “system integrity,” specified in the National Standard of Canada, 

Electronic Records as Documentary Evidence CAN/CGSB-72.34-2017 (supra notes 18, 26, and 42-44) 

section 5.5, states: 

i) security – security procedures are in place to protect the integrity of the records management 

system; at least the following should be able to be proved: 

1. protection against unauthorized access to data and permanent records; 

2. processing verification of data and information in records; 

3. safeguarding of communications lines; 

4. maintenance of backup copies of records to replace falsified, lost and destroyed 

permanent or temporary records; 

5. retention and disposition of electronic records in compliance with legislated and 

internal retention periods and disposition [disposal] requirements, and documenting 

such compliance and disposition schedules; and, 

6. a business continuity plan for electronic records and associated data, including off-

site copies of essential files, operating and application software [i.e., a “disaster 

recovery” plan for fire, flood, mishandling, sabotage and similar system vulnerabilities].  

https://www.techstreet.com/cgsb/searches/18423558
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- inadequate testing, auditing, and quality control; 

- substantial non-compliance with the National Standards of Canada concerning 

records management, and a lack of appreciation of the consequences of non-

compliance. 

There is a need for amendments to the records provisions of the Evidence Acts.
5
 But such 

amendments don’t happen until a court decision causes a crisis as happened when Myers v. D.P.P. 

(H.L., 1965),
6
 caused the business record hearsay exceptions to be added to Canada’s Evidence 

Acts (e.g., section 30 added to the Canada Evidence Act (CEA; added in 1969)). Those provisions 

                                                                                                                                                  
4 For example, s. 5 in Part 1,“Protection of Personal Information in the Private Sector,” of the 

Personal Information Protection and Electronic Documents Act, S.C. 2000, c. 5, (“PIPEDA”) 

makes mandatory, compliance with the National Standard of Canada, Model Code for the 

Protection of Personal Information, CAN/CSA-Q830-96, which is Schedule 1 of the Act. 

PIPEDA applies not only federally, but also in those provinces that don’t have their own PIPA 

(personal information protection Act), which is all provinces except British Columbia, Alberta, 

and Quebec—see s. 26(2)(b) re exempting provinces. Part 2, “Electronic Documents,” is the 

federal electronic commerce legislation (which has similar counterparts in the 13 other 

jurisdictions of Canada (i.e., 10 provinces plus 3 territories)), and Part 3, “Amendments to the 

Canada Evidence Act,” (CEA) added the electronic records provisions to the CEA, ss. 31.1-31.8 

(which have similar counterparts in all of the other jurisdictions except for: (1) British Columbia; 

(2) Newfoundland and Labrador; and, (3) the Northwest Territories). 

5
 See these articles by me, Ken Chasse, concerning the making and use of National Standards of Canada for 

the making, maintenance, and use of electronic records as evidence; records being now the most frequently 

used kind of evidence (they can be downloaded from my SSRN author’s page (pdf.)): 

https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1398484 

(1) Innovation Canada, IP, and Dependence Upon the Standards Council of Canada (SSRN, Feb. 2, 2018); 

(2) “Records Management Law – A Necessary Major Field of the Practice of Law” (SSRN, January 27, 

2016); 

(3) “Admissibility of Electronic Records Requires Proof of Records Management System Integrity” (SSRN, 

September 6, 2015); 

(4) The Sedona Canada Principles are Very Inadequate on Records Management and or Electronic 

Discovery (SSRN, November 26, 2014; note: the 2nd edition of Sedona Canada (November 2015), contains 

the same defects as are dealt with in this article concerning the first edition);  

(5) “Why a Legal Opinion is Necessary for Electronic Records Management Systems” (2012), 9 Digital 

Evidence and Electronic Signature Law Review 17-30; at: 

http://journals.sas.ac.uk/deeslr/article/view/1986http://journals.sas.ac.uk/deeslr/article/view/1986.  

(6)“The Admissibility of Electronic Business Records” (2010) 8 Canadian Journal of Law Technology 105 

at 172-175;  

(7) “Electronic Discovery in the Criminal Court System” (2010), 14 Canadian Criminal Law Review 111 at 

166-168; and, 

(8)“Electronic Records as Documentary Evidence” (2007), 6 Canadian Journal of Law Technology 141 at 

147-149, and 156-157. 

6
 Myers v. D.P.P. [1965] A.C. 1001, [1964] 2 All E.R. 881, 48 Cr. App. R. 348 (H.L., 1965). 

https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1398484
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1398484
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3107800
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1398484
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2723629
https://ssrn.com/abstract=2656464
https://ssrn.com/abstract=2530515
https://ssrn.com/abstract=2530515
https://thesedonaconference.org/publication/sedona-canada-principles-2d-ed-nov-201511-19-15a
http://journals.sas.ac.uk/deeslr/article/view/1986
http://journals.sas.ac.uk/deeslr/article/view/1986
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have been in the Evidence Acts since 1968-69 (see Appendix B below), but their major defects 

have not been remedied by amendment or case law.
7
 And the electronic records provisions have 

been in the Evidence Acts since 2000, but there are still no decisions providing analysis of their 

key phrases such as, “the integrity of the electronic documents system.”
8
 And they were enacted 

more than 30 years after the business record provisions, and at least 30 years after electronic 

technology showed that it would soon dominate the production of business records.
9
  

                                                 
7
 Examining only the case law concerning the use of the business record provisions (e.g., s. 30 CEA; s. 42 

of the British Columbia Evidence Act (BCEA); s. 35 of the Ontario Evidence Act (OEA); and, s. 23 of the 

Nova Scotia Evidence Act (NSEA)), would lead one to conclude that they were doing “just fine.” But their 

serious defects have been much discussed in the secondary literature. Here are examples:  

    (1) the Ontario Law Reform Commission’s Report On The Law of Evidence (Toronto: Ontario Ministry 

of the Attorney General, 1976), contains this comment about s. 30 of the Canada Evidence Act (at pp. 189-

90): “However, the language may not be sufficiently clear to include the complete process of storing 

records by computer and their retrieval in intelligible form for use in the courts. … From the terminology 

used in section 30 of the Canada Evidence Act, it appears that this provision is not entirely responsive to 

the procedures used in recording information in computers. The record produced in court would be a ‘print-

out’ of the information and calculations stored in the computer, not, “a transcript of the explanation of the 

record or copy” [s. 30(4) “Where record kept in form requiring explanation”]. What is retrieved is not 

necessarily a copy of what is stored, but the data after it has been processed by the computer. Undoubtedly, 

an explanation of the whole process is required to determine the reliability of the method of storing 

information, but the ultimate production in a form usable by the courts is the product of a whole series of 

processing steps performed upon the original record made for the purpose of storing in the computer. The 

printout is in effect a mechanical translation of the data fed into the computer and stored.”  

    (2) The Law Reform Commission of Canada’s “Evidence Code,” in its Report on Evidence (Ottawa: 

Information Canada, 1975) impliedly criticized the business record provisions by including in its record 

provisions (ss. 75-81), the phrases, “electronic recording,” and “data compilation,” and defined an 

“original” as including a printout. Note that these very authoritative criticisms were thus published just a 

few years after the business record provisions were enacted in 1969. 

    And see also the critical analysis of, (3), J. Douglas Ewart, Documentary Evidence In Canada (Toronto: 

Carswell; 1984 (but out of print)) at 80-110; and, (4) Ken Chasse, “Electronic Records as Documentary 

Evidence” (2007), 6 Canadian Journal of Law and Technology 141 at 147-151. Therefore, in contrast, even 

though the electronic record provisions were not enacted until 2000, the fact that they were enacted at all 

without a “case law-caused crisis,” such as prompted the business record provisions to be added to the 

Evidence Acts, is unique in Canadian legislation concerning the use of records as evidence. The civil cases 

cited in note 12 infra, exemplify the very limited access given to particular parts of  ERMSs. 

8
 [The Evidence Act sections referred to in this note, are hyperlinked to their sources in the list that is 

Appendix B below at page 41.] Section 31.2(1)(a) CEA; and in relation to the comparable phrase, “the 

integrity of the electronic records system,” in: s. 34.1(5.1) OEA; s. 41.4(1) AEA; and, s. 23D(1) NSEA, 

which appears in most of the Evidence Acts. Note that the OEA, AEA, and NSEA provisions use the terms, 

“electronic record” and “electronic records system,” and the CEA uses, “electronic document” and 

“electronic documents system.” Prior to “proclaiming in force” the CEA provisions in 2000, “document” 

meant a paper record (an electronic record printed out on paper). Now greater attention must be given to 

context because “record” and “document” will be used interchangeably because of this transgression in 

legislative drafting. The civil cases cited in note 12 infra, exemplify the very limited access given to 

particular parts of  ERMSs. 

9
 The then Minister of Justice and Attorney General of Canada, John Turner, told the House of Commons 

on January 20, 1969, (Hansard, House of Commons Debates, p. 4496) on Second Reading of the present s. 

30 CEA: “It is therefore apparent that the law in this country  has fallen far behind the major changes which 

the computer age has brought to business methods.” 

https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
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2. The Conceptual Foundation of Electronic Records 

 (1). The Three Analogies 

 The case law concerning the use of electronic records (e-records) as evidence treats such 

records as being merely a speeded-up and more convenient version of pre-electronic paper 

records. Therefore the requirements of the e-records provisions of the Evidence Acts (see 

Appendix B) and their “system integrity concept” (e.g., s. 31.2(1)(a) of the Canada Evidence Act 

(CEA)) are ignored. In fact, paper records technology and e-records technology are very 

different—as different as horses and bicycles are from motor vehicles and airplanes, although 

they all involve transportation. That is explained by the three analogies that follow three 

paragraphs below. 

This article emphasizes the dependence of an e-record upon its electronic records 

management system (its ERMS) for everything; particularly so for its, existence, accessibility, 

and “integrity” (the key word used in the e-records provisions of the Evidence Acts). The state of 

records management of an ERMS can have considerable impact upon those three factors. 

Therefore, the state of knowledge and investigation of such factors by the police when obtaining 

records, should be part of the disclosure and production of records from the Crown prosecutor.
10

 

The state of records management of an ERMS at the time when records are obtained from it by 

the police is what should be made known to defence counsel. When disclosure and production of 

records are made months later, the state of records management at that earlier time will not be 

                                                                                                                                                  
    And he justified s. 30’s low “threshold of admissibility” as follows: “I consider that, in general, the law 

of evidence should be moving away from the rigid rules of admissibility toward assessment of  the cogency 

of logically relevant facts. If the facts are relevant, what is the best way to introduce those facts without 

there being any unfairness to either side? Accordingly, Mr. Speaker, this bill would, subject to certain 

safeguards, render business records as defined in the bill generally admissible and would entrust the courts 

with the discretion of assessing the probative value of those documents.”  

    In fact to the contrary, the “computer age” has necessitated a more demanding and objective standard for 

admissibility as exemplified by the electronic record provisions such as ss. 31.1 to 31.8 CEA, and s. 34.1 

OEA. And note: (1) the present e-records management technology did not exist in the late 1960’s when the 

business record provisions were added to the Evidence Acts; and, (2) Bills become laws by means of 

majority votes in Parliament, not by speeches made in relation to Bills; and, the Minister of Justice has only 

one vote. The views of other members of such majority votes are just as good as those who make speeches. 

10
 In, R. v. Stinchcombe, [1991] 3 S.C.R. 326, the Supreme Court of Canada held that the Crown has a duty 

to disclose all relevant material to the defence, which is a right incidental to the constitutional right to make 

full answer and defence, as an aspect of ss. 7 and 11(d) of the Canadian Charter of Rights and Freedoms 

(being Part 1 of the Constitution Act, 1982). See also, R. v. McNeil, 2009 SCC 3, [2009] 1 SCR 66, and the 

decisions cited therein, particularly: R. v. Mills, [1999] 3 SCR 66, 1999 CanLII 637; R. v. Chaplin, [1995] 1 

S.C.R. 727, 1995 CanLII 126; R. v. O’Connor, .[1995] 4 SCR 411, 1995 CanLII 51. And the review of 

these cases in R. v. Vallentgoed 2016 ABCA 358. (Note that Vallentgoed has been granted leave to appeal 

to the Supreme Court of Canada, R. v. Vallentgoed, 2017 CanLII 25794 (SCC, May 4, 2017).) 

http://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
http://www.canlii.org/en/ca/scc/doc/1991/1991canlii45/1991canlii45.html
http://www.canlii.org/en/ca/laws/stat/schedule-b-to-the-canada-act-1982-uk-1982-c-11/latest/schedule-b-to-the-canada-act-1982-uk-1982-c-11.html
http://www.canlii.org/en/ca/laws/stat/schedule-b-to-the-canada-act-1982-uk-1982-c-11/latest/schedule-b-to-the-canada-act-1982-uk-1982-c-11.html
http://www.canlii.org/en/ca/scc/doc/2009/2009scc3/2009scc3.html
https://www.canlii.org/en/ca/scc/doc/1999/1999canlii637/1999canlii637.html
https://www.canlii.org/en/ca/scc/doc/1995/1995canlii126/1995canlii126.html
http://www.canlii.org/en/ca/scc/doc/1995/1995canlii51/1995canlii51.html
https://www.canlii.org/en/ab/abca/doc/2016/2016abca358/2016abca358.html?autocompleteStr=2016%20ABCA%20358&autocompletePos=1
https://www.canlii.org/en/ca/scc-l/doc/2017/2017canlii25794/2017canlii25794.html?
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known. Record systems change quite regularly, which can affect what can be accessed and 

therefore what is disclosed; e.g., new electronic equipment and software is introduced; additional 

records management procedures and personnel are added; mergers and acquisitions requiring two 

very different and large ERMSs be melded into one. Apart from those causes, there are many 

serious and common defects in ERMSs that can affect accessing relevant records (see pp. 1-3 

above).  

 In civil proceedings, an attack upon the ability of an opponent’s ERMS to make adequate 

production in e-discovery proceedings might bring a reciprocal attack. But in criminal 

proceedings counsel would rarely be hindered by that concern. But in criminal proceedings, 

production might be made long after an ERMS has changed. In civil proceedings, both parties are 

aware of the litigation from the start, and often of the possibility of litigation long before that. 

Concern about the state of records systems can begin early. Much less frequently so in criminal 

proceedings. 

 The concepts and arguments developed below have been facilitated by what I have 

learned from experts in electronic records management, with whom I have worked for many years. 

This is law based upon technology, but those who have made the law have disregarded the 

technology. The following three analogies should be the foundation concepts for all that is written 

and said about the disclosure, discovery, and admissibility of electronic records: 

(a). An electronic record is merely an electronic impression upon an electronic 

storage device, which is but a part of an electronic records management system 

(an ERMS). An e-record in its ERMS, is like a drop of water in a pool of water. 

Like a drop of water, an e-record is dependent upon its ERMS (its “pool”) for its: 

(a) existence; (b) accessibility; and, (c) its integrity. A pre-electronic paper record 

is not dependent upon its records system for any of these three factors. Therefore 

the laws and practice as to disclosure, discovery and admissibility of evidence, 

must be different for e-records than they are for pre-electronic paper records. 

Regulatory procedures for electronic discovery have been created in civil 

proceedings that should be made equally applicable to criminal proceedings.
11

 

But the understanding as to what an e-record is has not changed from that of its 

pre-electronic paper record counterpart. The pre-electronic views and practices 

                                                 
11

 See: by Ken Chasse: (1) The Sedona Canada Principles are Very Inadequate on Records Management 

and for Electronic Discovery (SSRN, November 26, 2014 (note: the 2nd edition of Sedona Canada 

(November 2015), contains the same defects as are dealt with in this article concerning the first edition); 

and, (2) “Records Management Law – A Necessary Major Field of the Practice of Law” (SSRN, January 27, 

2016, pdf). See also note 13 infra, as to the Sedona Canada texts. 

https://ssrn.com/abstract=2530515
https://ssrn.com/abstract=2530515
https://thesedonaconference.org/publication/sedona-canada-principles-2d-ed-nov-201511-19-15a
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2723629
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continue. That is why  ERMSs and the quality of records management are not 

considered in the caselaw.
12

 Therefore court decisions based upon e-records will 

have some probability of being faulty and therefore unfair. 

(b). Using an e-record for any “legal” purpose without enquiring into the quality of 

electronic records management of the ERMS in which the record is stored, is like 

using an expert witness without enquiring into the qualifications of that expert. 

Without such qualifications, the worth of the expert’s evidence cannot be 

assessed. Therefore the danger of relying upon it is not determined. Such use of 

expert evidence would be negligence. Similarly, the worth of the evidence 

provided by an e-record cannot be assessed without evidence as to the state of 

records management of the ERMS in which the e-record is stored. Its 

“qualifications” are those of its ERMS. Therefore, law and practice should move 

quickly to the day when use of an e-record for any purpose having legal 

consequences, without regard to the quality of the records management of the 

ERMS in which it is stored, should also be considered an act of negligence. If an 

ERMS is small, such concern would not need a records management expert, but 

its potential effect upon the reliability of the records it contains should not be 

ignored. This “system integrity concept” is the basis of the admissibility rule in 

the e-records provisions; e.g., s. 31.2(1)(a) CEA; s. 34.1(5),(5.1) OEA (Ontario 

Evidence Act). 

                                                 
12

 In criminal proceedings, there is no case law with which to demand further searches for relevant records 

in various electronic storage devices and electronic records management systems ( ERMSs). But see supra 

note 10 in regard to disclosure. 

    The caselaw in civil proceedings may give access to a third party expert to look for particular documents 

or to check a harddrive (hard drive) or a computer, but not to check the state of overall electronic records 

management. It isn’t asked for and the Sedona Canada Principles text doesn’t deal with it; infra notes 13-

15 and accompanying text. Nor does the caselaw allow information as to how searches for records were 

done even though searches may be inadequate due to bad records management. See for example: Zenex 

Enterprises Ltd. v. Pioneer Balloon Canada Ltd., 2012 ONSC 7243, [2012] O.J. No. 6082, para. 8: “The 

first thing to note is that the Rules require a party to disclose and to produce relevant documents. They do 

not require a party to explain how or where the relevant documents were found or the methodology of its 

search for those documents.”; Warman v. National Post Co., 2010 ONSC 3670, [2010] O.J. No. 3455, 103 

O.R. (3d) 174 (Ont. S.C.-Master), specific directions given at paras. 166-181; Direct Energy Marketing Ltd. 

v. National Energy Corp., 2013 ONSC 4048, [2013] O.J. No. 4533; 1483860 Ontario Inc. (c.o.b. Plan IT 

Search) v. Beaudoin 2010 ONSC 6294, [2010] O.J. No. 5313 (Ont. S.C.-Master). 

    However, in Siemens Canada Limited v. Sapient Canada Inc., 2014 ONSC 2314 (CanLII), (discovery 

issues before Master D.E. Short), the following directions were given (para. 156): complete back-up tape 

restoration; the application of original search terms to all .pst files; de-duping against the documents 

already reviewed and/or produced; and, the “application of a relevancy definition for the purposes of 

manual review to take into account issues and problems with the progress of the Project in earlier years.”  

http://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
http://www.canlii.org/en/on/laws/stat/rso-1990-c-e23/latest/rso-1990-c-e23.html
http://www.canlii.org/en/on/onsc/doc/2012/2012onsc7243/2012onsc7243.html
http://www.canlii.org/en/on/onsc/doc/2012/2012onsc7243/2012onsc7243.html
http://www.canlii.org/en/on/onsc/doc/2012/2012onsc7243/2012onsc7243.html
http://www.canlii.org/en/on/onsc/doc/2013/2013onsc4048/2013onsc4048.html
http://www.canlii.org/en/on/onsc/doc/2013/2013onsc4048/2013onsc4048.html
http://www.canlii.org/en/on/onsc/doc/2010/2010onsc6294/2010onsc6294.html
http://www.canlii.org/en/on/onsc/doc/2010/2010onsc6294/2010onsc6294.html
http://www.canlii.org/en/on/onsc/doc/2014/2014onsc2314/2014onsc2314.html?resultIndex=1
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(c). Stepping up to a new technology requires that it be controlled by new laws and 

regulations, otherwise it will cause injury, damage, and unfairness. For example, 

going from a horse-powered transportation system to a motor vehicle-based 

transportation system has required a vast amount of new laws, regulations, and 

enforcement personnel, including police officers, judges, and lawyers. Without all 

of that “legal infrastructure,” motor vehicle transportation would be too 

dangerous to use. Similarly, going from pre-electronic paper-based records 

management systems, to our present  ERMSs, is stepping up to a new technology. 

But the present legal infrastructure for this new technology is inadequate. 

Therefore it will cause injury, damage, and unfairness. Unfortunately, the 

probability of any of those three negative consequences happening, being 

consequences to be prevented by “doing justice,” will not be known nor 

adequately assessed at the time of decision-making. 

The text, The Sedona Canada Principles—Addressing Electronic Discovery (January 2008), lacks 

this conceptual foundation.
13

 As a result, it is not an adequate text for electronic discovery.
14

 But 

                                                 
13

 There are 4 Sedona Canada texts dealing with electronic discovery proceedings: 

 (1) The Sedona Canada Principles—Addressing Electronic Discovery (2d); online: The Sedona 

Conference, Canada, January 2015; online: 

and, E-Discovery Canada website, hosted by LexUM (at the University of Montreal), online: 

<http://www.lexum.umontreal.ca/e-discovery>.  

Note: The “Dummies” text, e-Discovery for Dummies (Indianapolis, Wiley Publishing, Inc., 2010), is a 

more useful text on “system integrity.” It has a chapter on the critically important dependent 

relationship of an e-record upon its ERMS—“Chapter 14: Managing and Archiving Business Records” 

(pp. 235-250). 

    (2) The Sedona Canada Commentary on Proportionality in Electronic Disclosure & Discovery, available 

from The Sedona Conference, Working Group 7 series, October 2010; online: 

<http://www.thesedonaconference.org/dltForm?did=Canadian__Proportianality.pdf>. 

    (3) The Sedona Canada Commentary on Practical Approaches for Cost Containment; (April 2011); 

online: <https://thesedonaconference.org/publication/sedona-canada-commentary-practical-approaches-

cost-containment-public-comment-version>; 

    (4) The Sedona Canada Principles—Addressing Electronic Document Production (Feb. 2007), available 

from the Working Group 7 site of the Sedona Conference website; online: www.theSedonaConference.org. 

There are also, The Sedona Principles Addressing Electronic Document Production, Second Edition (U.S.) 

(June, 2007) applicable in the U.S., also available from the Sedona Conference website, online: 

<http://www.thesedonaconference.org/dltForm?did=TSC_PRINCP_2nd_ed_607.pdf>. What is stated 

herein is equally applicable to this U.S. text, the two being very similar. 

And the 2008 Cooperative Proclamation, described as, “a coordinated effort to promote cooperation by all 

parties in the discovery process to achieve the goal of a ‘just, speedy, and inexpensive determination of 

every action’.” … “Only when lawyers confuse advocacy with adversarial conduct are these twin duties in 

conflict” (i.e., the duties of being zealous advocates for their clients, and a professional obligation to 

conduct discovery with integrity and in a diligent, candid manner. See; online: 

<http://www.thesedonaconference.org/content/tsc_cooperative_proclamation/proclamation.pdf>. 

http://www.thesedonaconference.org/dltForm?did=canada_pincpls_FINAL_108.pdf
http://www.thesedonaconference.org/dltForm?did=canada_pincpls_FINAL_108.pdf
http://www.lexum.umontreal.ca/e-discovery
http://www.thesedonaconference.org/dltForm?did=Canadian__Proportianality.pdf
http://www.thesedonaconference.org/dltForm?did=Canadian__Proportianality.pdf
https://thesedonaconference.org/publication/sedona-canada-commentary-practical-approaches-cost-containment-public-comment-version
https://thesedonaconference.org/publication/sedona-canada-commentary-practical-approaches-cost-containment-public-comment-version
https://thesedonaconference.org/publication/sedona-canada-commentary-practical-approaches-cost-containment-public-comment-version
http://www.thesedonaconference.org/
http://www.thesedonaconference.org/
http://www.thesedonaconference.org/dltForm?did=TSC_PRINCP_2nd_ed_607.pdf
http://www.thesedonaconference.org/dltForm?did=TSC_PRINCP_2nd_ed_607.pdf
http://www.thesedonaconference.org/content/tsc_cooperative_proclamation/proclamation.pdf
http://www.thesedonaconference.org/content/tsc_cooperative_proclamation/proclamation.pdf
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nonetheless, compliance with it is made mandatory by the Ontario Rules of Civil Procedure.
15

 

And, because there is no comparable text, parts of it could be made applicable to criminal 

proceedings.  

 However in, R. v. Nde Soh, 2014 NBQB 20, [2014] N.B.J. No. 41 at paras. 20-32, the 

Court accepted the need to receive evidence, on the issue of admissibility, as to how the computer 

system that produced the “electronic documents” worked. The evidence concerned printouts and 

screen photos of a saved Facebook conversation between the complainant and the accused, the 

day after an alleged sexual assault. The complainant testified as to how she accessed her 

Facebook account and how the system worked. The evidence was admitted as electronic 

documents under the electronic document provisions of the Canada Evidence Act, ss. 31.1-31.8. 

Therefore, this case is a very modest example of the kind of evidence that should be given in all 

cases concerning the use of electronic records as evidence. 

 

(2). The “System Integrity Concept” 

Nevertheless, if defence counsel were to ask for information as to the state of records 

management of the  ERMSs from which e-records produced by the Crown came from, the 

Court’s answer would likely be that such a request was excessive; that in civil proceedings such 

                                                                                                                                                  
14

 See: Ken Chasse, “The Sedona Canada Principles are Very Inadequate on Records Management and for 

Electronic Discovery” (pdf. SSRN, November 26, 2014). Any law dealing with disclosure and discovery of 

e-records is based upon ERMS technology. Therefore it is subject to how well the following concepts are 

applied in records management. 

    It is very unlikely that the police will be aware of them, or of the state of records management when 

obtaining records from various sources. They should be aware of these factors, which even the Sedona 

Canada Principles text does not analyze: (1) the meaning and consequences of the “system integrity 

concept” as used in the e-records provisions of the Evidence Acts (e.g., s. 31.2(1) CEA; and, s. 34.1(5),(5.1) 

OEA)—proof of “records integrity” requires proof of “records system integrity”; (2) the National Standard 

of Canada for e-records management, Electronic Records as Documentary Evidence CAN/CGSB-72.34-

2017 infra note 18 and accompanying text; and, (3) in order to eliminate issues as to the effect of records 

management upon the “integrity” of e-records, the parties should be able to exchange verifications of 

compliance, provided by records management experts, of their electronic records management systems 

( ERMSs) with the national standard. Its “primary principle” states: “An organization shall always be 

prepared to produce its records as evidence” (clause 5.4.3(c) at p. 17). 

    Also missing from the Sedona Canada Principles text is a discussion of the interdependencies among: 

the “system integrity concept”; the “prime directive”; and, the “proportionality principle” (of e-discovery). 

Together they form a triangle of interdependent concepts, “the discovery triangle.” 

15
 The Ontario Rules of Civil Procedure—Rule 29.1.03(4) states:  “Principles re Electronic Discovery–In 

preparing the discovery plan, the parties shall consult and have regard to the document titled ‘The Sedona 

Canada Principles Addressing Electronic Discovery’ developed by and available from The Sedona 

Conference.” 

http://www.canlii.org/en/on/laws/regu/rro-1990-reg-194/latest/
http://www.canlii.org/en/nb/nbqb/doc/2014/2014nbqb20/2014nbqb20.html
http://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://ssrn.com/abstract=2530515
https://ssrn.com/abstract=2530515
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1398484
https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://www.canlii.org/en/on/laws/stat/rso-1990-c-e23/latest/rso-1990-c-e23.html
https://www.techstreet.com/cgsb/searches/18423558
https://www.techstreet.com/cgsb/searches/18423558
http://www.canlii.org/en/on/laws/regu/rro-1990-reg-194/latest/


 10 

applications are considered to be “disproportionate” and are therefore refused, and the same 

answer should apply in criminal proceedings.
16

 

My answer is: e-records technology and paper records technology are fundamentally different 

technologies. The former is not merely a speeded-up and more conveniently used version of the 

latter. Electronic disclosure and discovery cannot be made as simple and inexpensive as pre-

electronic paper disclosure and discovery because: (1) the integrity of an e-record is dependent 

upon the integrity of its ERMS, but the integrity of a pre-electronic paper record is not affected by 

its records management system; (2) electronic technology has made the making of records much 

less expensive and time-consuming, therefore  ERMSs quickly become voluminous; and, (3) 

every electronic communication, service, and presentation creates a record. Pay the price of 

creating and applying the necessary legal infrastructure, or don’t use the technology. In regard to 

motor vehicle transportation that price has been paid, therefore we don’t have to go back to using 

horses. But the use of e-records lacks an adequate legal infrastructure. 

The “system integrity concept” that is in the electronic records provisions in 11 of the 14 

Evidence Acts in Canada,
17

 dictates that the use of an e-record as evidence requires an assessment 

of the records management of the ERMS in which it is stored—“records integrity” requires proof 

of “record system integrity.” That is the foundation concept of the work of experts in electronic 

records management. And it is the foundation concept of the National Standard of Canada for 

electronic records management: Electronic Records as Documentary Evidence CAN/CGSB-

72.34-2017 (pdf; hereinafter referred to as “72.34-2017”), which is largely ignored by the legal 

profession and the caselaw of electronic disclosure and discovery and admissibility.
18

 But the 

                                                 
16

 See for example, Zenex Enterprises Ltd. v. Pioneer Balloon Canada Ltd supra note 12 and 

accompanying text, and the other cases cited in note 12. 

17
 For example., s. 34.1(5),(5.1) of the (Ontario) Evidence Act, R.S.O. 1990, c. E.23, and s. 31.2(1) of the 

Canada Evidence Act R.S.C., 1985, c. C-5, and in Articles 2837 and 2874 of the Civil Code of Quebec, 

L.R.Q., c. C-1991, and ss. 2, 5, and 68 of, An Act to Establish a Legal Framework for Information 

Technology R.S.Q., c. C-1.1.  

18
 This standard (referred to as, 72.34) was developed by the CGSB (Canadian General Standards Board), 

which is a standards-writing agency within Public Works and Government Services Canada (a federal 

government department). CGSB is accredited by the Standards Council of Canada as a standards 

development agency. The Council certifies that standards have been developed by its required procedures. 

72.34 incorporates as “normative references,” relevant standards of the International Organization for 

Standardization (ISO) in Geneva, Switzerland (see pp. 2-3). Its first edition was proclaimed by the Council 

to be a National Standard of Canada in December, 2005, and the second on March 1, 2017. It can be 

obtained from the CGSB’s website; online: <https://www.techstreet.com/cgsb/standards/can-cgsb-72-34-

2017?product_id=1947330#jumps >. Its troubled drafting history and defects in its legal section are 

described in, Ken Chasse, “Innovation Canada, IP, and Dependence Upon the Standards Council of 

Canada” (pdf., February 2, 2018). 

The process for creating and updating standards is described within it, and on the CGSB website (see 

“standards Development”). A brief summary of 72.34-2017 appears in Appendix A below.  

https://www.techstreet.com/cgsb/searches/18423558
http://www.canlii.org/en/on/onsc/doc/2012/2012onsc7243/2012onsc7243.html
http://www.canlii.org/en/on/laws/stat/rso-1990-c-e23/latest/rso-1990-c-e23.html
http://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
http://www.canlii.org/en/qc/laws/stat/lrq-c-c-1991/latest/lrq-c-c-1991.html
http://www.canlii.org/en/qc/laws/stat/rsq-c-c-1.1/latest/rsq-c-c-1.1.html
http://www.canlii.org/en/qc/laws/stat/rsq-c-c-1.1/latest/rsq-c-c-1.1.html
https://www.techstreet.com/cgsb/standards/can-cgsb-72-34-2017?product_id=1947330%23jumps%20
https://www.techstreet.com/cgsb/standards/can-cgsb-72-34-2017?product_id=1947330%23jumps%20
https://ssrn.com/abstract=3107800
https://ssrn.com/abstract=3107800
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admissibility rule of the e-record provisions of the Evidence Acts requires proof of, “the integrity 

of the electronic documents system by or in which the electronic document was recorded or 

stored” (s. 31.2(1)(a) CEA). Therefore a standard is needed, such as 72.34, by which to assess the 

presence of such required “integrity” in any ERMS. That “system integrity concept” should 

therefore be the foundation concept of everything that lawyers and judges do with e-records. It is 

a consolidation of the above three analogies. 

Because there is no law of general application requiring institutional  ERMSs be maintained in 

compliance with the national standard 72.34, defects that can interfere with the existence, 

accessibility, and integrity of e-records are numerous and very common. And many organizations 

fail to provide adequate records management maintenance for their  ERMSs because they find 

that they can “get along just fine” using only their most recently made records. 

Being able to access older records might not be necessary for day-to-day business. But often in 

litigation, it is the older records that are most important because they are records that were made 

when key contracts, agreements, and undertakings were made. Present law and practice provide 

no protection against such common defects.
19

 Therefore, during e-disclosure and discovery 

proceedings concerning large ERMSs, opposing lawyers should be asking one another: “Is your 

client’s electronic records management system in compliance with the National Standard of 

Canada for electronic records management, and if so, when was the last time it was so certified by 

an expert in electronic records management?” Small  ERMSs may not need expert certification, 

but should be prepared to answer to the requirements of the national standard. 

The purpose of the “proportionality” principle that has been developed in civil proceedings is 

to nullify demands for e-discovery from sources that can be identified as not being reasonably 

accessible because of undue burden or cost, and in controlling the time and expense related to e-

discovery proceedings. In criminal proceedings a comparable “proportionality” principle will 

have to be developed to deal with applications by defence counsel for further information as to 

how the police conducted the searches of the  ERMSs to access the e-records disclosed, and as to 

the state of records management of those  ERMSs. 

                                                                                                                                                  
See also the GARP principles text (“Generally Accepted Recordkeeping Principles”) of ARMA 

International, note 70 infra. 

   There was another national standard which is used by records managers for imaging procedures: 

Microfilm and Electronic Images as Documentary Evidence CAN/CGSB-72.11-93 (“72.11”, updated to 

2000). But it has been withdrawn by CGSB as an active national standard. And, its legal requirements are 

out-of-date. Therefore only 72.34 will be referred to hereafter. Its ERMS principles and procedures apply to 

all forms of records management.  

19
 For a list of such common defects see pages 1-3 above, under the heading, “The Common Serious 

Defects in Electronic Records Management Systems.” 

http://www.armavi.org/docs/garp.pdf
http://www.techstreet.com/cgsb/products/23271
https://www.techstreet.com/cgsb/searches/18768201
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But any such concept of “proportionality” must be compatible with upholding the “system 

integrity” concept. It should not protect such “undue burden or cost” that has been created by bad 

records management. Otherwise, it will often be used as the basis for dishonest claims of 

“disproportionality” due to: (1) the frequency of records management defects, particularly 

because of poor records management maintenance; (2) reliance on recently-made records and a 

disregard of older records; (3) the strong temptation to avoid the substantial cost of bringing a 

large ERMS up to standard; and, (4) the ease of presenting a supporting technical records 

management report that lawyers and judges are not equipped to challenge. If that limitation is not 

imposed, “proportionality” will make bad records management a good litigation strategy, and 

good records management a bad litigation strategy. And therefore disclosure and production of e-

records made to defence counsel will be inadequate. Therefore the prosecutor should be required 

to prove that the state of records management did not compromise the searches conducted for 

relevant records. That can be done by proof of the compliance of the ERMSs involved with the 

72.34-2017 National Standard of Canada for electronic records management.
20

 

The “primary principle” of the national standard states: “An organization shall always be 

prepared to produce its records as evidence.”
21

 A party who dishonestly deals with records or any 

part of the ERMS in which they are stored would not be in compliance with the “system 

integrity” concept, nor with the national standard. “System integrity,” the “primary principle,” 

and the proportionality principle—together they form a triangle of interdependent concepts; “the 

disclosure and discovery triangle.” That is what is missing from the Sedona Canada Principles 

text, i.e., the necessary conceptual foundation.  

 

(3). The Necessary Legal Infrastructure 

Because of the complexities of ERMS technology, having large ERMSs certified at least once 

per year, as being in compliance with the national standard or with international standards, should 

be a routine part of ERMS management, and whenever there is any significant change to an 

ERMS; e.g., mergers and acquisitions making necessary the melding of two ERMSs into one, or 

                                                 
20

 See: (1) Ken Chasse; “Records Management Law – A Necessary Major Field of the Practice of Law” 

(SSRN, January, 2016, pdf.); and, (2) “Why a Legal Opinion is Necessary for Electronic Records 

Management Systems” (2012), 9 Digital Evidence and Electronic Signature Law Review” 17 (U.K.) This 

journal is an “open access” journal, therefore articles can be downloaded without charge. This article is 

written for related professionals as well as for lawyers; the writing style is meant to serve that purpose. 

21
 Supra note 18 (at p. 9, last paragraph of clause 5.1 of the standard) and accompanying text. The “primary 

principle” continues: “This dominant principle applies to all of the organization’s business records 

including electronic, optical, original paper source records, microfilm and other records of equivalent form 

and content.” 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2723629
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1398484
http://journals.sas.ac.uk/deeslr/article/view/1986
http://journals.sas.ac.uk/deeslr/article/view/1986
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significant changes to the technology or procedures used in an ERMS. Then, failure to produce 

such certification would raise a rebuttable presumption of inadequate production on discovery, 

and inadmissibility of e-records as evidence. Issues concerning records management and the 

“system integrity” concept could be dealt with by a simple exchange of certificates of compliance, 

or by the prosecutor, by disclosure to defence counsel. The onus of proof would thereby be placed 

upon the possessor of the ERMS, rather than upon an opponent to show that the other party’s 

records management has caused inadequate production on disclosure and discovery, and an 

inability to satisfy the requirements of admissibility. With but small exception, the caselaw stands 

against giving such access to an opposing party’s ERMS or part thereof.
22

 We are all dependent 

upon  ERMSs for every communication and service. A proactive system of compliance is 

necessary; the present reactive system for complaints takes no account of the dangers described 

above, or of the serious defects common to  ERMSs listed above.
23

 

Two of the four components for the necessary legal infrastructure are already in place: (1) 

Canada has a system for creating an authoritative national standard for e-records management, 

which is based upon well established international standards; and, (2) there is a developed 

profession of experts in e-records management. The other two can easily be put in place: (3) a 

procedure whereby the Canadian General Standards Board, being the sponsor of the national 

standard 72.34, can license experts in e-records management as being competent to provide 

certifications of compliance with the national standards
24

; and, (4) a standard form of certificate, 

placed in the national standard, for certifying compliance with it. 

Such certification work has been done for many years by experts in e-records management. 

But if it is to make e-disclosure and discovery, and admissibility proceedings adequately 

respectful of the ERMS technology upon which they are based, it needs the formalization, 

recognition, and authority of law. For example, s. 5 in Part 1, Division 1 of PIPEDA,
25

 

“Protection of Personal Information,” makes mandatory, compliance with the, “principles set out 

in the National Standard of Canada entitled, Model Code for the Protection of Personal 

Information, CAN/CSA-Q830-96,” in Schedule 1. A similar relationship in law should be 

                                                 
22

 The caselaw may give access to a third party expert to look for particular documents or to check a 

harddrive (hard drive), a computer, or a database, but not to check the state of overall electronic records 

management. It isn’t asked for and the Sedona Canada Principles text doesn’t deal with it; supra notes 12 

and 13 and accompanying text. Nor does the caselaw allow information as to how searches for records were 

done even though searches may be inadequate due to bad records management. See the case law cited in 

note 12 supra. 

23
 See the list of defects on page 3, above. 

24
 Supra note 18. 

25
 Personal Information Protection and Electronic Documents Act, S.C. 2000, c. 5. 

http://www.canlii.org/en/ca/laws/stat/sc-2000-c-5/latest/sc-2000-c-5.html
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established between e-disclosure and discovery and admissibility proceedings, and the National 

Standard of Canada for electronic records management, 72.34-2017. 

The development of such legal infrastructure is necessary given: (1) the dependence of every 

legal service upon e-records; (2) e-records are the most frequently used kind of evidence; and, (3) 

other widely used areas of the law such as privacy and access to information, electronic 

commerce, taxation, as well as criminal law, are dependent upon e-records. Technology needs 

legal infrastructure, and legal infrastructure needs lawyers to interpret and apply it. Therefore 

lawyers must be cognisant of the technology underlying the laws in regard to which they provide 

legal services. But to the contrary, the present practice concerning electronic disclosure and 

discovery and admissibility are not so based upon ERMS technology and the 72.34-2017 national 

standard, i.e. they do not provide sufficient allowance for the nature of ERMS technology. 

 

3. Issues to be argued 

Therefore, the following points should be used to argue and determine the admissibility of 

electronically-produced records (e-records), and their disclosure and discovery:
26

 

                                                 
26

 “Electronic records” means electronically-produced and optically-produced records. “Discovery” refers 

to “disclosure” as used in criminal proceedings. However, “electronic discovery,” now well advanced in its 

development in civil litigation, should be equally developed in criminal proceedings. That is the reality that 

should be imposed upon both by the technology of electronic records management.  

Note the Appendices to this article: 

Appendix A: Summary of records management system compliance standards established by the National 

Standard of Canada,  Electronic Records as Documentary Evidence CAN/CGSB-72.34-2017 (“72.34-

2017”); 

Appendix B: A List of Electronic Record, and Business Record provisions in the Evidence Acts in Canada, 

and Electronic Commerce Acts. 

For a more in-depth treatment of many, but not all of the points made in this article see these articles 

written by me, Ken Chasse: 

    (1) “Records Management Law – A Necessary Major Field of the Practice of Law” (SSRN, January 27, 

2016); 

    (2) “The Sedona Canada Principles are Very Inadequate on Records Management and for Electronic 

Discovery” (SSRN, November, 2014); 

    (3)“The Admissibility of Electronic Business Records” (2010), 8 Canadian Journal of Law and 

Technology 105;  

    (4) “Electronic Discovery in the Criminal Court System” (2010), 14 Canadian Criminal Law Review 111;  

(5) “Why a Legal Opinion is Necessary for Electronic Records Management Systems” (2012), 9 Digital 

Evidence and Electronic Signature Law Review” 17 (U.K.; an “open access journal providing free 

download); 

    (6) “The Dependence of Electronic Discovery and Admissibility upon Electronic Records Management,” 

Slaw blog, Nov. 22, 2013. Online: <http://www.slaw.ca/2013/11/22/the-dependence-of-electronic-

discovery-and-admissibility-upon-electronic-records-management/>; 

    (7) “Innovation Canada, IP, and Dependence Upon the Standards Council of Canada” (SSRN, Feb. 2, 

2018); and, 

    (8)“Electronic Records as Documentary Evidence,” (2007), 6 Canadian Journal of Law Technology 141. 

http://www.linkedin.com/profile/view?id=179209029&trk=treasury-social-owner&goback=
https://ssrn.com/abstract=2723629
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2530515
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2530515
https://ojs.library.dal.ca/CJLT/issue/view/515
http://journals.sas.ac.uk/deeslr/article/view/1986
http://www.slaw.ca/2013/11/22/the-dependence-of-electronic-discovery-and-admissibility-upon-electronic-records-management/
http://www.slaw.ca/2013/11/22/the-dependence-of-electronic-discovery-and-admissibility-upon-electronic-records-management/
http://www.slaw.ca/2013/11/22/the-dependence-of-electronic-discovery-and-admissibility-upon-electronic-records-management/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3107800
https://ojs.library.dal.ca/CJLT/article/view/6036/5365
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(1). The “system integrity test”—the reliability of an electronic record is no greater than 

the reliability of the electronic records management system (the ERMS) it comes from. 

Therefore the state of electronic records management should be challenged and proved. 

And therefore the electronic records provisions of the Evidence Acts
27

 require proof of 

“the integrity of the electronic records system by or in which the record is recorded or 

stored.”
28

 This is the “system integrity” test of admissibility.
29

 But different statutory 

                                                 
27

 Although the provisions of the provincial territorial Evidence Acts are not directly applicable to criminal 

proceedings, they are cited in this article:  (1) to aid comparisons in wordings thus facilitating insights and 

arguments; (2) to facilitate finding helpful case law under provisions comparable to those in the Canada 

Evidence Act; and, (3) because criminal lawyers often deal with provincial offences either alone or in 

conjunction with criminal offences under federal statutes. The Canada Evidence Act applies to proceedings 

under federal statutes, and provincial and territorial Evidence Acts apply to proceedings under provincial 

and territorial statutes, unless such statutes state to the contrary, or allow the use of another non-conflicting 

Evidence Act, e.g., s. 40 of the Canada Evidence Act allows use of “the laws of evidence in force in the 

province in which those proceedings are taken,” subject to the Canada Evidence Act and other Acts of 

Parliament, which provides a fourth reason for citing sections of the provincial Evidence Acts herein. 

28
 For example (as listed in Appendix B below): Canada Evidence Act (“CEA”), R.S.C. 1985, c. C-5, ss. 

31.1-31.8; Alberta Evidence Act (“AEA), R.S.A. 2000, c. A-18, ss. 41.1-41.8; (Ontario) Evidence Act 

(“OEA”), R.S.O. 1990, c. E.23, s. 34.1; and, Nova Scotia Evidence Act, (“NSEA”), R.S.N.S. 1989, c. 154, 

ss. 23A-23H. Comparable provisions can be found in the Civil Code of Québec. S.Q. 1991, c. 64, Book 7 

“Evidence,” Articles 2831-2842, 2859-2862, and 2869-2874, and in, An Act to Establish a Legal 

Framework for Information Technology, R.S.Q., 2001, c. C1-1, ss. 2, 5- 8 and 68. 

The Evidence Act of Newfoundland and Labrador does not yet have electronic records provisions. Section 

8.1 provides for the admissibility of “documents,” which could include any document however produced, 

but it contains no words having reference to the “system integrity concept,” as do the e-record provisions. 

However, the technology that is e-records, makes legislation based upon it, subject to its weaknesses and 

dangers. 

The British Columbia Evidence Act, R.S.B.C. 1996, c. 124, has no e-records provision. It has “electronic 

court document” provisions (ss. 41.1-41.4) that appear to serve the same purpose as the electronic record 

provisions, for records, “recorded or stored on any medium in or by an electronic court system” (s. 

41.1(1)(a)). However, s. 43, “Proof of commercial paper,” provides for the admissibility of an, “other 

written instrument used in business and other transactions… .,” with no limitation as to how the 

“instrument” is made (s. 43(1)). But s. 43 contains no words having reference to the “system integrity 

concept,” as do the e-record provisions. But the technology that is e-records, makes legislation based upon 

it, subject to its weaknesses and dangers. 

The Northwest Territories Evidence Act contains a business documents provision (s. 47), but contains no e-

records provision. Section 61 provides for the admissibility of an “original document,” with no words 

excluding electronically made documents or referring to the “system integrity concept.” Section 62 states 

that in regard to “estimating the weight” of a document admitted into evidence under s. 61, “all the 

circumstances from which any inference can reasonably be drawn as to the accuracy or otherwise of the 

statement…,” may be considered. 

Records, whether “original paper records” or electronic records, are being admitted under Evidence Act 

business record provisions across Canada without any analysis of the difference in their nature (source) and 

their record systems. The Alberta and Newfoundland and Labrador Evidence Acts do not have a “business 

record” provision, therefore the business record exception to the hearsay rule at common law would be 

used. For a definition of the common law business records exception, see infra notes 38 to 40. 

29
 Section 31.2(1) CEA; s. 41.4 AEA; s. 34.1(5),(5.1) OEA; and, s. 23D NSEA. These sections provide a 

“system integrity” test in regard to issues raised under the best evidence rule (“the integrity of copies and 

duplicates” issues—the electronic records provisions see a printout as being a “copy” of its electronic 

counterparts in the computer or electronic records management system). Hearsay rule issues (“truth of 

https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
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provisions can make using electronic and business records cases from other jurisdictions 

less useful.
30

 

(2). The electronic record provisions improvements. Particularly important are: (1) 

establishing the admissibility of electronic records apart from any “paper” 

predecessor;
31

 (2) thus enabling the destruction of paper records once they have been 

placed into a secure electronic records management environment by means of 

procedures compliant with the National Standards of Canada for electronic records 

management;
32

 (3) establishing the “system integrity” test of admissibility for electronic 

records, which requires proof of the “integrity” of the electronic records management 

                                                                                                                                                  
contents” issues in Canada) would be dealt with under the business record provisions:  s. 30 CEA; s. 35 

OEA; s. 23 NSEA. “Hearsay rule issues” refers to the business record exception to the rule against hearsay 

evidence. Such exceptions are found in the Evidence Acts and at common law. Therefore the admissibility 

of an electronic business record would require that both the business record and electronic record 

provisions be satisfied. Counsel opposing admissibility should state to the court that challenges are raised 

under both sets of provisions. 

    A paper business record, having no “electronic existence,” either past or present, would involve only the 

business record provisions. And when seeking support from American case law, bear in mind that 

“reliability issues,” comparable to “truth of contents” issues, are also dealt with under the authentication 

rule, meaning that satisfying U.S. Federal Rule of Evidence 803(6), (infra note 35), which has a wording 

and purpose similar to that of s. 30 CEA, may not be enough for admissibility; see: Ken Chasse, “The 

Admissibility of Electronic Business Records” (2010), 8 Canadian Journal of Law and Technology 105 at 

130-136. Such differences will affect the grounds upon which “disclosure and discovery” are demanded 

and made, they and evidence being very interdependent, i.e., the scope of what is admissible evidence in 

any particular instance affects what can be demanded to be disclosed and produced (“discovered”), and 

what is in fact disclosed and produced affects what is available to be used as evidence. 

30
 See supra note 28, as to the differences in statutory provisions. 

31
 In effect, this gives electronic records the legal status of any paper “parent” that was rendered into digital 

form by, for example, an imaging program. But this would be so only for purposes of using electronic 

records as evidence. A more comprehensive statement of such equal legal status is provided by the 

electronic commerce legislation, e.g., s. 32 of the federal Personal Information Protection and Electronic 

Documents Act (“PIPEDA”) S.C. 2000, c. 5, which states: “The purpose of this Part [“Part 2 Electronic 

Documents”] is to provide for the use of electronic alternatives in the manner provided for in this Part 

where federal laws contemplate the use of paper to record or communicate information or transactions.” 

Such electronic commerce legislation is also important in coping with lengthy limitation periods for 

bringing legal proceedings, e.g., the Ontario Limitations Act, 2002, S.O. 2002, c. 24, Schedule B, s. 15, 

provides a maximum limitation period of 15 years for the bringing of legal proceedings. Electronic 

commerce legislation allows paper records to be disposed of after being replaced by digital (electronic) 

records in a manner that complies with the National Standards of Canada for electronic records 

management, thus leaving the records manager able to supply records in relation to any cause of action 

arising as distant as 15 years earlier, and for any formal audit or government demand. Thus the expense of 

longterm paper storage is avoided, and the accessing and searching power of electronic storage is achieved 

at an early stage. For examples of provincial counterparts of s. 32 of PIPEDA, see: Ontario’s Electronic 

Commerce Act, 2000, S.O. 2000, c. 17, ss. 8 and 12 inter alia; and, B.C.’s Electronic Transactions Act, 

S.B.C. 2001, c. 10. Canada’s 14 jurisdictions have enacted electronic commerce legislation. Paper records 

rendered to digital storage should be destroyed, otherwise they can be demanded in electronic discovery 

procedures in both civil and criminal proceedings. 

32
 See infra notes 48-52 and accompanying text.  
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systems (ERMSs) in which they are recorded or stored, which is a fundamental 

difference from pre-electronic “paper” records and systems in that a paper record can be 

reliable regardless the state of reliability of the record system in which it is recorded or 

stored; and, (4) expressly made relevant is the use of authoritative national and 

international standards of electronic records management in determining the 

admissibility and “weight” of electronic records.
33

 The National Standards of Canada 

are particularly authoritative and useful for this purpose.
34

 

(3). The business record provisions require that the record be made “in the usual and 

ordinary course of business,” or some such “business activity” phrase.
35

 They thereby 

provide a “business records” exception to the rule against hearsay evidence.
36

 The 

Evidence Acts of the provinces of Alberta and Newfoundland and Labrador do not 

contain such provisions.
37

 In those two provinces the business records exception to the 

                                                 
33

 See: s. 31.5 CEA; s. 41.6 AEA; s. 34.1(8) OEA; and, s. 23F NSEA (as cited in Appendix B). 

34
 See infra notes 48-52 and accompanying text. 

35
 Section 30 CEA; s. 35 OEA, s. 23 N.S.E.A. s; s.42 of the British Columbia Evidence Act, R.S.B.C. 1996, 

c. 124. Rule 803(6)(B) of the U.S. Restyled Federal Rules of Evidence, (operative from Dec. 1, 2011), uses 

a similar phrase, “in the course of a regularly conducted business activity,” and U.S. FRE Rule 1001(d) 

defines “an ‘original’ writing or recording” as including “electronically stored information.” But Canadian 

business record sections have no express reference to things “electronic” or “digital.” Therefore  U.S. FRE 

803(6) may accommodate electronic records more easily. And therefore it may be argued that the electronic 

record provisions are necessary for all Evidence Acts in Canada, (the absence of such in the B.C., N.L., and 

NWT Evidence Acts notwithstanding). Electronic records technology did not exist when the business 

record provisions were enacted in 1968-69. (But see also note 28 supra.) One exception is s. 49 of the 

Saskatchewan Evidence Act, S.S. 2006, c. E-11.2 (being the definition section for the “business records” 

exception in s. 50), which defines “record” as including, “any information that is recorded or stored by 

means of any device or electronic means.” 

36
 “Hearsay” means a statement offered in evidence to prove the truth of the matter asserted within it, but 

made otherwise than in testimony at the proceeding in which it is offered: R. v. Obrien, 1977 CanLII 168, 

[1978] 1 S.C.R. 591 at 593-94, (1977), 35 C.C.C. (2d) 209, whereat Dickson J., delivering the judgment of 

the court stated: “It is settled law that evidence of a statement made to a witness by a person who is not 

himself called as a witness is hearsay and inadmissible when the object of the evidence is to establish the 

truth of what is contained in the statement; it is not hearsay and is admissible when it is proposed to 

establish by the evidence, not the truth of the statement but the fact that it was made.” 

37
 Any jurisdiction, whether it has an Evidence Act “business record” hearsay exception or not, can use the 

comparable exception at common law. It uses the phrase, “in the routine of business.” It contains: (1) no 

prerequisite notice period as do most of the Evidence Act business record provisions; and, (2) it contains no 

prohibition as to “records made in contemplation of litigation” (as does s. 30(10) CEA, and s. 42(4) of the 

B.C. Evidence Act). For an analysis of this common law hearsay rule exception, see: (1) Ken Chasse, 

“Electronic Records As Documentary Evidence,” (2007) 6 Canadian Journal of Law and Technology 141 

(the exception is analyzed at several places in the article); 

    (2) J. Douglas Ewart, Documentary Evidence In Canada (Toronto: Carswell; 1984 (but out of print)), p. 

53, whereat the author provides a comparative list of the constituent elements of the common law rule, and 

the “Impact of Ares” [Ares v. Venner, 1970 CanLII 5, [1970] S.C.R. 608, 14 D.L.R. (3d) 4, 12 C.R.N.S. 

349 (SCC)] upon each of the constituent elements of the common law rule by way of a comparative listing 

https://www.canlii.org/en/ca/scc/doc/1977/1977canlii168/1977canlii168.html
https://ojs.library.dal.ca/CJLT/article/view/6036/5365
https://www.canlii.org/en/ca/scc/doc/1970/1970canlii5/1970canlii5.html
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hearsay rule at common law could be used.
38

 Its “business activity” phrase is, “made in 

the routine of business.”
39

 But the Alberta Evidence Act does contain electronic records 

provisions; the Newfoundland and Labrador Evidence Act does not.
40

 The common law 

exception can be used along with a statutory business records exception to the hearsay 

rule. At the time when the business record provisions were enacted and the common law 

rule was formulated, the present e-records technology did not exist. Does the rule of 

                                                                                                                                                  
of the “Traditional Rules” that made up the common law hearsay exception before Ares (in left hand 

column) with the “Impact of Ares” upon each of them (in the right hand column); 

    (3) a useful discussion of these points can also be found in the, Report of the Federal/Provincial Task 

Force on Uniform Rules of Evidence, (Toronto: Carswell, 1982) at pp. 390-401 (being ss. 29.11 & 29.12 of 

the Report), and elsewhere whereat the decision in Ares v. Venner is discussed;  

    (4) in the context of criminal proceedings and generally in relation to the Canada Evidence Act, see: E.G. 

Ewaschuk, Criminal Pleadings and Practice in Canada, 2
nd

 ed. (Toronto: Canada Law Book), at para. 

16:15110, “Business records”; and, 

    (5) the “progeny of Ares” (i.e., case law produced by Ares v. Venner, supra) should also be analyzed, for 

it remains today the leading decision defining the common law exception for business records in Canada. 

See also supra note 7 and accompanying text. 

38
 But see also note 36 supra. The business records exception at common law can be used along with one in 

an Evidence Act. Although it is more onerous to satisfy, it does not have a notice period as do most 

statutory exceptions. For example, s. 30(7) of the Canada Evidence Act has a 7-day notice period before 

production of a record, as does s. 35(3) of the Ontario Evidence Act. But s. 42 of the B.C. Evidence Act has 

no notice period. Ewart, ibid, at p. 54, writing in 1984, defined the “modern” common law (i.e. after being 

revised by Ares v. Venner, ibid.(supra note 37)) this way: “In the result, the modern rule can be said to 

make admissible a record containing (i) an original entry (ii) made contemporaneously (iii) in the routine 

(iv) of business (v) by a recorder with personal knowledge of the thing recorded as a result of having done 

or observed or formulated it (vi) who had a duty to make the record and (vii) who had no motive to 

misrepresent. Read in this way, the rule after Ares does reflect a more modern, realistic approach for the 

common law to take towards business duty records.” For a better understanding of the common law 

business record exception to the hearsay rule, see Ewart’s analytical comparison of the old and the new, 

revised common law rule, at pp. 44-69. Particularly helpful is the columnar comparison at p. 53. 

39
 For an analysis of this common law hearsay rule exception, see: (1) Ken Chasse, “Electronic Records As 

Documentary Evidence,” (2007) 6 Canadian Journal of Law and Technology” 141 (the exception is 

analyzed at several places in the article); (2) J. Douglas Ewart, Documentary Evidence In Canada (Toronto: 

Carswell; 1984)., p. 53, whereat the author provides a comparative list of the constituent elements of the 

common law rule, and the “Impact of Ares” [Ares v. Venner, [1970] S.C.R. 608, 14 D.L.R. (3d) 4, 12 

C.R.N.S. 349 (SCC), supra notes 37-38] upon each of the constituent elements of the common law rule by 

way of a comparative listing of the “Traditional Rules” that made up the common law hearsay exception 

before Ares (in left hand column) with the “Impact of Ares” upon each of them (in the right hand column); 

(3) a useful discussion of these points can also be found in the, Report of the Federal/Provincial Task 

Force on Uniform Rules of Evidence, (Toronto: Carswell; 1982) at pp. 390-401 (being ss. 29.11 & 29.12 of 

the Report), and elsewhere whereat the decision in Ares v. Venner, supra, is discussed; (4) in the context of 

criminal proceedings and generally in relation to the Canada Evidence Act, see: E.G. Ewaschuk, Criminal 

Pleadings and Practice in Canada, 2
nd

 ed. (Toronto: Canada Law Book, 2009), at para. 16:15110, 

“Business records”; and, (5) the “progeny of Ares” (i.e., the case law produced by Ares v. Venner, supra.) 

should also be analyzed, for it remains today the leading decision defining the common law exception for 

business records in Canada. 

40
 Alberta Evidence Act, R.S.A. 2000, c. A-18, ss. 41.1 to 41.8; Evidence Act (Newfoundland and 

Labrador), R.S.N.L. 1990 c. E-16. But note s. 8.1 of the NLEA (Newfoundland and Labrador Evidence 

Act), and see also note 28 supra. 

https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
http://www.carswell.com/product-detail/criminal-pleadings-practice-in-canada-second-edition/
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statutory interpretation, “the law is always speaking,” enable a statutory provision to 

include the product of a technology that didn’t exist when it was enacted? 

(4). The factual difference created by electronic technology:  the integrity of an electronic 

record is dependent upon the integrity of its ERMS. But neither “integrity” nor 

“system” has been defined.
41

 In contrast, the business record provisions of the Evidence 

Acts deal with records as recordings independent from one another—each has its own 

history and “medium of storage” such as paper or microfilm. But electronic technology 

has enabled the separation of information from those traditional media of storage. The 

law must accommodate that factual difference. 

(5). Electronic records are not like paper records, but rather like drops of water in a pool 

of water. We cannot define or describe an electronic record in an ERMS by describing 

the history of a particular group of electrons, no more than we can describe the history 

of a drop of water after it falls into a pool of water. When drops of water later emerge 

from the pool of water, we cannot associate any of them with particular drops that 

entered the pool of water. That points out the critical difference between traditional 

“paper” records management and electronic records management. A paper record 

maintains its physical, corporeal existence and identity while in its records system. 

Therefore the reliability of a paper record can be proved by proving its own particular 

history from its creation until it is adduced as evidence in a court, quite apart from the 

                                                 
41

 There is however, one case that can provide guidance in interpreting the electronic record provisions. It 

concerned the admissibility of electronic records admitted under the banking record provisions, s. 29(2) of 

the Canada Evidence Act, which, like the electronic record provisions, are “best evidence rule” provisions. 

The electronic record provisions did not exist at the time of the decision in, R. v. McMullen, 1979 CanLII 

1867, [1979] O.J. No. 4300, (1979), 47 C.C.C. (2d) 499 at 506 (Ont. C.A.). And, in 1979, it elucidated a 

test comparable to the “system integrity” test of the electronic record provisions. Morden J.A, delivering 

the judgment of the Court stated (at p. 506, CCC): “The nature and quality of the evidence put before the 

Court has to reflect the facts of the complete record keeping process -- in the case of computer records, the 

procedures and processes relating to the input of entries, storage of information, and its retrieval and 

presentation.” Being a true forerunner of the “system integrity test,” this “McMullen standard” is therefore 

comparable to the nine points of proof for obtaining admissibility, specified in the National Standard of 

Canada, Electronic Records as Documentary Evidence CAN/CGSB-72.34-2017, section 5.2, at p. 9 (supra 

note 18, and infra notes 48-52). Given the absence of defining case law for the “system integrity” test, and 

for describing the necessary foundation evidence for admissibility, such specifications in a National 

Standard of Canada is substantial authority as to what that evidence should be. And because of the 

interdependence of relevant and admissible evidence and discovery, such “points of proof” can also serve 

as the foundation for disclosure requests and motions for further production. For further analysis of this 

“McMullen standard,” see: Ken Chasse, “The Admissibility of Electronic Business Records” (2010), 8 

Canadian Journal of Law and Technology 105, at 159-164, under the heading, “What does the ‘system 

integrity test’ of the electronic records provisions require?” McMullen should have developed a line of 

cases that would have made the electronic record provisions unnecessary. Instead, it has been used merely 

to justify the use of electronic records—see the cases cited in footnote 123 of the above cited article (at pp. 

159-60). See also the articles listed supra in note 26. 

https://www.canlii.org/en/on/onca/doc/1979/1979canlii1867/1979canlii1867.html?resultIndex=1
https://www.canlii.org/en/on/onca/doc/1979/1979canlii1867/1979canlii1867.html?resultIndex=1
https://ojs.library.dal.ca/CJLT/article/view/4941/4449
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reliability of its record system. But an electronic record does not maintain its existence 

as a particular group of electrons in its ERMS, no more than a drop of water maintains 

its existence and identity in a pool of water. The molecules of the drop of water are 

subject to everything that happens to the pool of water. To prove the fate of any drop of 

water requires proof of what has happened to the pool of water, e.g., the chemical 

reliability of any drop in the pool of water requires proof of the chemical reliability of 

the pool of water as a whole. 

Similarly, once an electronic record is entered into an ERMS, it is subject to 

everything that happens to that ERMS and to the probabilities of all that can happen to 

that ERMS. Therefore proof of an electronic record’s integrity requires proof of its 

ERMS’s integrity—proof of record integrity requires proof of record system integrity. 

That is the “system integrity concept” upon which is based: (1) the rule of admissibility 

in the electronic records provisions of the Evidence Acts; (2) the National Standard of 

Canada for electronic records management; and, (3) the work and expertise of experts in 

electronic records management.  

Unlike a paper record, an electronic record is no better than the records system in 

which it is recorded or stored. There can be no argument that proving the “system 

integrity” of an electronic record, as required by the electronic record provisions of the 

Evidence Acts, merely requires proof of the “system integrity” of that part of the 

records system in which the record existed. However, if parts of an organization’s 

records operations are sufficiently independent in operation, management, structure, and 

purpose, such parts may each constitute an “electronic records management system” (an 

ERMS) for purposes of proving “system integrity,” and therefore the admissibility of 

any particular electronic record. And therefore there can be no argument that the 

“system integrity” concept of admissibility is unworkable because it requires proof of 

the integrity of all of an organization’s national or international records management 

operations in order to use a single printout as evidence. 

(6). The conceptual difference created by electronic technology: the terminology and 

concepts of the “business record” provisions are those of the record (e.g., s. 30 CEA); 

and for the electronic record provisions, those of the electronic record system. The 

result is:  “records concepts” versus “systems concepts.” That is the conceptual 

transformation created by the application of electronic technology to records and 

records management. The laws of evidence and of disclosure and discovery must 
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accommodate that transformation or operate inadequately, i.e., without sufficient 

certainty that those procedures are performing their functions well. 

(7). An electronic record is just a flow of electrons or an electronic impression on a storage 

device. Therefore it is subject to everything that its electronic record system is, and is 

itself subject to, and subject to the state of every record system it is connected to, if not 

properly managed. Therefore disclosure and discovery should "discover" that state of 

management.
42

 

(8). Traditional “paper” record systems are "stand alone units," meaning that they cannot 

be corrupted without physical access to them. But electronic record systems are 

connected to the world of the internet, therefore, without adequate security, everything 

can get to them.  

(9). The traditional approach to proof of records as evidence: The business record 

provisions of the Evidence Acts are based on the view that each record and its 

admissibility are subject to proof of its own history from creation to court. Therefore, 

strictly speaking, the state of its records system is irrelevant.
43

 "Prove the history of the 

adduced record" is what "admissibility" requires. That is the traditional approach to the 

use of records as evidence. But that is insufficient for electronically-produced records, 

meaning every printout cannot be checked for reliability by traditional methods of legal 

analysis and admissibility. 

(10). The “triangle of interdependence” and the “disclosure and discovery triangle”: The 

scope of admissible evidence affects what can be demanded in disclosure and discovery, 

                                                 
42

 Disclosure and discovery practice is determined by lawyers. Lawyers are not records managers. 

Therefore the critical differences between traditional "paper" records management and electronic records 

management is not understood. But the latter is not just a speedier version of the former; it is fundamentally 

different. Therefore so should disclosure and discovery be different. See by Ken Chasse: (1) “Solving the 

High Cost of the ‘Review’ Stage of Electronic Discovery” (SSRN, May 19, 2014, pdf); and, (2) “The 

Sedona Canada Principles are Very Inadequate on Records Management and for Electronic Discovery” 

(SSRN, November 26, 2014, pdf.). 

43
 Theoretically, a “circumstances of the making of the record” provision such as s. 30(6) of the Canada 

Evidence Act could be used to oppose a record’s admissibility by attacking its records system, but there are 

no case law examples of its having been used this way. (See however, the discussion of McMullen (Ont. 

C.A., 1979), in note 41 supra.) Also, such use assumes that s. 30(6) is superior to the admissibility rule in s. 

30(1), which states that, proof that a record was made “in the usual and ordinary course of business,” is 

sufficient to gain admissibility, regardless the state of its records system. It can be argued however, that s. 

30(6) is the predominant provision; see: Ken Chasse, “Electronic Records as Documentary Evidence” 

(2007), 6 Canadian Journal of Law and Technology 141 at 149, under the heading, “The two hearsay 

admissibility tests in section 30 of the CEA—which is predominant?” But s. 30(6) CEA can be used only to 

exclude evidence; it is not an inclusionary provision as is s. 30(1). The comparable “circumstances of the 

making” provisions in the provincial Evidence Acts are limited to “weight;” they cannot be used to oppose 

admissibility. See for example, s. 35(4) of the (Ontario) Evidence Act, R.S.O. 1990, c. E.23; s. 42(3) of the 

(British Columbia) Evidence Act, R.S.B.C. 1996, c. 124, and s. 23(4) of the Nova Scotia Evidence Act. 

https://ssrn.com/abstract=2438509
https://ssrn.com/abstract=2438509
https://ssrn.com/abstract=2530515
https://ssrn.com/abstract=2530515
https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
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and the scope of the latter affects what is available to be used as evidence. To be reliable 

and cost-efficient, both require good electronic records management, which therefore 

should be investigated at the time of production. That is the “triangle of 

interdependence”: (1) evidence; (2) discovery; and, (3) electronic records management. 

And, (1) “system integrity,” (2) the “primary principle,” and, (3) the proportionality 

principle—together they form a triangle of interdependent concepts; i.e., “the disclosure 

and discovery triangle” (p. 8 above).
44

 

(11). All electronic communications, services, and submissions produce records. Adequate 

and timely proof of the contents of those communications and submissions requires 

good records management in compliance with established national standards of 

electronic records management (which in turn are based on international standards). It 

follows that all legislation dependent upon proof of electronic communications and 

submissions requires good records management, e.g., legislation concerning, evidence, 

electronic commerce, electronic discovery, privacy and personal information, securities, 

taxation, and property laws. They have all involved records in the past, but now 

electronically transmitted records are transmitted, stored, processed, and transformed in 

many ways and everywhere. Therefore electronic records and good electronic records 

management, are the most comprehensive, single factual foundation of our legal rights 

and obligations. Therefore disclosure and discovery should require proof of the state 

and quality of records management.  

                                                 
44

 I know of no one else in Canada, or of legal literature in Canada that elucidates these close 

interdependent relationship. Therefore the articles I site are my own. I have had an unique experience in 

being a criminal lawyer since 1966, first as a prosecutor, then as defence counsel, and in being associated 

with the work of experts in records management for more than 30 years, including: (1) working with ERMS 

experts advising institutional clients in regard to the legal requirements of the 72.34-2017 national standard 

(and its first edition, 72.34-2005), and the records requirements for admissibility and discovery, and of 

various major laws; and, (2) participating as a legal advisor in the formation of National Standards of 

Canada for electronic records management since 1978 (see the text accompanying notes 47-51 infra.  

 This relationship arose from my involvement in the “Evidence Code” project at the federal 

department of justice from 1976 to 1978. Records management experts wanted their views reflected in the 

records provisions of the Evidence Code. Unfortunately, it never became law. It was very similar to the U.S. 

Federal Rules of Evidence, operative from July 1, 1975, and since adopted by most of the American states 

as their state codes of evidence. Thus Canada lost an important opportunity to use a great volume of free 

“legal technology” on the law of evidence without being bound by any of it. See: Ken Chasse, A Canada 

Evidence Code Should Replace the Canada Evidence Act Slaw blog, January 9, 2014; Part 1:  

<http://www.slaw.ca/2014/01/09/a-canada-evidence-code-should-replace-the-canada-evidence-act-part-1/>; 

Slaw blog, January 16, 2014; Part 2:  <http://www.slaw.ca/2014/01/16/a-canada-evidence-code-should-

replace-the-canada-evidence-act-part-2/>; and, Ken Chasse, “A Canada Evidence Code Should Replace the 

Canada Evidence Act” (SSRN, May 2014, pdf.). 

 I no longer practice criminal law, but continue to write articles on subjects concerning evidence 

and criminal law. 

http://www.linkedin.com/profile/view?id=179209029&trk=nav_responsive_tab_profile_pic
http://www.slaw.ca/2014/01/09/a-canada-evidence-code-should-replace-the-canada-evidence-act-part-1/
http://www.slaw.ca/2014/01/09/a-canada-evidence-code-should-replace-the-canada-evidence-act-part-1/
http://www.slaw.ca/2014/01/09/a-canada-evidence-code-should-replace-the-canada-evidence-act-part-1/
http://www.slaw.ca/2014/01/16/a-canada-evidence-code-should-replace-the-canada-evidence-act-part-2/
http://www.slaw.ca/2014/01/16/a-canada-evidence-code-should-replace-the-canada-evidence-act-part-2/
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1398484
https://ssrn.com/abstract=2443495
https://ssrn.com/abstract=2443495
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(12). Access to ERMSs because discovery should deal with “system integrity” and not 

simply disclosure and production of the electronic records produced or contained within 

such systems. Those making discovery (disclosure and production) have access to those 

systems; those receiving discovery don’t. 

(13). Electronic discovery’s principles and procedures: the Sedona Canada Principles 

Addressing Electronic Discovery
45

 should be adapted and used as much in criminal proceedings 

as they are in civil proceedings.
46

 

(14). Records management standards: The state of “system integrity” should be judged (and 

cross-examined) using the records management National Standard of Canada: Electronic Records 

as Documentary Evidence CAN/CGSB-72.34-2017 (referred to as, “72.34-2017”).
47

 (See the 

summary of 72.34 in Appendix A below.)
48

 They have been expressly adopted by government.
49

 

(15). Records according to “legal compliance” and not simply good business practice: 

Compliance with the “legal” requirements and standards applicable to electronic record systems 

is of “one piece,” i.e., a failure to comply with, (1) evidentiary requirements will mean an 

inability to satisfy the laws and records management requirements of: (2) electronic commerce, 

(3) electronic discovery, (4) personal information protection and privacy, (5) taxation, and the (6) 

                                                 
45

 Supra notes 11-15 and accompany text. 

46
 For example, the Ontario Rules of Civil Procedure, Rule 29.1.03(4) states:  “Principles re Electronic 

Discovery–In preparing the discovery plan, the parties shall consult and have regard to the document titled 

‘The Sedona Canada Principles Addressing Electronic Discovery’ developed by and available from The 

Sedona Conference.” See also supra note 15 and accompanying text. 

47
 Note 18 supra. See also the GARP principles (Generally Accepted Recordkeeping Practices) of ARMA 

International, note 70 infra. 

48
 There being no case law defining key words in the electronic record provisions such as “integrity” and 

“electronic records system,” such national standards as 72.34 must assume an authoritative position. The 

use of such standards is expressly made relevant by provisions such as s. 31.5 of the Canada Evidence Act, 

which has counterparts in the provincial Evidence Acts in very similar words (e.g., s. 34.1(8) OEA). If an 

electronic records system were shown not to be compliant with such standards, that fact should raise a 

tactical presumption that its records lack “integrity” and therefore should not be admissible. See also the 

case law referred to in note 12 supra. 

49
 For example, the Canada Revenue Agency (CRA) informs the public of its policies and procedures by 

means, among others, of its Information Circulars (IC’s), and GST Memoranda. In particular, see: IC05-1, 

dated June 2010, entitled, Electronic Record Keeping, paragraphs 24, 26 and 28. Note that the national 

standard cited in paragraph 26, Microfilm and Electronic Images as Documentary Evidence CAN/CGSB-

72.11-93, has been withdrawn by CGSB (the Canadian General Standards Board).  Paragraph 24 

recommends the use of the newer national standard, Electronic Records as Documentary Evidence 

CAN/CGSB-72.34-2017 (“72.34”), “To ensure the reliability, integrity and authenticity of electronic 

records.” However, if this newer standard is given the same treatment by CRA as the older standard, it will 

be made mandatory as well. (The phrase “pending national standard” is used; in fact, in fact, 72.34 became 

operative in December 2005.) And similar statements appear in the GST/HST Memoranda, Computerized 

Records 15.2 (June 2005), General Requirements for Books and Records 15.1 (June 2005).See also, 

“Electronic Record Keeping,” and, “Forms and Publications.”  

https://www.canlii.org/en/on/laws/regu/rro-1990-reg-194/latest/rro-1990-reg-194.html
http://www.armavi.org/docs/garp.pdf
http://www.armavi.org/docs/garp.pdf
http://www.cra-arc.gc.ca/E/pub/tp/ic05-1r1/README.html
http://www.techstreet.com/cgsb/products/23271
http://www.techstreet.com/cgsb/products/23271
http://www.techstreet.com/cgsb/products/1252845
http://www.cra-arc.gc.ca/E/pub/gm/15-2/15-2-e.html
http://www.cra-arc.gc.ca/E/pub/gm/15-2/15-2-e.html
http://www.cra-arc.gc.ca/E/pub/gm/15-1/15-1-e.html
https://www.canada.ca/en/sr.html?cdn=canada&st=s&num=10&langs=en&st1rt=1&s5bm3ts21rch=x&q=electronic+record+keeping&_charset_=UTF-8&wb-srch-sub=
https://www.canada.ca/en/revenue-agency/services/forms-publications/publications.html
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the National Standards of Canada, 72.34-2017.
50

 Compliance with the “primary principle” of the 

National Standards, “an organization shall always be prepared to produce its records as 

evidence,”
51

 is essential for the efficient operation of, all legislation and legal proceedings 

dependent upon records. And compliance is of “one piece” factually as well as legally in that the 

state of each part of a records system affects the operation of and reflects upon its other parts.
52

  

      The alternative interpretation of the “system 

integrity test,” that it need be satisfied only in relation to those parts of an electronic record 

system that affected the record adduced as evidence and not all parts of the system is impractical. 

Because one cannot know what future litigation or other official demands will require of a record 

system, it is dangerous as well as impractical to leave the maintenance and updating of a system, 

or a part of it, until particular records are required. Alterations made “in contemplation of 

litigation” undermine the credibility of the entire system. They raise an inference that the system 

lacked the necessary “integrity” before such alterations. Also, such alterations and the records 

they produce would not be made “in the usual and ordinary course of business,” which is required 

by s. 30 and s. 31.3(c) CEA, and the statutory counterparts in the provincial and territorial 

Evidence Acts. Therefore such alterations would most likely result in a failure to satisfy both the 

electronic record and business record provisions of the Evidence Acts. Therefore, the “primary 

principle” must be obeyed. Secondly, “system integrity” applies only to the whole of a system or 

not at all; there can be no partitioning of “system integrity” within a system. 

(16). Defining a “system” as to the scope of the foundation evidence for admissibility: It should 

not be necessary in all cases to have to prove the “system integrity” of the whole of the record 

system(s) of an organization. One could argue that if a division or section of records management 

                                                 
50

 Supra notes 47-50 and accompanying text. 

51
 Clause 5.1 at page 9 of, Electronic Records as Documentary Evidence (72.34), being, “The primary 

principle advanced by this standard is that an organization shall always  be prepared to produce its records 

as evidence. Continuous compliance with this standard is an essential part of the proof of the integrity of an 

electronic record  or records system. Intermittent compliance  may be better than no compliance, but it is 

not enough to prove the integrity. Therefore, compliance obtained only when legal proceedings are 

anticipated or are underway is not sufficient.” 

52
 For example, the “integrity” of a high quality imaging system will be difficult to prove if opposing 

counsel can cross-examine adducing counsel’s witnesses showing, inter alia, that: (1) email messages are 

not preserved, and there is no email protocol regulating them as business records subject to records 

management system requirements; (2) there is no records management procedures manual as is required by 

the National Standards of Canada; (3) the extent of records holdings is not known; (4) records management 

bylaws and orders from senior management are inadequate and (5) those that do exist are not complied with; 

(6) summaries and recordings of video, audio, and text communications are not made part of the records 

management system; and, (7) the “usual and ordinary course of business” in regard to records management 

is determined in a piecemeal, informal and ad hoc fashion by various records officers as needs arise. See 

also the list of “serious defects” in the text accompanying note 2, pp. 1-3. 
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operations is sufficiently specialized and suitably independent in operation and purpose, and has 

its own chief records manager who reports to senior management, that such division or section 

itself constitutes a “system” for purposes of the electronic record provisions. For example, 

sections such as, accounting functions, payroll accounts, travel and expenses, imaging and 

archiving of paper records, information technology, and planning and research, may thus argue 

that their records management systems constitute a separate “system” for purposes of adducing 

evidence in proof of “system integrity.” It should not be necessary that the whole of an 

organization’s records management operations be proved to have “system integrity” in order to 

have a single record held to be admissible. 

(17). Certification of “system integrity”: Eventually there will be professional certifiers able to 

certify the “system integrity” of  ERMSs. Proof of such certification could be given viva voce or 

by certificate provided for in the electronic records provisions of the Evidence Acts.
53

 

(18). Legal relationships régime of legal compliance: The areas of law and practice (evidence, 

electronic commerce, personal information protection and privacy, electronic discovery, the 

National Standards of Canada for electronic records management, and tax laws) impose a records 

management régime of “legal compliance” that involves these relationships (to be used in one’s 

examination and cross-examination of witnesses): 

1. The laws of evidence concerning electronic records are dependent upon the 

National Standards of Canada for their effective operation. They provide 

principles and procedures that give meaning to “system integrity.” The 

national standard, Electronic Records as Documentary Evidence, 72.34-2017, 

                                                 
53

 Expert certifiers, trained by the Canadian General Standards Board (CGSB) and officially designated as 

such, could be witnesses who would greatly simplify and expedite disclosure production applications, and 

the deciding of issues of admissibility and weight in relation to electronic records. They could testify as to 

the requirements of the national standards, and as to the state of any particular records system in regard to 

those standards. Affidavit evidence may substitute for testimony once the use of such certifiers has a 

favourable forensic “track record,” just as certificate evidence has replaced the use of police breathalyzer 

officers in every impaired driving case. Expert certifiers would be hired by the party adducing the 

electronic records.  

Other systems, equally dependent upon high quality electronic records and information management, 

use certification to ensure quality. 

Certification of compliance with established standards is a necessary method by which electronic record 

systems prove their “integrity” and reliability. For example, in regard to certifying compliance with the 

Model Code for the Protection of Personal Information, made mandatory by s. 5 of PIPEDA, there are 

professional auditors whose work relates to that of the Office of Privacy Commissioner of Canada, online: 

http://www.priv.gc.ca/ 

And similarly, established certification processes exist for the standards of the ISO (International 

Organization for Standardization, Geneva Switzerland), online:  http://www.iso.org/iso/about.htm 

The national standards referred to in this paper, incorporate by reference the ISO standards as “normative 

references” within the National Standards of Canada, supra notes 47-50. See also: Ken Chasse, “Electronic 

Discovery in the Criminal Court System” (2010), 14 Canadian Criminal Law Review 111 at 163-165, and 

its recommendations 6 and 7 on p. 167. 

https://www.techstreet.com/cgsb/standards/can-cgsb-72-34-2017?product_id=1947330%23jumps%20
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was written to facilitate the operation of those provisions.
54

 

2. The electronic record provisions of the Evidence Acts and the electronic 

commerce legislation both use the concept of “record system integrity.”
55

 

Previously, legislation concerning business records judged each record by its 

own history and content, and not by the records system it comes from. 

3. Electronic disclosure and discovery depends for its efficient operation upon 

authoritative guidelines for electronic discovery such as the Sedona Canada 

Principles 2d (November 2015), which in turn are dependent upon the 

application of records management principles and practices as authoritatively 

established by the National Standards of Canada.
56

 

4. The personal information protection Acts, such as Part 1 of PIPEDA 

(Personal Information Protection and Electronic Documents Act, S.C. 2000, 

c. 5), and those of Alberta, British Columbia, and Quebec, depend for their 

efficient operation upon authoritative codes of information protection such as 

the National Standard of Canada, Model Code for the Protection of Personal 

Information, CAN/CSA-Q830-96 (made mandatory by s. 5 of PIPEDA), 

which in turn are dependent upon the use of records management principles 

and practices as established by the National Standards of Canada.
57

 

5. The Canada Revenue Agency requires that taxpayer records be kept in 

accordance with the National Standards of Canada for records management.
58

 

6. The rulings of the courts as to what is required for admissibility do not yet 

provide sufficient guidance, making necessary reliance on the National 

Standards of Canada, 72.34-2017. 

7. Compliance with the national records management standards is essential for 

the efficient operation of all legislation and legal proceedings dependent 

upon records.
59

 

8. Electronic commerce, like all commercial transactions and communications, 

                                                 
54

 The national standard provides a detailed records management context in aid of the electronic record 

provisions. This “‘system integrity’ records management context” gains additional definition and certainty 

from the other four areas of law and records management practice in the above list of six, tantamount to a 

regulatory régime for records management. 

55
 See for example: Ontario’s Electronic Commerce Act, 2000, S.O.2000, c. 17, s.8; Alberta’s Electronic 

Transactions Act, S.A. 2001, c. E-5.5, s. 14; and, B.C.’s Electronic Transactions Act, S.B.C. 2001, c.10, s.8. 

56
 For a review of electronic discovery in criminal proceedings, see: Ken Chasse, “Electronic Discovery in 

the Criminal Court System” (2010), 14 Can. Crim. L.R. 111. 

57
 Supra notes 18, 26, and 47-50, and summary in Appendix A (below at p. 29). 

58
 Supra note 49, and the national standard at notes 18, 26 and 47-50, and Appendix A. 

59
 Section 5, (p. 9) of the national standard, Electronic Records as Documentary Evidence, 72.34-2017, 

supra notes 26 and 47, and accompanying text. The earlier edition, 72.34-2005, clause 5.4.1c, (p. 16), 

contained this important statement: “In the event of legal proceedings (or a request by a taxing or other 

government authority), the procedures manual can be the most important support to satisfy the legal 

requirements (admissibility and weight) for electronic records in the Evidence Acts. The procedures manual 

can be used by a witness as evidence to prove that … c) the electronic records are authentic and have 

integrity, so trustworthy and reliable documentary evidence can be produced from them at any time and for 

any purpose.” 

https://thesedonaconference.org/publication/sedona-canada-principles-addressing-electronic-discovery-second-edition
https://thesedonaconference.org/publication/sedona-canada-principles-addressing-electronic-discovery-second-edition
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needs rules of evidence (electronic evidence rules) designed for the 

enforcement of its principles and obligations.  

9. The electronic record provisions expressly make admissible, standards such 

as the National Standards of Canada concerning records management, in 

determining the admissibility of electronic records “under any rule of law” (s. 

31.5 CEA).
60

 

10. The electronic record provisions in the Evidence Acts, except for the Canada 

Evidence Act, state that a court may have regard to evidence adduced under 

the e-record provisions, “in applying any common law or statutory rule 

relating to the admissibility of records.”
61

 

11. These relationships make necessary the concept of, “records management as 

a matter of legal compliance,” i.e., several important areas of law are heavily 

dependent upon compliance with the established principles and practices of 

records management. Therefore those principles and practices must be 

considered legal requirements of records management, which in turn should 

be in compliance with the National Standard of Canada for records 

management, 72.34-2017. 

12. Electronic technology should be viewed as making expert evidence necessary 

when adducing electronic records as evidence. (However, records 

management is not yet viewed by lawyers as a matter requiring expert 

evidence. As a result, because  ERMSs are not challenged, they are in effect, 

allowed to produce evidence as though they were “experts” who do not have 

to testify to the principles, methods, and software they use and depend upon, 

and without reference to their qualifications.) 

(19). Managing all records by the higher standards of electronic records is the simplest and least 

costly records management strategy of those for: (1) original paper records
62

; (2) electronic 

records, i.e., they are created or stored electronically
63

; (3) microfilmed and imaged records
64

; (4) 

“relied upon printouts” of electronic records within the meaning of s. 31.2(2) CEA
65

; (5) records 

                                                 
60

 A particularly important requirement of the National Standard of Canada’s is the “Primary principle,” 

which states that, “An organization shall always be ready to produce its records as evidence.” (clause 5.1, 

last para.) at p. 9 of, Electronic Records as Documentary Evidence CAN/CGSB 72.34-2017. Failure to 

comply should give rise to a presumption of a lack of “system integrity.” 

61
 For example, s. 34.1(3) of the Evidence Act (Ontario) R.S.O. 1990, c. E.23, and, s. 41.2(2) of the Alberta 

Evidence Act, R.S.A. 2000, c. A-18. 

62
 Admissible as business records under s. 30 CEA, and the business record exception at common law; see: 

Ares v. Venner, [1970] S.C.J. No. 26, [1970] S.C.R. 608 (and supra notes 37-40), and its case law progeny. 

63
 The electronic record provisions are:  ss. 31.1 to 31.8 CEA. Electronic business records will also have to 

satisfy the business record provisions of s. 30 CEA. See, R. v. Oland 2015 NBQB 245. 

64
 Admissible under the microfilm provisions, s. 31 CEA, or the electronic record provisions, ibid., as in the 

case of COM, (computer output microfilm), or other computer-driven microfilm systems. 

65
 Admissible because they are, “manifestly or consistently acted on, relied upon, or used as the record of 

the information recorded or stored on the printout,” (s. 31.2(2) CEA), i.e., admissible independent of their 

electronic origin and therefore of the integrity or state (good or bad) of the electronic record system in 

which they were originally recorded or stored—at least, that is the intended purpose of these special 

https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://www.canlii.org/en/on/laws/stat/rso-1990-c-e23/latest/rso-1990-c-e23.html
https://www.canlii.org/en/ab/laws/stat/rsa-2000-c-a-18/latest/rsa-2000-c-a-18.html
https://www.canlii.org/en/ab/laws/stat/rsa-2000-c-a-18/latest/rsa-2000-c-a-18.html
https://www.canlii.org/en/nb/nbqb/doc/2015/2015nbqb245/2015nbqb245.html?resultIndex=1
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created through EDI (electronic data interchange) for which the advantages of s. 31.5 CEA are 

available.
66

 

(20). Consequences of a failure of legal compliance: The inability of a records system to 

meet applicable legal requirements, and the national standards can have the following 

consequences, inter alia. These are points indicative of the state of “system integrity.” 

They are therefore relevant to the admissibility and “weight” of records: 

1. An inability to take advantage of the two purposes for which the electronic 

record provisions of the Evidence Acts were created: 

(a) electronically recorded or stored records are to have a status in law 

equal to that of original paper records; and, 

(b) original paper records can be disposed of once their electronic form is 

stored in a secure records management environment. 

2. A failure to comply with the National Standard of Canada, 72.34-2017,
67

 

will make compliance with the legal tests for acceptable records much 

more difficult, if not impossible—in particular, it creates a tactical 

presumption of unreliability if a records system cannot meet such basic 

standards. 

3. One’s records might not be acceptable to the taxing authorities of 

government such as the Canada Revenue Agency.
68

 

4. The unavailability of essential evidence for important litigation. 

5. An institution’s failure to have its records accepted as evidence may quickly 

result in its records being challenged in many more legal proceedings, 

which may cripple its ability to enforce the foundation of laws upon which 

it exists. 

6. An inability to comply with the organization’s own records and information 

management bylaws, which in itself is strong evidence that its records 

system cannot satisfy the “system integrity test,” and the other legal tests 

within the Evidence Acts, which in turn means its records should not be 

accepted by any authority. 

                                                                                                                                                  
provisions. Whether they will be given that interpretation is yet to be seen. An example of such a printout 

would be a contract or other official document whose interpretation, contestation, or other use would be 

based entirely upon its paper form, its electronic origins having no part in any such interpretation or dispute. 

66
 Section 31.5 CEA has two purposes: (1) to put beyond doubt that recognized records management 

standards such as 72.34-2017 (note 18 supra), may be used in determining the admissibility of electronic 

records, “under any rule of law”; and, (2) to facilitate the use of trading partner agreements, “on how 

electronic records are to be recorded or stored.” This second usage gives legal recognition to privately 

contracted protocols containing rules of evidence applicable to a high volume flow of electronic records 

between two individuals or institutions, e.g., EDI, as between a manufacturer and its parts suppliers, or a 

government and its government-supported agencies by way of computer-to-computer orders and 

agreements. 

67
 Supra notes 18 and 39-49. 

68
 Supra note 49. 
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7. An inability to comply adequately and in a timely way with electronic 

discovery demands, thus being at risk of incurring the “sanctions” that 

befall a litigant who fails, “to meet any obligation to preserve, collect, 

review or produce electronically stored information.”
69

 

8. Being in the vulnerable position of requiring records from other institutions 

and persons that do comply with applicable laws and national standards for 

records management, but not being able to comply oneself. 

(21). Educating litigation lawyers as to the principles of electronic records management. 

Seminars are needed to provide information, “on recordkeeping best practices and 

policy creation, implementation and monitoring,” and, “explore best practice 

recordkeeping standards which consider web-based storage technology, emerging 

internal repository applications and business communications via social media.”
70

 

Similar seminars and conferences should be provided in Canada. And therefore 

Canadian records managers should expect to be cross-examined in criminal as well as 

civil proceedings, as to the state of compliance of their records management systems 

with the National Standards of Canada, in relation to the “system integrity” test of 

admissibility in the electronic record provisions of the provincial, territorial, and federal 

Evidence Acts (e.g., s. ss. 31.1-31.8 CEA, and s. 34.1 OEA). 

22. Cross-examine concerning the common defects in the electronic records management 

systems to show the absence of records management “system integrity.” Because there 

is no law of general application requiring  ERMSs to be kept in compliance with any 

established standard of electronic records management, such as Canada’s national 

                                                 
69

 Sedona Canada Principle 11, supra note 13: The Sedona Canada Principles—Addressing Electronic 

Discovery 2d (January, 20015). 

70
 Such seminars were held, January 31 to February 2, 2011, by ARMA International and Kroll Ontrack 

Educational Track at LegalTech New York 2011. The Kroll Ontrack website states of itself: “The world 

leader in legal technologies and litigation consulting, including: E-Discovery; Document Review; 

Computer Forensics & Investigations; ESI Consulting [electronically stored information]; Secure 

Information Services; Jury Consulting; Trial Presentations; Discovery Repository Services.” 

See Kroll Ontrack; online:  http://www.krollontrack.com/. 

 One of topics was a review of ARMA International’s GARP Principles (“Generally Accepted 

Recordkeeping Principles”). This is a 10-page .pdf statement of electronic records management principles 

with commentary, providing somewhat the same information as the National Standards of Canada (supra 

notes 47-49 and accompanying text), but not having the same status and authority of a “command 

statement,” as that given to national standards by the Standards Council of Canada, and the International 

Organization for Standardization in Geneva, Switzerland. The GARP text can be downloaded at; online:  

<http//arma.org/garp/garp.pdf>. 

 The website of ARMA International (formerly the American Records Management Association) 

states that it is: “a not-for-profit professional association and the authority on managing records and 

information – paper and electronic.” It has several divisions, one concerning educational programs for 

lawyers and records managers, and another concerning electronic discovery. See ARMA; online: 

http://www.arma.org/r2/who-we-are. 

http://www.krollontrack.com/
http://www.armavi.org/docs/garp.pdf
http://www.armavi.org/docs/garp.pdf
http://www.armavi.org/docs/garp.pdf
http://www.arma.org/
http://www.arma.org/r2/who-we-are
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standard, 72.34-2017, serious defects are very numerous and very common (see the list 

on page 1 above). Ignorance of them will result in not all relevant records being 

obtained for discovery for civil proceedings, and disclosure for criminal proceedings. 

 

4. The prevalence of software errors and vulnerabilities mean that it is trusted far too much 

In addition to the prevalence of such serious (but ignored) errors of records management, are 

the numerous errors in the software that all  ERMSs depend upon. Many  ERMSs operate on 

several million lines of software code, and it has an error rate, as do most things created by people. 

For example, the Windows 3.1 operating system has close to 3 million lines of software code. The 

Google Chrome web browser has approximately five million lines. The Firefox browser is near 

10 million, and Windows 7 has just under 40 million lines of code, which is a little less than 

Windows XP, and more than 10 million less than Windows Vista. And an Android phone has 

more than 12 million lines of code.  

In 2002, a study commissioned by the U.S. Department of Commerce’s National Institute of 

Standards and Technology (NIST) concluded that, “software errors cost the U.S. economy $59.5 

billion annually.”
71

 Their report states in part: 

“The impact of software errors is enormous because virtually every 

business in the United States now depends on software for the development, 

production, distribution, and after-sales support of products and services,” 

said NIST Director Arden Bement. “Innovations in fields ranging from 

robotic manufacturing to nanotechnology and human genetics research 

have been enabled by low-cost computational and control capabilities 

supplied by computers and software.” 

In 2000, total sales of software reached approximately $180 billion, 

supported by a large workforce encompassing 697,000 software engineers 

and 585,000 computer programmers. 

Software is error-ridden in part because of its growing complexity. The 

size of software products is no longer measured in thousands of lines of 

code, but in millions. Software developers already spend approximately 80 

percent of development costs on identifying and correcting defects, and yet 

few products of any type other than software are shipped with such high 

levels of errors. Other factors contributing to quality problems include 

marketing strategies, limited liability by software vendors, and decreasing 

returns on testing and debugging, according to the study. At the core of 

these issues is difficulty in defining and measuring software quality. 

The increasing complexity of software, along with a decreasing average 

product life expectancy, has increased the economic costs of errors. The 

catastrophic impacts of some failures are well-known. For example, a 

software failure interrupted the New York Mercantile Exchange and 
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 The article concerning this NIST report can be accessed at:  https://www.nist.gov/ . 

https://www.nist.gov/
http://web.archive.org/web/20090610052743/http:/www.nist.gov/public_affairs/releases/n02-10.htm
http://web.archive.org/web/20090610052743/http:/www.nist.gov/public_affairs/releases/n02-10.htm
https://www.nist.gov/
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telephone service to several East Coast cities in February 1998. But high-

profile incidents are only the tip of a pervasive pattern that software 

developers and users agree is causing substantial economic losses. 

Therefore, the untested “assumption of reliability and regularity” that is applied to the use of 

devices dependent upon software is unjustified and dangerous.
72

 All devices, electronic or 

otherwise, must be assumed to be prone to error such that the evidence they provide should not be 

accepted as reliable, unless there is expert opinion evidence, or other form of authoritative 

certification of their reliability. An example of unexpected unreliability in a much used and 

“faithful” electronic device is provided in this recent news story: “Xerox scanners/photocopiers 

randomly alter numbers in scanned documents.” Also of concern is the current frequency of 

“hacking” into everything electronic, for example, this article: “Why Apple’s Recent Security 

Flaw is Scary.” 

And the software in breathalyzer/intoxilyzer devices, which one would assume would have to 

be more reliable than that in most other electronic devices, nonetheless has a significant error rate. 

The blood-alcohol readings obtained from the breath analysis provided by such devices are the 

basis of almost all impaired driving and “over 80” prosecutions in Canada (Criminal Code s. 253). 

The following quotation uses the term “source code,”
73

 in reference to the software in a particular 

make and model of breathalyzer device:
74

 

… . On average, 25 software defects exist for every 1,000 lines of code. 

If the number of lines of code in the source code can be ascertained, the 

industry averages can be applied to estimate the number of defects. The 

estimated number of defects is calculated by multiplying the number of 

lines of code by 25, and dividing that product by 1,000. 

The number of lines in the source code has been disclosed in testimony for 

the Draeger 7110 device, which has 53,774 lines of code that print out on 

896 pages. Applying the formula that utilizes the industry average, it is 
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 Supra note 24 and accompanying text.. 

73
 “Source code” contains programming techniques and is essential documentation in the development of 

software. It is a record of that development. Therefore, to evaluate software, one needs production of its 

source code. For a further explanation see Wikipedia online: http://en.wikipedia.org/wiki/Source_code. 

74
 This quotation comes from page 14 of the following article, dealing with the considerable volume of 

litigation challenging the source code of Intoxilyzer, Breathalyzer, and Alcotest machines and their 

operation: William C. Head and Thomas E. Workman Jr., “An Analysis of ‘Source Code’ in the United 

States: What Challenges Have Been Asserted, and Where is this Litigation Heading Analysis of ‘Source 

Code’?,” presented at the International Council on Alcohol, Drugs and Traffic Safety, Seattle Washington, 

August 30, 2007. See also, (1) Charles Short, “Note: Guilty by Machine: The Problem of Source Code 

Discovery in Florida DUI Prosecutions,” 61 Fla. L. Rev. 177 (January 2009). DUI = driving under the 

influence (of alcohol or drugs). And, (2) Judge Brian MacKenzie, “Discovering Source Codes: A Survey” 

ABA’s Highway To Justice Spring 2009, p. 3. 

http://www.dkriesel.com/en/blog/2013/0802_xerox-workcentres_are_switching_written_numbers_when_scanning
http://www.dkriesel.com/en/blog/2013/0802_xerox-workcentres_are_switching_written_numbers_when_scanning
http://gizmodo.com/why-apples-huge-security-flaw-is-so-scary-1529041062
http://gizmodo.com/why-apples-huge-security-flaw-is-so-scary-1529041062
https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-46/latest/rsc-1985-c-c-46.html
http://en.wikipedia.org/wiki/Source_code
http://www.icadts2007.org/print/196sourcecode.pdf
http://www.icadts2007.org/print/196sourcecode.pdf
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reasonable to expect 1,344 defects in the software for the Draeger 7110, if 

it conforms to the industry norms and is “average”. 

Also, the ability to detect the implanting of malicious software is very poor. The, “Trojan 

horse defence” is used against accusations of illegal materials found stored in a computer. It 

argues that a malicious program, secretly contained within an obtained acceptable program was 

the cause of the implanting:
75

  

Therefore the frequency of errors in ERMSs and their software make authoritative standards 

of critical importance. Almost all interactions produce electronically made and stored records and 

are dependent upon software. Any record can become a piece of evidence in a legal proceeding or 

legal service. And as we become even more completely dependent upon electronic technology, 

automation, and records, compliance with authoritative standards will have to become mandatory. 

As Stephen Mason states:
76

 

This is a clear case of cognitive dissonance. The computer industry is fully 

aware that software code is full of errors, yet when locked into litigation, 

commercial organizations will go to extreme lengths to prevent the other side 

being given sight of the evidence. The lay person must wonder why judges 

continue with this schizophrenic attitude. The only sane solution is to 

acknowledge this error and reverse this presumption immediately. 

… … … 

The reluctance of judges to order disclosure is also significant, given the 

rules that permit business records to be automatically granted admission into 

legal proceedings without the need for authentication. Such rules are, in the age 

of software code, out-dated. They refer to a period of time when records were 

recorded on paper. Now that the vast majority of business records are stored on 

digital devices controlled by software programs that are full of errors, it cannot 

be right to continue with permitting organizations—both government and 

commercial—to benefit from a rule that no longer applies to modern working 

practices. The attitude of organizations also demonstrates that their assertions, 

based on their electronic records, need to be the subject of careful scrutiny by 

                                                 
75

 See: Miha Sepec, “The Trojan Horse Defence-A Modern Problem of Digital Evidence” (2012), 9 Digital 

Evidence and Electronic Signature Law Review 58, at 61 (open access, pdf): 

<http://journals.sas.ac.uk/deeslr/article/view/1990>. 

76
 See: (1) Stephen Mason, “Artificial Intelligence: Oh Really? And Why Judges and Lawyers are Central 

to the Way we Live Now—But they Don’t Know it,” (2017), 23 Computer and Telecommunications Law 

Review, Issue 8, 213-225; at 222 and 223. (In footnotes 84 and 89 he sites paras. 6.228-6.229, and Chapter 

7, “Authenticating Evidence,” of his book, Electronic Evidence 4
th

 ed. (2017), which can be downloaded 

from this site: http://stephenmason.co.uk/books/electronic-evidence 

http://stephenmason.co.uk/books/electronic-evidence. 

    See also: (2) Stephen Mason & Timothy S. Reiniger, (1) ‘“Trust” Between Machines? Establishing 

Identity Between Humans and Software Code, or whether You Know it is a Dog, and if so, which Dog?’,  

(2015) Computer and Telecommunications Law Review, Volume 21, Issue 5, 135 – 148 (with Timothy S. 

Reiniger); at 138: “Because software is both complex and imperfect, machines are vulnerable to causing 

errors that that the writer did not envisage.” 

http://journals.sas.ac.uk/deeslr/article/view/1990
http://www.sweetandmaxwell.co.uk/Catalogue/ProductDetails.aspx?recordid=391
http://www.sweetandmaxwell.co.uk/Catalogue/ProductDetails.aspx?recordid=391
http://stephenmason.co.uk/books/electronic-evidence
http://stephenmason.co.uk/books/electronic-evidence
http://stephenmason.co.uk/wp-content/uploads/2017/03/2015_21_CTLR_issue_5_PrintFINALMASON.pdf
http://stephenmason.co.uk/wp-content/uploads/2017/03/2015_21_CTLR_issue_5_PrintFINALMASON.pdf
http://stephenmason.co.uk/wp-content/uploads/2017/03/2015_21_CTLR_issue_5_PrintFINALMASON.pdf
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the courts, and the evidence of employee witnesses has to be treated with great 

care. 

Imagine the use of motor vehicle technology without the strict application of its present legal 

infrastructure of laws, regulations, courts, judges, police forces, government departments, roads 

and highways, insurance companies, and lawyers, etc. It is a technology that doesn’t stop 

increasing its legal infrastructure and its creation of and dependence upon standards. And, we are 

already more dependent upon electronically produced records than we are upon automobiles. And 

the transition to electronic records technology from paper records technology has happened far 

more quickly than the transition to motor vehicles from horses. As a result, the necessary 

regulating legal infrastructure is far behind in its necessary development. And the use of 

electronic records and their ERMSs will create a need for an even bigger and more complex legal 

infrastructure based upon authoritative standards. But standards have to be enforced, and like 

laws, their enforcement depends upon the quality of their content, and therefore upon the quality 

of the process that creates them. 

 

5. Conclusion 

Most of the evidence used for legal proceedings and services now comes from complex 

electronic systems and devices, including the data that is the basis of expert opinion evidence. But, 

as proved by the state of knowledge of technology revealed in our case law, few lawyers are able 

to challenge the reliability of such sources. But judges’ decisions must be based upon the 

evidence and argument provided by the lawyers who appear before them.  

Ignorance of technology prevails in the legal profession. As a result, so it does in the case 

law, both substantially and procedurally, i.e., the changes in procedure that new technologies 

should dictate.
77

 That is why legal research support services are necessary. CanLII, Canada’s 

                                                 
77

 For example, s. 30 of the Canada Evidence Act still dominates admissibility proceedings in regard to 

electronically-produced records, which are now the most frequently used kind of evidence. But s. 30 is 

obsolete. It was enacted in 1969 when such sources of evidence were still far off in the future. But the 

electronic records provisions, ss. 31.1-31.8 of the Canada Evidence Act, which incorporate the “system 

integrity” concept (s. 31.2(1)(a)), which is the foundational principle of electronic records management 

systems technology, is not applied and all but ignored. Compare for example, this article, David M. 

Paciocco (of the Court of Appeal for Ontario), “Proof and Progress: Coping with the Law of Evidence in a 

Technological Age” (2013), 11 Canadian Journal of Law and Technology 181,  which was heavily relied 

upon in R. v. Oland 2015 NBQB 245 (supra notes 3, 4, and, 25-27), with the technical detail as to mobile 

phone tracking evidence provided by this article: R.P. Coutts and H. Selby, “Problems with cell phone 

evidence tendered to ‘prove’ the location of a person at a point in time” (2016), 13 Digital Evidence and 

Electronic Signature Law Review 76-87 (pdf.). See also infra notes 79-85 and accompanying text. 

http://www.canlii.org/en/
https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
https://ojs.library.dal.ca/CJLT/article/view/6001/5335
https://ojs.library.dal.ca/CJLT/article/view/6001/5335
https://www.canlii.org/en/nb/nbqb/doc/2015/2015nbqb245/2015nbqb245.html?autocompleteStr=2015%20nbqb%20245&autocompletePos=1
http://journals.sas.ac.uk/deeslr/article/view/2298
http://journals.sas.ac.uk/deeslr/article/view/2298
http://journals.sas.ac.uk/deeslr/article/view/2298
http://journals.sas.ac.uk/deeslr/article/view/2298
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national, open access, legal research service, could do it.
78

 But being aware of a problem does not 

produce an adequate response until there is sufficient pressure to do so. No pressure; no 

innovation.  

And so, we have the reality of life imprisonment imposed for murder in Oland, based upon 

mobile phone tower tracking evidence, produced by very complex electronic systems maintained 

merely to a commercial standard and not so as to guarantee “proof beyond a reasonable doubt.”
79

 

Without adequate challenge of performance, such systems are treated in effect, as being infallible, 

but they are far from that. And so, lawyers, laws, and case law go one way, but the reality of 

constitutional guarantees of “fair trial” and “rule of law” rights and freedoms could go the other 

way. 

To provide adequate representation of clients, lawyers will need the help of specialized 

legal research units staffed by formally-designated, specialist legal research lawyers who will be 

expected to have sufficient knowledge of the technological sources of the most frequently used 

kinds of evidence—such as that produced by: ERMSs; mobile phone communications services; 

and breathalyzer/intoxilyzer devices. All such sources depend upon good records management 

that often doesn’t exist, and software that has high error rates, and poor software architecture. 

Such a “support services approach” to the provision of legal services is necessary if all lawyers 

are to have the competence with which to challenge the performance of the sources of most of the 

evidence now used in legal proceedings.
80

 That means that to cope with the new types of evidence 

produced by technology, the legal profession will need to develop a support-services method of 

producing legal services.  

                                                 
78

 This article explains how: Ken Chasse, “Access to Justice—Unaffordable Legal Services’ Concepts and 

Solutions” (SSRN, August 27, 2017, pdf.). 

79
 See for example, the technical complexity discussed in these articles by me, Ken Chasse: “Sometimes 

Laws Are Too Important to Be Left to Lawyers – Lawyers Without Technical Support” (Slaw, January 28, 

2016).  

“Records Management Law – A Necessary Major Field of the Practice of Law” (SSRN, pdf., January 

2016); and,  

“Guilt by Mobile Phone Tracking Shouldn’t Make ‘Evidence to the Contrary’ Impossible” (SSRN, pdf., 

October, 2016). Mobile phone tracking evidence was critically important evidence in the pre-murder trial 

voir dires in: R. v. Oland 2015 NBQB 245; and, 2015 NBQB 244. The result was a conviction for second 

degree murder (Criminal Code s. 231). However, a new trial has been ordered, but as a result of the 

determination of issues other than those concerning the evidence produced by mobile phone tower tracking 

of the location of mobile phones. See: Oland v. R. 2016 NBCA 58 (October 24, 2016), and, 2016 CanLII 

101484 (January 12, 2017), the New Brunswick Court of Appeal providing further reasons for ordering a 

new trial). See also supra notes 3, 24, and 37 and accompanying texts. 

80
 For an example of such a legal research support service in operation, see: Ken Chasse, “Access to 

Justice—Unaffordable Legal Services’ Concepts and Solutions” (SSRN, August 27, 2017, pdf), sections 3, 

and, 8-10, being, pp. 23-24, and, 42-65. 

https://ssrn.com/abstract=2811627
https://ssrn.com/abstract=2811627
http://www.slaw.ca/2016/01/28/sometimes-laws-are-too-important-to-be-left-to-lawyers-lawyers-without-technical-support/
http://www.slaw.ca/2016/01/28/sometimes-laws-are-too-important-to-be-left-to-lawyers-lawyers-without-technical-support/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2723629
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1398484
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2846548
https://www.canlii.org/en/nb/nbqb/doc/2015/2015nbqb245/2015nbqb245.html?autocompleteStr=2015%20nbqb%20245&autocompletePos=1
https://www.canlii.org/en/nb/nbqb/doc/2015/2015nbqb244/2015nbqb244.html?resultIndex=1
https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-46/latest/rsc-1985-c-c-46.html
https://www.canlii.org/en/nb/nbca/doc/2016/2016nbca58/2016nbca58.html?resultIndex=4
https://www.canlii.org/en/nb/nbca/doc/2016/2016canlii101484/2016canlii101484.html?autocompleteStr=oland&autocompletePos=6
https://www.canlii.org/en/nb/nbca/doc/2016/2016canlii101484/2016canlii101484.html?autocompleteStr=oland&autocompletePos=6
https://ssrn.com/abstract=2811627
https://ssrn.com/abstract=2811627
https://papers.ssrn.com/sol3/cf_dev/AbsByAuth.cfm?per_id=1398484
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There is a need for amendments to the records provisions of the Evidence Acts.
81

 But such 

amendments don’t happen until a court decision causes a crisis as happened when Myers v. D.P.P. 

(H.L., 1965),
82

 caused the business record hearsay exceptions to be added to Canada’s Evidence 

Acts (e.g., s. 30 CEA). Those provisions have been in the Evidence Acts since the late 1960’s, but 

their major defects have not been remedied by amendment or case law.
83

 And the electronic 
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 See by Ken Chasse:  

    (1) “Records Management Law – A Necessary Major Field of the Practice of Law” (SSRN, January 27, 

2016, pdf.); 

    (2) “The Sedona Canada Principles are Very Inadequate on Records Management and for Electronic 

Discovery” (SSRN, November, 2014, pdf.); 

    (3)“The Admissibility of Electronic Business Records” (2010), 8 Canadian Journal of Law and 

Technology 105;  

    (4) “Electronic Discovery in the Criminal Court System” (2010), 14 Canadian Criminal Law Review 111;  

(5) “Why a Legal Opinion is Necessary for Electronic Records Management Systems” (2012), 9 Digital 

Evidence and Electronic Signature Law Review” 17 (U.K.; an “open access journal providing free 

download); 

    (6) “The Dependence of Electronic Discovery and Admissibility upon Electronic Records Management,” 

Slaw blog, Nov. 22, 2013. Online: <http://www.slaw.ca/2013/11/22/the-dependence-of-electronic-

discovery-and-admissibility-upon-electronic-records-management/>; 

    (7) “Innovation Canada, IP, and Dependence Upon the Standards Council of Canada” (SSRN, Feb. 2, 

2018, pdf.); and, 

    (8) “Electronic Records as Documentary Evidence,” (2007), 6 Canadian Journal of Law Technology 141. 

82
 [1965] A.C. 1001, [1964] 2 All E.R. 881, 48 Cr. App. R. 348 (H.L.). 

83
 Examining only the case law concerning the use of the business record provisions (e.g., s. 30 CEA; s. 42 

BCEA; s. 35 OEA; and, s. 23 NSEA) would lead one to conclude that they were doing “just fine.” But there 

were no electronic records systems and records when they were enacted. And so it is that their serious 

defects have been much discussed in the secondary literature. Here are examples:  

    (1) the Ontario Law Reform Commission’s Report On The Law of Evidence (Toronto: Ontario Ministry 

of the Attorney General, 1976), contains this comment about s. 30 of the Canada Evidence Act (at pp. 189-

90): “However, the language may not be sufficiently clear to include the complete process of storing 

records by computer and their retrieval in intelligible form for use in the courts. … From the terminology 

used in section 30 of the Canada Evidence Act, it appears that this provision is not entirely responsive to 

the procedures used in recording information in computers. The record produced in court would be a ‘print-

out’ of the information and calculations stored in the computer, not ‘a transcript of the explanation of the 

record or copy” [s. 30(4) “Where record kept in form requiring explanation”]. What is retrieved is not 

necessarily a copy of what is stored, but the data after it has been processed by the computer. Undoubtedly, 

an explanation of the whole process is required to determine the reliability of the method of storing 

information, but the ultimate production in a form usable by the courts is the product of a whole series of 

processing steps performed upon the original record made for the purpose of storing in the computer. The 

printout is in effect a mechanical translation of the data fed into the computer and stored.”  

    (2) The Law Reform Commission of Canada’s “Evidence Code,” in its Report on Evidence (Ottawa: 

Information Canada, 1975) impliedly criticized the business record provisions by including in its record 

provisions (ss. 75-81), the phrases, “electronic recording,” and “data compilation,” and defined an 

“original” as including a printout. Note that these very authoritative criticisms were thus published just a 

few years after the business record provisions were enacted. And see also the critical analysis of, (3), J. 

Douglas Ewart, Documentary Evidence In Canada (Toronto: Carswell; 1984 (but out of print)) at 80-110; 

and, (4) Ken Chasse, “Electronic Records as Documentary Evidence” (2007), 6 Canadian Journal of Law 

and Technology 141 at 147-151. Therefore, in contrast, even though the electronic record provisions were 

not enacted until 2000, the fact that they were enacted at all without a “case law-caused crisis,” such as 

prompted the business record provisions to be added to the Evidence Acts in 1968-69, is unique in 

https://ssrn.com/abstract=2723629
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2530515
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2530515
https://ojs.library.dal.ca/CJLT/issue/view/515
http://journals.sas.ac.uk/deeslr/article/view/1986
http://www.slaw.ca/2013/11/22/the-dependence-of-electronic-discovery-and-admissibility-upon-electronic-records-management/
http://www.slaw.ca/2013/11/22/the-dependence-of-electronic-discovery-and-admissibility-upon-electronic-records-management/
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records provisions have been in the Evidence Acts since 2000, but there are still no decisions 

providing analysis of their key phrases such as, “the integrity of the electronic documents 

system.”
84

 And they were enacted more than 30 years after the business record provisions, and at 

least 30 years after electronic technology showed that it would soon dominate the production of 

business records.
85

  

In addition, all electronic systems and devices: (1) produce data that can be used as recorded 

evidence; (2) are complex, especially so their software source code, which can involve millions of 

lines of code; and (3) are far from infallible in their manufacture, use, and maintenance. And there 

is almost no legal infrastructure regulating their manufacture, use, and maintenance. The more 

complex a technology, the more are the ways in which it can fail to perform adequately, and the 

more complex must be the legal infrastructure regulating its manufacture, use, and maintenance. 

To conclude, how and what to prepare for trial in regard to records as evidence? And what to 

tell a records manager asking if major electronic technology alterations to the records system will 

affect the use of records in court, or in regard to the “legal compliance” régime discussed above? 

These are questions of a necessary first step because: (1) until there is a certificate of compliance 

                                                                                                                                                  
Canadian legislation concerning the use of records as evidence. The civil cases cited in note 12 supra, 

exemplify the very limited access given to particular parts of ERMSs, and that no evidence is required as to 

the state of maintenance of an ERMS. 

84
 Section 31.2(1)(a) CEA; and in relation to the comparable phrase, “the integrity of the electronic records 

system,” in: s. 34.1(5.1) OEA; s. 41.4(1) AEA; and, s. 23D(1) NSEA, which appears in most of the 

Evidence Acts. Note that the OEA, AEA, and NSEA provisions use the terms, “electronic record” and 

“electronic records system,” and the CEA uses, “electronic document” and “electronic documents system.” 

Prior to “proclaiming in force” the CEA provisions in 2000, “document” meant a paper record (an 

electronic record printed out on paper). Now greater attention must be given to context because “record” 

and “document” will be used interchangeably because of this transgression in legislative drafting. The civil 

cases cited in note 12 supra, exemplify the very limited access given to particular parts of  ERMSs. 

85
 The then Minister of Justice and Attorney General of Canada, John Turner, told the House of Commons 

on January 20, 1969, 28th Parliament, 1st Session; Vol. 4  (Hansard, House of Commons Debates, at p. 

4496 (Images 1086-1089) on Second Reading of the present s. 30 CEA (p. 4496 being Image 1088): “It is 

therefore apparent that the law in this country  has fallen far behind the major changes which the computer 

age has brought to business methods.” 

  And he justified s. 30’s low “threshold of admissibility” as follows (p. 4496, Image 1088): “I consider that, 

in general, the law of evidence should be moving away from the rigid rules of admissibility toward 

assessment of the cogency of logically relevant facts. If the facts are relevant, what is the best way to 

introduce those facts without there being any unfairness to either side? Accordingly, Mr. Speaker, this bill 

would, subject to certain safeguards, render business records as defined in the bill generally admissible and 

would entrust the courts with the discretion of assessing the probative value of those documents.” 

 In fact to the contrary, the “computer age” has necessitated a more demanding and objective 

standard for admissibility as exemplified by the electronic record provisions such as ss. 31.1 to 31.8 CEA, 

and s. 34.1 OEA. And note: (1) the present e-records technology did not exist in the late 1960’s when the 

business record provisions were added to the Evidence Acts; and, (2) Bills become laws by means of 

majority votes in Parliament, not by speeches made in relation to Bills; and, the Minister of Justice has only 

one vote. The views of other members of such majority votes are just as authoritative (legislatively 

effective) as those who make speeches. 

http://parl.canadiana.ca/view/oop.debates_HOC2801_04/1086?r=0&s=1
http://parl.canadiana.ca/view/oop.debates_HOC2801_04/1088?r=0&s=2
http://parl.canadiana.ca/view/oop.debates_HOC2801_04/1088?r=0&s=2
http://parl.canadiana.ca/view/oop.debates_HOC2801_04/1088?r=0&s=2
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with the national standard for ERMSs, records as evidence require expert evidence of “system 

integrity”; and, (2) consenting to admissibility is inappropriate when records are determinative of 

the case or a major issue.  

[Appendices A and B follow] 
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Appendix A 

Summary of records management system compliance standards established by the National 

Standard of Canada,  Electronic Records as Documentary Evidence CAN/CGSB-72.34-2017 

(“72.34”)
86

 of the Canadian General Standards Board 

The principal groupings of the principles provided by 72.34 are: [The square bracketed 

references that follow each, refer to sections and paragraphs within the national standard, 72.34.] 

Shortforms: “RIM”  =  records and information management;  “RM” = records management; 

“ERMSs” = electronic records management systems. 

1. Readiness to produce (the “Primary Principle”). “An organization shall always be prepared to 

produce its records as evidence.” [5.1, at p. 9] Measuring the readiness to produce its records by 

gauging the organization’s ability to produce a human-readable or human-viewable version of 

any document or record. “The primary principle advanced by this standard is that an organization 

shall always be prepared to produce its records as evidence. Continuous compliance with this 

standard is an essential part of the proof of the integrity of an electronic record or records system. 

Intermittent compliance may be better than no compliance, but it is not enough  to prove the 

integrity. Therefore, compliance obtained only when legal proceedings are anticipated or are 

underway is not sufficient.” [5.1] 

2. Reliability: Reliability of electronic records is tested according to the following legal rules: 

Authenticity: to test whether records and documents actually come only from the person, 

organization or other legal entity asserting to be their author or authorizing authority. [5.2.1]
87

 

Integrity: the electronic records provisions of the Evidence Acts state that where any such record 

is challenged as to whether it is a reliable copy of its electronic source, such challenge is satisfied 

by, “evidence of the integrity of its electronic records system by or in which the data was 

recorded or stored.” [5.2.2-5.2.4]
88

 Therefore, proof of the integrity of any particular electronic 

record is established by proof of the integrity of the electronic records management system that 

recorded or stored it—this is the “system integrity test” of admissibility for electronic records (the 

                                                 
86

 Only 72.34-2017 is summarized, because it is comprehensive of all electronic records, including those of 

the other National Standard of Canada 72.11, Microfilm and Electronic Images as Documentary Evidence, 

which has been withdrawn as an active national standard by the Canadian General Standards Board.. 

However, 72.11 was still the “industry standard” for the RIM (records and image management) 

requirements of imaging. As to obtaining these national standards, see supra note 18 and 26. 

87
 For example, s. 31.1 of the Canada Evidence Act (CEA) states: “Any person seeking to admit an 

electronic document as evidence has the burden of proving its authenticity by evidence capable of 

supporting a finding that the electronic document is that which it is purported to be.” 

88
 Section 31.2(1)(a) of the Canada Evidence Act states: “The best evidence rule in respect of an electronic 

document is satisfied (a) on proof of the integrity of the electronic documents system by or in which the 

electronic document was recorded or stored.” 

http://www.techstreet.com/cgsb/products/1252845
http://www.tpsgc-pwgsc.gc.ca/ongc-cgsb/index-eng.html
https://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
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acceptability of records in legal proceedings). [5.2.2] To aid proof of such “system integrity,” the 

electronic records provisions of the Evidence Acts provide three presumptions that are 

paraphrased in subsections of the national standard [5.2.2 (a), (b), (c)]. 

3. The “usual and ordinary course of business,” and “system integrity”: to test whether: (1) the 

electronic documents or records that are to be used as documentary evidence have been recorded, 

stored, and used in the organization’s usual and ordinary course of business, i.e., within its 

normal, approved practices and procedures; and, (2) the “system integrity” of the records 

management system those records come from. [5.2.3] These tests from the Evidence Acts refer to 

the organization’s records and information management, and not simply the usual and ordinary 

course of business of its chief records officer. It is what senior management has approved by 

bylaw (or order of comparable authority), not what its chief records officer has invented or 

improvised. Such is an important factor in proof of “system integrity.” [6.2] 

4. Management authorization and accountability: to test that records and document management 

receives authoritative recognition from senior management. [6.2.1] This is an essential aspect of a 

RIM system’s “system integrity,” and “usual and ordinary course of business,” which are 

requirements of the Evidence Acts. 

5. The procedures manual and chief records officer: to test whether there is a current manual 

covering all policies, procedures, and systems in regard to all records and information 

management. Again, authorization, accountability, and documentation for such a manual, and for 

the creation of the position of chief records officer should be based upon a bylaw, or order of 

similar authority within the organization. There can be one or more manuals covering these 

functions. [6.2.2; 6.4.2] 

   Documentation: to test whether sufficiently detailed and unambiguous documentation exists for 

the procedures used to manage records and documents; that this documentation is sufficiently 

known to all parties that have access to modify the electronic records in any manner; and that the 

guidance in this documentation is followed by all such parties at all times. 

6. Retention and Disposal: to test that an appropriate retention program has been documented and 

is followed. Records management policy should provide guidelines for records storage, 

protection, and retention so that records remain available and usable as required for decision-

making, program-service delivery, and accountability. Disposal should occur in accordance after 

business, legal, and audit requirements have been served and the applicable retention periods have 

expired, such disposal being formally documented. [6.4.5; 6.4.6] 
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7. Quality Assurance Program: to test whether a quality assurance program is in place and is 

adequate, including periodic confirmation reviews conducted by independent audit to verify 

compliance. [6.4.7] 

8. Backup and system recovery: to test whether appropriate backup procedures are in place and 

maintained. [6.5.2] 

9. Security and protection: to test whether appropriate security is in place and is maintained. 

[6.5.3] 

10. System Management Guide and Audit Trail: to test whether audit trails are in place and are 

adequate to provide evidence of the authenticity of stored records. [6.5.5] 

11. New Technologies: Risk assessment; Cloud computing; Social media; and, Mobile devices. 

[7] 

12. Annexes:
89

 Annex A Sources for this standard; Annex B Metadata; Annex C Preservation 

formats; Annex D Cloud computing; Annex E Social media; and, Annex F Mobile devices. 

 

There are 265 specific compliance tests applied by the project teams I have worked with to 

determine if the individual principles in these groups are being complied with. The analysts—a 

combined team of records management and legal expertise—analyze: (1) the nature of the 

business involved; (2) the uses and value of its records for its various functions; (3) the likelihood 

and risk of the various types of its records being the subject of legal proceedings, or of their being 

challenged by some regulating authority; and, (4) the consequences of the unavailability of 

acceptable records—for example, the consequences of its records not being accepted in legal 

proceedings. It follows that the details of good electronic records management practice may differ 

substantially from one organization to another. To determine the level of adherence to the above 

tests, an examination of the records management system of every department would have to be 

conducted. For example, a government auditor may require that such an independent assessment 

of the records and information management of a government agency, board, or commission, or of 

a university records system be conducted. And for business organizations as well, the 

consequences of failing to comply with such tests are equally applicable and threatening to their 

viability. 

The former national standard for imaging, Microfilm and Electronic Images as Documentary 

Evidence CAN/CGSB-72.11-93, has been withdrawn as an active national standard. Its tests are 

now based upon the 72.34-2017 national standard. 

                                                 
89

 The term “Annex” is used (instead of “Appendix”) as required by the International Organization for 

Standardization, supra note 18. 
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However, achieving “admissibility” and “weight” need not require such an onerous level of 

compliance as required for full compliance with the national standards.
90

 And, the electronic 

record provisions allow some of their requirements to be established by an affidavit.
91

 

                                                 
90

 Either viva voce or affidavit evidence from a chief or senior records system officer, with supporting detail, 

that the records system is in compliance with the national standard of Canada 72.34 supra notes 18, 26, and 

47-49, should be sufficient. The electronic records provisions allow the use of such affidavits; s. 31.6 CEA. 

91
 See Appendix B in regard to these sections: s. 31.6 CEA; s. 34.1(9)-(11) OEA; ss. 41.7, 41.8 AEA; and, 

ss. 23G, 23H NSEA. 
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 Appendix B
92

 

A List of Electronic Record and Business Record Provisions in the Evidence Acts, and Electronic 

Commerce Acts in Canada 

Canada (Federal) (CEA) 

Canada Evidence Act, R.S.C. 1985, c. C-5, ss. 31.1 to 31.8 (electronic records); s. 30 (business 

records); (s. 40: subject to the CEA and other Acts of Parliament, provincial laws of 

evidence apply). 

Personal Information Protection and Electronic Documents Act, S.C. 2000, c. 5, Parts 2 and 3. 

Alberta  

Alberta Evidence Act, R.S.A. 2000, c. A-18, ss. 41.1 to 41.8 (electronic records) (no business 

records provision). 

Electronic Transactions Act, R.S.A. 2000, c. E-5.5. 

British Columbia (no electronic records provisions) 

Evidence Act, R.S.B.C. 1996, c. 124, ss. 41.1-41.4 (electronic record court documents, but no 

electronic records provisions; but see also s. 43); s. 42 (business records). 

Electronic Transactions Act, S.B.C. 2001, c. 10. 

Manitoba 

The Manitoba Evidence Act, C.C.S.M. c. E150, ss. 51.1 to 51.8 (electronic records); s. 50 

(business records). 

The Electronic Commerce and Information Act, C.C.S.M. c. E55. 

New Brunswick 

Evidence Act, R.S.N.B. 1973, c.E-11, ss. 47.1, 47.2 (electronic records); s. 49 (business records). 

Electronic Transactions Act, S.N.B. 2001, c. E-5.5. 

Newfoundland and Labrador 

Evidence Act, R.S.N.L. 1990, c. E-16 (has neither electronic records provisions nor business 

record provisions; but see also s. 8.1). 

Electronic Commerce Act, S.N.L. 2001, E-5.2. 

Nova Scotia 

Evidence Act, R.S.N.S. 1989, c. 154, ss. 23A to 23G (electronic records); s. 23 (business 

records). 

Electronic Commerce Act, S.N.S. 2000, c. 26. 

Ontario 

Evidence Act, R.S.O. 1990, c. E.23, s. 34.1 (electronic records); s. 35 (business records). 

Electronic Commerce Act, 2000, S.O. 2000, c. 17. 
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 See also note 28 supra. 

http://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-5/latest/rsc-1985-c-c-5.html
http://www.canlii.org/en/ca/laws/stat/sc-2000-c-5/latest/sc-2000-c-5.html
http://www.canlii.org/en/ab/laws/stat/rsa-2000-c-a-18/latest/rsa-2000-c-a-18.html
http://www.canlii.org/en/ab/laws/stat/sa-2001-c-e-5.5/latest/sa-2001-c-e-5.5.html
http://www.canlii.org/en/bc/laws/stat/rsbc-1996-c-124/latest/rsbc-1996-c-124.html
http://www.canlii.org/en/bc/laws/stat/sbc-2001-c-10/latest/sbc-2001-c-10.html
http://www.canlii.org/en/mb/laws/stat/ccsm-c-e150/latest/ccsm-c-e150.html
http://www.canlii.org/en/mb/laws/stat/ccsm-c-e55/latest/ccsm-c-e55.html
http://www.canlii.org/en/nb/laws/stat/rsnb-1973-c-e-11/latest/rsnb-1973-c-e-11.html
http://www.canlii.org/en/nb/laws/stat/rsnb-2011-c-145/latest/rsnb-2011-c-145.html
http://www.canlii.org/en/nl/laws/stat/rsnl-1990-c-e-16/latest/rsnl-1990-c-e-16.html
http://www.canlii.org/en/nl/laws/stat/snl-2001-c-e-5.2/latest/snl-2001-c-e-5.2.html
http://www.canlii.org/en/ns/laws/stat/rsns-1989-c-154/latest/rsns-1989-c-154.html
http://www.canlii.org/en/ns/laws/stat/sns-2000-c-26/latest/sns-2000-c-26.html
http://www.canlii.org/en/on/laws/stat/rso-1990-c-e23/latest/rso-1990-c-e23.html
http://www.canlii.org/en/on/laws/stat/so-2000-c-17/latest/so-2000-c-17.html
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Prince Edward Island 

Electronic Evidence Act, R.S.P.E.I. 1988, c. E-4.3 (all 8 sections concern electronic records). 

Evidence Act, R.S.P.E.I. 1988, c. E-11, s. 32 (business records). 

Electronic Commerce Act, R.S.P.E.I. 1988, c. E-4.1. 

Quebec 

Civil Code of Quebec, S.Q. 1991, c. 64, Articles: 2831-2842, 2859-2862, and 2869-2874 

(electronic and business records). 

An Act to Establish a Legal Framework for Information Technology, R.S.Q. 2001, c. C1-1, ss. 2, 

5-8, and 68 (electronic and business records). 

Saskatchewan 

Evidence Act, S.S. 2006, c. E-11.2, ss. 54-59 (electronic records); ss. 49-50 (business records). 

The Electronic Information and Documents Act, 2000, ss. 2000, c. E7.22. 

Yukon 

Electronic Evidence Act, R.S.Y. 2002, c. 67 (all 8 sections concern electronic records). 

Evidence Act, R.S.Y. 2002, c. 78, s. 39 (business records). 

Electronic Commerce Act, R. S.Y. 2002, c. 66. 

Northwest Territories 

Evidence Act, R.S.N.W.T. 1988. c. E-8, s. 47 (business records). (No electronic records 

provisions); but see also ss. 61 and 62. 

Electronic Transactions Act, S.N.W.T. 2011, c. 13. 

Nunavut 

Evidence Act, R.S.N.W.T. (Nu.) 1988. c. E-8, s. 37.1 (electronic records); s. 47 (business 

records). 

Electronic Commerce Act, S. Nu. 2004, c. 2004, c. 7. 

Uniform Law Conference of Canada (the following are the “model Acts” for the above 

legislation): 

Uniform Electronic Evidence Act (published, 1998); 

Uniform Electronic Commerce Act (published, 1999). 

http://www.canlii.org/en/pe/laws/stat/rspei-1988-c-e-4.3/latest/rspei-1988-c-e-4.3.html
http://www.canlii.org/en/pe/laws/stat/rspei-1988-c-e-11/latest/rspei-1988-c-e-11.html
http://www.canlii.org/en/pe/laws/stat/rspei-1988-c-e-4.1/latest/rspei-1988-c-e-4.1.html
http://www.canlii.org/en/qc/laws/stat/lrq-c-c-1991/latest/lrq-c-c-1991.html
http://www.canlii.org/en/qc/laws/stat/cqlr-c-c-1.1/latest/cqlr-c-c-1.1.html
http://www.canlii.org/en/sk/laws/stat/ss-2006-c-e-11.2/latest/ss-2006-c-e-11.2.html
http://www.canlii.org/en/sk/laws/stat/ss-2000-c-e-7.22/latest/ss-2000-c-e-7.22.html
http://www.canlii.org/en/yk/laws/stat/rsy-2002-c-67/latest/rsy-2002-c-67.html
http://www.canlii.org/en/yk/laws/stat/rsy-2002-c-78/latest/rsy-2002-c-78.html
http://www.canlii.org/en/yk/laws/stat/rsy-2002-c-66/latest/rsy-2002-c-66.html
http://www.canlii.org/en/nt/laws/stat/rsnwt-1988-c-e-8/latest/rsnwt-1988-c-e-8.html
http://www.canlii.org/en/nt/laws/stat/snwt-2011-c-13/latest/snwt-2011-c-13.html
http://www.canlii.org/en/nu/laws/stat/rsnwt-nu-1988-c-e-8/latest/rsnwt-nu-1988-c-e-8.html
http://www.canlii.org/en/nu/laws/stat/snu-2004-c-7/latest/snu-2004-c-7.html
http://www.ulcc.ca/en/uniform-acts-new-order/older-uniform-acts/749-electronic-evidence/1924-electronic-evidence-act
http://www.ulcc.ca/en/uniform-acts-new-order/older-uniform-acts/703-electronic-commerce/1647-uniform-electronic-commerce-act-1999

