
THE SKINNY 
ON VIRTUAL 
KIDNAPPINGS



 The growth of interconnectivity – especially low or no-cost 

communication around the world has enabled more efficient business 

opportunities. For example, individuals can work on projects with team 

members that spread all over the world and families with a loved one 

serving in military can video chat using a service such as Skype and 

WhatsApp among numerous other applications. The growth, however, is 

not all positive. As individuals found with e-mail as it matured, scammers 

and other criminal perpetrators take advantage of new applications to 

expand their scope of operations and to seduce unwitting individuals into 

sending them money. Another dark trend, virtual kidnapping, which has s 

emerged in Latin America nearly two decades ago has spread to Asia and 

North America where authorities are cautioning the public as it has already 

ensnared some who have been left poorer and emotional distraught at the 

experience. 

 According to the Federal Bureau of Investigation (FBI), criminals 

undertaking virtual kidnapping involve tricking a victim into paying a 

ransom for a loved one who is, indeed, not kidnapped. Unlike in a traditional 

kidnapping for ransom (K&R), it is a fraud disguised as a kidnapping. 

Originally, authorities saw it primarily targeted at Spanish speaking 

populations in the United States who were being victimized by convicts in 

Mexican prisons looking to make money to either pay their way out of 

prison or, at least, improve their life in prison. Recently, however, it has 

expanded to English speaking populations in the United States and, most 

recently, to Mandarin speaking populations abroad and, specifically, in 

Calgary, Alberta among other Canadian cities and Australia . 

 Canadian and Australian authorities have reported that parents or 

loved ones of international students – specifically Chinese students – are 

being notified (sometimes via social media) that their loved one abroad is 

being held for ransom; additionally, the loved ones are being coerced by 

the scammers to hide out and not reply to loved ones who might be 

checking on them. This sometimes involves convincing the loved one that 

the scammers are law enforcement and threatening them with deportation 

if there is no cooperation with the scammer’s wishes.  

 Outside of Canada, and Australia the Chinese Embassy in the United 

Kingdom is airing similar warnings. Notably there, embassy officials have 

noted that students have been targeted and forced to take part in fake 

hostage videos to elicit stronger reactions from the victim’s family in 

China. In these cases, officials have reported that the scammers pose as 

crime fighters or embassy staff and threaten the international students to 

induce cooperation. A realistic video is then sent back to the parents to 
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increase the likelihood of compliance with ransom demands. The 

scammers are, it is believed, using calls centers somewhere in Asia and the 

scammers are noted to speak in clear Mandarin, which further encourages 

compliance with the demands of the scammers. The embassy has also 

noted that similar reports have been made in New Zealand and the United 

States. 

  Spain National police recorded nearly 1500 cases  between 2014 

and 2019.  According to the National Police kidnappings and extortion 

department, many cases go unreported as people who didn’t pay didn’t 

reported the incident to the police. Scammers, mostly prisoners serving 

time in several   Latin American countries, start out by demanding 

€10,000, then typically bring this amount down significantly, sometimes to 

€500. 

 To reduce one’s likelihood of falling victim to a virtual kidnapping 

scams the FBI has developed some tips to help reduce one’s likelihood of 

falling victim to the scams: 

• Stay calm 

• Slow the situation down 

• Avoid sharing information about you or your family during the call 

• Listen carefully to the voice of the kidnapped victim 

• Attempt to call or determine the location of the “kidnapped” victim 

• Request to speak to the victim; ask for “proof of life” 

• Ask questions only the victim would know 

• Request the kidnapped victim call back from his/her cell phone 

• Try to use another means of contacting the family member that has 

allegedly been kidnapped 

• Don’t use a loved one’s name on the phone – the perpetrators may not 

even know the love one’ name, so this provides them with additional 

information to create a more realistic scenario.  

• Don’t pay the ransom. 

• Most importantly, if you suspect a kidnapping call your local law 

enforcement agency or the FBI immediately. 
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• Over two decades old crime that has increased in 

numbers and geographical reach due to social 

media applications  

• Eight "virtual kidnappings" were reported in 

Australia since the beginning of 2020, including 

one where a US$ 2million ransom was paid. 

• Nearly 1500 cases reported in Spain between 

2015 and 2019 with many cases gone unreported. 

• Scammers, mostly serving inmates, are randomly 

target their victims

https://www.fbi.gov/news/stories/virtual-kidnapping 

https://globalnews.ca/news/4247599/calgary-police-virtual-kidnapping-scam/ 

https://www.bbc.com/news/world-australia-53549933/ 

https://www.telegraph.co.uk/news/2018/06/08/uk-chinese-embassy-warns-
students-targeted-virtual-kidnapping/ 

https://english.elpais.com/spanish_news/2020-03-03/the-virtual-kidnapping-
scam-thats-claimed-at-least-1500-victims-in-spain-so-far.html 
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