
Protect Yourself: Identity Theft and Scams 
These days we are all connected electronically. In many ways it’s great 

and has opened up whole new ways of doing business and 
communicating. 

 

But it’s also had some unintended consequences. With issues like 
security breaches, identity theft and scams (online and offline) we need 

to protect ourselves. 

 

This is not an exhaustive list of things to know, but I’m including it so 
you begin to take steps to protect yourself and also avoid becoming a 

victim to scams. 

 

Some Ways to Help Protect Yourself: 
 

Sign Up for an Identity Theft Protection Plan. Some examples 
include LifeLock, IdentityGaurd and ID Watchdog. There may also be 
programs available through memberships such as Costco, AAA, AARP 
and others.  

Look for protection that covers credit monitoring. and also includes 
restoration services.  

Because identity theft can have such disastrous consequences and can 
take up to 600 hours of work to clean up, restoration services can do that 
work for you if you are a victim of identity theft. 
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Freeze Your Credit  

Putting a freeze on your credit is an added level of security that 
prevents prospective creditors from accessing your credit file. Creditors 
typically won't offer you credit if they can't access your credit reporting 
file, so a security freeze, also called a credit freeze, prevents you or 
others from opening accounts in your name. 

Keep in mind you will not be able to open new lines of credit either if 
you’ve put a freeze on it, but if you want to end the debt cycle this could 
work to your advantage! 

Instructions on how to freeze your credit are included in this module.  

 

Review Your Annual Credit Report  

Look for things that don’t match your own activity. You want to be sure 
that what you see on your credit report is only activity that you have 
generated.  

You can pull your credit report once a year for free by visiting: 
https://www.annualcreditreport.com/index.action 

(Note: this will give you your report, but not your credit score).  

 

Use a VPN Network 

A virtual private network (VPN) extends a private network across a 
public network, and enables users to send and receive data across 
shared or public networks as if their computing devices were directly 
connected to the private network. 
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Essentially, one of the benefits is that it makes it harder for others to 
snoop on your Wi-Fi and gives you some anonymity.  

Getting a VPN is fairly simple and affordable. You may already have it 
with your internet security package or internet service. If not, you can 
get a VPN router, or sign up for a service such as NordVPN, ExpressVPN, 
or StrongVPN.  

(Note, these are not endorsements. Please do your homework when 
choosing a service that is right for you.) 

 

Additional Tips: 
 

IRS Phone Scams 

If you are in the US, a common scam is someone pretending to be from 
the IRS (Internal Revenue Service) calling you saying you owe the IRS 
money, or even threatening to throw you in jail.  

The IRS will NOT phone you. If you owe the IRS money they will notify 
you by mail. If you receive a letter from the IRS, you can phone them to 
verify that they sent you that letter.  

 

 

Suspicious Looking Credit Card Swipers 

If you are at a gas station, ATM, store, or any location and need to swipe 
your card, make sure the card swiper looks secure, flush and legitimate.  
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There have been cases where a scammer has attached a bogus credit 
card swiper onto, say, a gas station pump and can gather your 
credit/debit card information.  

 

Watch for a Secure Website When Making Purchases Online 

Make sure you see an https:// in front of a web address before 
shopping online. The s in https stands for secure. Do not enter sensitive 
information online without it.  

 

Watch for Copycat Websites  

If you receive an email from a company saying you need to update your 
account information, beware. Often they will have a link to the 
homepage where you can update your account info.  

This is an easy way for scammers to get your sensitive information. 

For example, let’s say you have an account with ATT. If you get an email 
saying your account info needs to be updated. Simply follow this link to 
update it, DON’T use that link.  

What you would do instead is go to the official ATT website and login 
there. From there you can check your account status to see if it really 
does need to be updated.  

It’s easy to mimic company logos and websites these days. Make sure 
you’re dealing with the real thing.  

 

Be Stingy with Sharing Your Personal Info 

A good rule of thumb is to be stingy with sharing any personal info, 
such as social security numbers, account numbers, etc.  
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If someone is asking for your info, use your judgement about whether it 
is necessary or not. Sometimes it is, but sometimes they can help you 
even without that information.  

 

Shred Documents and Credit Card Applications 

Many of us get applications in the mail for credit cards, subscriptions, 
etc.  I encourage you to shred those. Especially if they already have your 
name prefilled in the application. Unfortunately, I learned this the hard 
way when someone opened up a credit card in my name, spent money 
on it a few thousand dollars over the limit, then didn’t make the 
payments. It had a big impact on my life, as it could on yours! 

 

Do you have other ideas and tips? 

Please share them! 
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