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Introduction

On March 14, BankersHub was honored to host a timely and cutting 
edge free webcast for banks, credit unions, and anyone with a vested 
interest in the future of mitigating risks associated with customer 
identification and authentication. This exclusive webcast was entitled 
“Combining Risk-Based and Continuous Biometric Authentication in 
Financial Services” and looked at the following: 

With account fraud rising and large amounts of personal 
information already compromised, financial institutions realize the 
shortcomings of basic passwords and OTPs and the need for 
biometric authentication to bolster security and enable a seamless 
user experience.  However, many biometric platforms still use 
knowledge-based information to enroll customers, which makes it 
easy for hackers to create new accounts using personal identifying
information. 

It is necessary for financial institutions, holding personal 
information that employees and consumers hold most dear, to take
their security to the next level.  By enabling a digital identity that 
leverages biometric authentication as well as continuous 
behavioral authentication, the user is validated throughout the 
entirety of their session, ensuring transactions are being 
conducted at high security levels and mitigate exposure to 
fraudulent attacks. 

This article brings you the great follow up questions that came from just 
a few of the hundreds of attendees who sat in on this exclusive 
BankersHub event. 

If you are interested in getting the FREE playback of the full webcast to 
view or share, just go to the link below to complete the Playback 
Request form in our secure store. 

http://www.bankershub.com/
mailto:Mike@BankersHub.com?subject=Customer%20Inquiry
mailto:Erin@BankersHub.com?subject=Customer%20Inquiry
https://store.bankershub.com/catalog/product/b4cb5ae16a664567a7897f239e7baf16
https://store.bankershub.com/catalog/product/b4cb5ae16a664567a7897f239e7baf16
https://store.bankershub.com/catalog/product/b4cb5ae16a664567a7897f239e7baf16
http://www.bankershub.com/
https://store.bankershub.com/catalog/product/b4cb5ae16a664567a7897f239e7baf16
https://www.bankershub.com/calendar-of-events/regulatory-risk-in-digital-transformation/
https://www.bankershub.com/passport/
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Questions and Answers 

BH Can you elaborate on other use cases for risk-based authentication solutions such as Nexsign? 

A Yes. I alluded to a couple of additional use cases but I’ll go into 

some detail. We’ve done a lot of work with Diebold which is the 

largest ATM manufacturer in the world now with their recent 

acquisition of Nixdorf in Germany and we’ve done some co-

innovation around an ATM transaction that does not require the 

use of a card or a PIN. So the use case is that an individual 

would stage a cash withdrawal from their mobile banking 

application which they could do from wherever they are 

(mobile) and then when they get to the ATM, there’s an NFC 

(Near Field Communications) link that occurs between the 

mobile device and the ATM. That staged transaction comes up 

in the queue. In order to execute on that transaction the user is challenged to provide a facial scan. They 

use their mobile device camera to capture their face. That authentication then gets pushed up to the ATM 

server in the cloud, authenticates the user at the ATM, and dispenses the cash.  

 So we’ve seen Card-less ATM models from banks like Wells Fargo and Bank of America, but in both of 

those cases, that requires the use of an SMS-based OTP. In the case of Wells Fargo, it also requires the 

use of a PIN. We feel that’s a clunkier user experience, implementing biometrics in the model that we’ve 

implemented with Diebold streamlines and improves that user experience.  

 One other thing to mention is around the call center use case. A lot of banks are experiencing fraud in 

their call centers and they are looking for advanced authentication procedures or protocols to implement 

within their call center. A lot of times in call centers they use KBA (Knowledge-Based Authentication) 

which we talked about earlier. But another model that we’ve started to implement is the use of biometric 

authentication using a mobile device. When an individual calls into a call center, instead of being asked 

KBA questions, there is an alert that’s pushed to their mobile device where a biometric authentication 

request appears. They input their fingerprint, face or voice (or whatever they are asked for). That 

authentication gets pushed back into the call center system and the call center agent can see that the 

user authenticates with a biometric, where they can then continue with that particular interaction. 

 Those are just a couple of use cases in which we are seeing interest across the market. 

BH What are the open areas in behavioral biometrics for financial services that still require significant 

research work in theory and practice? 

A There’s a lot of ongoing work in behavioral biometrics, particularly in the ability to capture more 

parameters. In the beginning there were several hundred parameters only that were captured on the 
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website. Now we’re up to several thousand in the mobile. The more parameters we can capture, the 

better the accuracy and more use cases that we’re able to address. One of the newer use cases beyond 

the continual authentication is in the identity proofing which I alluded to around 2IC and expanding 

beyond understanding different environments. Behavioral biometrics around the financial services arena, 

as bigger and broader datasets, there’s going to be work to apply that learning into other sectors.  

BH Other than fingerprint or facial scan, what are other examples of biometrics that could be used for 

authenticating? Are there any stats on the accuracy of this technology? 

A Obviously voice is another big one that’s been around for quite some time. I think some of the newer 

modalities that you’re starting to see are related to the eye. I mentioned earlier, iris-based authentication. 

Within Samsung, we released that with the Galaxy S8 and the Note 8 that was released last year, and the 

S9 that is being released now along with the Note 9 will also have iris-based biometric authentication. 

That’s supported because there’s an infrared camera included in the device now.  

Another modality that we’re currently working on is palm-based 

authentication. Everybody has a unique line configuration in 

their palm, and you can use the camera on the phone to 

actually capture an image of your palm to use for 

authentication. We’ve seen palm-based authentication being 

used in places like Brazil where there’s quite a bit of concerns 

around physical security. This is a fairly new modality that we’re 

seeing interest here in the U.S. and North America markets, but 

those are two examples.  

 We’re also seeing things like pulse and heart rate, as well as aural related to your hearing, so there’s a 

bunch of new innovations that are being worked on right now to bring other modalities to market. I think 

the least common denominator still is fingerprint, but there are some challenges in the sense that with 

things like voice and face you can do liveness and spoofness check with a number of different techniques 

but there is no liveness check for fingerprint. So we’re seeing a lot more interest in things like facial 

recognition and Apple has transitioned from touch ID to face ID.  

 We’re going to continue to see new innovations in this space and as an aggregator, we’re constantly 

looking into the market to see where it might make sense to apply some of these new modalities into our 

platform. Then we essentially create a FIDO wrapper around those authentication engines and we’re able 

to integrate these modalities into our platform and offer them to our clients.  
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BH Could you provide an example of variables or risk factors considered in the continuous bio 

authentication?

A As we all behave in unique ways and we all interact in different ways some of the things that the system 

is looking for are behavioral anomalies. I gave an example of the invisible challenges, which is a way to 

extract anomalies which may not be as obvious in the system, but are very easy to explain. So we all will 

respond to challenges in a different way. One example that I gave during the presentation was the 

mouse. Another example of a challenge is the spinning wheel. So if you’re on a mobile device and you’re 

entering a credit card, the wheel could be made to spin faster or slower and that would elicit a different 

response as well, from different people. Some people might scroll all the way down and then go back up 

to where they want to go. Other people may force the wheel to go slower so that they can have more 

deliberate movement to get where they want to go on the wheel. This is also not only distinguishing one 

person from another, but a robot for example, won’t be able to respond at all. If there is a remote access 

attack and there are two people inside a session, you would be able to detect that. These are the kinds of 

anomalies that the system is looking for.  

BH Is behavioral DNA or a biometric profile built by only using an application/device as a user would 

normally? Or are there prompts upon onboarding that contribute to the creation of that profile? 

A One of the most compelling things about the behavioral is that it doesn’t require any change in the user 

experience and that includes onboarding as well. So the system will pick up user behavior from the very 

beginning and will improve and learn as it goes along. Behavioral does have deep learning applied to it 

so the profile gets stronger and stronger over time. It’s also important to note that even when no profile 

exists, when you’re starting out in the very beginning, there’s still a value to recognize malware, robotic 

activity, remote access attacks, and so all of these things are available through the biometric modality 

from the get go and then you have the actual authentication and the profile matching happening over 

time. The profile is actually created only just after about ten minutes of activity, so for using better DNA 

for online banking, it will typically happen within a week. 

BH How does face recognition handle folks loosing or gaining weight?

A Unless there’s a drastic gain in weight where it 

significantly changes their face, there shouldn’t be any 

issue. If there was an issue, then the individual would 

simply have to re-enroll their face as a new modality. I 

never seen that actually happen before, not to say that it 

couldn’t happen if someone loses or gains 200 or 300 

pounds, but the way to address it would just be to re-

enroll. 
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 Just to add to that, the facial recognition is very strong even if the subject is wearing a pair of glasses or a 

hat, compared to not having that in their photo. Most facial recognition engines are tuned to also age 

changes, as well. So a lot of times passport photos, for example, can last in the United States up to ten 

years before you have to get a new passport. A lot of facial recognition has been tuned to recognize that 

aging change over time and it’s pretty smart.  

BH In the case your fingerprints and your facial biometric have been compromised, what are the 

options for the end user to authenticate? 

A A lot of this depends on how the financial institution implements biometric authentication. In one regard, 

they can create policies that require a user to use specific modalities based on what that user is trying to 

achieve in the flow of that application. In other cases, a financial institution may just leave it up to the user 

and say, “We’re going to provide you with options for some number of modalities to use and you can 

choose what to use and when you want to use it.” If, in the case of the latter, where the user has the 

option if, for some reason, one particular modality has been compromised, the user can merely choose to 

use another modality. If it’s in the former case, where the financial institution has created a policy that 

requires a specific modality and that particular biometric has been compromised, then again, the user 

probably would need to re-enroll that particular modality and start from the beginning of the enrollment 

proess.  

BH With the assumption that the behavioral profile is constantly being updated, how do you ensure 

that bad data is not consumed into the behavioral profile prior to a customer reaching a point of 

check within existing customer flows? 

A The profile is established after ten minutes of concurrent activity which, in a corporate banking 

environment, typically that happens in one session and in a retail consumer banking environment that 

could happen over several sessions. From the get go, however, there are behavioral threats or threat 

detection that can be picked up. These are things like malware, robotic activity, multiple people in an 

account, and these anomalies are not detected by matching against existing malware files or checking 

against bad IP addresses or blacklisted devices. This is really analyzing behavior inside the session. So 

back to ‘invisible challenges’, one challenge could be to drag the mouse by several degrees and, in that 

case, you would have to have, in order to compensate, a human would have to have their eye-hand 

coordination to put the cursor where you would want to go, whereas a robot would end up in ‘no-man’s 

land’ and wouldn’t be able to complete the challenge. Similarly, if there were two people in a session, or a 

person and a thing in a session, we would be able to detect that kind of attack. 

 While the profile is being established and optimized, there are still behavioral anomalies that can be 

detected and identified to stop fraud in real time. 
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BH  How do you go about adding new biometric authentication engines to your platform?

A As I mentioned, we are constantly looking into the market, talking to financial institutions and companies 

outside the financial industry about what the interest level is, where there could be value in delivering 

different types of modalities based on specific use cases. Sometimes our technology is developed here at 

Samsung, other times we work with partners, but if we find a modality that we’re interested in integrating 

into our platform, we need to make sure that that it is FIDO compliant. If it’s not FIDO compliant, we have 

to create a FIDO ‘wrapper’ around that authentication engine, so it meets the standards by which the 

FIDO protocol is mandated. It’s not a very heavy lift for us and it does take a little bit of time but it’s a 

month or two of integration and testing, etc. It’s not a three to six-month heavy lift for us at all. We really 

look at what our clients are demanding, where we think we can bring value with enhanced modalities, and 

then offer enhanced modalities over time.  

 Today we offer fingerprint, face and voice out of the box and we’re working on integration of iris and palm 

into the platform and those modalities should be available in Q2 ‘18.  

BH How long does it take to develop a behavioral biometrics profile? 

A It takes ten minutes of concurrent activity to create the profile which can be done either in one session or 

in multiple sessions. 

BH How does behavioral biometrics fit into the FIDO framework? 

A Behavioral biometrics is very complimentary with FIDO. FIDO essentially is the standard for the way 

biometric templates are stored on a device and then sent to a server at the institution. Because the FIDO 

framework is called on for physical biometrics, it’s deployed for the initial log-on and sometimes for 

specific types of transactions at a certain higher dollar amount. Behavioral biometrics work inside a 

session after the log-on and enables the FIDO to be called on if a step-up authentication is required. For 

example, you log-in with a fingerprint, face or iris, and the behavioral kicks in after the log-in, monitors 

throughout. If an anomaly is detected, an alert goes to the Nexsign system which triggers the FIDO-

based authentication using one or more of the physical modalities to be established again.  

BH How does biometric authentication affect a financial institution's profitability? Are traditional 

methods for authentication more costly? 

A We believe implementation of biometrics has a positive impact on a financial institution’s profitability. If 

you look at something like the use of RSA tokens in an institution for authentication. We found that hard 

tokens can be as costly as $20-$30 per year…maybe they get down as low as the teens. For a typical 

biometric authentication implementation our model is a subscription-based model and at the lowest tiers 

of usage you’re looking at $6-$8 per user per year cost. We think we can cut a financial institution’s cost 

in half, or close to half, when replacing hard tokens with biometric authentication.  
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 The other thing that we see out there is the use of OTP. I don’t have statistics on what an OTP service 

costs, so I couldn’t confidently say that biometric authentication is more cost effective, but I would gather 

to say that it’s at least as cost effective. There are also ways to be flexible in how to implement this and 

we do think that financial institutions can justify some level of up-charge for enhancements to future 

functionality improving the user experience through the use of biometrics. 
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