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Key Considerations on the Path to an Omni-channel Strategy 

Retail banking is getting better at joining up these processes, but so far only within a single product. 
Nobody has yet come up with a genuinely holistic, “single customer” view with a look and feel that stays 
consistent for the individual, regardless of the financial product they are dealing with. 

This brings a challenge in the familiar form of siloed legacy systems. Technology can bring all products 
together, but a completely open structure will be required to do this – and banks will be looking to 
technology companies to help them do that without re-engineering their entire institution. 

The next consideration will be data, and what to do with it. Big Data presents an immense opportunity to 
the institution: embracing the latest technology will allow institutions to unlock benefits such as a more 
polished user experience, identity theft and fraud prevention, better loyalty programs, more relevant and 
targeted offerings, and even artificial intelligence to predict certain behaviors and identify risk of default. 

Big Data is also a powerful tool to inform investment decisions, as it can keep banks at least one step 
ahead of prevailing trends, opportunities and threats. 

The tech infrastructure, or “ecosystem” as we call it, that will deliver all this will need to integrate three 
layers: the core banking platform (the engine-room which as we have discussed may be a legacy one); 
the “middleware” layer – which is where collaboration will be crucial to allow best-of-breed third parties to 
plug their technology in seamlessly; and finally the user experience (UX) layer, which is what customers 
see and where they interact. 

There needs to be a combination of private cloud - which banks traditionally use for maximum data 
security; and public cloud - which allows a more flexible and less limited access to and storage of data, in 
order to scale and get to market more quickly. 

And finally, of course, security must be at the root of everything: besides the identification and 
transactional security that the customer sees, the omni-channel infrastructure must also include data 
center, network, infrastructure and application security, security information and event management 
(SIEM), next generation firewall services (intrusion detection and prevention, anti-virus and malware 
protection) as well as distributed denial of service (DDOS) prevention services. There are also toolsets 
available in this space such as micro-segmentation, which encrypts end-points and adds an extra layer of 
security beyond the firewall. 

The customer, of course, doesn’t need to see any of this – and that is the objective. The main 
battleground in today’s competitive market will be customer experience: if the customer perceives the 
perfect balance between rigorous security on one side and maximum convenience on the other, then that 
will be the key to driving future growth for the bank. 
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