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BANKING SECURITY: THE IMPORTANCE OF CONSUMER TRUST
 By Stephen Migliore 
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ankersHub was founded in 2012 by Michael Beird and 

rin Handel, 2 Financial Services professionals 
edicated to educating and informing banks, credit 
nions, solution providers and consultants in the U.S. and 

orldwide. BankersHub delivers best practices, research 
nsights, opinions, economic trends and consumer views
hrough online web education, virtual events and 

onferences, live streaming activities, custom training 

 Sep 05 – Real Estate Appraisals - Regs

 Sep 05 – Lender Mistakes in Underwriting 

 Sep 06 – CECL Implementation Moving Forward 

 Sep 10-12 – BSA AML 101/201/301 Training 

 Sep 11 – Training ACH Originators on NACHA Rules 

 Sep 12 – NEW: Proposed NACHA Operating Rules 

 Sep 12 – 3 Key Risk Assessments for ERM 

 Sep 13-14 – Social Media 2018 for Banks and CUs 

 Sep 17 – Credit Policies – Writing and Managing 

 Sep 18 – RDC Risk Management Effectively 

 Sep 21 – TRID Update for October Rules Changes 

 Sep 26 – Banking MSB Money Services Businesses 

 Sep 26 – Consumer Engagement Preferences 
d content development. 
Newsletter Article
ntroduction

he string of hacks that continue to make headlines around the 
orld underscore a universal truth: when it comes to financial 
ervices, trust is everything. Lose trust, and you lose it all. 

rust, and what happens if trust is broken, is very much on 
onsumers’ minds. According to the Unisys Security Index™, the 
nly recurring snapshot of security concerns conducted globally, 
ecurity concerns regarding identity theft rank as the top concern 
f consumers globally, with 65 percent of those surveyed saying 
hey are seriously concerned.  

he fact is, the promise of digital and multiple endpoints creates 
ulnerabilities that can shake the foundation of trust for banks of all 
izes – from global institutions to local credit unions. Consumers 
re more than aware of that. Consider the trepidation around 
aking payments accessible through a wider range of devices. 
he Unisys Security Index found that the number one barrier for 
onsumers to smartwatch payments centered around data security 
 cited by nearly half (49 percent) of those who expressed concern 
ver using such an app for payments.

merging Security Tools to Combat Today’s 
ophisticated Threats  

owever, there is good news to counter these statistics. Security 

echnologies are advancing faster than the rest of the financial 

ervices’ infrastructure due to the sustained efforts of would-be 

yber criminals. With this emerging technology in mind, there are 

our key components to consider when building an advanced 

ecurity strategy. In particular, an advanced security posture 
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 Leave passwords behind in favor of physical and behavioral biometrics 

 Builds resilience into networks and ecosystems with software-defined networking and 

microsegmentation 

 Harnesses artificial intelligence to provide predictive analytics fast enough to spot problems 

before they manifest 

 Leverages leading-edge encryption that can defend itself against general-purpose quantum 

computers capable of otherwise slicing through today’s encryption 

These are just a few of the technological advances that must be accounted for as financial institutions 

consider a better, stronger security strategy in order to truly foster a sense of trust among their 

customers. 

Security in financial services began as a scribbled signature in a notebook and a thumbprint dipped in 

purple dye. Today, the signature is a person’s face and the thumbprint is captured on a touch screen. 

The technology of security has changed: the trust it is meant to guard remains the same. 
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