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automation. Let’s review each topic in more detail.
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Newsletter Article
Introduction

Within the first thirty-days of coming online, the U.S. passed the $5 
Billion mark for the value of debits and credits being originated via Same 
Day ACH (SDA). For those ODFIs that planned to delay whether they 
would adopt SDA, the market may have made the decision for them. 

The potential for ACH fraud, historically, has been so low, especially 
when compared with card transactions, that for many organizations it is 
an afterthought. And with good reason. Typically, an institution is 80 
times more likely to receive a fraudulent card transaction than fraudulent 
ACH.

But be forewarned, change is coming.  One of the factors that has kept 
ACH fraud in check was the time lag between origination and settlement.
Fraudsters love to get in, steal, and get out as quickly as possible. They 
are not ones to wait around until a provisional credit clears. And now that
is changing.  

In 2007, the UK transitioned their online payments to same day.  This 
transition was followed by an almost immediate 132% spike in fraud 
within the following 12 months. Currently, there are over 30 countries 
that have national same-day and real-time payment rails. Furthermore, 
fraudsters have been honing their craft overseas and are now ready for 
the main stage in the U.S. 

Now is the time to reassess your institution’s ACH risk management and 
mitigation practices. There are too many financial institutions who are 
using the same practices that were designed when the world still had 
float. In their recent report on Third-Party Risk Intelligence, Forrester 
contends that Point-in-Time (PIT) third-party risk assessments are no 
longer applicable for effective third-party risk management. 

The increased pace and near disappearance of the time between 
origination and settlement dictates that you take both a strategic and 
tactical-level view of your internal risk management practices.   

Specifically, three key areas should be considered. They include 
analyzing the right information, business intelligence, and leveraging 
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Analyzing the Right Information 

For your third-party risk mitigation, your institution should leverage automation and business intelligence to 

continuously evaluate: 

 The financial health of originators 

 Their reputational status, and 

 The associated transactions 

While many institutions analyze transactional data looking for patterns and suspicious activity, analyzing 

ACH transactions is only a part of effective risk mitigation strategy. The problem is that transactional 

analysis alerts you to the fraud after it has begun, not before.  Conversely, evaluating the overall business 

health of an originator, especially how timely the originator is meeting their financial commitments to their 

vendors and suppliers, may provide the warning signs that a company is struggling and is susceptible to 

adopt fraudulent behavior.  

As a point of reference, for each monitored third-party, Argos Risk provides scoring that is originated from 

10,000 data points and includes financial, credit, payment analytics and trends, as well as access to data 

from OFAC, CFPB, BBB, and FEMA. That’s right, FEMA, because with the recent flurry of natural 

disasters, a business could be unable to operate, and FEMA would likely be the first source to know. 

Business Intelligence 

One of the biggest industry challenges is the lack of consistency in building and managing third-party risk 

profiles.  An originator with a credit score of “1A3” may be shunned by one financial institution while being 

embraced by another. 

But for many, this problem extends to internal teams.  Because there is a level of personal interpretation 

required to translate and match credit scores and other due diligence information with internal 

classifications, a lack of consistency and accuracy in risk profiles can persist throughout a portfolio. 

Argos Risk provides automated risk scoring and classifications that everyone on the team can understand. 

Business analytics, propriety algorithms, and a scoring methodology presents the financial health of a 

third-party on a 0 to 100 color-coded scale. Ultimately, this eliminates ambiguity and introduces a new 

level of clarity.  

Leveraging Automation 

There are operational teams struggling and doing everything they can to keep up. They are manually 

monitoring their originators using google alerts, spreadsheets, and any free service they can find.  The 

challenge lies in making information from disparate, unvetted sources congruent and meaningful. 

For an institution that has more than a handful of originators, using automation to monitor your originators 

will pay for itself in a short period of time.  As a point of reference, calculate the amount of time and effort it 

takes to do one assessment for every member of your originator portfolio.  Now multiply that number by 

365.  This is the cost of the labor it would take to replicate an automated third-party monitoring solution.  
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