
 

McAfee Technique: ECRIME INVESTIGATIONS 
Quick Reference Guide 

 

Overview Belief Propagation Algorithm 
� The NRF indicates that 15-30 Billion Dollars is stolen The belief propagation is an algorithm used to infer the maximum 

likelihood state probabilities of nodes in a given graph. We use this 
technique to identify relationships not otherwise seen by the human eye. 
Here the red node indicates the hidden account that is interacting with all 
the other feedback in the seller’s history. 

 

from retailers each year 
� The Internet Crime Information Center (IC3) indicates 

that the Non-Delivery of Goods, Auction fraud, and 
Identity theft are the number Top 3 reported online 
crimes to the FBI in America for the last 7 years. 

� In order to identify the sellers of stolen merchandise in 
auction platforms we analyze the standard deviation of 
sales. Note: We only examine completed auctions of 
like items (same items sold) for our analysis. 

  Seller Analysis for Stolen Merchandise  � In order to identify hidden accounts that might belong 
to a fraudster we utilize the feedback system and the 

1. While this method can be utilized on any site we will use the 
eBay platform for an example. Go to http://www.ebay.com 

a. Conduct an Advanced Search 
b. Type in the product key words you are searching for 

into the search box 
c. Select Completed Auctions 
d. Select Auction Format 
e. Select 50 Mile Radius and the Zip code of your 

store 
f. The hit submit 

2. When you locate a seller you wish to examine 
a. Click on the feedback rating of the seller next to the 

seller name 
b. Locate 3-5 like items (duplicate items sold), this 

doesn’t have to be the same items your searching for. 
c. Capture the Auction title 
d. Capture the Ending Price (only on sold items in 

green) 
e. Conduct your standard deviation analysis (using seller 

analysis form included) 
3. When this is complete, locate 3-5 additional sellers of like 

product (that you just analyzed) and do the same for them as 
well and compare the results. 

4. You will then rank the sellers from largest to smallest based on 
the standard deviation and use this to formulate an 
investigative plan to move forward. 

belief propagation algorithm. Note: We always examine 
the first 30 days of the feedback only. 

Standard Deviation 
What Does Standard Deviation Mean? 
A measure of the dispersion of a set of data from its mean. 
The more spread apart the data, the higher the deviation. 
Standard deviation is calculated as the square root of 
variance. So we utilize this technique to examine the cost 
deviation of like items in a sellers completed listings 

For example: We can find the standard deviation of the 
following completed sales of a Maybelline Lipstick: $3, $7, 
$7 and $19 as follows. 

Step 1: find the average of 3, 7, 7, and 19: 
(3 + 7 + 7 + 19) / 4 = 9. 

Step 2: find the deviation of each number from the average: 

3 − 9 = − 6 
7 − 9 = − 2 

Feedback Analysis for Hidden Accounts 7 − 9 = − 2 
19 − 9 = 10. 

1. From the sellers feedback page scroll to the bottom of the page 
and look for the pagination (this is a series of page numbers). 

2. Click on the page number that is all the way to the right. This 
will take you to the first 30 days of their feedback. 

a. Record your suspect’s user name (Seller ID) to the 
feedback review form in the #1 spot. 

b. Then capture the all of the Buyers User Names that 
are present in the first 30 days 

c. Record these to the feedback review form included 
below your suspect as they belong to this individual 

3. Then create a new column for each of these Buyers that you 
notated in the first 30 days. Just as you did for your suspect. 

a. Next, capture each of their respective feedback for the 
first 30 days. (Like you just did) 

b. Next highlight all of the buyer name and then in 
Microsoft excel, select Conditional Formatting > 
Highlight Cell Duplicates > Fill with Red > Hit Enter 

4. The buyers that have the most highlighted names are your 
possible hidden accounts and should be reviewed. 

Step 3: square each of the deviations: 
( − 6)2 = 36 
( − 2)2 = 4 
( − 2)2 = 4 
102 = 100. 

Step 4: find the mean of those squared deviations: 
(36 + 4 + 4 + 100) / 4 = 36. 

Step 5: find the square root: 
 

 

So, the standard deviation is $6, which is huge! 



 

eCrime Indicators Checklist Useful Tools 
Some of the fraud indicators that you should be 
looking for while reviewing each seller are as 
followed: 
• Duration of Listing: Listing in 1-3 formats. 

Pay extreme attention to 1 day listings 
• Starting Price: Low starting prices below cost 

or at $1.00 
• Selling Patterns: Changes in items being sold 

or similar items sold compared to your losses 
• Inventory Deviations: Are you inventory 

deviations in a close standard deviation of 5 
days or so to the items list or completed date. 

• Seller ID Changes: Has the seller id changed 
recently or is constantly changing. 

• Item Cost: Are the items being sold below 
MSRP or Cost 

Some of the tools that can help you to be successful during your online 
investigations are as followed: 
1) Carnivore Lite has the power to searches multiple websites, 

multiple locations, and a seller’s active and completed 
auctions (up to 1 year historical data); in addition to providing 
a Geo-Map visualization of the seller’s locations and the ability 
conduct in-depth analysis into their transactional histories. 

2) Google Search the world's information, including webpages, images, 
videos and more. 

3) Cam Studio documents the entire internet while you surf, investigate 
online fraudsters, ecommerce and auction platforms, social networks, 
forums, and more. You never have to worry about losing valuable evidence 
again. 

4) Pipl The most comprehensive people search on the web. Pipl finds high- 
quality results in pages that cannot be found on regular search engines. 

5) Facebook Visualizer can search Facebook and identify criminal 
associations, links & crimes instantly! 

6) Background Checks 
7) ORC Investigations Report scours the internet to identify stolen 

merchandise; the perpetrators involved, and provide you the intelligence 
necessary to prosecute identified offenders in under 48 hours guaranteed! 

  5 Tips for Digital Evidence  
Topics that you should cover in your policy include: 
� Always document every listing you come 

across. You never know when it might be 
deleted or disappear. 

� Use Print Screen on your key board and copy it 
to Word or Paint for Safekeeping and Save the 
file as the Sellers Name 

� The Best Method: Use CamStudio® to ensure 
you document your whole online interaction 
which will enable you to properly store, 
retrieve, edit, and search for the information 
you need, when you need it. It’s as simple as 
hit record when you start your investigation and 
stop when you are done. Then your digital 
evidence is recorded and saved to your 
computer for safekeeping and review. 

  e-Investigations Etiquette  
There are some etiquette rules to follow when conducting online investigations. 
• Don’t create bids that you are not going to pay for. 
• When placing a bid try to bid on the lowest price item, so that others can 

bid and when the item if you intend to not pay for it. 
• Only use your investigation account for gathering intelligence on suspects 

only and not for personal use. 
• Do not call and harass the suspect once their personal information is 

obtained use it only to move forward in your investigative process 
• When help is need reach out, to law enforcement, eBay, Amazon, etc 

depending on the platform that you are researching on. 
• Seller Information should always be kept private and just as with any crime 

the suspect is innocent until proven guilty in a court of law. 
• Be careful on who you disseminate the investigative information to. You 

dint want to end up in a slander or liable situation for both you and your 
organization or agency. 

 


