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• Everything that belongs to the application stored 
in source control. Ex: database schema scripts

• Nothing that belongs to environments is stored 
in source control: ex: credentials, environment 
names, etc

• Private build
should run automated unit tests and 
component-level integration tests on a local 
workstation before check-in

• No more than 10 minutes (<5 preferrable)

• Monitors for source changes
• Houses all source code and work tracking
• Provides dashboards and reports of builds and 

deployments
• Keeps all records of test runs and reports
• Provides full auditability of what user checked in 

what code and what user approved what 
deployment

• Runs all steps in private build
• Embeds software version number into .Net 

assemblies
• Performs static code analysis validation
• Produces the release candidate packages w/ 

OctoPack (one package per major application 
component)

• Note: Full system acceptance test harnesses 
should be packaged as well since they will need 
to be deployed to and run on a downstream 
environment

• Azure Artifacts or OD’s built-in Nuget server
• Uses standard *.nupkg package format
• Retains release candidates so they are always 

available for deployment

• Azure Pipelines Release Hub orchestrates the 
devops pipeline

• All logs of every step in a deployment are 
recorded

• Security is managed at this level
• Multiple pipelines can be modelled

• This class of environment can be 2 or more 
environments depending on # of levels of 
verification needed

• First environment for human testing
• Often used for UAT or Staging purposes
• Uses a full-size production-like data set or 

redacted production backup
• Updates state (database, files) while preserving 

data
• Post-deployment, can run performance & other 

non-functional (security) tests
• Configures environment at same scale as 

production
• Manual testing is performed here

• First deployed environment
• Configures environment upon deployment
• Rebuilds database and test data each time
• Runs full system acceptance tests
• Runs other test suites needing a fully deployed 

environment
• No humans on this environment – it is fully 

automated and constantly refreshing
• This environment deploys builds from all 

branches, including feature branches (so we 
know they fully work)

• Same deployment process as Staging/2nd line
• Includes explicit and audited gated approval 

before commencing deployment
• Abbreviated post-deploy smoke test to ensure 

application starts up properly
• Managed “maintenance” page if a rolling 

deployment is not used

• Everything that belongs to the 
application stored in source control. Ex: 
database schema scripts

• Nothing that belongs to environments is 
stored in source control: ex: credentials, 
environment names, etc

• Private build
should run automated unit tests and 
component-level integration tests on a 
local workstation before check-in

• No more than 10 minutes (<5 
preferrable)

• Runs all steps in private build
• Embeds software version number into 

.Net assemblies
• Performs static code analysis validation
• Produces the release candidate 

packages (one package per major 
application component)

• Note: Full system acceptance test 
harnesses should be packaged as well 
since they will need to be deployed to 
and run on a downstream environment

• Azure Artifacts or OD’s built-in Nuget 
server

• Uses standard *.nupkg package format
• Retains release candidates so they are 

always available for deployment

• Release Hub orchestrates the devops 
pipeline

• Delegates to Octopus Deploy for the 
heavy lifting of the deployment

• All logs of every step in a deployment 
are recorded

• Security is managed at this level
• Multiple pipelines can be modelled
• Test suites run after Octopus Deploy 

finished application deployment
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Move fast. Build smart. Run with confidence.

• First deployed environment
• Configures environment upon 

deployment
• Rebuilds database and test data each 

time
• Runs full system acceptance tests
• Runs other test suites needing a fully 

deployed environment
• No humans on this environment – it is 

fully automated and constantly 
refreshing

• This environment deploys builds from all 
branches, including feature branches (so 
we know they fully work)

• This class of environment can be 1 or 
more environments depending on # of 
levels of verification needed

• First environment for human testing
• Often used for UAT or Staging purposes
• Uses a full-size production-like data set 

or redacted production backup
• Updates state (database, files) while 

preserving data
• Post-deployment, can run performance 

& other non-functional (security) tests
• Configures environment at same scale 

as production
• Manual testing is performed here

• Same deployment process as Staging/2nd 
line

• Includes explicit and audited gated 
approval before commencing 
deployment

• Abbreviated post-deploy smoke test to 
ensure application starts up properly

• Managed “maintenance” page if a 
rolling deployment is not used

• This class of environment can be 1 or 
more environments depending on # of 
levels of verification needed

• First environment for human testing
• Often used for UAT or Staging purposes
• Uses a full-size production-like data set 

or redacted production backup
• Updates state (database, files) while 

preserving data
• Post-deployment, can run performance 

& other non-functional (security) tests
• Configures environment at same scale 

as production
• Manual testing is performed here
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