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Your Guide to Business  
Continuity Planning
Recent events including the COVID-19 pandemic and natural 
disasters have IT professionals thinking about their recovery 
plans. By Zachary Comeau

When a series of powerful hurricanes made its way through the Southern U.S. and 
parts of the East Coast this year, power was knocked out for hundreds of thousands 
of customers, including many organizations that rely on internet and communication 
services to operate their business. 

For many, a natural disaster, large-scale cyberattack or other events could disrupt the 
normal course of business for weeks – or even months. 

That’s why it’s incumbent upon any organizations, regardless of size, to have a disaster 
recovery plan in place designed to keep the business moving and keep employees 
connected to one another, keep access to data online and stay connected to the  
digital economy. 
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A Planning Discussion More Than a Technology Discussion
For Susanne Tedrick, a principal infrastructure specialist at Microsoft, that means more 
than just backing up and duplicating data. Many organizations, she says, don’t think 
ahead and plan for the actual recovery. 

“They don’t test for it and don’t necessarily have the folks on staff to do that sort of 
thing,” she said. “It’s never really followed up in the real world.”

Some organizations don’t even know whether their backups are on-premises or in  
the cloud. 

“There’s this misalignment that happens,” Tedrick says. “While it’s already a challenging 
situation, it’s made worse when there isn’t an effective strategy and there’s no mapping 
of where things ought to be and what the next step should be.”

Since technology is involved, implementing solutions to aid in the backup and recovery 
of critical systems is required, but more emphasis should be placed on planning and 
understanding the business impact. 

Along with IT, business leaders should develop a plan that answers these questions:

»  What are the risks if we don’t get back online by a particular time?
» What are our reputational risks?
» What are the data risks?
» What are the financial risks?

However, not all disasters are the same, so organizations should develop playbooks for 
specific scenarios, which may include natural disasters, active shooters, cyberattacks or 
pandemics. 

A critical part of measuring the success of any plan is setting goals and objectives. 
Without those in place, organizations will be in the dark about the effectiveness of their 
disaster recovery plan, Tedrick says. 

Those objectives could include quantifiable metrics such as recovery time, acceptable 
data loss, acceptable financial loss and the percentage of recovery or employees back 
online over a certain period of time.
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Leverage the Cloud and Multiple Data Centers
While planning and setting measurable goals and objectives is the key piece of any 
disaster recovery plan, the actual plan can’t be carried out without robust technology 
solutions designed to harden networks, introduce data redundancies and keep data safe. 

Tedrick, who works specifically as a Microsoft Azure infrastructure specialist for sports, 
points to cloud computing as the most effective technology for any recovery operation. 

It presents a “sleek and cost-effective” disaster recovery option, allowing organizations 
to store their data and backups offsite via a continuous replication of their data and 
infrastructure to a secure cloud environment. 

“You can have a fully functioning, duplicative environment to get up and running if you’re 
running mission-critical workloads, and that doesn’t require an investment of physical 
infrastructure or more staff,” Tedrick says. “You just kind of build it as you need it.”

Cloud infrastructures, if configured correctly, never present one point of failure, and data 
and workloads are duplicated across several different regions and availability zones. If 
one data center goes down due to a natural disaster or other event, organizations can 
still access their data from other data centers. 
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Recent sever weather perfectly underscore the need for multiple data centers separated 
by physical distance, connectivity and power. 

Justin Estadt, head of product at SEI IT Services, calls this concept geo-redundancy or 
geo-diversity, which he says can provide resiliency against catastrophic events. 

“By physically separating IT infrastructure for your organization across geographically 
diverse facilities, risk of an outage due to a regional circumstance can be mitigated,”  
he says. 

Advanced Options
While IT is working through the recovery 
plan after an incident, your business 
could be losing customers and revenue, 
so organizations should consider some 
temporary solutions and advanced options for 
accessing data and the internet. 

These includes services such as hotspots and 
wireless satellite internet services. 

However, those solutions can be difficult to 
procure during a disaster if they aren’t already part of the recovery plan. Further, stormy 
and overcast skies can impede satellite connectivity, Estadt says Satellite speeds have 
increased dramatically in recent years, but the latency is still quite high, which can render 
many services unusable. 

When satellite and WiFi towers are also impacted during a disaster, temporary cell 
towers are usually made available and provide LTE and 5G access, but bandwidth may 
be limited or reserved for first responders, according to Estadt. 

“Understanding the options available – and the scenarios with which an organization 
may need those options as part of their business continuity plan – should drive the 
possibilities they should explore and test,” he says. 

“Understanding the options 
available – and the scenarios 
with which an organization may 
need those options as part of 
their business continuity plan 
– should drive the possibilities 
they should explore and test,”

— Justin Estadt, Head of Product 
at SEI IT Services
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Further, businesses will encounter the same limitations that any consumer will have when 
a major event happens. Even if your organization has hotspots or a dedicated connection, 
it’s all contingent on whether or not your internet service provider (ISP) is online. 

Further, those services can be expensive. According to Tedrick of Microsoft, 
organizations that use hotspots during a disaster are usually using a different service and 
are charged at a different rate than regular broadband users. 

Another consideration is the performance 
of hotspots, which Tedrick says is “not 
even close” to the speed and reliability of a 
broadband connection. 

“if you’re doing things that require using 
cloud services or anything that’s very data 
intensive, it can a challenge to get anything 
meaningful done during that timeframe,”  
she says. 

For organizations like government agencies 
and others that truly can’t afford to be offline 
for any amount of time, Tedrick suggests 
purchasing their own data center or co-
locating a data center.

While an expensive endeavor that requires a large capital investment, some 
organizations may even be required to undertake those efforts. 

“That may be the course for you if what you provide is mission critical,” Tedrick says. 

For organizations that don’t have the on-staff expertise or an IT team that is already 
outsourced, consider partnering with a third-party disaster recovery-as-a-service  
(DRaaS) provider. 

Patrick Doherty, chief revenue officer at data center and colocation provider Flexential, 
says DRaaS allows IT professionals to fail-safe their business-critical data and applications, 
providing a flexible and scalable approach to disaster recovery. 

Temporary solutions like hotspots or a dedicated 
connection can present challenges when workers 
need access to data-intensive services like access 
cloud services. 
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“Strategically located, the right DRaaS provider will be regionally located near 
metropolitan areas to enable nearby support but distanced enough to not also be 
impacted by the same natural disaster impacting the business,” Doherty says. 

Look for a provider who offers support from both on-prem, colocation and cloud 
environments. Such a partner should regularly test recovery plans developed with  
the customer. 

“This provider will be able to provide real-time status information updates and provide 
near real-time replication of data,” he says. “Not to mention, as they are considered 
essential infrastructure services, your backup team will be consistently available and offer 
recovery journals that provide 30 days point-in-time recovery.”
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Test the Plan Early and Often
More than just developing plans for those situations, organizations need to test 
those plans to ensure that they are airtight. Too often, plans are developed with the 
assumption that they will work. 

Take the COVID-19 pandemic, for example. The entire world got a lesson in disaster 
planning when everyone was forced to work out of their homes and access data 
remotely. 

When testing that business continuity or disaster recovery plan, measure your results 
against your goals and objectives so when the real thing comes, you’ll know what to 
expect in terms of business impact. 

In addition, testing allows organizations to adapt to current trends and fine-tune their 
business continuity plans. 

Michael Norring, president and CEO Of GCSIT, a third-party infrastructure engineering 
firm, advocates for testing early and often, as well as leveraging automation. 

“A business continuity plan is only good if you constantly test it,” Norring says. “During a 
disaster or a breach, is not the time to test, but a time to execute.”

Organizations should review and test their recovery plans at least once a year, but those 
in more mission-critical environments should make it a part of their regular workflow. 
Even more importantly, organizations should test their plans before an actual disaster, 
Tedrick says. 

“Don’t wait until you see that big weather system coming,” she says. 


