
When you look through history, you can find certain points in time when one technology 
overcame the ubiquitous nature of another. 

Some examples are: the use of the internal 
combustion engine over steam engines, 
telephones over telegraph and email 

over fax. Somewhere in the late 1990s, mobile 
phones started to take over from land lines. 
Probably the clearest point in which you can 
see this eclipse occurring is when pay phones 
were abandoned in favor of cell phones; the 
use of pay phones dropped dramatically as 
the use of mobile phones grew.

Cell phones of the 1990s were fun for all 

thanks to their analog signals. I can remem-
ber driving out to a rural town to fix a com-
puter and the folks there used their scanners 
to eavesdrop cell phone conversations just 
as a means to pass the time. The hour I spent 
listening to those calls was more entertain-
ing than any single hour of television I’ve 
ever seen. Soon, staticy analog signals were 
exchanged for garbled digital ones where 
we routinely asked, “Can you hear me now?” 
Snooping on cell phone conversations went 

by the wayside. Some providers even added 
encryption to their transmissions for addi-
tional protection (remember Nextel?). 

Today, technology continues to get better, 
faster and smaller. The amount of computing 
power we carry around in our pockets in a 
mobile phone rivals rooms of computers in 
the 1960s. For the most part, we still don’t 
understand the technology—we just tap and 
swipe. Mobile phones are not perfect devices 
and have two main forms of continued on next page
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compromise: first with the device itself and 
second with the network.

We tend to forget that the mobile device is 
just another computer. It can be vulnerable 
to all of the same kinds of hacks that could 
compromise your laptop and it’s always con-
nected to a network. Android users must be 
especially vigilant as the upgrade path for the 
operating system is sometimes complicated 
due to the handset manufacturer and users 
routinely fall victim to fake apps that are re-
ally malware designed to control your device. 

The other kind of compromise occurs in 
the network itself. Cell phones are divided 
into two main groups when it comes to com-
munication: Global System for Mobile Com-
munications (GSM) and Code Division Mul-
tiple Access (CDMA). The adoption of GSM 
far outpaces CDMA throughout the world, 
largely thanks to European mandates to use 
that technology for interoperability and in-
dependence. GSM is based on a consortium 
while CDMA comes from Qualcomm. Here 

in the US, if you have an AT&T or T-Mobile 
phone, you are using GSM. If you are on 
Sprint, Verizon or U.S. Cellular, you have a 
CDMA phone. This is why you will see devic-
es branded only with certain carriers—the 
radio hardware is physically different. Both 
technologies are good for communications, 
but are simultaneously quite hackable.

Every year in August, hackers and security 
specialists descend upon Las Vegas for two 
prominent security conferences and every 
year, the attacks experienced have gotten 
more creative. Over the last five years or so, 
security researchers have focused on mo-
bile technology to understand how to take 
advantage of its vulnerabilities. The U.S. gov-
ernment has done this for years at significant 
cost, but given that computers continue to 
get better, faster and smaller, it is now well 
within the reach of hobbyists. For less than 
$200, you can set up your own fake base sta-
tion that mobile phones will associate with 
and (provided you do things properly on 
the backend) they will be able to text and 
talk through your base station. Not only can 
you see the traffic clearly going through your 
base station (unless it is encrypted like a TLS 
transmission or an iMessage chat), but you 
will be able to identify the device by ID and 
location. 

Current security research on cellular hack-
ing comes in the form of cheap, disposable 
GSM phones that can be connected to a lap-
top via USB or via femtocells—those devices 
that you can get from your cell provider to 
boost coverage in your home. It will talk to 
the cell phones in range of the box and then 
send the calls over your broadband connec-
tion. Researchers have broken into these 
devices, taken control of them and looked 
inside the traffic going back to the provider. 
The devices come with a maintenance port, 
which allows the device to be compromised 
by an attacker and then inspect the data as 
it passes through the femtocell. Essentially, 
with a little bit of eBay browsing, anyone can 
obtain the required equipment for a fake cell 
phone tower.

Recently, a technology company discov-
ered a series of fake cell phone towers in 
and around the Washington D.C. metro area1. 
While criminals and foreign intelligence ser-
vices are possible suspects, it may be likely 
that U.S. government agencies are the re-
sponsible parties for these towers. There are 
a number of obvious uses for such towers 
from a surveillance perspective. 
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than $200, you can set up your own fake base 
station that mobile phones will associate with 
and be able to text and talk through.
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There are a number of government agen-
cies, private corporations and individuals 
that could benefit from information cap-
tured from a fake cell tower. Any voice call 
that was not encrypted could be saved to a 
digital file and replayed or distributed easily. 
Text messages not protected by encryption 
are easily captured. This type of surveillance 
technique goes along with some of the more 
subtle methods of security. It’s akin to a cam-
era placed in a smoke detector near a door 
instead of something more overt and obvious. 
Companies may choose to include their own 
methods of using fake cell towers at their cor-
porate campuses. Maybe it’s to gather com-
petitive information or maybe it’s just used 
to track employee movement. Given the low 
cost of these technologies, it is reasonable to 
assume that they are widely employed.

Policing agencies around the world use 
these methods to track the presence and 
movement of devices. Are you attending a 
large rally? Chances are that your IMEI (or the 
unique device identifier for your cell phone) 
will be captured to note that your device was 
present at the rally.  There is much debate 
possible about the propriety of governmen-
tal collection of this information, but let’s 
consider that it would be done for legitimate 
forensic purposes. The goal could be that if a 
crime happened at the rally, devices that are 
not present could be more easily excluded 
from further investigation than those that 
were present. 

Of course, the part we can control is what 
we as individuals choose to trust and why 
we choose to trust it. There is little reason 
to implicitly trust any wireless (or wired for 
that matter) communication method. This 
includes cell phones, Wi-Fi, satellite, packet 
radio, FRS/GRMS, and long-haul microwave 
communication. If you can get near or in-
between the two parties, it is possible to cap-
ture the traffic. This means that if you want 
to keep things private, you need some kind 
of encryption. This can be accomplished a 
number of ways, but typically is based on the 
communication method and some additional 
application installed on the device. Given the 
number of surveillance programs currently 
known to the public, it’s best to never trust 
the transport method used to get the mes-
sage from point A to point B. If you are unfa-
miliar with the kinds of programs you can use 
to protect your information in transit, you can 
poke around on the internet for some good 
clues. Voice is probably the more challengc-

ing mode to do well for an average citizen, 
but it is possible. Text-based transmissions are 
trivial to encrypt, but don’t forget that the 
provider of your products and services may 
be coerced or incentivized to cooperate with 
unwanted snoopers or even be purchased by 
them.

On the issue of device tracking, if you are 
trying to avoid this, the best way is to just 
leave your cell phone at home if you are go-
ing to a place where you don’t want to be 
tracked. If you need communication, dispos-
able cell phones may be your only option. 
Just be sure to only turn it on when you need 
it and destroy it when you are done. Be wary 

of who you communicate with as broadcast-
ing your burner number to multiple people 
defeats the purpose of keeping your location 
information private. Of course, watching a 
cell phone establish a pattern of movement 
and uncharacteristically stop, break pattern 
or parallel another device can be alerting too.

Ultimately, the most important lesson here 
is that technology is hackable, traceable and 
copyable. There are things you can do to 
make yourself safer while using these de-
vices, but it requires consistent vigilance. It 
may be foolish not to assume that you are be-
ing listened to and your traffic is monitored, 
so take the appropriate counter measures to 

PROTECT YOURSELF FROM NETWORK SPIES

Among the spying capabilities of intelligence services and even criminals around the world are the ability to 
mimic cell towers to eavesdrop on cellphone communications. The “Candygram” GSM telephone tripwire and 
other classified NSA network spy device documents are available on Wikipedia. Search “NSA ANT catalog.”

“CANDYGRAM GSM Telephone Tripwire - Mimics GSM cell tower of a target network. 
Capable of operations at 900, 1800 or 1900 MHz. Whenever a target handset enters the 
CANDYGRAM base station’s area of influence, the system sends out an SMS through the 
external network to registered watch phones...Remote control software can be used with 
any connected to the laptop (used for communicating with the CANDYGRAM unit) through 
text messages (SMS).” (NSA)
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keep the content private. How many people 
do you think will go through their entire lives 
without being eavesdropped or spied upon 
at some point? 

WHAT CAN YOU DO?
Cellular technology is pervasive, but there 
are still things you can do to improve your 
privacy. If you prefer not to be tracked by 
the signal in your cell phone, you can always 
buy physical burner phones and forward 
your number to those devices. Or better yet, 
just leave your device at home. If tracking of 
your location is not as important as the confi-
dentiality of your communications using the 
phone, there are several options to assist:

Refrain from using SMS (basic text mes-
saging that comes with all mobile phones) 
to send sensitive information. Instead, use 
something like Apple’s iMessage, CyberDust 
or Wickr. All of these programs will do differ-
ent things, but your goal is to first keep the 
message safe from eavesdroppers and then 
secondly cause messages to destroy them-
selves after a period of time. You can look in 
your phone’s App store to find the one that 
looks best for you.

If you need a temporary number, for exam-
ple to contact a buyer for an item you want 

to sell on Craigslist, con-
sider using a burner app 
on your phone. Burner 
and Hushed are two that 
I have used with great 
success. Each will assign 

a temporary number to your phone and di-
rect both text and voice traffic through it. 
These are not free, but they are very reason-
ably priced. When you are done, just burn the 
number and go.

If you connect to free WiFi, you must as-
sume people are eavesdropping. Some apps 
on your mobile device will automatically en-
crypt their communication on the back end 
(as to not trust the network), but it may not 
be obvious to you which ones do this. If you 
have communications you need to keep pri-
vate, then be sure you are not trusting that 
coffee shop network. Using the above meth-
ods will help in this situation.

Be wary of Android apps (or Cydia apps 
for iOS) that are not in official App stores. You 
may unintentionally install malware on your 
device that can do very bad things to your 
phone and your privacy.

Be sure you have two step authentication 
turned on for your favorite services such as 
Google, Facebook, LinkedIn, Twitter, and Ap-
ple iCloud. This will reduce the risk of having 
someone steal your credentials. In addition, 
use a password manager to generate random 
passwords for all of these services. Never use 
the same username/password combo twice. 

Any computer you use can be compro-

mised. The smart phone in your pocket is a 
computer that communicates nearly con-
tinuously with other devices and stations. 
Criminals, competitors, foreign intelligence 
services and self-serving commercial entities 
have already targeted you. Even unscrupulous 
government personnel who prefer to circum-
vent the 4th Amendment to The U.S. Constitu-
tion rather than go to the trouble of obtaining 
judicial warrants and conducting legitimate 
investigations into specific criminal activity 
(or who wish to collect your data for other 
reasons) have demonstrated the ability and 
intent to steal your data as a means of achiev-
ing their preferred end. The “rogue” cell sta-
tions discovered around Washington, D.C. 
serve as a warning to the prudent. Regardless 
of who is trying to breach your security, it is 
up to you to minimize your vulnerabilities to 
them.   4

1  See http://brando.ws/celltowerdc. “Tech 
company finds mysterious fake cell towers in 
DC area
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Students of history stand in constant 
amazement at history’s cyclical nature and 
how, even if a concept is understood or has 

been repeatedly proven over time, human nature drives us to try and improve upon it.

Sometimes, a core technique just cannot 
be improved upon and multiple groups 
operating in isolation from each other 

consistently develop and arrive at (or stumble 
upon) the same conclusion; over hundreds 
of years. An excellent example is brought to 
light in Gerry Barker’s book Some Thoughts 
on Scouts and Spies. The author leverages 
his experience patrolling with scouting ele-
ments from cultures around the world dur-
ing his sixteen years in Special Forces along 
with study of traditional techniques from the 
American frontier and firsthand practical ap-
plication of those techniques outside of an 
academic setting to provide insight into how 
our forefathers conducted themselves while 
scouting for various enemies.

Having spent quite a bit of time conduct-
ing similar operations in many a clime and 

place, working with a number of infantry 
and reconnaissance units across the branch-
es of the US military, I find it interesting to 
see just how little recommended techniques 
and good practices have changed since the 
French and Indian War. It is also amazing how 
applicable some of the knowledge that has 
been lost from that time period is to the mod-
ern battlefield. 

By the author’s own admission, the book 
is not intended to be a comprehensive work 
on traditional scouting techniques or an in-
structional manual for fieldcraft, but it does 
provide a number of well-organized chapters 
covering recommended techniques from the 
past and general good practices for anyone 
conducting patrolling operations. It begins 
with an overview of the scouting mission and 
the role that scouts and spies have played his-

torically as well as the character, mindset and 
personal traits required to perform these du-
ties well. Next, the general phases of a patrol 
or scouting operation are covered, with em-
phasis on the preparation phase and the con-
duct of realistic rehearsals to ensure the suc-
cess of the scouting party. The following chap-
ters include topics on the responsibilities of 
individual patrol members, navigation tech-
niques to include traversing terrain without 
the aid of a map or compass, security while 
on the march and the importance of tracking 
skills to the scout party. Some of these skills 
are tragically under-appreciated today, al-
though tracking may be more in vogue again 
with the inception of the US Marine Corps 
Combat Hunter program and some other 
tracking courses which a small percentage of 
soldiers are given the opportunity to attend. 

BOOK REVIEWIf there is a book you would like to recommend, or to contribute a book review, contact us at editor@tacticsandpreparedness.com

REVIEWED BY: KEN JAVES

SOME THOUGHTS 
ON SCOUTS 
AND SPIES
WRITTEN BY GERRY BARKER
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Additional content covers various sup-
plies and logistical considerations for the 
conduct of a scouting mission; basic patrol-
ling formations and techniques for crossing 
various danger-areas such as paths, roads, 
streams and openings in the tree line; as well 
as conduct of ambushes, actions while tran-
sitioning from the patrol into observation of 
the enemy, also different methods of closing 
on the enemy position and establishing sur-
veillance.

Included in the appendices are some 
nice additions such as traditional patrolling 
tips, illustrations of hand and arm signals 
(some of which have remained remarkably 
unchanged) and sample equipment lists 
for members of a scouting mission. Also 
included is the complete transcription of 
Major Robert Rogers’ Rules for the Ranging 
Service which I found particularly enlight-
ening as I had only previously come across 
abridged versions.Woven throughout the 
book is a common thread of minimalism and 
the proper selection of equipment taken on 
a scouting mission. The emphasis is on in-
creasing the mobility and reducing the sig-
nature of all members of the scouting party, 
thus improving their chances of remaining 
undetected by the enemy; utilizing stealth 
as the primary means of security for the pa-
trol. This is one area where the modern mili-
tary has deviated from our traditional roots 
as reconnaissance teams have grown in size 
both in the numbers of personnel on patrol 
and in the volume of equipment carried 
by the team. Technological innovation may 
be reducing the weight of each item a sol-
dier carries, but commanders are requiring 
their troops to carry more items. Western 
soldiers today often have loads far surpass-
ing what was successfully sustained in his-
tory, while senior leaders simultaneously at-
tempt to reduce physical standards to make 
services more gender inclusive. The book’s 
emphasis on minimalism is reminiscent of 
the lessons learned from S.L.A. Marshall’s 
research conducted just after World War II 
and documented in The Soldier’s Load and 
the Mobility of a Nation.Modern technolo-
gy has unsuccessfully attempted to replace 
the scout with electronic eyes in the sky 
and on the ground in order to avoid placing 
human lives at risk. These gadgets may be 
valuable, but the intelligence gathered by 
a well-trained and analytically minded sur-
veillance and reconnaissance professional 
who has crawled over the mountains and 

through the mud with no direct oversight 
to witness his privation and hardship still 
proves to be invaluable to the combatant 
commander. It takes time to develop these 
skills, however, and it is easy to fall into the 
trap of looking for a quick and easy tech-
nological shortcut, but financial advantages 
cannot be taken for granted. Examination 
of traditional hunting cultures from around 
the world and studies of techniques used 
by guerilla fighters shows that those with 
limited access to an industrial base have 
much more advanced fieldcraft skills and 
are much more attuned to their operational 
environments than most members of mod-
ern industrialized militaries who have spent 
more time with their feet on concrete than 
in the back country. 

While Some Thoughts on Scouts and 
Spies lacks the depth, anecdotal examples 
and training methodologies of Sir Robert 
Baden-Powell’s noteworthy works on the 
subject from just over a century ago and the 
technical detail of modern publications on 
the topic of covert surveillance and recon-
naissance, Mr. Barker’s work is an effective 
reminder that the core tactics, techniques 
and necessity of scouting and reconnais-
sance operations has not changed apprecia-
bly since Pre-Revolutionary War times. One 
can’t help but notice the modern trend of 
an industrially-based nation attempting to 
substitute equipment solutions for lack of 
training and knowledge problems. I believe 
that even just a few days spent mastering 
a traditional woodsman’s craft can relieve 
the surveillance professional of at least ten 
pounds of gear off his back. 

Given the short length (80 pages), re-
searched (and practiced) techniques, easy to 
follow writing style and relatively low price, 
I would recommend adding this work to the 
collection of anyone interested in the histor-
ical roots of modern military scouting and 
patrolling operations or the foundational 
skills of scouts.   4
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I’ve been carrying a gun for a living now for just under 15 years both conducting 
operations and providing training.  

Whether you call it lucky or unlucky, 
I’ve experienced my share of gun-
fights and, whether due to the skill of 

myself and my teammates or good luck, I am 
still here.  One topic that comes up with a lot 
of the shooters I train is shooting from the 
support side, weak side, non-dominant side, 
non-preferred side or whatever you want to 
call it.  Ask yourself this: If people can argue 
this much about what you call it, what do you 
think they have to say about the actual utiliza-
tion of the various possible techniques?

When I started out, a couple of my train-
ers preached switching hands with your pis-
tol based on which side of cover you were 
shooting around.  At the time, I didn’t really 
know any better.  Hell, these guys were in-

structors.  Surely they knew what they were 
talking about. But when it came time to demo 
and have the students shoot the drill, short-
comings were apparent. Let’s just say this 
turned out to be unnecessarily slow at best. 
There are military personnel and tactical law 
enforcement teams that say they reverse their 
grips on their rifles to make better use of cov-
er, depending on which side of an obstacle 
they are coming around. Making the best use 
of cover is a great thing, but I have noticed 
many more shooters say they do this than ac-
tually do it. Even with no more pressure than 
two way simunition fire added, few people I 
have seen actually transition to the other side 
of the body in this way. Years later, I learned 
from experience that the best way to have 

BY: GREG LAPIN  / PHOTOS COURTESY GREG LAPIN www.vatatrainingcenter.com

W H Y  Y O U  N E E D 

EVERY TIME  you go out and train, you should practice 
one-hand only from both sides (pistol and rifle). 

TRAIN   to clear malfunctions and 
conduct reloads with your support side. 

AMBIDEXTROUS
SHOOTING SKILLS
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AMBIDEXTROUS SHOOTING SKILLS

the bad guy stop shooting at you is to shoot 
them. Notice I didn’t say shoot at them. So, 
good use of cover is important, but precision 
and speed also remain important. 

Does transitioning to your support side 
have a place in the modern gunfighter’s tool-
box?  I say yes; it’s all a matter of time, place 
and purpose.  Let’s examine pistol skills first. 

 Having the ability to operate your pistol 
both strong and support hand as well as 
being proficient with one-handed reloads, 
one-handed malfunction drills and general 
one-handed manipulation (with either hand) 
is important.  I have heard people make the 
argument that if you get injured so badly in 
one arm that it us unusable, you will not have 
the will to fight.  I believe that if that is your 
line of thought, then you will not have the 
will to fight.  But for me, I am going home to 
kiss my wife and kids at the end of the day.  I 
have never been shot, but in addition to the 
scores of recorded cases, I have a few friends 
who have received these types of injuries and 
prevailed. A couple of them were catastrophi-
cally injured and could not continue to fight, 
but others were able to continue defending 
themselves and won their fights.  

I have one friend who is most likely alive 

today specifically because of the skills we are 
talking about.  As a police officer he respond-
ed to a domestic disturbance call.  While he 
was confronting the husband and prepar-
ing to take him into custody, the wife shot 
him.  He drew his primary pistol and was 
shot again, in his arm. He fell and dropped his 
pistol.  The husband retreated and returned 
seconds later with a pistol.  Shot once in 
the lower back and once in his strong-side 
arm, my friend drew his ankle gun with his 
support hand and was able to successfully 
engage both people, saving himself and win-
ning the fight.

There are few guarantees how the human 
body will react to being shot.  I believe that 
luck and caliber play their part, but that does 
not mean that you shouldn’t train to prevail 
in the worst possible scenarios.  Learning 
how to run your pistol, rifle or both, while 
wounded, is a very important skill that no 
one who carries a gun for defensive purposes 
should go without.

Transitioning to your support side has an-
other benefit as well, although this one is al-
most exclusive to the rifle.  As I mentioned 
above, while using a rifle, if you are utilizing 
cover or concealment on your firing side you 
will have to expose more of your body.  This 
is also where transitioning sides can be ben-
eficial.  Now, let’s think back to my initial ex-
amples from some of my first trainers.  Who 
reading this article can shoot as fast and ac-
curately with their support side as they can 
with their strong side?  Who feels that they 
can shoot fast enough and accurately enough 
to make the transition of sides a tactical ben-
efit and not something that may endanger 
you or your team?  I believe that even some 
of the best shooters and operators do not do 
this well and with enough effectiveness in a 
dynamic environment to deliberately choose 
to shoot from their support side.  Everyone 
is different, and there are some true freaks of 
nature out there who can do this well with 
little training, but everybody can develop 
these skills with enough good training. 

Here is something else to consider.  What 
happens when you run dry or the gun goes 
click instead of bang?  Every time you go out 
and train, you should practice one-hand only 
from both sides (pistol and rifle). Some folks 
are already training their support side shoot-
ing skills, but how much do they train to clear 
malfunctions and conduct reloads with their 
support side?  Like so many other shooting 
skills, this can be perfected and refreshed dry 

The ability to operate your pistol 
with both strong and support 
hand, as well as proficiency in 
one-handed reloads, one-handed 
malfunction drills and general 
one-handed manipulation 
(with either hand) can 

       SAVE YOUR LIFE.
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and confirmed live. I have also noticed that 
training experienced shooters to shoot with 
their support side dominant sometimes helps 
break plateaus and improve their standard 
skills.

Let’s look at another way to maximize our 
tactical and training advantages. 

Years ago, I was introduced to a technique 
called the “shoulder bump” by a guy with 
a lot of successful operational experience.  
Maintain positive control of your rifle with 
your strong side hand (some people will have 
to extend their sling) but now simply drive 
the rifle forward out of your shoulder pocket 
and shift it over to your support side shoul-
der.  The exact position will vary somewhat. 
It is shooter, rifle and body armor specific, 
but you will have to play with it to see what 
works best for you. If you had to loosen your 
sling and you want this technique to be avail-
able to you, you will need to leave it loosened.

I have pulled security on corners and hall-
ways while waiting for my teammates using 
this technique and believe it is comfortable 
and easy to maintain for long periods of time.  
Yes, you will be shooting with your non-dom-

inant eye (unless you are cross 
dominant), but your manipu-
lations, trigger control and 
whether or not you have to reload or clear 
a malfunction is carried out as if firing a rifle 
normally. The ability to do this helps mini-
mize the amount of your body that you must 
expose from cover if coming around cover 
on your support side. The other added ben-
efit of using the shoulder bump is that your 
hands never leave the gun.  If you are mov-
ing through a structure, you can quickly shift 
shoulders to the preferred side.  If an enemy 
presents themselves, you cannot be caught 
while trying to switch your hands around 
on your rifle.  It can be a superior method of 
maximizing cover and utilizing your support 
side shoulder.

New tactics and techniques are important.  
The world and the threats we face are ever 
evolving, so our skills need to adapt as well.  
This does not mean that every new tactic 
and technique is valid and worthwhile. Re-
gardless of what badass unit your instructor 
comes from, practice what he recommends 
precisely, give it a fair chance and an hon-

est critique.Training on your support side 
is good.  Doing it because you believe that 
when shooting a pistol around a left corner 
you should automatically use your left hand 
is not good.  Be critical of the information you 
receive. Analyze it, test it and see if it makes 
sense.  If it makes sense, does it fit your spe-
cific needs?  Everything we do should fit into 
two categories. Is it safe and is it tactically 
sound? You are responsible for determining 
that your firearms training and employment 
is safe, legal and practical. Stay deadly, my 
friends.   4

BIO
Greg Lapin was a detective in the New Or-
leans Police Department’s Criminal Investi-
gative Bureau. He served on US Government 
protective security details in high-threat re-
gions and conducted classified operations 
in non-permissive environments.  He is a 
principal of VATA Training Center in Slidell, 
LA (www.vatatrainingcenter.com).

THE “SHOULDER BUMP” TECHNIQUE  
maintains positive control over the rifle with the strong side hand while 
shifting the rifle to the support side shoulder. This allows the shooter to use the 
maximum amount of protection for the body behind support side cover.
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A few years ago, I was asked to develop a defensive tactics program for an undercover 
narcotics task force that spent a lot of time in confined spaces (such as vehicles) with 
violent criminals. 

After some research on techniques, tac-
tics and procedures used by undercov-
er officers and others fighting in tight 

quarters, I combined my findings with the 
best aspects of other defensive tactics and 
fighting experience I had and came up with 
a comprehensive confined quarter’s defen-
sive tactics program. The program is based on 
the concept that an undercover agent often 
doesn’t carry a firearm in fear of compro-
mising their identity as a law enforcement 
officer and that they might find themselves 
in any seat of a vehicle. The officer might be 

attacked from almost any angle if they were 
riding with criminals. Any person in a vehicle 
could find themselves facing a similar attack. 
Once you begin to assimilate the basic ideas 
discussed in this article you can later develop 
specific techniques and strategies for your 
needs.

The program takes the following factors 
into consideration:
1. The officer is unarmed
2. The officer is outnumbered
3. The officer may find themselves in any 

situation in the vehicle

4. The basis is developed around a two or 
four door sedan concept with front seats 
and back seats 

5. The vehicle and everything in it becomes 
a weapon

BUCKLE UP
Although it may be the law, it is also certainly 
a preferential matter. There are pros and cons 
when buckled into one’s seat and fighting in-
side of a vehicle. For obvious reasons one of 
the pros is that when all hell is breaking loose 
inside the vehicle and the driver is swerving 

BY: ANDREW CURTISS / PHOTOS COURTESY ANDREW CURTISS www.knife-and-h2hcombat.com

In close, confined 
quarters, not only 

are firearm retention 
skills important, but 
the ability to disarm 

an attacker may also 
be necessary.

VEHICLE
 FIGHTING 
  INSIDE A
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FIGHTING INSIDE A VEHICLE

all over the place, having buckled up will cer-
tainly pay off in the event of a crash. If the 
officer is the only one belted in, deliberately 
crashing the vehicle may be an option. On 
the flip side, being locked into place does re-
duce mobility. 

POSITIONAL HIERARCHY
In submission grappling and Jiu – Jitsu, grap-
plers are taught the positional hierarchy. This 
is essentially the prioritization of the posi-
tions that you most want to find yourself in 
compared to the positions that are least ben-
eficial. Much like grappling, any position can 
be used either advantageously or could put 
one at a disadvantage based on the situation. 

BASIC POSITIONS
Driver’s seat – Although vulnerable to attack 
from the rear and passenger sides, the driver 
controls the vehicle and can literally make 
everyone else in the vehicle “feel their pain.”

Front passenger – Depending on the make 
and model of the vehicle, the front passenger 
may be either in the right side position (Unit-
ed States), left side position (UK) or even a 

center position in vehicles with a bench seat 
like my old 1979 Chevy Impala. This passen-
ger has better access to the driver, but is vul-
nerable to unarmed attack from all sides but 
the front.

Rear driver side – Directly behind the driv-
er, but vulnerable from all sides except the 
direct rear and the left side (US), right side 
(UK). Attack from immediate front is possible, 
but less practical than attack from other posi-
tions.

Rear passenger side – The same goes with 
this passenger as the rear driver side passen-
ger keeping in mind the rear is not vulner-
able, but the opposite flank is.

Rear center  – This poor guy can get attacked 
from all but one direction and that is the di-
rect rear. This position also lends itself to eas-
ily attack any position in the vehicle.

ENVIRONMENTAL WEAPONS 
IN THE VEHICLE
Steering wheel – Anyone controlling the 
wheel controls the car. If you are wearing a 

seatbelt then you just might crash on pur-
pose to escape a deadly situation.

Brake and gas pedals – A lovely blend of the 
brake and throttle applied with the proper 
timing can really shake your adversaries up a 
bit and create just enough distraction for you 
to make your escape.

The emergency brake – It pays to know 
where this is inside of the vehicle. Not all ve-
hicles are the same. Some have a lever located 
in the center of the vehicle on the floor. Oth-
er vehicles have an emergency brake pedal 
and yet there are vehicles where the lever 
is located under the dash.  This can cause a 
sudden stoppage of the vehicle, a jolt or may 
cause the driver to lose control and swerve.

The safety belt – What can be said about this 
beauty? It can be used to trap, wrap and tie 
up a weapon wielding attacker. You can also 
choke the daylights out of someone. On the 
other end of the spectrum, if you are prop-
erly buckled in you aren’t as vulnerable to 
the input one gives to the wheel, brakes and 
throttle and you may be protected a little bit 
more upon impact.

The seat – Again, this is subjective depend-
ing on the make and model of the vehicle. A 
manual seat can be cranked back to its’ limits 
in either the front driver or front passenger 
seats in an effort to pin an attacker directly 
to one’s rear. You can also jerk the seat back 
quickly enough to use it as a striking or blud-
geoning device against a rear adversary to 
startle or initiate an attack.

The doors – Slamming hands, legs, feet and 
heads are all great uses for the door of a ve-
hicle depending on the appropriate level of 
force needed. Don’t forget if they aren’t buck-
led up you can also throw your attacker out 
of a moving vehicle.

Cigarette lighter – This one takes a little fore-
sight, but if you know things are about to “go 
south” you may be able to push in the lighter 
and get it heated up. This way you can pull it 
out at the right moment and jam it in some-
one’s eye, throat or groin area.

OTHER WEAPONS 
You may find in some instances that the ve-
hicle has tools laying around in them like ice 
scrapers, screw drivers and yes, hammers. 

Deploying the emergency 
brake can cause sudden 
stoppage of the vehicle, 
a jolt, or even cause the 
driver to lose control and 
swerve. Buckle up!

The front 
passenger is 

vulnerable from 
attack from the 
driver and rear 

passengers. 



TACTICS & PREPAREDNESS  APRIL  2015www.tacticsandpreparedness.com12

Take advantage of these items because they 
may be the difference between life and death. 
Why not go for the glove compartment? In 
many cases people store guns there. If you do 
get your hands on a firearm, you had better 
quickly perform immediate action by tapping 
the magazine ensuring its seated (or that it 
even has one in it) and then rack the slide 
rearward ensuring that the action works and 
a round is chambered. Safeties may have to be 
deactivated, so you had better be knowledge-
able and think and act quickly to make this 
play work. 

HAVE AN ESCAPE PLAN
Remember, you may have temporarily dis-
tracted and disoriented everyone in the ve-
hicle; however you aren’t in the clear just yet. 
This is why you need to be ready to follow up 
your attack with an escape. This means if you 
are trapped in the back of a two door sedan 
you need to quickly find a way out the front 
door, side windows or the back window. 
Be ready to run and put as much time and 
distance between you and your attackers as 
possible. Seek the use of cover and conceal-
ment as you may be dealing with an armed 
adversary. Get the Hell out of Dodge (pun 
intended.)

Not everyone has to be trained to drive in 
high threat zones like James Bond or Jason 
Bourne in order to use a vehicle as a weapon. 
The average driver has enough experience 
and know-how to be formidable in a worst 
case scenario. When attackers are outside a 
vehicle, the driver has a means of escape or 
a tool for ramming in his hands if needed. By 

using the most simple and basic features in 
the vehicle and understanding the positional 
hierarchy you can maximize your ability to 
defend yourself while inside a moving vehi-
cle. None of the methods explained in this 
article require a highly trained or developed 
skill set. However, it all starts with the right 
mind set.  Once you have mastered your abil-
ity to be aware, anticipate and think quickly, 
and you have developed the proper strategy, 
you will find that many of the self-defense 
techniques you already practice will augment 
these simple ideas very well. The full range 
of weapons and improvised weapons may be 
employed in a car, but there is no reason to 
find out for the first time if a draw (or any 
other move) is possible from a particular po-
sition when you are being attacked.  4

BIO
Andrew Curtiss is a professional Mixed 
Martial Arts Athlete. He has been training 
for over 30 years and has held national 
Karate titles, been a world runner-up 
kick boxer and has advanced black belt 
rankings in several martial arts. He has 
authored three books. His book Combat 
Application Techniques: Principles of 
Destruction was based on a program he 
developed for his A Team at the 3rd Spe-
cial Forces Group. He is a defensive tac-
tics instructor for the U.S. Department of 
State. He is the writer of the Fort Worth 
Martial Arts and Fort Worth Libertar-
ian Examiner and operates the website 
www.knife-and-h2hcombat.com.

Preventing the attacker from 
retrieving his weapon is also a 
scenario. On the other hand, if 
you’re the passenger attempt-
ing to unholster, your maneu-
verability can be limited by a 
seat belt, the confined space or 
an aggressive passenger.

If you are the driver, you may 
find yourself in the position 
where you have to defend 
yourself against an attacker 
while still maintaining control 
of the vehicle. 



APRIL 2015  TACTICS & PREPAREDNESS www.tacticsandpreparedness.com 13

Imagine you are on patrol at night and you 
are far from civilization. 

As you step into the darkness you notice 
your foot placement is wrong and you 
are sent reeling down a rock hill. At the 

bottom you gather yourself and automatically 
begin to do a head to toe assessment of inju-
ries.  You notice your mouth hurts and you 
are spitting what tastes like blood.  You run 
your tongue over your teeth only to find out 
you chipped a tooth and the one next to it is 
missing.  You are weeks away from help and 
the possibility of infection is high.  

Unfortunately, the worry that seems least 
can sometimes turn out to be the silent kill-
er.  Most people do not consider their teeth 
to be something that, left unattended, could 

kill them.  Arguably, when there is a chipped 
tooth, abscess or just a bad case of gingivi-
tis, it can take away someone’s will to eat 
or drink and in an austere environment this 
can be fatal.  Take into consideration that 
your mouth is the dirtiest part of your body; 
teeming with more than 100 million bacte-
ria from more than 600 million species and 
sometimes even fungal infections.  There are 
certain bacterial infections that stem directly 
from the mouth that can cause the brain to 
get infected or the heart to fail. Allow that to 
sink in.Most people will tell you they need 
to have a dentist or specialist in order to cor-
rect a problem with their teeth.   I prefer to 

DENTAL 
EMERGENCIES 
IN AUSTERE ENVIRONMENTS

IN A PINCH:
Cavit by 3M and Dentemp are suitable as temporary, 
emergency teeth fillers. 

BY: CHRIS CASSELL

The pain of a 
broken and 
infected tooth can 
zap the life out of 
you, literally. 
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DENTAL EMERGENCIES

see a dentist for dental problems too; how-
ever, here are some field methods that could 
save you a lot of time, pain and even your life 
if a specialist isn’t accessible.  These are only 
guidelines and can be tailored as necessary.  A 
dental kit or specific tools will enable you to 
prolong health and fix many problems that 
arise. Consider packing:

• Dental mirror 
• Syringe for irrigation
• Baby teething gel
• Antibiotics
• Clove oil
• Metal finger nail file
• Box of Intermediate Restorative 

Material (IRM) Temporary filling
• Multi tool plier
• Flat head screwdriver.

The first and foremost treatment plan is 
prevention.  As the saying goes, “An ounce of 
prevention is worth a pound of cure.”  While 
a tooth brush and toothpaste are optimal, 
they are not always available.  Observation 
of cultures all around the world tells us that 

something as simple as a 
small stick brushed across 
the teeth can help prevent 
a large portion of problems 
encountered in the wild.  
However, in many cases ex-
traction will become neces-
sary and something as sim-
ple as automotive tools ster-
ilized or cleansed may be 
effective in a time of need.  

Furthermore, if there is nothing else available, 
the use of dental floss and fishing hooks can 
be used as suture material.  These, of course, 
will be worst case scenarios.

The ability to have clean water and sterile 
instruments in an environment considered 
to be the most bacterial infested part of the 
body is vitally important to success.  

To cover a few injuries and infections we 
will start from simple to complex:

COMBATING SIMPLE BACTERIAL 
INFECTIONS OR ABSCESSES:
These types of infections can zap the life out 
of you, literally.  When dealing with an abscess 
you may need to make a small laceration and 
allow it to drain.  Antibiotics are necessary 
and there are many guides for these proto-
cols listed on the internet.  If this does not 
resolve the problem, tooth extraction may be 
required.  We will cover this later.

DENTAL TRAUMA:
This can originate from many different issues 

to include most forms of head trauma.  Basic 
airway coverage should be primary prior to 
any dental work being conducted.  Any force 
strong enough to cause dental fractures or 
trauma is enough to cause head trauma.  A 
chipped tooth is one of the most common 
presentations observed, but ironically the 
easiest to temporarily repair.  A good rinse or 
cleaning can be helpful; stemming any bleed-
ing prior to work is important.  I have found 
a fingernail clipper file to be useful when fac-
ing a jagged edge tooth.  Simply filing down 
the sharp edge of the tooth will prevent cut-
ting the inside of the mouth or tongue.   It is 
important to only file enough down to take 
the sharp edge off.  Too much and you can 
make the injury worse.  

Complicated fractures involving the pulp 
of the tooth will require an IRM suspension 
or Clove of Oil for the sensitivity.  These are 
essentially temporary measures, but if there 
is not going to be follow-on dental care this 
can last or be replaced as supplies last.   If in-
fection sets in, antibiotics and possible tooth 
extraction may be necessary.  In the event 
you completely lose a tooth due to trauma, 
rinse and replace as soon as possible.   Of 
course, it is important to reiterate that any 
trauma resulting in tooth loss is sufficient to 
cause head trauma as well.  Unfortunately, 
the reinsertion may not work. I recall having 
had a patient in combat lose several teeth 
to trauma. He was medically evacuated to 
a specialist who was not able to save his 
teeth, even within a two hour window.  I 

A chipped and abcessed 
tooth (left) or a bad case of 
gingivitis (below left) can 
further aggravate a survival 
situation. There are certain 
bacterial infections that 
stem directly from the 
mouth that can cause the 
brain to get infected or the 
heart to fail.

Clove oil is an anaesthetic and will 
temporarily numb the tooth’s nerve.

CLOVE OIL BY NOW
FOODS.COM
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DENTAL EMERGENCIES

had them rinsed, labeled and placed in his 
breacher vest pocket, yet the dentist and 
specialist were not able to put them back 
in.  Anything after 24 hours has no chance 
of replacement.  There are techniques for 
field dental splints involving wire and tack 
gluing them to the neighboring teeth. This 
may work, but the patient would require a 
liquid diet for more than a week.  In an aus-

tere environment this is not recommended.
Infected tooth removal can be problem-

atic if the root of the tooth is still set.  Before 
antibiotics were in use this was the prima-
ry treatment for dental problems.  In some 
parts of the world this is still the primary 
treatment.  This is where the pliers and flat 
head screwdriver come into use.  Clean the 
instruments as well as you can.  Boiling them 
in water prior to use for at least 10 minutes 
or using an open flame may be sufficient.  
Pain medication will most likely be needed if 
available.  Simply applying pressure with pli-
ers/multi-tool will not be enough.  This can 
crush or break the tooth and if that happens, 
and the root pieces remain in place they will 
become a wick for infection and cause even 
more of a life threatening problem.  If it is 
absolutely necessary, begin by rocking the 
tooth back and forth to help loosen it from 
the socket. This may be helpful if not too 
painful.  Using the screwdriver to get under 
the tooth and lever it upward will be neces-
sary.  Use a cloth or cotton to pad the lips as 
they tend to get caught in the way.  Once the 
infected or broken tooth is extracted, use 
pressure to stem any bleeding.  If cold water 
is available to apply, that will help constrict 
the small blood vessels stemming the flow of 
blood.  Inspect the socket for any fragments 

or pieces.  Apply a baby teething gel to ease 
the gum pain.  Monitor for infection or fever 
for the next two weeks.  

These steps and processes are meant to 
serve as a guide and not a definitive instruc-
tion.  These techniques have been used in 
the past in combat and the wilderness to en-
able the survival of the individual.  Treatment 
protocols should always attempt to adhere 
to the golden rule: First do no harm.  In 
the event you can seek professional defini-
tive care this should always be your primary 
goal.  In the event you find yourself faced 
with a dental problem and there is no help 
coming for weeks or months then the tech-
niques described above can help you sustain 
just a little bit longer.  Having a kit and being 
prepared will help.  Train for the challenges 
you may face and be prepared.   4

BIO
Christopher Cassell is a U.S. Navy Special 
Operations Independent Duty Corpsman 
(SOIDC) and works as an independent 
contractor teaching tactical medicine for 
U.S. government agencies. He has experi-
enced multiple combat deployments pro-
viding medical and tactical team support 
with Marine Reconnaissance units.  
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Baby teething gel is a good way to help relieve 
pain after an emergency tooth extraction. 
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Visual tracking is a valuable skill. One can find this skill alive and well in our military 
and law enforcement agencies today. 

This is because tracking is essential to 
environmental awareness and environ-
mental awareness keeps warriors alive. 

So, if those in our society who stand ready 
to defend our country and communities are 
seeking out this skill why wouldn’t you also 
consider its’ value? I would like to make you 
track aware in order to detect unwelcome 
human traffic, deter violators of explicit visu-
al barriers and defeat those who violate our 
physical boundaries. 

The career criminal is a coyote. Of all the 
mammals in North America, the coyote is ar-
guably the most successful predatory mam-
mal. The coyote is successful because he is a 
highly evasive, low contrast creature. He is a 
hunter, scavenger, semi-nomadic omnivore. 
He moves in the shadows of our society prey-
ing on smaller, weaker, inhabitants and steal-

ing from the stronger ones. The coyote is not 
a wolf. The wolf is a functioning member of a 
clan, a protector of his kin and model custo-
dian of his designated property.  So when the 
prey that the coyote violates turns out to be 
a wolf, then we get a glimpse of true justice. 

TRAP TRACKS IN TRACK TRAPS
The tracker is a wolf. The skill of a tracker is 
more than just following a trail. The tracker 
monitors soils within his area of interest and 
builds an overall picture of the life patterns 
of those who move through or dwell in an 
area. This gives a tracker the ability to seem-
ingly be everywhere, see into the past, pres-
ent and in some cases the future. This would 
be the first step that you would take if you 
wish to become track aware. Around your im-
mediate dwelling or home you will identify 

all avenues of approach. Along these avenues 
of approach there are large and small track 
traps. Track traps are any area which reveals 
visual evidence of a human foot print. It can 
be as small as a dime like a small collection of 
soil that has built up on concrete after rain. 
It can be natural or man-made substances 
like sand or vehicle fluids. These avenues 
of approach should have sufficient track 
traps so that if someone approaches along 
that path it would be highly likely that they 
would hit one of these track traps. You can 
place track traps around your home if there 
aren’t enough already there. I like to place 
and monitor track traps in two specific areas 
in relation to my home. I monitor proximal 
and distal track traps to identify who enters 
my property. Proximal track traps are placed 
near entry points to a home, for example, at 

BY: FREDDY OSUNA
TO PROTECT YOUR PROPERTY

Detect unwelcome 
human traffic, 
deter violators of 

explicit visual barriers 

and defeat those 

who violate our 

physical boundaries. 

IANL @
 FREERANGESTOCK.COM
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USING TRACKING SKILLS

the bottom of steps, near doors or below win-
dows. Entry points like doors are usually pre-
ceded by choke points which guide visitors 
in a specific direction. At these choke points 
would be another area to place a track trap 
within proximal distance. Proximal track traps 
are in common areas and will require a lot of 
maintenance, depending on your own family’s 
frequency of travel in these areas. Proximal 
track traps can reveal the intent, height, gen-
der and weight of a subject. 

Intent: In which entry was the track found? 
Solicitors do not knock on windows or side 
doors. They approach the front door where 
they are expected. They are not snooping 
around looking in windows. Criminals display 
this type of behavior. They ride along the shad-
ows of walls in hours of low light. 

Height: A tracker can estimate height by 
producing a bracket based on shoe size, stride, 
gait and other marks and impressions. One 
technique is to take the length of an unknown 
print in inches and divide by 2. So a size 12 
on the ground will generally produce a man of 
average height between 5 feet 10 inches and 
6 feet. Be aware that the size in inches doesn’t 
translate to shoe size on the ground, so you’re 
going to need to practice with various types 
of footwear. For instance, the insulation of a 
winter boot gives it more mass, so a running 
shoe of the same size will appear dramatically 
smaller even when it’s the same shoe size.

Gender: There are many techniques to de-
termine gender, but the most common sense 
methods are determining shoe size and shoe 
type. 

Weight: Determining weight is a very diffi-
cult task, but with much practice we can come 
up with an estimate within 20 lbs. We do this 
by looking at three main things: the length of 
the stride during a natural walk; the width of 
the straddle while walking and standing still, 
and the single footprint. The average stride of 
a human is 3o inches from left foot to right 
foot. It will range from 26 to 34 inches. The 
straddle is the distance measured from the in-
side portion of one foot to the inside portion 
of the next foot; the gap between our legs. The 

SHOE SIZE 
CAN REVEAL HEIGHT, 
WEIGHT AND GENDER.

TRACKING SKILLS 
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USING TRACKING SKILLS

single foot reveals weight in two areas; the 
floor or bottom of the track and the wall. The 
floor displays how pressure is transferred and 
a person of natural weight will transfer this 
pressure from heel to toe in a common way. 
First, the heel strikes during the stance phase 
of a walk. The weight is transferred along the 
outside 1/3rd of the foot with the ankle dis-
playing pressure to the outside (pronated). 
Then the weight is transferred past the arch 
to the ball. At the ball the ankle then rolls to 
a supinated position (inside) and then the 
weight is transferred or rolled to the inside 
at the ball behind the big toe. At the toe the 
stance phase is terminated and the foot push-
es back to propel the body forward.

Distal Track traps are traps that are located 
at the edges of a property. You will find less 
traffic here and this traffic will usually be ve-
hicle and foot traffic moving mostly in two 
directions (in and out). Distal track traps are 
larger in surface area and for this reason can 
yield more profiling information. The goal 
is to link those who enter with an entry or 
view point into the house. If your property 
is surrounded by dirt, then you have a 360 
degree trap you can monitor. Most people 
do not have that, so this is how I suggest go-
ing about choosing which track trap areas to 
monitor. First, consider that most burglaries 
occur during hours of daylight. If you want to 
move across a populated area during the day 
without being conspicuous, how would you 
move? You would walk on sidewalks, cross 
at cross walks and carry yourself in a man-
ner that reflects the rest of the pedestrian 
traffic. If you wanted to move across a popu-
lated area without being noticed at all, then 
you would move at night. You would move 
along buildings concealed by the shadows, 
walk through alleys or easements, hop walls 
and jump fences, crawl through culverts or 
sewers and avoid light and areas where most 
people are expected to be seen. 

So with that in mind, you must assess your 
perimeter security for entry during the day 
and night. I monitor distal track traps located 
at my driveway and paths of least resistance 
coming onto the property. I “drag” these 
areas with a rake in order to erase old marks 
and impressions and collect new ones. This 
allows me to know exactly how long tracks 
have been laid. If you have a large property 
to drag you can use a vehicle like an ATV or 
truck to drag something like a tree branch to 
create a trap. If someone is going to approach 
during the day to test your security they are 

most likely to approach just like any solicitor 
would. If they are going to approach during 
hours of low light then they have more 
options. So assess your security just as your 
adversaries do; in the cover of darkness. When 
it gets dark, leave home in its normal evening 
state, i.e. indoor and outdoor lighting on or 
off as usual, blind’s, curtains up or down, pets 
inside or outside as usual. Have all inhabitants 
doing what they would normally be doing 
as well. Now seek traps that would cover 
an approach or observational viewing point 
to your home. Create an overhead sketch of 
the whole property indicating the areas to 
monitor. 

TRACKER FOOT PRINT LOG
Once you are comfortable that you have es-
tablished an effective track trap plan you are 
ready to put it to use. Create a log that has 
all prints of family members and associates 
who frequent your home. You can do this by 
sketching, photographing and stamping their 
footprints to be kept on file. Make sure to 
have their names and foot print makes and 
model noted in your catalog. One fast and 
easy method of collecting a foot print is to 
use tin foil. Just place a piece of foil on the 
carpet and have a visitor step on it. When 

you have your catalog, you can update it as 
new people visit, new shoes are purchased 
and children grow. This catalog will help you 
track who’s who in your zoo. When an unfa-
miliar pattern is found you can reference the 
catalog and then take appropriate action. 

With a little practice, you will be able to 
identify a lot of information from even partial 
prints and other sign. Tracking skills can help 
you find help in an emergency. They can help 
you find food, water and shelter in a survival 
situation and they can help you find or evade 
adversaries as you may need. You will find 
that the awareness that must be practiced for 
tracking provides benefits in many areas of 
your life. Putting these skills to use around 
your home can add a layer to your security 
precautions. It is also an opportunity to prac-
tice a complex, perishable skill and to share 
that skill with family members.   4

BIO
Freddy Osuna has taught combat tracking 
and visual tracking skills to U.S. and allied 
militaries as well as federal, state and mu-
nicipal law enforcement agencies (www.
greensidetraining.com). He is the author of 
Index Tracking- Essential Guide to Trailing 
Man and Beast (Amethyst Moon, 2012).

Track traps are any area which reveals visual evidence of a human foot print. It can be as small as a dime like 
a small collection of soil that has built up on concrete after rain. It can be natural or man-made substances like 
sand or vehicle fluids. 
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“For every move, there’s a counter.  For every counter to a move, there’s 
a counter.  For every counter to a counter, there’s a counter.  And so on.”  

- Coach Thresher

When Coach Thresher, my high school 
wrestling coach, was repeating his 
mantra, he was thinking tactically, 

but I don’t believe that he was thinking in 
terms of armed encounters.  He was think-
ing in terms of wrestling take-downs, and of 
staying one step ahead of your opponent.  
Little did he or I know that his wrestling ad-
vice would become an integral part of my 
military and police tactical future.

Later, as an Army Special Forces officer, 
I would see the concept again, contained 
in the Military Decision Making Process 
(MDMP), used to assist in “war gaming” 
the feasibility of specific courses of ac-
tion (COAs) for engaging the enemy.  The 
staff intelligence officer, whose job it was 
to know the enemy, played the role of the 
“red” (enemy) commander and reacted to 
the initiation of the proposed action.  The 
staff operations officer then determined if 
the necessary counter-action to the enemy’s 

reaction was well thought out and doable.  
This process ensured that mission planning 
looked deep, past the initial contact and 
into the necessary contingency planning 
necessary to provide the greatest likelihood 
of success.

As a SWAT Team leader, I adopted this 
process to all mission planning, whether 
for pre-planned operations or for emergent 
ones.  To effectively plan tactical operations, 
and to evaluate proposed actions on the 
part of the team, effort was made in seeing 
things from the suspect’s point of view and 
attempting to determine what the suspect’s 
options were based on the contemplated 
action.  Understanding the suspect’s reac-
tion options and planning an effective coun-
ter-action will provide the greatest chance 
of tactical success in any situation.  No plan 
ever goes exactly right and no matter how 
much police try to control the suspect, 
the suspect will always choose his own re-

sponse.  Reviewing the suspect’s options 
and planning to counteract them, will also 
help to identify weaknesses in planning, 
manpower levels and logistical support.  It 
may also save someone’s life.

A tactical team in the Midwest, during a 
domestic violence hostage situation, decid-
ed to emplace a device into the structure 
in order to better gather specific intelli-
gence as to the suspect’s intentions and ca-
pabilities.  The emplacement of the device 
required the breaking of a window, which 
the team tried to do as stealthily as possible, 
but which was very difficult to actually ac-
complish.  When the suspect heard glass 
breaking, he thought an entry was being 
initiated and shot the hostages and then 
himself.  What started out being thought of 
as a good course of action, gathering better 
intelligence, turned into a terrible course 
of action as it initiated the very act that the 
team was attempting to prevent.  

ON LEADERSHIP

ACTION—
REACTION—
COUNTERACTION
BY: COLONEL S. RANDY WATT, FORMER COMMANDER, U.S.  ARMY 19TH SPECIAL FORCES GROUP
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Had the commander “war gamed” the 
event, looking at it from an action/reaction/
counteraction perspective, he would likely 
have recognized that the potential for a 
negative reaction on the part of the subject 
was high and that he did not have personnel 
in sufficient proximity to the suspect and 
the hostages to effectively interdict the sus-
pect’s reaction, should the suspect choose 
to start killing.  This in turn may have caused 
the commander to determine a different 
course of action to accomplish the goal.

There is no way to know ahead of time 
exactly how the suspect is going to react 
to a specific action on the part of the team, 
but you can be sure that the suspect will 
react in some way.  For instance, in a case in 
the West, a barricaded gunman, who had al-
ready fired an assault rifle on responding po-
lice officers, ceased fire and then barricaded 
himself alone in a house.  The tactical com-
mander decided that in order to prevent the 
suspect from reengaging police, the team 
would deploy NFDDs (Noise and Flash Di-
versionary Device) through multiple win-
dows in the front of the house and drive 
the suspect to the back of the house, from 
where it would be difficult for him to shoot 
at police.  The team had insufficient person-
nel on the scene to perform both contain-
ment and to deploy the multiple NFDDs, so 
containment personnel were utilized in the 
front to act as deployment teams.  The team 
commander was confident that the suspect, 
due to the NFDDs, would literally be driven 
away from the front and toward the back of 
the structure.

The suspect reacted by immediately as-
saulting the police action at the front of the 
house, exiting the structure on the run and 
shooting as he went.  Without realizing it, 
he had enacted the best possible response 
for him which he could have taken.  Within 
a few seconds of exiting the house, he was 
past the containment teams who were now 
at the windows of the front of the house 
and who were unable to react to the speedy 
departure of the suspect.  He crossed the 
street, went through a yard and entered a 
rural wooded area on the outskirts of the 

town.  A problem which had been immobile 
was now mobile and significantly more dif-
ficult to deal with.

It is likely that, had the commander given 
some thought to the suspect’s potential 
reactions to his plan, he may likely have 
recognized that the suspect had three main 
options:  One, retreat to the rear of the 
house (the best reaction for the team); two, 
stand fast and engage (a dangerous reaction 
for the team as it exposed them to rifle fire 
through the walls of the structure); or three, 
counterattack (a very dangerous reaction for 
the team as it would precipitate a running 
gun battle).  During the war gaming of the 
plan, the team commander would likely 
have identified that for reaction one, he 
was fine; for reaction two, he was accepting 
substantial risk by eliciting gunfire from 
the suspect based on the team’s actions; for 
option three, he was accepting extreme risk 
as he had no way of keeping the suspect 
contained, since his containment personnel 
were now busy with another task and were 
out of positions necessary for effecting 
containment.

The team commander could then have 
refined his plan by obtaining more man-
power, adjusting his personnel deployment, 
utilizing some form of stand-off munitions 
to attempt the action or choosing to abort 
the plan as the risks of two of the suspect’s 
options were unacceptable.  By thinking 
through the suspect’s options, the Com-
mander may very well have arrived at an 
adjusted and better course of action with 
a greater likelihood of accomplishing the 
desired objective.  After all, as tactical op-
erators like to say, “no plan ever survives the 
first round fired” and “the suspect always 
gets his vote on the plan.” 

Wargaming, thinking Action – Reaction – 
Counteraction, will give commanders and 
their teams a greater likelihood of success 
and will reduce potential risks to all involved 
in the operation.  The best tactical leaders 
I’ve known included it as a formalized plan-
ning process and the most skilled leaders I 
know did it intuitively.  All leaders should do 
it. Good luck and good planning.   4

ON LEADERSHIP

Randy was gracious enough to allow me to print a series of short pieces that he wrote on leadership.  Whether you are in a leadership position or not, it’s important to understand the many traits, qualities and behaviors as-
sociated with great leaders.  If you’re a leader, you need to do this to identify your strengths and weaknesses and decide whether to work on your weaknesses or find a co-leader who is strong where you are weak.  As a leader, 
you can be a true force multiplier every day, in a tactical situation and/or in a survival situation. If you’re in a support role, it’s important to identify your leader’s strengths, accept the fact that they have weaknesses, and help 
them compensate. If you’re in a support role or simply a follower, it’s important to be able to quantify leadership qualities and traits so that you can effectively evaluate leaders and potential leaders and decide who to hook your 
wagon to. This is an important skill to have on a daily basis, but in the organizational vacuum that oftentimes happens after a major disaster, it’s critical to understand leadership...regardless of whether you’re leading, fol-
lowing or getting out of the way. Randy trains primarily at Swanson Tactical Training Center outside of Salt Lake City, Utah and at Gunsite outside of Prescott, Arizona and you can check his schedule and availability by going to 
www.SRWSplOps.com.

Wargaming, thinking 
Action – Reaction – 
Counteraction, will 
give commanders 
and their teams a 
greater likelihood 
of success and will 
reduce potential 
risks to all involved 
in the operation. 


