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Introduction

Framing the Consumer Privacy Industry

From PRISM and the Edward Snowden scandal to the arrival of 
Google Glass, 2013 was the year that the desire to be seen and 
heard was turned on its head. Consider the following: in Janu-
ary, the TSA scrapped airport body scanners that produce near- 
naked images of travelers; in June, Edward Snowden revealed 
the widespread global- spying program, Project PRISM; in Oc-
tober, Google announced new privacy policy plans that allow 
the company to incorporate user data into advertisements. The 
discussion of privacy— what it is and what it isn’t— embodies 
the preeminent concerns of 2013. For this reason, privacy is 
Dictionary.com’s Word of the Year.

selfie noun, informal (also selfy; plural selfies). A photograph that 
one has taken of oneself, typically one taken with a smartphone 
or webcam and uploaded to a social media website.

Today Oxford Dictionaries announces selfie as their in-
ternational Word of the Year 2013. The Oxford Dictionaries 
Word of the Year is a word or expression that has attracted 
a great deal of interest during the year to date. Language re-
search conducted by Oxford Dictionaries editors reveals that 
the frequency of the word selfie in the English language has 
increased by 17,000% since this time last year.

In 2013, I came across several social media posts juxtaposing the selec-
tions of privacy and selfie as words of the year by Dictionary.com1 and 
Oxford Dictionaries.2 The posts pointed out a perceived paradox: the 
term privacy, often conceived of as freedom from observation, was 
seemingly at odds with practices of capturing and sharing personal 
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images. While the cultivation of privacy is supported by careful efforts 
to manage information, popular discourses about selfies often reference 
an indiscriminant or even pathological desire to share. In fact, opin-
ion pieces and news stories occasionally point to the rise of so- called 
selfie culture among young people as indicative of a generation of nar-
cissists, unconcerned about privacy.3 The selection of these terms in the 
same year, therefore, raises a question: how can a society that is deeply 
implicated in cultures that encourage self- promotion and information 
sharing be simultaneously preoccupied with anxieties about overexpo-
sure and unwanted observation?

This tension— between impulses to share and anxieties about losing 
control over personal information— was highlighted in 2014 when an 
illegal hack of Apple’s iCloud servers resulted in the publication and cir-
culation of a trove of personal photographs. Although successful hack-
ing efforts often receive news coverage, the inclusion among the stolen 
images of selfies taken by female celebrities, some of which depicted 
the women without clothing or in revealing outfits, generated immense 
public interest. The incident— known alternately as “celebgate” and “the 
fappening”— provoked public debate about the responsibility of image 
sharing platforms that were trafficking in these stolen photos.4 Public 
comments by the affected celebrities, some of whom condemned the 
hack as an assault on their right to a private life, raised additional ques-
tions regarding the ethics of viewing and sharing stolen images.5 The 
resulting conversations contributed to ongoing debates about where and 
how to allocate responsibility and blame for failures to properly safe-
guard personal information in the digital age.

The celebgate incident clarifies the intimate connection between the 
cultural trends that resulted in privacy and selfie being selected as lexical 
exemplars in the previous year. Although selfies are visual artifacts— 
defined in part by their circulation through digital networks— not every 
selfie is intended as a public document. Expectations about the visibility 
of images stored on private servers or circulated in a specific network are 
informed by assumptions about the boundaries of those spaces. Taking 
a picture does not confer consent for that image to be viewed by others, 
just as sharing an image with a person or group does not grant rights for 
unlimited public visibility. Although we may not consider selfies circu-
lated among friends or posted on social network sites to be private, we 
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may nevertheless wish to limit how these images are accessed and by 
whom.

Read in this way, the selections of selfie and privacy as words of the 
year frame simultaneous investments in visibility and obscurity as en-
tirely sensible. It is too simplistic, as social theorist Michael Warner 
observes, to suggest that a desire for privacy means forgoing public en-
gagement. “Public and private sometimes compete, sometimes comple-
ment each other, and sometimes are merely parts of a larger series of 
classifications,” Warner writes.6 Rather than representing social confu-
sion, the word of the year selections reveal a tension residing at the core 
of contemporary digital culture: a pressure cultivated by increasing so-
cial and economic incentives for visibility coupled with concerns about 
the consequences these forms of exposure may have on an enduring 
need for the intimacy and autonomy afforded by privacy. Implicit in 
both is a desire for agency: not a preference for invisibility, but a wish to 
be able to control when, how, and to whom we are visible.

This complex relationship between our desire to be social and, at the 
same time, to maintain personal space, is not unique to interactions me-
diated by digital technologies. As media scholar Zizi Papacharissi ob-
serves, sociality necessitates the voluntary abandonment of some of our 
privacy. “In order to become social,” Papacharissi writes, “we must give 
up some of our private time and space, so as to share it with others.”7 As 
has occurred with the introduction of other communication technolo-
gies, digital media’s growing ubiquity has disrupted the normative and 
practical barriers that inform this balance. As celebgate illustrates, the 
same tools that introduce opportunities to extend material practices of 
information sharing, identity construction, and community building, 
challenge existing norms of privacy by complicating social practices and 
norms related to disclosure and visibility. Technologies that facilitate the 
capture, replication, and distribution of content complicate assumptions 
about who gets control over how information is collected and used.

While celebgate raises questions about how we consider images 
shared without subjects’ consent, other news events encourage reflec-
tion on how information shared willingly can, nevertheless, be misused. 
On Valentine’s Day 2012, Nick Bergus shared a social media post that 
resulted in a brief and unintentional stint as a spokesperson for bulk 
personal lubricant. After seeing a tweet about a fifty- five- gallon drum 
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of Passion Natural water- based lubricant available for purchase through 
the online retailer Amazon, Bergus decided to post the link on his Face-
book wall accompanied by his own comment: “For Valentine’s Day. And 
every day. For the rest of your life.”8 Soon after he made the post, Bergus, 
who later wrote about the incident on his personal blog, began hearing 
from friends that his comment was showing up as an advertisement for 
Amazon in their Facebook news feeds. The promotion was the result of 
Facebook’s sponsored stories advertising strategy— a program the com-
pany has since abandoned— in which users’ likes and posts, content they 
shared voluntarily, were repurposed as advertising copy for companies.9 
What had been intended by Bergus as a joke was being sold by Facebook 
as “organic” promotional content becoming, in the process, an uninvited 
part of Bergus’s online presence.

The digital platforms that make up the contemporary online media 
landscape— including social network sites, search engines, online shop-
ping platforms, and self- tracking technologies— offer features that en-
courage us to reveal more of ourselves as we seek the conveniences and 
pleasures of digital life. In building digital profiles through which to 
connect with others, we open ourselves to unique systems of observa-
tion. The distinctive forms of visibility facilitated by platforms in the 
digital ecosystem combine visible content— the information available 
to those with access to our social network profiles or who complete an 
online search for our names— with the data produced through our in-
teractions with digital interfaces. By enabling surveillance systems that 
track and record online behaviors, the digital environment facilitates the 
construction and circulation of profiles that are sometimes invisible to 
us but are, nevertheless, influential. The integration of digital tools into 
our everyday lives, therefore, has forced a reexamination of what we 
mean when we assert expectations of privacy. Although we may assume 
that a selfie posted to a social network site such as Facebook, Instagram, 
or Snapchat will be visible to friends and followers, do we accept that it 
may be taken from our profile and reproduced endlessly across the web? 
Do we agree that it may be used as part of a promotional campaign for 
a product? Do we expect that the metadata attached to the image will 
reveal information about our location? Do we recognize that later efforts 
to delete or remove the image may be complicated by its presence on 
company servers or on the devices of others?
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Selling Privacy as a Service

The inclusion of privacy in the zeitgeisty word of the year annals has the 
potential to obscure the importance of enduring conversations about 
the significance of this value. Ongoing debates through which we clar-
ify what we mean when we assert a desire for privacy do more than 
shape practices of engagement or declare legal rights. Debates about 
the nature of privacy provide a language through which we evaluate the 
risks and responsibilities of being visible and make claims regarding the 
autonomy we have over our public image. Consider, for example, how 
the conversations sparked by celebgate and Facebook’s sponsored sto-
ries engaged with questions about ownership and raised ethical issues 
regarding the access and use of personal information. Consider, too, 
how these incidents highlighted the sense of violation that accompanies 
the publication of content one expects to be private. In the 1990s, several 
entrepreneurs predicted that privacy concerns and identity management 
would be vital in the emerging online world. Based on assumptions that 
ordinary people would hesitate to adopt technologies that threatened 
their ability to control their personal information, these entrepreneurs 
designed tools and services targeted at safeguarding individual privacy 
online and giving control over personal information to the user.

Through their pioneering efforts to sell privacy as a service, these 
companies reflected and shaped cultural expectations about identity 
management in the emerging digital world. In promotional campaigns 
and educational efforts, the companies discussed in the following 
pages— those with names like Zero- Knowledge Systems, iPrivacy, Repu-
tation.com, and BrandYourself— have encouraged consumers to think 
of their digital image as an extension of their offline identity and offered 
products and services to aid in its protection. The Identity Trade traces 
the history of these companies to understand their complex and evolv-
ing approaches to privacy over the first two decades of the commer-
cial web.10 By focusing on key moments in the industry’s development, 
this book considers how the distinct but related responses of companies 
working to sell privacy online reveal the shifts in momentum that take 
place in the persistent struggle between efforts to control the circulation 
of personal information and demands that information be shared as a 
condition of participation in the digital world. Based on interviews with 
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entrepreneurs and policy experts as well as textual analysis of policy 
documents, promotional materials, and news stories, this book consid-
ers how a group of tech start- ups have influenced the ever- shifting poli-
tics of visibility and the resulting implications for digital cultures.

Throughout this book, I use the term “consumer privacy industry” to 
describe the collection of companies that sell privacy- enhancing tools 
and image management services directly to consumers. Distinct from 
enterprise companies, those that sell privacy and security solutions to 
businesses, and designers building tools for niche populations with ad-
vanced interests and skills regarding information security and data pri-
vacy, this book considers companies united around a goal of building 
a mass market for privacy online.11 Businesses in this industry include 
anonymizers and infomediaries— companies that emerged in the 1990s 
with products that allowed users to surf the web unobserved by govern-
ment officials, advertisers, and other users. The industry also includes 
contemporary companies that encourage clients to optimize, rather 
than hide, their digital identities. Instead of seeking opportunities for 
invisibility and obscurity online, these companies, which include online 
reputation management firms and the companies behind the creation of 
a personal data ecosystem, help clients to understand, influence, protect, 
and leverage their personal information and public image. Despite their 
varied approaches, the companies across this proto- industry12 share a 
belief in privacy as an essential component of personal autonomy. More-
over, they collectively endorse the use of technological, market- based, 
user- centric solutions to address concerns about perceived threats to 
identity and reputation exacerbated by the proliferation of digital tools 
and their corresponding cultures.

The consumer privacy industry includes firms backed by venture cap-
italists as well as small start- ups. It is embedded within a socio- industrial 
context that includes online publishers, search engines, social network 
sites, digital advertisers, data brokers, and policy makers. The research 
presented here, which explores the industrial discourses surrounding 
the risks and rewards of digital visibility, is the outcome of a combi-
nation of methodological approaches. This includes a comprehensive 
textual analysis of popular and trade press articles and publicly avail-
able industry documents including press releases, advertisements, web-
sites, and company blogs. This textual analysis, which focuses on how 
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the industry constructs itself internally and presents itself externally, 
helped identify key industry players. I also conducted semi- structured 
interviews between 2013 and 2014 with over two dozen representatives 
of the online privacy community as well as informal discussions and 
observations of presentations and roundtable discussions at select in-
dustry events. The research presented in this book focuses on the United 
States, where cultural approaches to privacy are informed by the coun-
try’s unique political, legal, and social context. As with any study of digi-
tal media, however, networks transcend national borders. Consequently, 
my research has included formal interviews and informal discussions 
with people from several Western countries, including Canada and the 
United Kingdom.

Embracing Industrial Failure

In examining the evolution of the consumer privacy industry, this 
book follows several companies as they intervene in a socioeconomic 
climate where the stakes for digital privacy and online reputation are 
under continual negotiation. To understand the market for privacy, it 
is necessary to examine how social, political, and commercial forces 
have shaped this industry’s development. I trace the efforts of compa-
nies across this industry as they provide individuals with strategies for 
balancing the challenges and opportunities of online disclosure. To this 
end, the book’s early chapters describe the experience of several tech 
start- ups that emerged in the 1990s alongside a series of high- profile pri-
vacy violations. As they began to develop and sell tools to shield users’ 
identities from commercial and governmental surveillance, these com-
panies attempted to cultivate a market for selling digital privacy directly 
to individuals.

An approach that places contemporary companies in historical and 
sociopolitical context must also embrace industry failure as an impor-
tant and fruitful site of inquiry.13 While avoiding narratives that privi-
lege companies that have been commercially, politically, or culturally 
successful, studies of failure allow for the examination of paths not 
taken and encourage a denaturalization of the status quo.14 Based on 
interviews with entrepreneurs whose companies experienced declining 
financial success in the wake of the tech boom, The Identity Trade inter-
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rogates the perception that the economic failure of companies seeking 
to sell privacy- enhancing technologies at the turn of the twenty- first 
century can be fully explained by a lack of consumer concern about the 
security of their digital data or a tendency to choose convenience over 
privacy. Challenging the popular notion that people will not pay for pri-
vacy, the entrepreneurs behind these failed companies offer an alterna-
tive explanation for the challenges they faced: they cite sociopolitical 
and economic changes occurring in the United States at the start of the 
new millennium as having fostered an increasingly inhospitable envi-
ronment for companies offering anonymous and pseudonymous chan-
nels for accessing the web.

Studying industrial failure in this way creates opportunities to exam-
ine the implicit and explicit negotiations between competing technolo-
gies, the results of which have played an important role in identifying 
the cultural and political boundaries in which conversations about pri-
vacy, identity, and reputation take place. In later chapters, I ask if and 
how contemporary companies consider their predecessors when they 
articulate their own visions for safeguarding privacy online. Juxtapos-
ing the first- generation companies— those who pioneered digital pri-
vacy services for a mass consumer market— with more recent entrants 
to the field, allows for a careful examination of the shifting stakes in the 
negotiation of visibility online. It is a comparison that reveals how the 
ideological position shared by industry pioneers— that verifiable, uni-
fied, and consistent identity markers need not function as a primary 
organizing principle of the internet— was slowly replaced by a pragma-
tism on the part of an industry that often positions identity as a valuable 
strategic asset.

A research agenda limited to observing successful companies that 
command economic and social resources in the digital space misses 
out on much of the nuance embedded in a complex digital ecosystem. 
Rather than forgetting failed digital projects, the approach pursued in 
this book stresses the value of examining these enterprises. Such reflec-
tion is an essential component of a holistic understanding of the factors 
that have contributed to the current tension between a desire for mean-
ingful control over personal information and the pressures that demand 
the cultivation and maintenance of a well- crafted online image.
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Technological Solutions and Cultural Consequences

One of the central assertions of this book is that to grasp the cultural 
tension that informs contemporary practices of digital self- presentation 
and expectations of privacy, it is essential to understand the indus-
trial forces that shape these ideas. Each of the chapters explores how 
companies at various moments in the development of the consumer 
privacy industry have defined the threats of unwanted exposure online 
and introduced tools and strategies designed to empower individuals 
to manage their online presence by balancing opportunities for obscu-
rity with the requirements of visibility. Throughout these chapters, I 
explore how discourses about the consequences of online disclosure 
shift according to the industry’s assumptions about consumer prefer-
ences and their corresponding strategies for enhancing user autonomy. I 
examine how industrialized approaches to consumer privacy shift from 
a strict focus on anonymity and pseudonymity to embrace techniques 
that offer individual empowerment through managed visibility and the 
cultivation of a self- brand. I detail how industry- endorsed options for 
managing personal information and image have expanded as companies 
identify and embrace a growing demand for online visibility and rede-
fine the function of digital reputations.

Significant scholarly attention to the complexities of privacy in a digi-
tal environment has included research on the role of the commercial 
sector in shaping regulatory approaches and cultural norms around on-
line visibility. Those studies that examine institutional influences, how-
ever, have tended to focus on the dominant industry players, including 
search engines, social network sites, advertising platforms, and commer-
cial database companies, which are generally presented as threatening 
privacy.15 Research on privacy advocates, on the other hand, has focused 
on the work of public sector organizations including those in govern-
ment16 and civil society,17 largely leaving out the contributions of private 
sector players.18 This book extends these discussions by examining the 
role of commercial forces in the promotion and sale of privacy services 
to understand how industrial constructions of the risks and benefits 
of visibility relate to the changing norms around self- presentation and 
image management online. By placing industry voices and scholarly dis-
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cussions in conversation, this research reveals how the entrepreneurs 
behind the consumer privacy industry articulate their own interven-
tions around important social problems, often operationalizing aca-
demic theories in the process.

The companies in this industry situate themselves at the intersection 
of culture, policy, and technology. To provide people with the agency to 
define and present their identities, they offer socio- technical tools and 
services designed to empower individuals to control both the collection 
of their digital data and the visibility of their online image. Through 
implicit and explicit education efforts, companies in the consumer pri-
vacy industry have engaged in public pedagogy campaigns19 to promote 
both the value of digital data and the importance of online image man-
agement. As a result, these companies have popularized the language— 
the definitions and narrative terms— that informs broad conversations 
about the rights and responsibilities around information privacy online. 
The tools offered by these companies at different points in the industry’s 
evolution demonstrate how ongoing efforts to exercise autonomy over 
one’s own visibility extend beyond the companies themselves to inform 
collective approaches for understanding the stakes for digital identities 
more broadly.

Despite the diversity of approaches represented within the industry, 
these companies share a concern regarding the risks of losing control: 
both over the production and collection of personal information as well 
as over the ability to determine how this information is used to define 
and communicate one’s identity. In contrast to definitions of privacy 
that suggest a desire to withdraw or hide from public view, those in this 
industry tend toward a definition that considers visibility as a neces-
sary component of social, economic, and political participation. Based 
on a presumption that autonomy stems from the ability to manage the 
necessary balance between opportunities for obscurity with the visibil-
ity that supports social and economic engagement, the companies in 
the online consumer privacy industry frame privacy in relation to per-
sonal choice. This approach— one that relies on context and relationship 
management— is consistent with academic definitions that remind us 
privacy is rarely about being invisible, but is based on an ongoing pro-
cess of boundary management. It is a definition of privacy that is not, 
as philosopher of technology Helen Nissenbaum writes, about “simply 
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restricting the flow of information but ensuring that it flows appropri-
ately.”20 The practical implementation of this definition, however, can 
be complicated by the socio- technical networks designed to identify and 
reveal patterns and connections that threaten to undermine efforts at 
self- determination.

The research in this book engages critical media industry studies 
as a framework through which to examine “the complex interplay of 
economic and cultural forces”21 within the consumer privacy indus-
try. This approach is concerned with the interaction between industrial 
approaches to identifying and addressing digital privacy, and the cor-
responding cultural understandings of the risks and responsibilities of 
self- presentation online. By emphasizing the role of power and ideolo-
gies inherent in everyday practices, this approach observes the relation-
ship between industrial and social processes to offer insights into the 
“ways in which economic, regulatory, and institutional forces influence 
cultural output.”22 Consider, as I do in chapters 2 and 3, how entrepre-
neurs’ different ideological assumptions regarding the role of personal 
information in the digital economy resulted in the concurrent introduc-
tion of two distinct technological solutions for consumer privacy in the 
1990s. Influenced by countercultural ideologies and a cypherpunk ethos, 
the companies behind a set of products known as anonymizers encoded 
into their tools a belief that strong encryption was essential for ensuring 
a free and open web. While the anonymizers believed the emerging digi-
tal economy, which relied on the invisible collection, analysis, and use of 
personal information, was exploitative, another set of companies known 
as infomediaries sought solutions for what their inventors saw as the 
inefficiency of a system that failed to adequately compensate consum-
ers for their personal data. The juxtaposition between these two models 
reveals the material consequences of the divergent ideological positions 
that inform the construction of technological systems.

Or consider, as I do in chapters 4 and 5, how the way a problem is 
defined can result in solutions that fail to meet the needs of all users. 
In these chapters, I explore the practical and ethical challenges facing 
approaches that rely on the cultivation of a public image to secure op-
portunities for digital privacy. For those who cannot or wish not to be 
visible online, practices that create spaces for private identities through 
the public presentation of an alternate image remain out of reach. 
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Moreover, these chapters consider how efforts to control the visibility of 
certain aspects of one’s identity can be undermined by socio- technical 
systems that act to reinscribe cultural assumptions about connectivity 
and authenticity onto digital profiles.

The research for this book included conversations with CEOs, policy 
officers, product developers, communication staff, industry representa-
tives, and regulators. My interest in speaking with people from vari-
ous parts of the industry reflects a desire to avoid privileging one set of 
voices and, instead, to reveal a holistic sense of the industry culture.23 
This diversity is, however, limited in important ways. For example, the 
interviews cited in this book and the content included from press mate-
rial and news articles tend to privilege male voices. This disparity, in part 
a consequence of the lack of gender diversity in the technology industry 
generally,24 was compounded by a methodological approach that fo-
cused on companies identified in mainstream media coverage between 
1996 and 2014. The extent to which those sources themselves favored 
certain voices shaped my initial pool of respondents.25 Opportunities 
to speak with women occasionally revealed a relationship between rep-
resentation and practice. At one industry event, for example, I sat in 
on a session that considered whether women might bring a different 
set of expectations, values, and preferences to the emerging personal 
data ecosystem. During the conversation, a small number of participants 
discussed how assumptions about what women want from personal in-
formation technologies often missed the mark. As I will return to, the 
homogeneity in this industry— which includes class and race in addition 
to gender— provides an important context through which to understand 
how companies define the problems and solutions surrounding digital 
privacy.

These chapters explore the consequences of shifting industrial ap-
proaches to privacy, from opportunities for anonymity and pseudonym-
ity offered by the field’s early participants to strategies that operate in a 
contemporary environment that seemingly demands visibility. I analyze 
how the reshaping of definitions of privacy at various stages in this in-
dustry’s history have facilitated the reconsideration of online visibility 
from an option to an opportunity and, eventually, to a responsibility. 
This book maps the changes in the mass market for privacy as they re-
flect and shape shifting cultural understandings about what it means to 
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have privacy in the digital world. Telling the story of this industry in 
this fashion runs the risk of presenting its history as if it has followed a 
linear narrative: one that moves from a preference for anonymity to a 
celebration of radical visibility and self- promotion. This is not, however, 
a book about the steady erosion of privacy as we move further into the 
digital age. The privacy- enhancing technologies presented here do not 
replace one another, nor does the emergence of a new tactic necessitate 
the end of an existing approach. Consider the availability of tools such 
as virtual machines, live operating systems, and virtual private networks, 
all of which can support anonymity online. Consider, too, apps such as 
Wickr and Signal that have received mainstream media attention more 
recently for their encrypted messaging services, or the increasing popu-
larity of ad blockers. In fact, the circulation of ideas and the resurrection 
of strategies is an important part of this history.

Instead, this is a story about the process through which expectations 
of privacy are negotiated and challenged. I consider how identities— 
both those considered vulnerable and those celebrated for the value they 
provide— become a central feature of these debates. I also reflect on how 
mass markets for anonymity and strong encryption technologies receive 
less attention as consumer approaches to privacy focus on finding a bal-
ance between acceptable surveillance and individual rights. In studying 
companies in their historical, social, economic, and political contexts, 
this book examines how the reflections of an industry on individual, 
corporate, and legal responsibilities have consequences for defining and 
protecting privacy. Indeed, the story of this industry fits most comfort-
ably with approaches that define privacy as an ongoing set of negotia-
tions rather than as a static achievement. I argue for the importance of 
integrating industry studies— including those of failed companies— into 
communication research to understand the professional, practical, and 
ideological conditions under which information is produced and the 
discursive patterns through which these practices inform and are in-
formed by the cultures in which they reside.
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