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Abstract & Preamble 

Engineering Practice - With the recognition of the Professional Engineering status for the 
practice of Computer Engineering in April of 2009, the practice of Control Systems Engineering 
in October of 2011, and the practice of Software Engineering in April of 2013, there has been the 
need for specialized continuing education courses related to these practices. Each of these 
Engineering majors may have taken a networks course with some component of the protocol 
description and design considerations in practice. Control Systems engineers may find the need 
for protocols descriptions useful for modeling and simulating real-time hardware and embedded 
systems involved in control applications, Software engineers can apply the principles of system 
layering used in protocols design for numerous applications.  

This course shows some of the historical factors that have given rise to the large number of 
protocols in existence today. The International Standards Organization (ISO) produced a model 
called the Open Systems Interconnect (OSI) model that is a standard architecture for protocols. 
Preceding protocols did not necessarily follow that model, and those developed since do not 
strictly adhere to its detail, but the OSI model is widely taught and nearly all involved with 
protocols know of the OSI model to some degree. 
 
We use the history to show why it became necessary, when it was developed, and follow its 
structure to outline the layered format of many of today’s protocols. For the lowest levels of the 
standard, contrasting technologies in wired and wireless communications are used and two of the 
IEEE 802 standards are used for some level of detail to discuss how the same standard ISO level 
can be exploited to explain disparate standards. 
 
1.0 Introduction - 
In communications systems, the fundamental intention is the replication of information. In 
general, a replica of the information from a source is generated at a destination. 
 
Regardless of the form of communication, there is a transmitting source entity and a receiving 
destination entity. For most of human history, both entities were human beings who employed 
audibly voiced messaging, first in the same language then progressing to written forms with or 
without language translation and interpretation between. First, human beings were employed for 
the services of human translators, interpreters, as well as coding for convenience or for 
specialized services.  Following the invention of the telegraph and telephone, those same human 
beings employed services of human translators, interpreters, as well as coding (in some cases for 
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security and in other cases such as Morse codes, just to facilitate the medium employed) and the 
technology of the machines employed. 
 
In more modern times, either the transmitting or receiving entity (or both) may be a more 
intelligent computing machine and not just the mechanism between human correspondents. For a 
number of reasons, modern communications are often mediated by machines and the services 
provided by those machines, although the greatest volume of traffic is machine-to-machine. 
 
Initially, we discuss the single direction from one transmitting entity to single a receiving entity. 
This one-to-one communication forms the foundation for from which we develop one-to-many, 
as in the case of broadcast communications such as a speech before a crowd or entertainment 
radio and television, but from the simple basis we will expand to reach cases of many-to-many as 
the foundations develop. 
 
Communications involves transport of information to reliably produce replicas. Humans have 
evolved and developed skills that employ visual and auditory signaling mechanisms to aid in 
communications. For verbal exchanges of information, the least complicated form is with two 
individuals, one speaking and the other listening. Formal rules are not necessary to govern such 
situations, but informal common practices are typical in many cultures with interruptions, 
changing the topic, and other practices considered “rude,” or against the accepted informal 
“rules” of conduct. Some such rules are more formal prohibiting individuals from speaking at all 
to others in their society. Notable examples arise from historical warrior-king rulers who may 
have been illiterate and even require translators to communicate to their conquered populations 
and enforced strict protocols as a mechanism of ruling control. 
 
Consider a simple one-way protocol used in ancient China to rapidly announce the presence of 
danger. A series of signal towers built into the Great Wall contained unlit fires intended to send a 
one-way message down the length of the wall. The protocol consisted of a single binary digit that 
changed from a state of zero unlit to a state of one when lit. The protocol specification was that if 
the signal fire was burning, then the existence of danger was true and any receiver must also light 
their signal fire.  This simple protocol could transmit a binary signal over the 5500 mile length of 
the Great Wall in a single day well ahead arrival of an invading army. 
  

http://www.suncam.com/


  
 Protocols for the PE 
 A SunCam online continuing education course 
 

www.SunCam.com            Copyright 2016, Raymond L. Barrett, Jr. and James H. Ewing             Page 4 of 44  

 

 

Figure 1.0 – Great Wall of China 
https://commons.wikimedia.org/wiki/File:Chemin_de_ronde_muraille_long.JPG  

Fabien Dany - www.fabiendany.com 
 
 

We can extend examples of the simple one-to-one cases to include one-to-many with speakers, 
lecturers, all addressing multiple listeners or crowds. Such cases are related to, and the basis for, 
later mediated auditory communications supported by telephone and radio communications 
channels that share a medium. One such example of a set of protocols is a moderated meeting 
following Robert’s Rules of Order. https://en.wikipedia.org/wiki/Robert%27s_Rules_of_Order 
 
In some cases of shared media, other sets of procedures were found to be necessary to share the 
medium much as in the case of the audible spectrum. In voice-band radio, many listeners can be 
using a channel, but only one speaker can use the channel at one time. In the case of a shared-
channel, called a half-duplex medium, a protocol is necessary to support effective end-to-end 
communication. In other cases, with more than one channel, a full-duplex protocol supporting 
two correspondents to speak simultaneously can be supported versus a half-duplex protocol 
supporting a one-at-a time access to the medium. 
 
Protocols evolved to transmit complex data over vast distances even with very slow 
communications media. A more complex protocol designed in 18th century France  consisted of 
a series of towers using two large semaphore arms coupled by a lever. The Chappe semaphore 
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system used a set of seven positions for each semaphore allowing up to forty-nine symbols. The 
angle between the flag arms could be set to one of four positions expanding the symbol 
possibilities to one hundred ninety-six. This protocol allowed complex messages to be 
transmitted across 4,800 miles of French territory in under one hour. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Figure 1.1 – French Semaphore Station from the 1700’s 

https://en.wikipedia.org/wiki/File:Rees's_Cyclopaedia_Chappe_telegraph.png 
 

 
We use the Merriam-Webster Dictionary to define a Protocol as: “a system of rules that explain 
the correct conduct and procedures to be followed in formal situations.” 
http://www.merriam-webster.com/dictionary/protocol 
 
Such formal rules become more important as the medium of communication becomes more 
indirect than short-distance speech sounds, especially when electrical and electronic devices are 
included in the information path between the originator of the information and its destination. 
Further, the importance of protocols is most important when the information involves machinery 
as source, destination, or a component part of the media for the transfer of the information.  
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For illustration, we introduce a fictitious two-way communication between two philosophers 
discussing the ideas of Plato. One correspondent is in South Africa and has a native language of 
Swahili. The other correspondent is in Hong Kong and has a native language of Cantonese.  As 
“services,” we introduce two additional human interpreters who speak the respective language of 
the correspondents and also the French language. The interpreters communicate with each other 
using a half-duplex “amateur radio” channel provided by French-speaking amateur radio 
enthusiasts. For this example, ideas that originated in ancient Greece (probably in that form of 
the Greek language) are mentally interpreted by the correspondents at a cognitive level in their 
own respective languages, translated/interpreted to an intermediate aural French language 
representation, further mediated by pairs of radio transmitter/receivers, and following protocols 
at each level communicated using the radio-frequency equipment between the correspondents. 
Protocols are employed at each level from the cognitive through the physical medium employed 
to facilitate the communication of ideas. 
 
2.0 Long Distance Electrical Communications - 
There are parallels between verbal-acoustic forms of communication as exemplified by 
telephony and radio, and written forms of communication as exemplified by telegraphy and 
facsimile media.  We find a parallel development of preliminary communications infrastructures. 
Telegraphy preceded auditory forms of electrical communication but supported written language 
effectively. In the United States, telegraphy infrastructure coexisted in large part with the 
dispersal of the railroads but was rapidly extended from that base. In the illustration below, an 
early Signal Corps telegrapher’s wagon is shown in the field at an unknown Civil War 
battlefield. Telegraphy was used extensively in that conflict. Other related systems are discussed 
at: https://en.wikipedia.org/wiki/Telegraphy 
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Figure 2.0 US Civil War Telegrapher’s Wagon (unknown photographer) 
 

Simple equipment supported a telegrapher corresponding through the ON/OFF connections of a 
shared circuit. For a number of reasons, messages were passed in a relay fashion, and those 
messages were often encoded to prevent interception by opposing combatants. Such messages 
were initially recorded at each intermediary point, first by hand-written notes, and later by 
various forms of automation to facilitate correct transmission of the information. The 
automation, especially in paper-tape systems, enabled the development of store-and-forward 
protocols. In such protocols, additional information was pre-pended to the message to indicate 
the addressee and permit routing in facilities connected to multiple other locations. This 
development of message headers persists today in many protocols. 
 
In telephony, the need for real-time audio connection between correspondents forced the 
development and dispersal of another circuit-switched technology to route a connection between 
correspondents in contrast to the message-switching developed in telegraphy. At first, the circuit-
switching was mediated by a system of local and long-distance “operators” with the job of 
making the connections. Because the operator was intimately involved in providing the 
connection service, an undertaker (Almon Strowger) who was suspicious that an operator was 
steering business to his competitor, devised the concept of an automated telephone circuit switch.  
https://en.wikipedia.org/wiki/Strowger_switch 
 
Message-switching networks and circuit switching networks coexisted for decades until the 
development of digital computers facilitated the merger of technologies. Gradually, the 
conversion of speech signals to digital form, the emergence of digital data communication, and 
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the convergence of speech traffic with data traffic in modern networks erased the division and 
circuit switching networks have atrophied. In all communications paths, there are delays from 
those small enough to be unnoticeable to those that effectively involve information storage 
media, but modern digital communication network delays can provide sufficiently small delay to 
appear as if they are direct end-to-end circuit switched but are fundamentally message-switching 
in nature. 
 
3.0 Computer Development - 
Just as warfare drove the development of telegraphy, the computer had its development 
accelerated by the needs for gunnery tables and the Manhattan project during World War II. The 
Ballistics Research Laboratory envisioned a machine to calculate gunnery tables and sponsored 
Mauchly and Eckert to develop the vacuum-tube ENIAC machine based on prior work by 
Atanasoff. http://inventors.about.com/od/estartinventions/a/Eniac.htm 

 

 
 

Figure 3.0 The Eniac Computer.  U.S. Army Photo 
 

Needs based on the experience with large numbers of calculations supporting the Manhattan 
Project development of the atomic bomb led John von Neumann to recommend support and later 
employ the machines in Hydrogen Bomb research. http://www.atomicheritage.org/profile/john-
von-neumann 
 
As part of the convergence of voice communications with data communications, we recognize 
that the voice communications infrastructure was originally designed for “analog” signals. 
Continuous in both the magnitude and time dimensions, analog signal technology is constrained 
by the quality of the communication in terms of its attendant noise. The famous mathematician 
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Claude E. Shannon, while studying basic concepts in information theory, derived seminal 
concepts in digital signal representation as well as coding theory. 
http://www.thocp.net/biographies/shannon_claude.htm 
 
Shannon produce equations relating the noise in a digital representation of a signal to the number 
of bits used to represent that signal. The implication of this work shows that the Signal-to-Noise-
Ratio (SNR) of an analog signal can be preserved in a digital representation following 
transmission for an arbitrary distance, whereas analog representation degrades that signal due to 
noise added by the equipment. Further, Shannon showed that there exist codes that can represent 
a digital value, and by adding redundant bits, the original digital signal errors can be corrected. 
The combination of the digital representation of speech signals along with specialized coding is 
employed in today’s equipment with the ancillary benefit that digital speech signals and data can 
coexist seamlessly in the same network. Shannon’s work in the late 1940’s coincided with 
general interest in digital computing. However, there was no digital communications network, 
nor were there any more than a few computers in existence to require such a network. 
 
The 1950’s saw the development of the computer in an evolutionary fashion fueled by 
competition between Univac as successor to the ENIAC, and IBM building on stored-program 
punch card machinery. It is largely the environment of competition and proprietary standards that 
caused the proliferation of numerous protocols. Computers were large, expensive machines with 
many terminals of numerous technologies connected in relatively monolithic systems. Each 
competitor sought competitive advantage and proprietary protocols were just one tool in isolating 
computing facilities from each other. 
 
The 1960’s saw the development of the minicomputer by companies such as DEC, HP, Prime, 
Data General and others as a lower-cost alternative to the older “mainframe” machines. In 
similar fashion, the 1970’s and 1980’s saw the evolution to the microcomputer. Both mainframe 
and minicomputer systems were dominated by centralized architecture and numerous terminals 
and peripherals connected by extensive cabling to the computing resource but microcomputer 
systems were essentially self-contained supporting only single-user computing. Perceptions 
about control and availability drove the users to demand the more distributed computing that the 
microcomputers offered. 
 
4.0 Initial Communications with Computers Using Existing Infrastructure 
Initially, much remote access to a computer was achieved using a telephone “acoustic coupler.” 
Because ATT maintained a monopoly on long distance communication until 1984, there was 
little access to any form of communications network beyond such devices.   

http://www.suncam.com/
http://www.thocp.net/biographies/shannon_claude.htm


  
 Protocols for the PE 
 A SunCam online continuing education course 
 

www.SunCam.com            Copyright 2016, Raymond L. Barrett, Jr. and James H. Ewing             Page 10 of 44  

 

https://en.wikipedia.org/wiki/Acoustic_coupler  In that environment, digital communications 
networks developed based on inventing proprietary protocol definitions, all based on the 
bandwidth limitations of a voice band network. Some other use was made of existing slow store 
and forward teletype infrastructure, particularly in the military. 
 
After the “breakup” of ATT in 1984, direct connection of equipment to the existing network 
became possible. But much of the existing infrastructure being analog in nature did not support 
high-speed digital communication. Differing hardware supporting 300 bits-per-second (bps), 
600, 1200, 2400, 4800, 9600, through 56k and 128k supported some level of digital 
communication using the existing dial-up network. Under contract with the telephone company, 
access to T1 service at 1.54 Mbps could be obtained; the longer hauls within the providers was 
evolving to a digital backbone servicing the analog “copper” to the end users. 
 
Primarily, the early uses for acoustic coupled communications supported time-shared access to 
computing resources. Specific proprietary protocols supported connection using the dial-up 
telephone network.  
 
5.0 ARPANET - 
As early as 1963, the Advanced Research Projects Agency (ARPA) of the Defense Department 
supported the development by Bolt, Beranek, and Newman (BBN) of concepts of “packet 
switching” to support direct computer inter-networking research, but access to the 
communications links was highly restricted. From that initial research, the backbone network 
evolved into the ARPANET, and eventually the Internet. 
https://en.wikipedia.org/wiki/ARPANET, https://en.wikipedia.org/wiki/History_of_the_Internet 
 
Historical human-machine interface protocols were extended to include automated cases between 
computing machinery without direct human intervention. For computing cases, we use the 
definition of protocols by the Encyclopedia Britannica as: “a set of rules or procedures for 
transmitting data between electronic devices, such as computers. In order for computers to 
exchange information, there must be a preexisting agreement as to how the information will be 
structured and how each side will send and receive.”  
https://www.britannica.com/technology/protocol-computer-science 
 
The important issue to recall is that the parallel evolution over several decades of the 
communication backbone, the computer architectures and systems deployed, the multiple 
generations of modems, and the numerous proprietary “standards,” set the stage for a new 
approach. Overlaying the need was the issue that had unforeseen and unintended consequences 
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for a “solution” to the polyglot of protocol “standards;” the slow external communications 
backbone access relative to the much faster internal bus speeds in the computing resources. 

 
As a component in a system, the human is relatively slow but provides data input, receives data 
output, and makes key decisions. The computer provides similar Input, Output, and decision 
functions, but at a much higher data rate. The computer may provide data storage and retrieval, 
computational resources at speeds that are far above that of the human counterpart in the system. 
Despite advances in Artificial Intelligence, the computer is relatively limited and cannot provide 
independent un-programmed behaviors. To some extent the relative speed of the computer 
supports complex capabilities under program control to execute software that can produce error 
detection and correction, procedural selection of alternatives, and other functions that 
compensate for unreliable communications, but is relatively unable to deal with the unexpected. 
Insofar as the computer has access to the programs and data to define a scope of operation, it can 
be made to deal with a great number of protocol variations. 
 
Among the variations, a computer-to-computer protocol must identify and cooperate on: 

1) Data formats describing data lengths, bit positions, error correction, 
2) Address formats to identify the sender and intended receiver of data, 
3) Routing information to find the way through intermediate locations, 
4) Mapping services to translate location names to numerical addresses. 
5) Error detection and responses such as correction, request to resend, acknowledge,  
6) Lost or missing data, as well as out-of-order data, 
7) Flow control to prevent over-filling buffer spaces, and 
8) Duplexing for shared media access. 

 
6.0 Layering Strategy in Computer Science - 
Computer science utilizes a number of strategies to provide features. Fundamentally, the 
hardware employs stored-program control to contain the program instructions. That control 
storage may be implemented in hardware, as in ROM storage, or loaded from elsewhere as in a 
Disk Operating System. The control storage and data storage may be physically separated and 
possibly of differing word sizes as in a “Harvard Architecture” micro-controller or loaded as 
indistinguishable from data as in a general-purpose “Princeton Architecture” organization.   
 
In the development of the executable program, though, the binary data is most-often represented 
as a higher-level, human-readable, alphanumeric “Assembly Language” that is “assembled” to 
the binary form. At higher levels, other languages such as Fortran, C/C++, Java, etc., can be 
employed and is “compiled” into the relevant Assembly Language.  
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Likewise, a collection of software that provides hardware control is collected into an “Operating 
System” such as a Microsoft Windows or Linux version. The approach of layering software to 
hide low-level functionality under higher-levels is a successful complexity-control strategy. 
An important differentiation for communications network protocols is the highly parallel and 
concurrent nature of the network. Only early networks attempted to centralize and unify a 
monolithic approach to constructing networks. Partially because the predecessor “polyglot” of 
existing proprietary networks and partially the problem of achieving a cooperative environment, 
data communication networks today support a great deal of diversity. 
 
7.0 ISO and the OSI Model - 
Circa 1983, the International Organization for Standardization (ISO) published the Open 
Systems Interconnect (OSI) model for network communications. OSI is an architecture definition 
that defines seven functional layers for network protocols. The supposition is that mapping 
existing protocol implementations onto the architecture standard enables intercommunication 
between existing networks with locally different protocols. In the environment of the 1980’s 
when the disparate speeds of internal bus rates versus external communications backbone rates 
supported such a computational load for communications, the OSI made sense. Today, the OSI 
model is less defensible but still used. https://www.britannica.com/technology/open-systems-
interconnection 
 

Application Layer 

Presentation layer 

Session Layer 

Transport Layer 

Network Layer 

Data-Link Layer 

Physical Layer 
 

Figure 7.0 The Open Systems Interconnect Architecture Model Layer Names 
 

 
 
The functions of the layers of the OSI Reference Model are:  
1. The L7 Application Layer that describes how real work actually gets done. For example, 

this layer would implement file system operations.  
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2. The L6 Presentation Layer that describes the syntax of data being transferred. For example, 
this layer could describe how floating point numbers are  exchanged between hosts with 
different math formats.  

3. The L5 Session Layer that describes the organization of data sequences larger than the 
packets handled by lower layers. For example, this layer could describe how request and 
reply packets are paired in a remote procedure call.  

4. The L4 Transport Layer that describes the quality and nature of the data delivery. For 
example, this layer could define if and how retransmissions are used to ensure data delivery.  

5. The L3 Network Layer that describes how a series of exchanges over various data links can 
deliver data between any two nodes in a network. For example, this layer does define the 
addressing and routing structure of the Internet.  

6. The L2 Data-Link Layer that describes the logical organization of data bits transmitted on a 
particular medium. For example, this layer defines framing, addressing and check-summing 
of Ethernet packets.  

7. The L1 Physical Layer that describes the physical properties of the various communications 
media, as well as the electrical properties and interpretation of the exchanged signals. For 
example, this layer defines the properties of Ethernet coaxial cable, the type of connectors 
used, and the termination method.  

 
 
The Layer names are defined above and exist at each correspondent’s location. Only the Physical 
Layer is expected to provide a direct connection between correspondents; at each other layer, a 
“virtual” connection is between higher layers. 
 

Application Layer  Application Layer 

Presentation layer  Presentation layer 

Session Layer  Session Layer 

Transport Layer  Transport Layer 

Network Layer  Network Layer 

Data-Link Layer  Data-Link Layer 

Physical Layer <=> Physical Layer 
 

Figure 7.1 The OSI Model Layer-to-Layer Communications 
 
It is worth noting that the extensive layering of the OSI model is somewhat an artifact of the 
early technological speed difference of computing resources versus the communications channel 
speeds. That speed difference supported interfaces between layers with no apparent penalty.  
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In terms of the unintended consequences of the OSI model, modern routers are required to pass 
all traffic from the Physical Layer up to the Data-Link Layer to determine framing, addressing 
and check-summing of packets before a route can be determined in a multi-hop route. More 
modern high-speed routing can be obtained by pre-pending path information along with Forward 
Error Correction coding to avoid needing to decode any part of the message before sending it to 
a new destination. In such a case, the OSI model slows network traffic and perpetuating the 
assumption that the data processing is much faster than the communications rate. 
 
8.0 Wireless Protocols – 
Initially, data networks were formed with point-to-point wiring linking a few computers. With 
the development of wireless, cellular telephony, yet another communications infrastructure was 
developed, first based on analog voice services, much as the original land-line wire network had 
begun decades before. Quickly, however, the service evolved into a digital voice service, 
mediated and controlled by computing equipment.  
 
The development path of digital voice communications, however, required and supported 
parallel development of digital routing, billing, and accounting data. Under the auspices of the 
regulating bodies such as the Federal Communications Commission (FCC) in the USA the UN’s 
International Telecommunications Union (ITU), numerous communications bands and protocols 
were supported. Much like the original wired environment, the proliferation of Time-Domain, 
Frequency-Domain, and Code-Divison communications approaches were supported.   
 
To support this evolving polyglot of media access approaches, there soon evolved modifications 
to the OSI and other protocol stacks to support the characteristics of wireless linking and routing. 
One such modification was the addition of the Medium Access Control (MAC) sub-layer to 
support additional capabilities. https://en.wikipedia.org/wiki/Media_access_control 

 
With the growth of wireless traffic, the modern addition of wireless video, the traffic on the 
wireless networks has surpassed the wired point-of-service and most data that involves humans 
originates or terminates on a wireless device. 
 
We find numerous protocols today that are primarily a digital technology in nature rather than 
analog, but are associated to some extent with a particular communications medium. Despite that 
association with the Physical (PHY) and Media Access Layers, the stack of protocol layers 
supports intercommunication between services and layers. 
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For purposes of illustration, we include a list of protocol examples: 
• WI-FI/WIMAX Protocols 
• Bluetooth protocol 
• Fibre Channel network protocols 
• Internet Protocol Suite or TCP/IP model or TCP/IP stack 
• OSI protocols family of information exchange standards developed jointly by the ISO 

and the ITU-T 
• Routing protocols 
• List of IP protocol numbers, protocol numbers used in the Protocol field of the IPv4 

header and the Next Header field of IPv6 header 
• RTPS protocol, an interoperability protocol 
• SSH Secure Shell 
• SMB Server Message Block, one version of which was also known as CIFS (Common 

Internet File System) 
• FTP File Transfer Protocol 
• SMTP Simple Mail Transfer Protocol 
• TCP Transmission Control Protocol 
• HTTP Hyper Text Transfer Protocol 
• HTTPs Secure Hyper Text Transfer Protocol 
• POP Post Office Protocol 
• MTP Media Transfer Protocol 
• SFTP Secure File Transfer Protocol 
• SSL Secure Socket Layer 
• TLS Transport Layer Security 
• E6 Ethernet globalization protocols 
• NTP Network time protocol 
• NNTP Network News Transfer Protocol 
• IMAP Internet Message Access Protocol 
• Bitcoin Protocol Protocol for Bitcoin transactions and transfers on the web 

 
A longer and more complete list of protocols and their components can be found at: 
http://www.jgroups.org/manual/html/protlist.html 
http://www.protocols.com/pbook/ 
 
9.0 Standards Organizations – 
We have mentioned the FCC and ITU as examples of two standards organizations, but there are 
other contributing organizations.  Among these organizations are: the IEEE, the IETF, ITU, 
NMEA, and others. Membership in these organizations may be open or restricted. Participation 
in the standards organization generally requires a commitment of time and expense for the 
members at both high levels and in the sub-committees that write the standards. The benefit for 
corporate sponsors to support participation is the earliest possible exposure to the development 
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of communications technologies, the opportunity to steer the direction toward proprietary or 
existing solutions, and numerous strategic considerations. 
 
In the USA, the FCC regulates interstate and international communications by radio, television, 
wire, satellite, and cable. https://www.fcc.gov/  
 
To what extent that regulation extends over the content is a subject for ongoing debate. One such 
example is the recent issue of “net neutrality” concerning the control of cable “boxes” by cable 
companies and the monopolistic practice of charging consumers rents for relatively inexpensive 
proprietary access hardware while blocking access to the software to enable the same function. 
The FCC has an accepted role in preventing “Obscene, Indecent, and Profane” broadcasts and 
therefore some degree of control over programming content. Just where the control of content 
ends in protecting consumers, and the other consumer protections such as “net neutrality,” may 
overlap is being settled in congress and the courts. 
 
Worldwide, the IEEE provides publications and standards for a fee. The IEEE touts its role in 
consensus building of global technologies through its Standards Association. Some of the IEEE 
standards specify protocol details that comply with particular service uses that are congruent 
with FCC regulations. 
 

Generally there is some degree of overlap in areas between the IEEE and the FCC, for example, 
most notably in wireless areas with the FCC regulating frequency bands, modulation techniques, 
and non-interference requirements through testing and certification regulations.  
 
10.0 Local Area Network Examples – 
We choose the IEEE Standard 802 for Local Area Networks as an example of a protocol 
standard that began in a wired environment in February of 1980 as a low-level protocol standard 
for Physical (PHY) and Data-Link Control Layers of the OSI Model. Note that the publication 
date of the IEEE Standard 802 (February, 1980) preceded publication of the ISO development of 
the OSI Model, they co-evolved in a collaborative environment and shared ideas openly.  
 
In the early days of Local Area Networks, the computing hardware employed Network Interface 
Card (NIC) interfaces to twisted pair and coaxial cable wiring. The standard was written to 
include that standard practice but also to be extensible by means of sub-categories. The IEEE 
802 Standards committee decided to split the OSI Model’s Data-Link Layer to officially 
recognize Logical Link Control (LLC) and Media Access Control (MAC) sub-layers. 
 

http://www.suncam.com/
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The Logical Link Control (LLC) sub-layer was given responsibility to establish and terminate 
the links, perform frame sequencing and control frame traffic, and acknowledge frame receipt by 
using logical interface Service Access Points (SAP) to layers above. The Media Access Control 
(MAC) sub-layer was given responsibility for generally managing media access, delimiting and 
checking for framing errors, and recognizing framing addresses by communicating directly with 
NIC hardware and delivering error-free data. 
 
The Standard was organized into 16 far-reaching, evolving, Specification Categories: 

Number Description 
802.1 Set Network Management Standard 
802.2 Define Data-Link Layer (LLC & MAC) 
802.3 Define Ethernet Carrier-Sense Multiple Access with Collision Detect 
802.4 Define Token Passing Bus MAC 
804.5 Define Token Passing Ring MAC 
802.6 Define Metropolitan Area Networks (Between WAN & LAN extents) 
802.7 Broadband Technical Advisory Group - Reserved 
802.8 Fiber-Optic Technical Advisory Group - Reserved 
802.9 Define Integrated Voice/Data Networks 
802.1 Define Network Security 
802.11 Define Wireless Network Standards 
802.12 Define Demand Priority Access LAN 
802.13 Unused 
802.14 Define Cable Modem Standards 
802.15 Define Wireless Personal Area Networks 
802.16 Define Broadband Wireless Standards 

 
Many of the Standards are available for free download following agreement acceptance. 
https://standards.ieee.org/getieee802/download/802.3bw-2015.pdf 
 
The standards are periodically updated and revised, as well as sub-divided for varying service 
applications.  
 
The popular 802.11 Wireless Network Standard has several variants 802.11a, 802.11b, 802.11g 
and 802.11n, operating at various frequencies and ranges while supporting various data rates. 
These standards are popularly employed in a Wireless Router from an Ethernet LAN to a 
Wireless “Wi-Fi” protocol stack on a desktop, laptop, computing pad, or cell-phone for a data 
network connection. 

http://www.suncam.com/
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As an alternative in the “Internet of Things” marketplace we may find the IEEE 802.15 Standard; 
for example, 802.15.1 speaks to Bluetooth, 802.15.4 speaks to several applications including 
Zigbee, and also includes Ultra-Wideband and Multi-Band OFDM for Wireless Personal Area 
Networking (WPAN). 
 
The two examples of IEEE Wireless Standards are chosen to make a point about the interaction 
of the IEEE standards and the FCC. For both cases, the equipment must be “type approved” 
under rigorous test conditions. Similar restrictions apply to other wireless equipment including 
cell phones that intentionally use radio emissions for communications. In general, a different set 
of approvals and tests are required for devices that do not intentionally radiate, but may be 
sources of radio interference. Even the wired and cabled equipment must be able to operate 
without interference. 
 
In a general sense, the Physical (PHY) connection of the protocol must obey that same initial 
behavior of non-interference and avoid being “rude” to other users of the medium. 
 
10.1 Local Area Network PHY Examples – 
One of the most popular LAN interconnect schemes is Ethernet under the 802.3 Standard. The 
Carrier-Sense Multiple Access with Collision Detect (CSMA/CD) approach to the Ethernet 
Standard supports multiple users on a shared wired connection. The implementation is intended 
for a single interconnect wire to be shared and allow a single transmitter access for transmission. 
Any occurrences of attempts for multiple transmitters to send simultaneously results in a 
detectable “collision” that causes all transmission to cease and re-try after a random number of 
microseconds delay. The protocol is maintained despite its age because older units may still be 
deployed. Many of the early installations were with coaxial cable and so expensive that a shared 
cable was reasonable to control costs.  
 
Today, the cables are more likely to be installations of twisted-pair cables in one of several 
categories. Each Category supports a different speed over a 100-meter length. For instance, Cat-5 
supports 100 Mbps speeds and Cat-6 supports 10 Gbps speeds. The data terminal equipment is 
specified at the Internet Service Provider (ISP) termination with its bits per second specification 
and the terminal or computer is similarly specified. The facilities wiring can be of a category that 
supports a higher speed with no penalty, but the “chain” is limited by its weakest link (speed). 
 
Early Ethernet PHY devices were called Network Interface Controller (NIC) devices and 
employed the CSMA/CD features of Ethernet in multi-drop cabling to minimize cable costs. 

http://www.suncam.com/
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Today, the higher speeds supported employ dedicated integrated circuit devices and full-duplex 
(bi-directional) point-to-point configurations with various network wiring topologies. 
http://ww1.microchip.com/downloads/en/AppNotes/01120a.pdf 
 
The Ethernet protocol specifies variations for the physical connection on the wire for the PHY 
modulation (Manchester coding at lower rates and Multi-Level Transition encoding at higher 
rates), the Voltage and/or current levels at the transmitter, and the minimum acceptable levels at 
the receiver. 
 
In addition, the Ethernet PHY protocol specifies distinct framing speed-dependent differences 
that correlate with the modulation differences. The Manchester code provides a reliable clock 
recovery at the cost of higher bandwidth and si used for the 10Mbps stream of the 10Base-T 
Ethernet. When the service speed is increased for 100 Mbps, the more complex Multi-Level 
Transition encoding is specified to limit the bandwidth to 30 MHz on the wire. 
 
The Manchester encoding employs only two signaling levels with specifications restricting the 
transitions. The Multi-Level Transition encoding uses 3 levels and is often termed MLT-3 for 
that reason. In MLT-3, the encoding employs 4 transitions (-1 to 0 to +1 to 0 to -1) but employs 
the sequence in a “block” format. The block is formatted in a specified 4B/5B set of patterns to 
support clock recovery, maintain synchronicity, and reduce recovered clock “jitter.” The 
reference to 4B/5B signifies that 4 bits of data are encoded in a 5 bit sequence. One implication 
for 100 Mbps Ethernet is that it is actually using 125 Mbps at the PHY level. 
 
With 5 bits, there are 25 = 32 possible patterns. 16 patterns are assigned data values and of the 
remaining 16 patterns, some are defined supervisory signaling roles. 

 
Code Value Definition 

0 11110 Hexadecimal Data "0" 
1 01001 Hexadecimal Data "1" 
2 10100 Hexadecimal Data "2" 
3 10101 Hexadecimal Data "3" 
4 01010 Hexadecimal Data "4" 
5 01011 Hexadecimal Data "5" 
6 01110 Hexadecimal Data "6" 
7 01111 Hexadecimal Data "7" 
8 10010 Hexadecimal Data "8" 
9 10011 Hexadecimal Data "9" 

http://www.suncam.com/
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A 10110 Hexadecimal Data "A" 
B 10111 Hexadecimal Data "B" 
C 11010 Hexadecimal Data "C" 
D 11011 Hexadecimal Data "D" 
E 11100 Hexadecimal Data "E" 
F 11101 Hexadecimal Data "F" 
I 11111 Idle 
J 11000 Start-of-Data Stream (Part 1) 
K 10001 Start-of-Data Stream (Part 2) 
I 01101 End-of-Data Stream (Part 1) 
R 00111 End-of-Data Stream (Part 2) 
H 00100 Transmit Error 

 
Figure 11.0 Ethernet 4B/5B Encoding Table 

  
The Ethernet PHY also includes Framing Specifications for the 10 Mbps and 100 Mbps services 
that are incompatible with each other.  Specific to Ethernet, there is a preliminary Auto-
Negotiation process used for two nodes to communicate their capabilities, with the objective that 
the highest common capability is used.  
 
This particular setup of the PHY is not uncommon for equipment that shares a medium.  
This Standard is presented in part for illustration of the PHY layer of a typical wired node-to-
node protocol. The entire standard can be obtained for free, but under restricted use, from the 
IEEE at: http://standards.ieee.org/getieee802/download/802.3-2015.zip 
 
To compare and contrast with the Ethernet standard, we illustrate another case using the IEEE 
Standard PHY from the same family, but intended for wireless communications; IEEE 802.11 
for Wi-Fi. This second example is chosen because many LAN installations utilize an Ethernet 
connection to a Wi-Fi router (Wi-Fi is a brand licensed by the Wi-Fi Alliance, a world-wide 
network of companies with the right to use that brand name) completing two links in a 
connection chain from a wired Internet Service Provider to a wireless user terminal. 
 
The electrical connection to Wi-Fi components is accomplished using an antenna, rather than a 
cable. Most often today, the electronics are implemented in integrated circuit form, attached to a 
printed-circuit board, wired to connectors, and sold as a sub-assembly. Occasionally, the antenna 
is either fabricated as a part of that sub-assembly or attached through one of the connectors.  
 

http://www.suncam.com/
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The IEEE originates and controls the standards for IEEE 802.11a supporting 54 Mbps 
CSMA/CD OFDM modulation at 5GHz, 802.11b supporting 11 Mbps CSMA/CD at 2.5GHz, 
802.11g supporting 54 Mbps OCSMA/CD OFDM at 2.5GHz, 802.11n supporting 54 to 600 
Mbps CSMA/CD OFDM modulation at both 2.5 and 5GHz by adding Multiple-input multiple-
output (MIMO) array capabilities , and the very fast 802.11ac supporting 1 Gbps using 256 
QAM and MIMO technologies. The links provided here are provided for convenience to 
Wikipedia pages with extensive detail on each standard. In general, the actual specifications are 
available directly from the IEEE under their restrictions. 
 
Each of the 802.11 standards includes details for the operating frequency band, the modulation 
employed, the allowable bandwidth, and allowable transmitted power levels. Sub-band channels, 
modulation options, coding rates, and PHY formatting details are covered in each specification. 
The use of the spectrum is negotiated with regulatory bodies such as the FCC and its equivalent 
organizations worldwide to cooperate and simultaneously prevent interference. Devices offered 
for sale are rigorously tested for type-approval and use under each of the specifications but point-
of-use licensing is not required. 
 
10.2 Local Area Network Data-Link Layer: MAC Sub-Layer – 
In the IEEE 802 Standards, their implementation of the OSI Model Data-Link Layer is a split of 
two sub-layers: the Media Access Control (MAC) and the Logical Link Layer (LLC). Despite 
limitations that may be imposed by the PHY, the MAC emulates a full-duplex logical connection 
between that PHY and the LLC sub-layer above. In multi-point networks, particularly in a 
shared-medium environment, the MAC provides the addressing and channel access mechanisms 
for that sharing. In truly full-duplex communication, the MAC layer is not required. 
 

The MAC sub-layer primary functions are: 
1) Control access to the PHY, 
2) Perform Framing functions (frame recognition, delimiting, and sequence control), 
3) Control addressing for destinations as well as its own source address, and 
4) Perform data transfer from higher levels to the PHY. 

 
Ethernet requires the MAC sub-layer be compatible with half-duplex PHY links and control 
retransmissions and back-off functions accordingly, append and check framing check sequences, 
control gaps between sequences, delete/reject incorrect frames, and add other supervisory 
information including requisite preambles, frame delimiters, and padding fill. 
 

http://www.suncam.com/
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The source address is a pre-assigned identifier assigned at the time of device manufacture. 
Resolution of addresses occurs at higher levels but the MAC address itself must be present to 
resolve potential conflicts. 
 
The MAC layer is clearly required in shared media wireless situations, but is also utilized in 
wired environments, particularly CSMA/CD as used in Ethernet bus, ring, hub, and half-duplex 
point-to-point connections. The MAC sub-layer capability may be included in equipment but 
ignored if unneeded. 
 
10.3 Local Area Network Data-Link Layer: LLC Sub-Layer – 
From the IEEE 802.2 standards, the Logical Link Control (LLC) is the upper sub-layer portion of 
the equivalent OSI Data-Link Layer. The primary function of the LLC sub-layer is data traffic 
flow and error control. The LLC identifies a line protocol and may assign and track frame 
sequences and acknowledgements. 
 
Several service types are defined including “connectionless” Type 1, connection logical service 
with delivery acknowledgement Type 2, and a connectionless service with delivery 
acknowledgement Type 3. Classes of service are also defined to include groups of the services 
listed above.  In connection-oriented service, correspondents are required to establish and 
maintain link stations with mode information (LLC2). The link stations are not required for 
connectionless services (LLC1). Logical communications are performed between LLC Service 
Access Points (SAP) related to the services residing on connected network computers. 
 
Networks established using IEEE 802 protocols may be used with an augmentation of the header 
under the Sub-Network Access Protocol (SNAP) to support non-IEEE protocols including other 
IP networks. In the IEEE 802.2 packet, though, provision is made for an 8-bit Destination 
Service Access Point (DSAP), an 8-bit Source Service Access Point (SSAP0, an 8-16 bit control 
field, the data, and a 4-bit CRC for error checking. Further information about the LLC in IEEE 
and other networks may be found at IEEE sites and: 
http://www.networksorcery.com/enp/protocol/IEEE8022.htm 

 
10.4 OSI Layer 3: Network Layer – 
With a L1 PHY in place and above it, a L2 Data-Link providing connections between source and 
destination locations, L3 of the OSI Model, the Network Layer, provides the routes involving 
more than local point-to-point communications within a network. This layer is where network 
routers function in getting messages/packets from networks to other networks. Each router has 

http://www.suncam.com/
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individual addresses at each port because each port is in a different network. AN important part 
of the service is the maintenance of the router tables that direct the traffic between networks. The 
Network Layer responds to requests from the Transport Layer and requests services from the 
Data-Link Layer, while providing its own unique services. 
 
The OSI L3, Network Layer provides: 
1) Logical Addressing Functions, 
2) Routing Functions including through intermediate routers, 
3) Packet Functions, 
4) Message Disassembly and Re-Assembly into Packets, 
5) Network Formation Diagnostics and Error Handling, 
 
10.5 OSI L4: Transport Layer – It is the Transport Layer that supports the connection-oriented 
transmissions of the Transmission Control Protocol (TCP) in the Internet’s TCP/IP. In this same 
layer, connectionless datagram protocols are also supported. Some networked, especially those 
with changing topologies utilize both connectionless and connection-oriented protocols with the 
datagrams supporting network identification for connection-oriented routing.  The Transport 
Layer responds to requests from the Session Layer and requests services from the Network 
Layer, while providing its own unique services. 
 
The OSI L4, Transport Layer provides: 
1) Logical Connection-Oriented Communications, 
2) Packet Re-Ordering in Delivery, 
3) Packet-Level Reliability 
4) Packet-Level Buffering for Flow Control, 
5) Packet Flow Congestion Avoidance, and 
6) Possible Port Multiplexing (some protocols elevate this function to Session Layer) 

 
10.6 OSI L5: Session Layer – It is the Session Layer that has the responsibility for establishing 
a dialogue between end-point applications consisting of multiple message exchanges. The 
Session Layer responds to requests from the Presentation Layer and requests services from the 
Transport Layer, while providing its own unique services. 
 
The OSI L5, Session Layer provides: 
1) Authentications services, 
2) Authorization Services, 
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3) Session Restoration, 
4) Service Synchronization. 

 
10.7 OSI L6: Presentation Layer – It is the Presentation Layer that provides syntactic support 
regarding data representations. Multiple applications, each with differing data formats can 
communicate effectively using the Presentation Layer to resolve those data differences. The 
Presentation Layer responds to requests from the Application Layer and requests services from 
the Session Layer, while providing its own unique services. 
 
The OSI L6, Presentation Layer provides: 
1) Data Translation Services, 
2) Encryption Services, 
3) Compression Services, 
4) Serialization of Complex Data Structures 

 
10.8 OSI L7: Application Layer – The Application Layer in the OSI model provides the User 
Interface services. The Application Layer responds to requests from the User Applications and 
requests services from the Presentation Layer, while providing its own unique services. 
 
The OSI L7, Application Layer provides: 
1) Login Services 
2) File Transfers, 
3) Email Services 
4) Domain Name Services 
5) Host Initialization Services 
6) Remote Host Management Services 

 
11.0 Protocol Design Issues – 
The present state of the art of existing network protocols is bound relatively firmly into 
integrated circuit (IC) technology. The standards organizations such as the IEEE and ISO have 
helped the evolution of protocols and widely dispersed their results into the IC community. The 
result has been efficient, despite the long lead-times required for IC development. Recently, 
however, there has been interest developing in support of “what if” scenarios. The existence of 
low-cost programmable microprocessors, programmable logic devices, and the development 
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systems needed to support the technologies has given rise to new experimental approaches to 
protocol development. 

  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SMC LAN Ethernet Chip 
https://commons.wikimedia.org/wiki/File:SMSC_LAN91C110_ethernet_chip.jpg 

Creative Commons Attribution-Share Alike 3.0 Un-ported license. 
 
11.1 The Wi-Fi Wireless Protocol 
The Wi-Fi PHY layer includes the analog radio and baseband processor that encode and decode 
the lower layer of Wi-Fi physical interface including channel selection. Wi-Fi employs OFDM 
channel encoding, and provides access to the physical medium through the CSMA/CA protocol 
and is covered as being part of the 802.11 family of standards. Other variations and extensions 
have been included as Wi-Fi has become ubiquitous worldwide. The ubiquitous dispersal of Wi-
Fi is both an asset and a challenge because older equipment, while still labeled as Wi-Fi may not 
function with newer versions. The casual user can obtain equipment from a local office supply 
store and self-install that equipment but may find compatibility difficulties with existing 
equipment. 
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Linksys WRT54G Wi-Fi Router 

https://upload.wikimedia.org/wikipedia/en/a/a8/Wrt54gs.JPG in the public domain. 
 

The Wi-Fi PHY layer includes the analog radio and baseband processor that encode and decode 
the lower layer of Wi-Fi physical interface including channel selection. The Wi-Fi OSI PHY L1 
employs OFDM channel encoding, and provides access to the physical medium through the 
CSMA/CA protocol. Other variations and extensions have been included as Wi-Fi has become 
ubiquitous worldwide. The ubiquitous dispersal of Wi-Fi is both an asset and a challenge 
because older equipment, while still labeled as Wi-Fi may not function with newer versions. The 
casual user can obtain equipment from a local office supply store and self-install that equipment 
but may find compatibility difficulties with existing equipment. 
 
The IEEE 802.11 specification covers all layers of the Wi-Fi protocol. In OSI terms the IEEE 
802.11 protocol covers L1 PHY, L2 Data-Link, and parts of Network L3 depending on which 
parts of the specification are used. The PHY layer is essentially the same for virtually all parts of 
the specification. There are minor PHY differences depending on the radio frequency spectrum 
used, but essentially the PHY is consistent throughout the IEEE 802.11 protocol. The L2 Data-
Link layer differs greatly depending on which parts of the specification are implemented. 
Although the protocol generally limits itself to OSI L1 PHY & L2 Data-Link, there are aspects 
of OSI L3 Network that are described. 
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The IEEE 802.11 Wi-Fi protocol specifications document last released in 2012 includes over 
2700 pages of protocol detail. Although comprehensive, the specification includes many 802.11 
protocol components that are rarely implemented in actual products. One subset of the Wi-Fi 
protocol has become immensely popular, however. In the IEEE protocol document, there is a 
mode of operation called Infrastructure or Basic Service Set (BSS) mode. This portion covers 
what is commonly known as a Wi-Fi client and Access Point. BSS mode is nearly ubiquitous in 
mobile devices and is designed into nearly every smartphone and laptop on the market today. 
 
The L1 PHY layers of both client and Access Point 802.11 BSS modes are identical. The 
principal differences are in the L2 Data-Link layer and above. The IEEE 802.11 BSS protocol 
specification describes two complimentary state machines that comprise a Wi-Fi client or 
"station" and an Access Point. Although these two state machines are complimentary opposites, 
there is nothing in the specification that prevents a protocol developer from implementing both 
within the same Wi-Fi protocol stack. Many implementations are able to act as a Wi-Fi client 
and then switch to a Wi-Fi Access Point state machine. There are a few implementations that can 
even operate both state machines simultaneously. These dual state machine protocol 
implementations can attach to a remote Access Point as a Wi-Fi client while simultaneously 
acting as an Access Point for other Wi-Fi clients. 
 
The OSI L2 Data-Link packet format for both state machines is nearly identical, with one set of 
packets implementing a Wi-Fi client and one set a Wi-Fi Access Point. Packet types are divided 
into management packets, control packets, and data packets. Management packets handle the 
exchange of meta data describing the capabilities of the Access Point or client. They include 
information that describes any required encryption and key exchange algorithms. Management 
packets are used to exchange information to connect a Wi-Fi client to an Access Point and create 
a session between them before higher level packets are able to be transmitted. Control packets 
are used to exchange meta data about a session once it is established. 
 
When a protocol stack implements the Access Point state machine it is required to send out a 
management packet type called a "beacon" periodically. The beacon packets are sent on a single 
channel and contain information a client protocol stack needs to exchange connection packets 
with the Access Point state machine. A client implementation is required to scan all available 
Wi-Fi channels for these beacon packets, decode whether it has sufficient information to connect 
with the Access Point, and then initiate an exchange of management packets to establish a valid 
session with the Access Point. The protocol also includes the ability of the Access Point state 
machine to change the radio frequency spontaneously while the client side protocol is required to 
follow the Access Point to the new channel. 
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Finite state machine of the implemented 802.11 MAC 

https://www.researchgate.net/publication/224202781_An_IEEE_80211_MAC_Software_Defined_Radio_implementation_for_ex
perimental_wireless_communications_and_networking_research (c) 2014 Baldomero Coll-Perales 

 
There are many other state machines and packet type with the IEEE 802.11 specifications 
document including a peer-to-peer mode commonly referred to as "ad hoc" mode. A self-healing 
peer-to-peer "mesh" protocol that includes an unusual L2 Data-Link link-local address routing 
protocol dubbed Hybrid Wireless Mesh Protocol or HWMP. And even a high-speed protocol 
specification that uses the 60 GHz microwave radio frequency band designed to exchange dense 
bursts of high speed data commonly used to transmit high definition video over short distances. 
 
802.11a  - OFDM waveform, 5 GHz band 
802.11b  – legacy 1-11 Mbps, 2.4 GHz band 
802.11g  – OFDM, 54 Mbps, 2.4 GHz band 
802.11n  – 40 MHz channel bonding, higher speeds 
802.11p  – moving vehicle standard for intelligent traffic 
802.11s  – mesh networking 
802.11ac – added 80MHz – 160MHz wide channels, higher speeds 
802.11ad – adds 60GHz band 
802.11af – added sub 1GHz band, reuses analog TV bands 
802.11ah – add’l sub 1 GHz band, reuses analog cellular spectrum 
802.11ai – add faster link setup 
802.11aj – extend 45 GHz band (mostly for China) 
802.11aq - discovery services 
802.11ax - next generation of 802.11ac, higher speeds 
802.11ay – increase range of 802.11ad in 60 GHz band 
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11.2 Software Defined Networking -  
Software Defined Networks (SDN) are a new type of protocol definition interpreter that moves 
the layers above of the L1 PHY into the software domain. Traditionally network protocols were 
fixed in hardware and low level firmware. Once the protocol stack was created there was no way 
to re-implement, correct, or extend the protocol definition and actions. By moving the definition 
and action into the software domain, new extensions or even entirely new protocols can be 
accommodated by existing systems. An SDN implementation creates a reconfigurable protocol 
system that is adjusted in software from a central system instead of defined in hardware at the 
factory.  An SDN implementation promises a cost-effective, dynamically reconfigurable network 
protocol system. 
 
One type of SDN is a software defined radio or SDR. SDR’s define the radio PHY layer 
including the radio frequency and OSI PHY encoding as a digital software system. SDR’s are 
able to dynamically tune across a wide swath of the radio spectrum and reconfigure the PHY 
layer encoding to adapt to the sender’s PHY formats. Above the PHY layer SDR’s implement 
software based L2 Data-Link encoding as well as the L3 Network layers and above. 
 

 
Software Defined Radio 

https://commons.wikimedia.org/wiki/File:SDR_et_WF.svg 
The copyright holder of this work allows anyone to use it for any purpose including unrestricted redistribution, 

commercial use, and modification. 
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11.3 SDN Languages - 
The future of protocol development is moving away from largely hardware based 
implementations to software defined protocols at all layers above the L1 PHY; protocol layers 
that were traditionally implemented in hardware/firmware. The L2 Data-Link layer and the L1 
PHY PCS layer can now often be described using a protocol implementation language and 
implemented in software. Protocol languages move hardware and firmware protocol definitions 
and actions into the domain of a structured programming language. Software defines the 
structural elements and actions. A protocol specification can be implemented, tested, corrected, 
and re-implemented directly from program code. 
 
11.3.1 BPF: One of the first software protocol languages available in the Linux kernel is called 
BPF or Berkeley Packet Filter. BPF is a protocol language that describes the L2 Data-Link layer 
and is a user configurable data link filter for receiving and manipulating packet data. BPF syntax 
is designed to match traditional network packet fields and pass them to higher layers for 
processing. BPF syntax is based on existing protocol layouts and creates a software definable 
filter that passes select packets to higher layers for further software processing. 
 
 
Example BPF declarations: 
 

 
 
 
11.3.2 P4: A protocol language that can describe parts of the L1 PHY, L2 Data-Link, L3 
Network and L4 Transport layers is P4 or “Programming Protocol-Independent Packet 
Processors.” P4 can be used to implement a software definition of the IP protocol, TCP and 
UDP, and even the L2 Data-Link layer of Ethernet down to the PCS. P4 is designed to allow 
reconfiguration of protocol elements on the fly and can construct all OSI layers except the lowest 
physical layer in software. P4 is a domain specific data plane language and allows network 
switches to dynamically reconfigure their protocol definitions on the fly. The main elements of 
P4 include a pipeline processing system with actions tied to packet elements of the L2 Data-Link 
layer including actions, tables, parsers and control flow.  
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Example P4 declarations: 
 
  header_type ethernet_t { 
  fields { 
   dst_addr  : 48; 
   src_addr  : 48; 
   ethertype  : 16; 
  } 
 } 
 
 header_type ipv4_t { 
  fields { 
   version    : 4; 
   ihl    : 4; 
   diffserv    : 8; 
   total_len   : 16; 
   id   : 16; 
   flags   : 3; 
   frag_offset  : 13; 
   ttl   : 8; 
   protocol   : 8; 
   checksum  : 16; 
   src_address  : 32; 
   dst_addr  : 32; 
   options   : *; 
  } 
 len  : (ihl << 2); 
 max_len  : 60; 
 } 
 
P4 supports attaching actions to packet formats to define the protocol exchange based on the 
field values and order. A complete protocol exchange can be defined in the P4 language. This 
allows completely new protocols to be added to an Ethernet switch, for example, beyond the 
original protocols designed into the switch by the manufacturer. When new protocols become 
populat, the hardware can be reconfigured by loading an additional protocol via the P4 language. 
 
Example P4 parser & action: 
 
parser start {  
  ethernet;  
}  
 
parser ethernet {  
  switch(ethertype) {  
   case 0x8100:  
    vlan;  
   case 0x9100:  
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    vlan;  
   case 0x800:  
    ipv4;  
   // Other cases  
  }  
}  
 
 
parser mTag {  
  switch(ethertype) {  
   case 0x800:  
    ipv4;  
    // Other cases  
  }  
} 
 
table source_check  
{  
  {  
   mtag : valid;      
   metadata.ingress_port : exact;  
  }  
 
  actions {  
   strip_mtag;  
  } max_size : 64; 
} 
By using a high-level language to create the protocol definition the architecture becomes a 
software defined abstraction instead of a fixed hardware implementation. 
 
12.0 Protocol Obsolescence 
 
We have to be a little concerned about creating too many options because some vendors 
implement some, while some vendors implement others, and suddenly we don't have 
interoperability. 
 
– veteran IETF member Ross Callon 
 
12.1 WAP Obsolescence Example - 
In 1999 mobile phones were monochrome, audio and ascii oriented devices designed primarily 
for voice calls and text messages. The Internet revolution was in full swing and phone vendors 
and Internet enthusiasts alike wanted to move the online experience to mobile devices. 
Compared to today's smartphones, mobile devices of 1999 had a fraction of the processor power 
and severely limited display capabilities with monochrome screens and resolution measured in a 
few pixels per centimeter. Data transfer rates were also severely limited compared to today's 
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mobile device speeds. 9600 baud or roughly 1,000 text characters per second was considered 
quite fast for devices of this era. 
 
In order to move the Internet online experience such as browsing and multimedia to the mobile 
world an entire suite of protocols needed to be invented and implemented on both the mobile 
devices themselves and Internet servers that communicated with them.  
 
The Wireless Application Protocol (WAP) debuted in 1999 and spawned an entire movement to 
bring the Internet to mobile devices. Billions of dollars were invested into protocol development, 
engineering, and products. The WAP Forum became the governing body of the protocol 
specification and moved it through several iterations in rapid succession. Over 90% of mobile 
phones sold between 1999 and 2004 incorporated most or all of the multilayer WAP protocol 
specification. The WAP Forum was run by industry heavyweights such as LM Ericsson, Nokia, 
Openwave, and Motorola among many others. 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 12.0 WAP Protocol Layers 
Created by James Ewing 2001 for the article “The Wireless Application Protocol” (c) 2001 
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The WAP protocol layers were largely based on modifications of existing protocols recast for the 
limitations of mobile devices of the day. The transport layer was based on the UDP frame 
formats but sent over data links using slow mobile digital protocols or even encapsulated within 
SMS text frames. 
 
The security layer was based on SSL with a looser handshake and elliptic curve encryption, 
which packs more encryption into fewer bytes when compared to RSA and similar PKI security 
protocols. 
 
The sessions layer added retransmission of lost frames and a three-way handshake to insure data 
integrity above the layer of send-and-forget WDP packets. 
 
While the application layer included the binary equivalent of HTTP, HTML, and MIME email 
extensions designed to support compact and efficient mobile browsers. 
 
But by 2006, 3G mobile networks had increased mobile data speeds to megabits instead of 
kilobits. Denser color screens replaced monochrome devices with limited resolution. And 
processor speeds had increased to be able to handle the full Internet browsing experience. WAP 
began to fade quickly. With the iPhone's advent in 2007, the only piece of the WAP protocol still 
extant in mobile devices were portions of a multimedia messaging protocol best characterized by 
the OSI L6 Presentation layer. 
 
The WAP protocol had sprouted, bloomed, and wilted all within the space of just over half a 
decade. Billions of dollars and countless engineering hours were invested in a protocol that 
spread faster and wider than many before or since. And despite the funding, talent, and effort 
devoted to WAP, despite its near ubiquity in mobile devices, in the end it faded away and was 
supplanted by the protocols we enjoy today. 
 
13.0 The World Wide Web – HTTP and HTML 
The World Wide Web is based on two protocols at the upper OSI layers comprised of the L7 
Application, L6 Presentation, and L5 Session layers. HTTP or Hyper Text Transport Protocol, 
arrives as a set of header fields together with the Hyper Text Markup Language. HTTP 
comprises a set of meta data that describes the L6 Presentation layer embodied by HTML. HTTP 
includes the age of the data, the human readable character set that the markup language is written 
in, the type of data, which can include formats outside of HTML such as images, video clips or 
audio data. 
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World Wide Web browsers use the HTTP protocol to ask for and send information and to 
understand what information types are contained in the streams following the HTTP header 
fields. 
 
HTML is a data formatting protocol that describes how the information is presented to the user. 
HTML has evolved to handle all data types that WWW browsers are capable of presenting, 
including how to respond back to the originating source to ask for more. 
 
Neither the HTTP nor HTML protocols concern themselves with the lower OSI protocol layers. 
They do not care how they are transmitted. There is no concept of a L3 Transport protocols or L2 
Data-Link interaction. HTTP and HTML are upper layer protocols specifically designed to 
handle the L5 Session layer, L6 Presentation layer, and L7 Application layer.  
 
While it is commonly known that HTTP and HTML are transmitted over TCP/IP port number 
80, there is no requirement to do so. The HTTP and HTML protocols arrive over whatever lower 
layer protocols are deemed relevant for a specific implementation and work purely at the upper 
layers they are designed for. 
 
In the example below HTTP header fields are marked in red while HTML is marked in green. 
The two protocols are packaged together to complete the upper OSI protocols layers used in the 
World Wide Web browser and server systems. 
 
HTTP/1.1 200 OK 
Date: Mon, 23 May 2005 22:38:34 GMT 
Content-Type: text/html; charset=UTF-8 
Content-Encoding: UTF-8 
Content-Length: 138 
Last-Modified: Wed, 08 Jan 2003 23:11:55 GMT 
Server: Apache/1.3.3.7 (Unix) (Red-Hat/Linux) 
Accept-Ranges: bytes 
Connection: close 
 
<html> 
<head> 
  <title>An Example Page</title> 
</head> 
<body> 
  Hello World, this is a very simple HTML document. 
</body> 
</html> 
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14.0 Mobile Cellular Protocols 
Mobile cellular networks began as a combination of digital control protocols controlling channel 
allocation and channel hopping controlling an analog stream of audio data. The early AMPS 
network in the United States used a common control channel to assign subsequent channels for 
the audio streams. The digital + analog mobile networks evolved into pure digital protocol 
systems by the early 1990’s. 
 
Mobile cellular networks today are entirely digital and generally fall into two classes of protocols 
at the L1 PHY layer: CDMA and TDMA. TDMA or time division multiple access is the used by 
the GSM cellular system and several similar mobile cellular protocols. CDMA or code division 
multi-plex access is a highly efficient mobile protocol invented by Qualcomm that is the basis 
for 3G & 4G mobile cellular protocols. 
 
TDMA allows multiple users to share the same radio frequency by dividing the L2 Data-Link 
layer frames into time slots. For a given frame there is a fixed number of time slots. Each user is 
allocated a timeslot and shares the frequency with the other users. By multiplexing data from 
several users, the perception that each user has full access to the radio frequency is created. 
 

 
 

TDMA frame structure 
https://commons.wikimedia.org/wiki/File:Tdma-frame-structure.png 

This file is licensed under the Creative Commons Attribution-Share Alike 3.0 Unported license. 
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TDMA is a relatively simple protocol to implement but is not the most efficient use of the radio 
spectrum. In order to more efficiently use the data carrying potential of a given radio frequency, 
CDMA was invented.  
 
CDMA uses a complex encoding system and spread spectrum radio channel loading where all 
users’ data streams are encoded together. Each user uses a different code to encode their data 
stream. A correlation formula is used to extract a given user’s data at the receiving end by 
correlating the data received with a local copy of the desired user’s data code. 
 

 
 

CDMA structure 
https://commons.wikimedia.org/wiki/File:Generation_of_CDMA.svg 

This file is licensed under the Creative Commons Attribution-Share Alike 4.0 International, 3.0 Unported, 2.5 
Generic, 2.0 Generic and 1.0 Generic license. 

 
While CDMA is more efficient that TDMA, it requires more complex processing power to 
extract a given user’s data compared to TDMA. TDMA is less efficient that CDMA at encoding 
a given amount of data over a single radio frequency but it is simpler to extract the data and 
requires less processing overhead and complexity. 
 
15.0 Cognitive Systems 
A cognitive system is one that is designed to be able to reconfigure itself to accommodate 
varying needs and conditions by sensing the protocols currently in user over a given medium.  
 
Many MAC and PHY payers provide varying levels of throughput and service depending on 
conditions between senders and receivers. Ethernet links can become overloaded at higher 
speeds causing packet loss and congestion. Wi-Fi throughput is a factor of channel use by other 
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Wi-Fi clients and by competing Wi-Fi access points using the same or nearby radio frequencies. 
This channel loading determines the speed of the Wi-Fi link user’s experience. 
 
Cognitive systems operating at the L2 Data-Link layer sense what types of MAC packets and 
handshaking is in use and adjust their MAC protocol on-the-fly to accommodate the sender. 
A smart protocol operating at the L1 PHY layer may sense what type of PHY modulation and 
encoding is in use and will adapt dynamically to accommodate what data encoding is discovered.  
A type of smart protocol called cognitive radio is used by many military protocol systems. 
Cognitive radio listens to the frequency and encoding used at the L1 PHY layer and adjust its 
own PHY protocol encoding and decoding to match that of the sender. Cognitive radio systems 
will dynamically adjust even when the sender changes frequency or PHY encoding types. 
 
Cognitive radio systems automatically adjust L2 Data-Link MAC layer protocols as well. A 
cognitive radio system could, for example listen to the CDMA protocol used by a mobile cellular 
network user and adapt to use that protocol. If the user switched to using a TDMA protocol, the 
cognitive radio system would adapt and begin using a TDMA protocol. Similarly, a cognitive 
radio protocol system could potentially use the Wi-Fi protocols and channels and adjust 
accordingly. 
 
Many of the newer multi-band smartphones that are usable world-wide are partial or full 
cognitive radio systems. These devices with automatically sense the protocols in use by the local 
mobile cellular networks and adjust their own protocols to match the local system. 
 

 
Smart Phones 

https://commons.wikimedia.org/wiki/File:Smartphones_back.jpg 
This file is licensed under the Creative Commons Attribution 2.0 Generic license. 
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Another type of smart protocol system is the cognitive network. Cognitive networks extend the 
idea of protocol adaptation from the radio spectrum to fixed networks and higher protocol layers. 
Cognitive networks can accommodate multiple protocols at all OSI network layers on wired or 
wireless L1 PHY layers. Cognitive networks are the next evolution of smart protocols where the 
network hardware can adapt to whatever network protocols sending devices choose to adopt. A 
cognitive network learns usage patterns and data flows. It can adapt routing to optimize 
throughput based on historical loading and capacity and route around anticipated network 
outages or throughput bottlenecks. A cognitive network may adapt to individual users’ usage 
patterns and behavior and anticipate network needs and protocol usage in advance based on time 
of day, periods of use, or statistical user usage behavior. Cognitive networks constantly re-
evaluate network conditions, the state of the network infrastructure, user usage patterns, and 
seamlessly adapt to optimize performance, throughput, and routing. 
 
16.0 Personal Area Networks 
Personal area networks or PANs are wired or wireless networks that link a collection of local 
devices used by an individual or small group of individuals together over a local wired or 
wireless physical medium.  PANs can be used to link the local devices together or can connect 
the devices to other networks. 
 
PAN protocols – 

Bluetooth 
Wi-Fi 
Zigbee 
CDMA 
TDMA 
Z-wave 
IrDA 
USB 
Wireless USB 
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Bluetooth Headset 

https://commons.wikimedia.org/wiki/File:Bluetooth_headset.jpg 
This file is licensed under the Creative Commons Attribution-Share Alike 3.0 Unported license. 

 
PANs use a variety of different protocols to link local devices together into a multi-protocol 
smart network that moves packets seamlessly between the different devices. Each device is 
required to understand and translate from one protocol set to another before passing packets on 
to neighbor devices. 
 
As PAN packets move from OSI L1 & OSI L2 to the upper layers the protocols become common 
between the PAN devices. The principal differences are within the L1 PHY and L2 Data-Link 
layer addressing and physical exchange of data. Generally, the L3 Network layer and layers 
above are common to many or all of the PAN devices. A PAN device must be a multi-protocol 
translator, especially at the lower OSI levels. A mobile telephone that streams music from a 
GSM TDMA or CDMA network from an Internet data source such as iTunes to a local Bluetooth 
earpiece or speaker translates the digital data from a higher application layer common to the 
sender and the receiver but translated across the lower level layers as packets cross the Internet 
through the cellular network and from the smartphone device across to the audio device. 
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17.0 Interplanetary Networks 
Terrestrial protocols are concerned with rapid packet delivery and microsecond changes in 
routing and network loading. But a whole set of protocols are under design with a completely 
different set of constraints for interplanetary networking. Interplanetary protocols must adapt to 
delivery delays of days or weeks. Interplanetary routing must anticipate when systems will come 
into alignment and out of the shadow of intermediate planetary bodies. While terrestrial 
protocols serve as the models for interplanetary ones, they are not suitable for direct adaptation. 
 
Vint Cerf, one of the inventors of TCP/IP and other Internet protocols, and Kevin Fine designed 
a set of interplanetary protocols modeled on the terrestrial ones. Vint started many years ago. 
They designed a set of delay and disruption tolerant protocols that are used today to relay 
messages between terrestrial ground stations and interplanetary satellites. These protocols 
comprise Delay/Disruption Tolerant Networks or DTN systems. DTN protocols use the concept 
of bundling where a collection of packets for a given destination are bundled together as a 
collection in anticipation of being sent as a bundle when the receiver comes into range. 
 
 

 
Space Internet DTN 

 
https://www.nasa.gov/feature/new-solar-system-internet-technology-debuts-on-the-international-space-station 

Copyright © NASA 2016 
 

DTN protocols are part of the design for the Interplanetary Internet or IPN. IPN is envisioned as 
the opposite of a PAN network. Instead of translating terrestrial Internet protocols to a collection 
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of local wireless devices, the IPN is designed to translate from earth’s Internet across vast 
interplanetary distances to the local equivalents of Internet on remote planets in the future. 
 
Terrestrial packet networks rely on a continuous flow of packets with timeouts and re-
transmissions if packets are lost in transit. This method of transmitting data does not work in 
extra-terrestrial networks where packet delivery delays can be days, weeks, or months. DTN 
protocols use packet “bundles” where multiple packets with a common destination are stacked 
together waiting for a transmission opportunity. 
 
DTN routing protocols are designed to anticipate routing “windows” when a destination address 
will be in range and packet bundles can be exchanged during intense bursts of activity. Imagine a 
space station that is only in range a few hours a day. Packets destined for the station are collected 
and bundled together anticipating a window where communication is possible. When the 
window opens, all bundles collected for the station are transmitted while the bundles from the 
station destined for terrestrial networks are received. 
 
DTN routing protocols must not only anticipate direct destinations, such as a space station in 
earth orbit, but must also consider what other destinations might be reached by the station at later 
time. DTN routing protocols may transmit bundles for other destinations beyond the space 
station if they detect the possibility that it may come into range of even more distant destinations 
not directly reachable by the transmitter. A distant space probe or even a lander or outpost on 
another planet may be reachable by the space station at a later time. The bundles for these far-off 
destinations may also be transmitted with the possibility they could be forwarded to their final 
destination days, weeks, or even years in the future. 
 
DTN protocols 
 
DTPC delay tolerant payload conditioning 
 
Responsible for application data aggregation, reliability, in-order delivery, and duplicate 
suppression. 
 
Bundle protocol intra-DTN routing 
 
Anticipates when destinations will be in range and what other destinations may be reached 
through them. 
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Licklider Transport Protocol (LTP) retransmission layer 
 
Handles data priorities and coordinates bundle transmission opportunities. 
 
IPND DTN IP neighbor discovery 
 
Helps DTN participants learn about other DTN neighbors. 
 
 

 
Internet Map 2006 

 
https://commons.wikimedia.org/wiki/File:Internet_map_1024_-_transparent,_inverted.png 
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18.0 Summary & Conclusions 
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This course shows some of the historical factors that have given rise to the large number of 
protocols in existence today. The International Standards Organization (ISO) produced an early 
model called the Open Systems Interconnect (OSI) model that is a standard architecture but was 
not necessarily followed, and those models developed since do not strictly adhere to its detail; 
but the OSI model is widely taught and nearly all involved with protocols know of the OSI 
model to some degree, so it was used for reference. 
 
We used the history to show why protocols became necessary, when they were developed, and 
followed structures to outline the layered format of many of today’s protocols. For the lowest 
levels of the standards, contrasting technologies in wired and wireless communications are used 
and two of the IEEE 802 standards were used for some level of detail to discuss how the same 
standard ISO level can be exploited to explain disparate standards. 
 
Following the history leading to existing protocols, we added sections on protocol developments 
and design and discussed high speed terrestrial and interplanetary protocols. The student should 
be able to understand the issues and technologies that have given rise to the many protocols in 
existence and contribute in the development of future protocols as needed. 
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