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ecutor who does what is politically not expedient for himself, his
staff, but for the law.

And I'm not the only person in this hearing, in this committee,
who has worked with Director Comey or for him. Representative
Gowdy himself also commended Director Comey, and he said this,
and I quote: “I used to work with him. I think Comey is doing ex-
actly what you want. He’s doing a serious investigation behind
closed doors, away from the media’s attention, and I'm going to
trust him until I see a reason not to.”

Representative Gowdy referred to Director Comey as honorable
and apolitical. He said this is exactly what you want in law en-
forcement. Well, it’s exactly what you want in law enforcement
until the decision is not the decision that you want.

Director Comey, Chairman Chaffetz, as it was said by one of my
colleagues, went on television and accused you of making, quote, “a
political calculation.” He said that your recommendation was noth-
ing more than, quote, “a political determination in the end.”

I'm going to ask you, how do you respond to that? Were your ac-
tions?in any way, shape, or form governed by political consider-
ation?

Mr. COMEY. No, not in any way.

Ms. PLASKETT. And did anyone with Secretary Clinton’s cam-
paign or the administration influence your recommendation for po-
litical reasons?

Mr. CoMEY. No. They didn’t influence it in any way.

Ms. PLASKETT. I'm going to take you at your word, because I
know, and those who will go through the record of your long tenure
as a career prosecutor and they’ll look at examples, will see that
you have taken decisions that have not been that which your su-
pervisors, which the President, which others have wanted you to
take.

As a Federal prosecutor who believed that the facts must come
above politics, I'm thankful that we have you. And, Director
Comey, I want to thank you for your service to our country, and
you have our support.

We would like to see as much documents. And I'm grateful that
you want to keep the transparency so that the American public can
understand the difference between what they hear in the media
and the elements of a crime necessary for criminal prosecution.

Thank you.

Chairman CHAFFETZ. I thank the gentlewoman.

We'll now recognize the gentleman from Texas, Mr. Farenthold,
for 5 minutes.

Mr. FARENTHOLD. Thank you very much, Director Comey.

I want to talk a little bit about cybersecurity. The State Depart-
ment’s inspector general report detailed instances of multiple at-
tacks on Secretary Clinton’s computer as well as her replying to
suspicious email from the personal account of the Undersecretary
of State.

Director, you said that hostile actors successfully gained access
to the commercial email accounts of people Secretary Clinton regu-
larly communicated with. In the case of the Romanian hacker,
Guccifer, accessing Sidney Blumenthal’s account. And, you know,
that’s been public for some time.
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During your investigation, were there other people in the State
Department or that regularly communicated with Secretary Clin-
ton that you can confirm were successfully hacked?

Mr. COMEY. Yes.

Mr. FARENTHOLD. And were these folks that regularly commu-
nicated with the Secretary?

Mr. CoMEY. Yes.

Mr. FARENTHOLD. And were you able to conclude definitively that
};‘h{e attempted hacks referenced in the IG report were not success-
ul?

Mr. CoMEY. We were not able to conclude that they were success-
ful. I think that’s the best way to say it.

Mr. FARENTHOLD. All right. So while you said that given the na-
ture of Clinton’s server, you would be unlikely to see evidence one
way or the other of whether or not it had been successfully hacked,
how many unsuccessful attempts did you uncover? Did you find
any there?

Mr. CoMEY. There were unsuccessful attempts. I don’t know the
number off the top of my head.

Mr. FARENTHOLD. Do you have an idea, were they from foreign
governments? Where did they come from?

Mr. CoMEY. I want to be careful what I say in an open setting,
and so —we can give you that information, but I don’t want to
g}ilve any foreign governments knowledge of what I know. So
there ' '

Mr. FARENTHOLD. All right. But would you be so far as to say
they probably weren't American high school students fooling
around?

Mr. CoMEY. Correct. It was not limited to

Mr. FARENTHOLD. All right.

Mr. COMEY. —criminal activity.

Mr. FARENTHOLD. During your investigation, did you or anyone
in the FBI interview the hacker Guccifer?

Mr. COMEY. Yes.

Mr. FARENTHOLD. And he claimed he gained access to Sid
Blumenthal’s email account and traced him back to Clinton’s pri-
vate server. Can you confirm that Guccifer never gained access to
her server?

Mr. COMEY. Yeah, he did not. He admitted that was a lie.

Mr. FARENTHOLD. All right. Well, at least that’s good to hear.

All right. Section 793 of Title 18 of the United States Code
makes 1t a crime to allow classified information to be stolen
through gross negligence. Were you to discover that hostile actors
had actually gotten into Secretary Clinton’s email, would that have
changed your recommendation with respect to prosecuting her?

Mr. CoMEY. Unlikely, although we didn’t consider that question,
because we didn’t have those facts.

Mr. FARENTHOLD. All right. I want to go back to the question of
intent real quick for just a second. I'm a recovering attorney, it’s
been decades since I actually practiced law, but you kept referring
to she had to know it was illegal to have the requisite criminal in-
tent. I was always taught in law school, and I don’t know where
this changed, that ignorance of the law was no excuse. If I'm driv-
ing along at 45 miles an hour and didn’t see the 35-mile-an-hour
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lS(peed limit, I was still intentionally speeding even though I didn’t
now it.

Now, I might not have had the requisite criminal intent if maybe
my accelerator were jammed or something like that, but even
though I didn’t know the law was 35, I was driving 45, I'm going
to get a ticket and I'm probably going to be prosecuted for that.

So how can you say ignorance of the law is an excuse in Mrs.
Clinton’s case?

Mr. CoMEY. Well, the comparison to petty offenses, I don’t think
is useful. But the question of ignorance of the law is no excuse. But
here’s the distinction. You have to have general criminal intent.
You don’t need to know what particular statute you’re violating,
but you must be aware of the generally wrongful nature of your
conduct. That’s what

Mr. FARENTHOLD. Now, so Congress, when they enacted that
statute, said gross negligence.

Mr. COMEY. Yep.

Mr. FARENTHOLD. That doesn’t say intent. So what are we going
to have to enact to get you guys to prosecute something based on
negligence or gross negligence? So are we going to have to add,
“And, oh, by the way, we don’t mean you—we really do mean you
don’t have to have intent there”?

Mr. CoMEY. Well, that’s a conversation for you all to have with
the Department of Justice, but it would have to be something more
than the statute enacted in 1917, because for 99 years they’ve been
very worried about its constitutionality.

Mr. FARENTHOLD. All right. Well, I think that’s something this
committee and Congress as a whole, the Judiciary Committee that
Mr. Chaffetz and I also sit on, will be looking at it.

And I was on television this morning, and I just want to relay
a question that I received from a caller into that television commer-
cial, and it’s just real simple. Why should any person follow the law
if our leaders don’t?

And we can argue about intent or not, but you laid out the fact
that she basically broke the law but you couldn’t prove intent.
Maybe I'm putting words in your mouth, but I do want to know
why any person should follow the law if our leaders don’t have to.
Maybe that’s rhetorical, but I'll give you an opportunity to com-
ment on that.

Mr. CoMEY. Yeah. That’s a question I'm no more qualified to an-
swer than any American citizen. It’s an important question.

In terms of my work in my world, my folks would not be—one
of my employees would not be prosecuted for this. They would face
consequences for this. So the notion that it’s either prosecute or
you walk around, you know, smiling all day long is just not true
for those people who work for the government. The broader ques-
tion is one for a democracy to answer, it’s not for me.

Mr. FARENTHOLD. And I guess the ultimate decision as to wheth-
er or not Mrs. Clinton works in government or not is not in—is in
everybody’s hands.

Chairman CHAFFETZ. I thank the gentleman.

Mr. FARENTHOLD. Yield back.

Chairman CHAFFETZ. We'll now recognize the gentleman from
Pennsylvania, Mr. Boyle, for 5 minutes.
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Mr. BoyLE. Thank you, Mr. Chairman.

And thank you, Director Comey, for appearing, especially on such
short notice.

I want to share with you actually something a friend of mine was
expressing when watching your press conference 48 hours ago, and
this is someone who’s not in any way political; in fact, probably
typical of most American citizens today in being depressed about
the remarkable level of cynicism we have in our government, but
specifically those of us who are in government make decisions first
and foremost because of the party hat we wear and not necessarily
based on the facts and the evidence.

And he texted me after watching your 15-minute presentation:
Oh, it’s nice to see a real pro. You can tell that he would make the
decision based on the facts and the evidence and not what party
he wears.

I think that’s so important if we’re ever going to get to a place
in this country where we restore some of the faith that we had in
government. If you looked at the poll numbers from the 1940s and
1950s and you look at faith in government among the American
public, and you look at those numbers today, the numbers today
are anemic, they’re nowhere near the levels that they were decades
ago. :

So for that, I want to say thank you. And I think that many citi-

zens have the same impression.

* When I first met you a couple years ago at a weekend session
in Colonial Williamsburg, you might remember that we had a dis-
cussion about my biggest concern, frankly, facing the security of
the American people, and that is the possibility of a lone wolf ter-
rorist, someone becoming self-radicalized and acting based on that.
We had an exchange that I'll keep private, but I think I can charac-
terize that you share my concern.

I'm just thinking, for the last 2-1/2 hours that we’ve been here,
we've had the FBI Director, asking questions on this matter, when,
frankly, I would have much rather your time spent dealing with
the potential of lone wolf terrorists and other coordinated attacks
that we face.

But since this is the Oversight and Government Reform Com-
mittee, trying to find something that we can now take and possibly
use in a systemic way, not just the celebrity of Secretary Clinton
and the fact, because it involves her, let’s face it, that’s the reason
why we're here, but I want to try to take something out of this very
expensive and long investigation and try to use it in a productive
way toward reforming government that possibly we can get some-
thing good out of it.

So toward that end, I'm really concerned about this issue of up-
classification, because it seems as if, and I was not aware of this
until the investigation, there is quite a strong discrepancy between
not just former Secretary Clinton, but even former Secretary Pow-
ell, what he thinks should be classified, and then what is classified
after the fact. And I think you—if I'm right, there were some 2,000
emails that were up-classified? I was wondering if you could speak
to that.

Mr. CoMEY. Yeah. It actually was not a concept I was real famil-
iar with before this. It’s the notion that something might not have
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been classified at the time, but that in hindsight, as a government
agency considers releasing it, they raise the classification level to
protect it because it would—it’s a candid assessment of a foreign
leader or something like that.

I think it is largely a State Department thing, because their dip-
lomats will often be conversing in an unclassified way, that when
they look at releasing it in response to a FOIA request, they think
it ought to be protected in some fashion.

But, honestly, I kind of pushed those to the side.

Mr. BoyLE. Right.

Mr. CoMEY. The important thing here was what was classified at
the time, that’s what matters.

Mr. BoYLE. Right. And that for a law enforcement official mat-
ters. But I'm just wondering if you could share with us any of your
impressions about a system that exists where there is such gray
area and discrepancy in what is classified and what’s not, and if
you or your agents had any suggestions for us, either in Govern-
ment Reform, or I happen to be on the Foreign Affairs Committee
that has oversight of State Department.

Do you believe that this is a matter that we should take up
where there is such discrepancy on what’s classified, what’s not
classified? I think of one example. Ambassador Ross put something
in a book that wasn't classified, and then it was up-classified after
the book came out. But what good does that do us as a country in
terms of trying to protect the intelligence of the United States.

Mr. CoMEY. Yeah. I'm not an expert in this up-classification busi-
ness, but I do suspect it would be a fertile ground for trying to fig-
ure out whether there are ways to do it in a more predictable, reh-
able way.

Mr. BoYLE. Yeah. Well, thank you again for your service.

And I yield back my time.

Chairman CHAFFETZ. I thank the gentleman.

We'll now recognize the gentleman from Georgia, Mr. Hice, for 5
minutes.

Mr.. Hick. Director Comey, your statement on Tuesday clearly
showed that Secretary Clinton not only was extremely careless in
handling classified information, but that also any reasonable per-
son should have known better, and that also, in doing so, she put
our national security at risk with her reckless behavior.

So it seems to me that the American people are only left, based
on your assessment, with just a few options. Either Secretary Clin-
ton herself is not a reasonable person, or she is someone who pur-
posefully, willfully exhibited disregard for the law, or she is some-
one who sees herself as above the law.

And to muddy the water even further, after listening to you lay
out the facts of the investigation, much of what you said directly
contradicted her in previous statements that she had made.

I think it’s all this compiled, putting the—connecting the dots
that so many American people are irate, that after all of this there
was not a recommendation for Secretary Clinton to be prosecuted.

Now, I do greatly appreciate the fact that you came out with
much more information on this than you would have in other cases,
and I think that was the right the thing to do. Undeniably, this is
not a typical case. This is something of great public interest, obvi-
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ously the subject of the investigation, former Secretary of State,
former senator, and all those things that we have talked about,
former first lady, and so forth.

And in addition to this, her husband, who happens to be the
former President of the United States, i1s meeting privately with
the Attorney General right before all of this interview takes place.
Obviously, this is very suspicious, just the optics of it all. And at
the same time that you're coming out, or more or less the same
time that you are announcing the decision, Secretary Clinton is fly-
ing around in Air Force One with the President doing a campaign
event.

I mean, there’s nothing about this case that’s ordinary, there’s
nothing about the subject that’s ordinary.

So let me ask you this, Director: Did Secretary Clinton in fact,
comply with the Department’s policies or the Federal Records Act?

Mr. CoMEY. I don’t think so. I know you have the State inspector
general here, who’s more of an expert on all the Department’s poli-
cies, but at least in some respects, no.

Mr. HicE. So keeping the servers at home and all these types of
tlflin‘?gs, obviously, is not in compliance with the Department’s poli-
cies?

Mr. CoMEY. Yes. And I've read the inspector general’s report on
that. That's part of the reason I can answer that part with some
confidence.

Mr. Hick. Okay. And yet she said publicly that she fully com-
plied. So there again is another issue.

If you had the same set of facts but a different subject, a dif-
ferent individual involved, say, just an average, ordinary State De-
partment employee or an anonymous contractor, what would have
been the outcome?

Mr. CoMEY. I'm highly confident there would be no criminal pros-
ecution no matter who it was. There would be some range of dis-
cipline. They might get fired, they might lose their clearance, they
might get suspended for 30 days. There would be some discipline,
maybe just a reprimand, I doubt it, I think it would be higher on
the discipline spectrum, but some sort of discipline.

Mr. HIcE. So is it your opinion that there should likewise be
some discipline in this case?

Mr. CoMEY. That’s not for me to say. I can talk about what
vbvcl)uld happen if it was a government employee under my responsi-

ility.

Mr. Hice. Well, then, what you’re laying out is that there is a
double standard. For someone else, a different subject, an anony-
mous contractor or someone at the State Department, there would
absolutely be discipline, but because of who the subject is, you're
not willing to say there should be discipline. So there’s—again, this
whole issue, this is what the American people are so upset about.

Let me say that, when you stated that no reasonable prosecutor
would pursue this case, is that because the subject of this inves-
tigation was unique?

Mr. CoMEY. No. Huh-uh. There’s no double standard there. And
there’s no double standard, either, in the sense that if it was John
Doe, a former government employee, you'd be in the same boat. We
wouldn’t have any reach on the guy. He wouldn’t be prosecuted.
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Mr. Hick. But he would have some discipline?

Mr. CoMEY. Well, not if he had left government service.

Mr. Hice. Had they lied about having servers, had they lied
about sending and receiving classified emails, had they lied about
not deleting those emails to the public, had they lied about not
having any marked classified, the statements are clearly docu-
mented, and you’re saying that an average person would experience
discipline, by your own words, but Secretary Clinton does not de-
serve to be disciplined?

Mr. GowbDy. [Presiding.] The gentleman’s time has expired, but
the Director may answer if he wants to.

Mr. COMEY. An average employee still in government service
would be subject to a disciplinary process. Now, if they’d left, you'd
be in the same boat.

Mr. Gowby. The gentleman from Georgia yields back.

The chair will now recognize the gentleman from Vermont, Mr.
Welch.

Mr. WELCH. Thank you very much, Mr. Chairman.

Thank you, Director Comey.

The prosecutor has really awesome power. The power to pros-
ecute is the power to destroy and it has to be used with restraint.
You obviously know that. You’re being asked to—you had to exer-
cise that responsibility in the context of a very contested Presi-
dential campaign, enormous political pressure.

You had to do it once before. And I go back to that evening of
March 10, 2004, when the question was whether a surveillance pro-
gram authorized after 9/11 by President Bush was going to con-
tinue despite the fact that the Justice Department had come to an
independent legal conclusion that it actually violated our constitu-
tional rights.

That’s a tough call, because America was insecure, the President
was asserting his authority as Commander in Chief to take an ac-
tion that was intended to protect the American people, but you and
others in the Justice Department felt that, whatever that justifica-
tion was, the Constitution came first and you were going to defend
it.

And as I understand it, you were on your way home and had to
divert your drivers to go back to the hospital to be at the bedside
of a very sick at that time Attorney General, and you had to stand
in the 1Way of the White House chief of staff and the White House
counsel.

I'm not sure that was a popular decision or one that you could
have confidently thought would be a career booster, but I want to
thank you for that.

Fast forward, we've got this situation of a highly contested polit-
ical campaign. And there is substantive concern it’s legitimate by
Democrats and Republicans for independent political reasons, but
you had to make a call that was based upon your view of the law,
not your view of how it would affect the outcome of who would be
the next Commander in Chief.

Others have asked this for you, but I think I'm close to the end.
I want to give you a chance to just answer, I think, the bottom line
questions here. Had you, after your thorough investigation, found
evidence that suggested that criminal conduct occurred, is there
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anything, anything or anyone, that could have held you back from
deciding to prosecute?

Mr. CoMEY. No. I mean, I don’t have the power to decide pros-
ecution, but I'd have worked very hard to make sure that a right-
eous case was prosecuted.

Mr. WELCH. And you would have make that recommendation to
the Attorney General?

Mr. COMEY. Yes.

Mr. WELCH. Was there any interference, implicit or explicit, from
the President of the United States or anyone acting on his behalf
to influence the outcome of your investigation and the rec-
ommendation that you made?

Mr. COMEY. No.

Mr. WELCH. Was there anyone in the Hillary Clinton campaign
or Hillary Clinton herself who did anything, directly or indirectly,
to attempt to influence the conclusion that you made to recommend
no prosecution?

Mr. CoOMEY. No.

Mr. WELCH. At this moment, after having been through several
hours of questioning, is there anything in the questions you’ve
heard that would cause you to change the decision that you made?

Mr. CoMEY. No. I don’t—you know, I don’t love this, but it’s real-
ly important to do, and I understand the questions and concerns.
I just want the American people to know, we really did this the
right way. You can disagree with us, but you cannot fairly say we
did it in any kind of political way. We don’t carry water for any-
body. We're trying to do what the right thing is.

Mr. WELCH. Well, I very much appreciate that, and I very much
appreciate that it takes strong people of independent judgment to
make certain that we continue to be a Nation of laws.

Mr. Chairman, just one final thing, and I'll yield to Mr. Cum-
mings. We've got a political debate where a lot of these issues that
are going to be—that have been raised are going to be fought in
the campaign, and we’ve got Secretary Clinton who’s going to have
to defend what she did. She’s acknowledged it’'s a mistake. We've
got that great constitutional scholar, Mr. Trump, who’s going to be
making his case about why this was wrong. But that’s politics,
that’s not really having anything to do with the independence of
prosecutorial discretion.

Thank you, Director Comey.

And I yield whatever additional time I have to Mr. Cummings.

Chairman CHAFFETZ. I think the gentleman’s going to yield back.
T've spoken with Mr. Cummings.

We'll now recognize the gentleman from Kentucky, Mr. Massie,
for 5 minutes.

Mr. MassIE. Thank you, Mr. Chairman.

And thank you, Director Comey, for showing up and your willing-
ness to be transparent and answer a lot of unanswered questions.

A few hours before this hearing started I went onto social media
and asked people to submit questions, and I've got over 500 ques-
tions, and I don’t think I'll get to ask them all in these 5 minutes,
but I'm sure you’ll be willing to answer them.

One of the common things that I came in here to ask, but I real-
ized it’s not the right question now, is what’s the difference be-
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tween extremely careless and gross negligence. But in the process
of this hearing, what I'm hearing you say is, that’s not what we—
that’s not what your reluctance is based on, it’s not based on—the
reluctance to prosecute, by the way. Your reluctance to recommend
a prosecution or an indictment is not based on parsing those words,
it’s based on your concern for this statute, with this statute, is that
correct, from your opening statement?

Mr. CoMEY. It’s broader than that, actually, the statute, and it
fits within a framework of fairness and also my understanding of
what the Department of Justice has prosecuted over the last 50
years.

Mr. MassIE. So when you say a reasonable prosecutor wouldn’t
take this case, it’s not because you don’t think she made—that she
lied in public or that maybe she was negligent, it's because you
have concern with the prosecutorial history of the statute?

Mr. COMEY. And not just that statute, but also 1924, which is the
misdemeanor. I also don’t see cases that were prosecuted on facts
like these. So both, both 793 and 1924.

Mr. MassiE. But you did find one prosecution. And has it been
overturned by the Supreme Court?

Mr. CoMEY. No. There was one time it was charged in an espio-
nage case, and the guy ended up pleading guilty to a different of-
fense, so it was never adjudicated.

Mr. MASSIE. So, you know, so that your concern is with the neg-
ligence threshold, that you think it requires mens rea, or knowing
the crime. But in all 50 States isn’t there a negligent homicide stat-
ute and aren’t people prosecuted for that all the time, and doesn’t
the Supreme Court and all the courts below that uphold those pros-
ecutions, just on the basis of negligence?

Mr. CoMEY. I don’t know whether all 50 States. I think negligent
homicide and manslaughter statutes are relatively common.

Mr. MassiE. Okay. So but don’t all 50 States have something like
that, and aren’t those sustained in the upper courts, those convic-
tions?

Mr. CoMEY. I don’t know whether all 50 States have something
like that. But, again, I think it’s very common and I think those
are sustained.

Mr. MASSIE. So don’t we have a history of—you know, you im-
plied that the American judicial system doesn’t have a history of
convicting somebody for negligence, but don’t we in other domains
of justice?

Mr. CoMEY. We do. I know the Federal system best. There are
very few in the Federal system. They're mostly, as we talked about
earlier, in the environmental and Food and Drug Administration
area.

Mr. MassiE. Okay. Thank you.

Now, I want to ask another question that’s come up here. You've
basically related to us that this information, this top secret or clas-
sified information, got into these email chains because of conversa-
tions people were having, they were relating what they heard be-
fore in other settings. Is that correct?

Mr. CoMEY. No. Maybe in some cases, but it was people having
an email conversation about a classified subject.
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Mr. MAssIiE. Okay. So they were having an email conversation,
but how in this email conversation did this bore marking show up?
Like, if they're not sophisticated enough, as you said before, even
Hillary Clinton wasn’t sophisticated enough to recognize a bore
marking, the C with the parentheses for confidential or classified,
how did—if they weren’t that sophisticated, how did they recreate
that bore marking in their emails when they were having these
discussions?

Mr. CoMEY. Yeah. Somebody—a lot of what ended up on Sec-
retary Clinton’s server were stuff that had been forwarded up a
chain and gets to her from her staff, a lot of that forwarding, and
then she comments sometimes on it.

Someone down in the chain, in typing a paragraph that summa-
rized something, put a portion marking, C—paren, C paren, on
that paragraph.

Mr. MaAssIE. Can you—doesn’t it take a lot of intent to take a
classified document from a setting that’s, you know, authorized and
secure to one that’s not? Wouldn’t it require intent for somebody
to recreate that classification marking in an unsecure setting?

Mr. COMEY. I don’t know. It’s possible, but also I could

Mr. MassIE. I mean, did they accidentally type open parentheses,
C, close parentheses, and indent the paragraph?

Mr. CoMEY. Oh, no. You wouldn’t accidentally type that.

Mr. MASSIE. Right. Someone

Mr. CoMEY. Right.

Mr. MASSIE. Someone down the chain

Mr. COMEY. Okay.

Mr. MASSIE. So this is my question, is someone down the chain
being investigated? Because they had the intent, clearly, if they
had the sophistication, which Hillary Clinton, you insinuate, may
have lacked, if they had the sophistication to know what this bore
marking was, they had the—had to have the intent to recreate it
or the intent to cut, copy, paste from a secure system to an unse-
cure system. Wouldn’t that be correct?

Mr. COMEY. Potentially, but we’re not—there’s not an open crimi-
nal investigation of that person way down the chain at the State
Department.

Mr. MASSIE. Shouldn’t there be?

Mr. COMEY. A criminal investigation?

Mr. MasSSIE. An investigation if there’s intent, which is what
you—I mean, and I think you may be reasonable in requiring that
threshold, but don’t we treat everybody the same, whether it’s at
the top of the chain or the bottom of the chain?

Mr. COMEY. Sure. You want to if the conduct is the same. But
we did not criminally investigate whoever started that chain and
put the C on those paragraphs, we didn’t.

Mr. MaAssIE. Okay. I would suggest maybe you might want to do
that.

And I will yield back to the chairman.

Chairman CHAFFETZ. I thank the gentleman.

We'll now recognize the gentlewoman from Michigan, Mrs. Law-
rence, for 5 minutes.

Mrs. LAWRENCE. Director Comey, how many years have you been
the Director?
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Mr. CoMEY. Two—well, 3 years. I know the exact date count, I
think, at this point.

Mrs. LAWRENCE. Okay. So how many cases have you inves-
tigated, approximately, that you had to render a decision?

Mr. CoMEY. The Bureau investigates tens of thousands of cases.
The Director only gets involved in a very small number of them.

Mrs. LAWRENCE. So about how many?

Mr. ComMmEY. I think I've been deeply involved in probably 10 to
20. ,
Mrs. LAWRENCE. Have you ever been called before Congress on
any of those other decisions?

Mr. CoMEY. No, this is the first time.

Mrs. LAWRENCE. Thank you.

There are some Republicans who support you. Not surprisingly,
they’re the ones who actually know you.

And I have a letter here and I would like to enter into the record
from Richard Painter, Mr. Chair. He was President Bush’s chief
" ethics lawyer. And may it be entered into the record?

Chairman CHAFFETZ. She’s asking unanimous consent. Without
objection, so ordered.

Mrs. LAWRENCE. Mr. Painter refers to Mr. Comey as a man of,
and I quote, a man of the utmost integrity, who calls the shots as
he saw them without regard to political affiliation or friendship.

He states, and I quote: Throughout the FBI investigation of Sec-
retary Clinton’s email server, I have been convinced that the Direc-
tor would supervise the investigation with being impartial and
strict adherence to the law, as well as prosecutorial precedent.

He also adds: Although I'm aware of very few prosecutions for

carelessness in handling classified information as opposed to inten-
tional disclosure, I knew that the Director would recommend pros-
ecution in any and all circumstances where it was warranted. I
cannot think of someone better suited to handle such a politically
sensitive investigation.
_ Finally, and I quote: I urge all Members of the United States
Congress to stop from inferring in specific decisions, particularly
those involving political allies or opponents. During my tenure in
the White House, there were very unfortunate allegation that pow-
erful senators sought politically motivating firing of a United
States Attorney. Whether or not such allegations were true, it is
imperative, and I'm still quoting, that members of the Senate or
the House never again conduct themselves in a manner where such
interference could be suspected.

And I want to be on the record, I wholeheartedly agree with Mr.
Painter.

Director, you have demonstrated yourself, you sat here and an-
swered the questions. And I would never oppose to finding the an-
swers to any situation that is directly related to Federal agencies
which we on this committee are responsible for. But I want to be
clear that Congress has no business—no business—interfering with
thlese types of decisions that are coming in this—in your responsi-
bility.

These type of attacks are not only inappropriate, but they’re dan-
gerous. They're dangerous because they could have a chilling effect
on the future investigations.
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And I asked that question, how long have you been in this posi-
tion and how many times have you made decisions and yet were
not pulled in 24 hours before this committee? How many times?
And then we say it’s not political.

And you have said repeatedly, regardless of who it was, you con-
ducted the investigation as required under your responsibility. And
here you have Republicans who are saying you are an honorable
man, and till this day, I have not heard any complaints of your
judgment.

So I sit here today as a Member of Congress on the record that
the slippery slope that we’re seeing today in this hearing, I want
every Member to be cautious of what we’re saying, that in America
when we have investigations, that we will allow our own elected
Congress and Senate to make this a political agenda to attack, but
only if it’s in their agenda. This goes for Democrats and Repub-
licans. We are not here to do that.

Thank you, and I yield back my time.

Chairman CHAFFETZ. I thank the gentlewoman.

We’ll now recognize the gentleman from Iowa, Mr. Blum.

Mr. BLUM. Thank you, Mr. Chairman.

Thank you, Director Comey, for being here today, and thanks for
hanging in there till every last question is answered.

I'm not a lawyer. That’s the good news. 'm a career business-
man. I've spent most of my career operating in the high-tech indus-
try. And today I've heard words such as common sense, reasonable
person, carelessness, judgment, or lack thereof. I like these words.
I understand these words. I think the average American does as
well. So I'd like to focus on that.

Last Tuesday, Director Comey, you said, and I quote: “None of
these emails should have been on any kind of an unclassified sys-
tem, but their presence is especially concerning because all these
emails were housed on unclassified personal servers not even sup-
ported by full-time security staff, like those found at agencies of the
United States Government, or even with a commercial email serv-
ice such as Gmail.”

Director Comey, my small Iowa business doesn’t even use Gmail
for our email, because it’s not secure enough. I know some security
experts in the industry. I checked with them. The going rate to
hack into somebody’s Gmail account, $129. For corporate emails,
they can be hacked for $500 or less. If you want to hack into an
IP address, it’s around $100. And I'm sure the FBI could probably
do it cheaper. This is the going rate.

Director Comey, are you implying in that statement that the pri-
vate email servers of Secretary Clinton’s were perhaps less secure
than a Gmail account that is used for free by a billion people
around this planet?

Mr. CoMEY. Yes. And I'm not looking to pick on Gmail. Their se-
curity is actually pretty good. The weakness is in the individual
users.

But, yes, Gmail has full-time security staff and thinks about
patching and logging and protecting their systems in a way that
was not the case here.

Mr. BLuM. I'd like to ask you, what kind of judgment—we talked
a lot about judgment today—does this decision to potentially ex-
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pose to hackers classified information on an email service that’s
less secure than Gmail—your words—what does that suggest to
you? What type of judgment does that suggest to you?

Mr. CoMEY. It suggests the kind of carelessness that 1 talked
about.

Mr. BLUM. In August of last year, Secretary Clinton was asked
by Ed Henry of Fox News whether she had wiped her entire server,
meaning did she delete all the emails on her server. Her response:
“You mean with a cloth?” _

March of 2015, during a press conference, Secretary Clinton as-
sured us her private email server was secure, saying the server
was on private property guarded by the Secret Service.

Now, this would be laughable if it wasn’t so serious. I know, you
know, my constituents in eastern Iowa know you don’t need to be
a cat burglar to hack into an email server and you don’t need a
cloth to wipe a server clean. One would think that a former United
States senator, one would think that a former secretary of state
would know this as well. Would you agree with that statement?

Mr. CoMEY. You would think, although as I said before, one of
the things I've learned in this case is that the Secretary may not
have been as sophisticated as people assume. She didn’t have a
computer in her office at the State Department, for example. So I
don’t think—so I would assume the same thing about someone who
had been a senator and a high-ranking official. I'm not sure it’s a
fair assumption in this case.

Mr. BLUM. In your opinion, Director Comey, did Secretary Clin-
ton know that a server could, in fact, be wiped clean electronically
and not with a cloth?

Mr. COMEY. Well, I assume that—I don’t know.

Mr. BLUM. Would you assume she knows that?

Mr. CoMEY. I would assume that it was a facetious comment
about a cloth, but I don’t know. I don’t know in particular on that
one.

Mr. BLuM. Would you also assume, Director, that Secretary Clin-
ton knew that a server could be wiped clean electronically, that it
could be hacked electronically, not physically, you don’t need a cat
burglar to hack a server? Would you assume—would it be reason-
able to assume she knows that?

Mr. CoMEY. To some level it would be reasonable, to some level
of understanding.

Mr. BLUM. Then, once again, for someone who knew these things,
or we assume to some level she knew these things, what kind of
judgment does the decision to expose classified material on per-
sonal servers suggest to you, what type of judgment?

Mr. COMEY. Well, again, it's not my place to assess judgment. I
talk in terms of a state of mind, negligence in particular. I think
there was carelessness here, and in some circumstances extreme
carelessness.

Mr. BLuM. Was her server hacked?

Mr. CoMEY. I don’t know. I can’t prove that it was hacked.

Mr. BLUM. So that answer says to me it could have been hacked.

Mr. COMEY. Sure. Yeah.
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Mr. BLUM. And if it was hacked, potentially damaging material
damaging to American secrets, damaging to American lives, could
have been hacked. Could have been exposed, correct?

Mr. CoMEY. Yeah.

Mr. BLuUM. Lives could have been put at risk if that server was
indeed hacked?

Mr. CoMEY. I'm not prepared to say yes as to that last piece.
That would require me going into in a way I can’t here the nature
of the classified information. But there’s no doubt that it would
have potentially exposed the information that was classified. The
information was classified because it could damage the United
States of America.

Mr. BLUM. So it could have happened. The FBI just isn’t aware?

Mr. CoMEY. Correct.

Mr. BLuM. Thank you very much. Thank you for being here. I
yield back the time I do not have.

Chairman CHAFFETZ. Thank the gentleman. I now recognize the
gentlelady from New Jersey, Mrs. Watson Coleman, for 5 minutes.

Mrs. WATSON CoLEMAN. Thank you. And thank you, Director.
Ii;ze got a number of questions. So I'm going to, like, zip through
these.

Mr. CoMEY. Okay.

Mrs. WATSON COLEMAN. This is a question I'm going to ask and
you, and may not even have the answer to it because you may not
have known this. This 'is about the classification marking issue
that you've been asked about earlier. According to the State De-
partment, which addressed this issue yesterday, a spokesman said
that the call sheets appear to bear classified markings. But this
was actually a mistake. To quote, “Generally speaking, there’s a
standard process for developing call sheets for the Secretary of
State. Call sheets are often marked, but it’s not untypical at all for
them to be marked at the confidential level prior to a decision by
the Secretary that he or she will make that call. Oftentimes, once
it is clear the Secretary intends to make a call, the Department
will then consider the call sheet SBU, sensitive but unclassified, or
unclassified altogether and then mark it appropriately, and then
prepare it for the Secretary’s use and actually marking the call.”

“The classifications of a call sheet, therefore, is not necessarily
fixed in time and staffers in the Secretary’s office who are involved
in preparing and finalizing these call sheets, they understand that.
Given this context, it appears that markings in the appropriate—
in the documents raised in the media reports were no longer nec-
essary or appropriate at the time. They were sent as an actual
email. Those markings were human error. They didn’t need to be
there.” Did you know this?

Mr. CoMEY. No.

Mrs. WATSON COLEMAN. Thank you, Mr. Director. Can you tell
me, based upon your information, has there been, and is there any
evidence that our national security has been breached or at risk as
a result of these emails, and their being on this server? Is there
any evidence?

Mr. CoMEY. There’s no direct evidence of an intrusion.

Mrs. WATSON COLEMAN. Thank you very much. I have to tell you
that while I think that this should conclude this discussion, I know
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we’re going to hear this issue ad nauseam. But I am concerned
about another issue that I think really is resonating with the peo-
ple in this country.

And that issue has to do with experiences that we had just the
last 2 days. Mr. Director, I want to bring this up for your consider-
ation, because I want to ask you what can the FBI do—FBI do in
this issue? This morning we woke up to another graphic and deeply
disturbing video that actually brought me to tears when my staff
played it for me wherein a Minnesota woman’s boyfriend was—has
been shot as her young child set in the back seat after apparently
telling the officer he was licensed to carry a weapon, he had it on
him, and was going to reach for his identification.

Just the other day there was an incident in Baton Rouge involv-
ing a Mr. Alton Sterling, an African American man who was shot
while pinned to the ground by police officers in Baton Rouge. An
interaction tape by two bystanders with cell phones captured this.

So I think that we have got an issue here. An issue of real na-
tional security. And I want to ask you, Mr. Director, do we have
an opportunity to direct our time and resources in your department
to those issues? Is it not important that we say their names to re-
mind people of the loss of a Tamir Rice, to an Eric Garner, to an
Alton Sterling, to a John Crawford, III, to a Michael Brown, to a
Walter Scott, and even a Sandra Bland? Deaths in the hands of po-
lice custody, or by police happening. Are these not happening at an
alarming rate? And is this not a legitimate space for the FBI to be
working in? _

Mr. CoMEY. Yes, is the emphatic answer. Those are incredibly
important matters. As you know, the FBI spends a lot of time on
them because they—they’re very, very important. We have an in-
" vestigation open on the Baton Rouge case. I was briefed this morn-
ing on the Minnesota case. And I would expect we’ll be involved in
that as well. It’s an important part of our work.

Mrs. WATSON COLEMAN. Do you feel that you have the sufficient
resources from the legal imperative to the funding to address these
cases?and what seems to be a disturbing pattern in our country
today?

Mr. COMEY. I'm a bad bureaucrat, but I believe I have sufficient
resources and we are applying them against those situations. Be-
cause I believe the individual cases matter enormously, but also,
the people’s confidence in law enforcement is one of the bedrocks
of this great country of ours. So I have the resources, and we’re ap-
plying them.

Mrs. WATSON COLEMAN. And, in addition, we believe that our
law enforcement is, by and large, of high integrity and has the de-
sire to keep us protected and safe. But when we find out that there
are these occasions, and when there’s an indication that there’s a
pattern that is taking place in this country, we have a responsi-
bility to ensure that everyone in this country is safe. And simply
because youre a black man or a black woman does not make you
a target. Thank you. I yield back my time.

Chairman CHAFFETZ. Thank the gentlewoman. We'll now recog-
nize the gentleman from North Carolina, Mr. Walker.

Mr. WALKER. Thank you, Mr. Chairman. Thank you, Director
Comey, for being here. A few things in this town that people agree
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on both sides of the aisle. And one is your reputation. Reminded
the passage in James, “Swift to hear, slow to speak, slow to wrath.”
I am a little disappointed in some of the things that I've heard
from my colleagues about some of the attacks on your character
and your integrity. [ haven’t heard those, and I hope that we have
not experienced that. I also struggle with the change of heart that
we're hearing today. Because I have a list of elected officials who
have questioned your investigation, even attacked it. In fact, the
former President Clinton said this is a gain. In fact, just last Fri-
day, Ms. Wasserman Schultz, Congresswoman Wasserman Schultz
said Secretary Clinton is not the target of this investigation or
whatever you want to call it. My question to you today 1s do you
feel like this has been a Republican witch hunt? This hearing.

Mr. CoMEY. No.

Mr. WALKER. Okay. Thank you for

Mr. CoMEY. No, I said at the beginning I understand people’s
questions and interest. And I'm a huge fan of transparency. I think
that’s what makes our democracy great.

Mr. WALKER. I think those are one of the reasons of why you are
so respected. To me, this hearing is about understanding and dis-
seminating the facts, how you saw them, and how the American
public sees them. And specifically, in the areas of where there was
wrongdoing admitted under your investigation, where there was
obviously breaking the law. But also some coverups. Did Congress
ask you to pursue this investigation?

Mr. COMEY. No. It was a referral from the inspector general of
the intelligence community.

Mr. WALKER. So it wasn’t Republicans either. Was it?

Mr. CoMEY. No.

Mr. WALKER. How did you go about collecting the evidence? -

Mr. COMEY. We used the tools that we normally use in a criminal
investigation.

Mr. WALKER. Did or do you receive a congressional referral for
all the information that you collected?

Mr. CoMEY. Not to my knowledge.

Mr. WALKER. Well, then one of the things that I'm struggling
with, or that I would like to know specifically is, under oath, Ms.
Clinton made these three comments that we now know are untrue
in the Benghazi hearing. Number one, she’s turned over all her
work-related emails; number two, telling the committee that her
attorneys went through every single email; and then finally, and
probably the one that continues to stick the most, there was, and
I quote, “Nothing marked classified on my emails,” end quote. Now,
earlier, when the chairman questioned you about this, you said
something about needing a congressional referral recommendation.
My question is, something of this magnitude, why or can you help
me understand, why didn't it rise to your investigation, or someone
bringing that to your knowledge as far as saying this is a problem,
here she is, again, Secretary Clinton lying under oath, specifically
about our investigation?

Mr. CoMEY. Well, we, out of respect for the legislative branch
being a separate branch, we do not commence investigations that
focus on activities before Congress without Congress asking us to
get involved. That’s a longstanding practice of the Department of
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Justice and the FBI. So we don’t watch on TV and say: We ought
to investigate that. You know, Joe Smith said this in front of the
committee. It requires the committee to say: We think we have an
issue here. Would you all take a look at it. »

Mr. WALKER. But with all due respect, if you had the Secretary
Clinton, who is under oath speaking about your very investigation,
and you talked about your wonderful staff, and certainly have no
reason to deny that, why wouldn’t that rise to the level of sus-
picion? Here she is saying this under oath. I mean, lying under
oath is a crime. Is it not?

Mr. COMEY. Yes.

Mr. WALKER. And what’s the penalty on that? That’s considered
perjury, right?

Mr. CoMEY. Perjury. It’s a felony. I forget the exact—it’s poten-
tially years in prison.

Mr. WALKER. But I don’t understand. Would you help me under-
stand why somebody wouldn’t have tipped you off that she’s talking
about the very specific case under oath that you’re investigating.

Mr. CoMEY. Well, there’s a difference between us being aware of
testimony and us opening a criminal investigation for potential per-
jury. Again, it’s not this case in particular, but all cases. We don’t
do that without a committee saying we think there was an issue
in testimony given in this separate branch of the government.

Mr. WALKER. You also mentioned earlier, and it’s been quoted
several times that no reasonable prosecutor would move forward
with some of the facts. Is there any room at all that somebody
would differ a little bit on the opinion? I know that former United
States Attorney General Michael Mukasey said would the illegal
server disqualify her from ever holding any Federal office? So there
are some people of high esteem that may differ, obviously not privy
to the exact facts, but can you make any room—you said no reason-
able person. Do you understand why the American people, or would
you understand why other people may say that she has stepped
across the line or broken enough law here that you would come to
a different conclusion?

Mr. CoMEY. Sure. I respect different opinions. My only point is,
and I said earlier I smile because those folks are my friends. I've
worked with them for a long time. None of those guys in my posi-
tion, I believe, knowing what I .know, would think about it dif-
feren(tlly. But I also respect that they have a different view from the
outside.

Mr. WALKER. Thank you, Mr. Chairman. Yield back.

Chairman CHAFFETZ. I thank the gentleman. I now recognize the
gentleman from California, Mr. DeSaulnier.

Mr. DESAULNIER. Thank you, Mr. Chairman. Director, I just
want to thank you as others have and I know you don’t need this,
but I think the American people clearly need to hear it. And you've
done a wonderful job today. But there are moments in my political
life and as an American I despair for the future of this country. Not
often. But in those moments comes an individual like yourself ei-
ther by providence or good fortune or by the framework of the U.S.
Constitution, and I really believe you have served this country and
all Americans well, irrespective of their party affiliation.
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So really two questions. Two lines of questions, I should say. One
is, and another colleague has brought this up. But you mentioned
in just previous testimony about the bedrock and the importance
of public confidence in public safety institutions, yours and all. So
I just want to give you an opportunity, I think you have responded
to this multiple times, but give you a little more opportunity, be-
cause I think it’s important for the American public to know that
the system isn’t rigged, that there are people such as yourself, and
the 15 individuals who worked on this case and others that do
their job and believe in the Constitution of the United States. And
if you have any further comments about comments that would say
that the system’s rigged and Americans should give up on the sys-
tem?

Mr. COMEY. No, I—one of reasons I welcome this opportunity to
have this conversation is I was raised by great parents who taught
me you can’t care what other people think about you. Actually, in
my business, I have to and deeply do, that people have confidence,
that the system’s not fixed against black people, for rich people, for
powerful people. It’s very, very important that the American people
understand that there really are people that you pay for with your
tax dollars who don’t give a rip about Democrats or Republicans or
this or that, who care about finding out what is true.

And I am lucky to lead an organization that is that way to its
core. I get a 10-year term to ensure that I stay outside of politics.
But in a way, it’s easy. I lead an organization that is resolutely
apolitical. We are tough, aggressive people. If we can make a case,
we’ll make a case. We do not care what the person’s stripes are or
what their bank account looks like.

And I worry very much when people doubt that. It’s the reason
I did the press conference I did 2 days ago. I care about the FBI's
reputation. I care about the Justice Department. I care about the
whole system deeply. And so I decided I'm going to do something
no Director’s ever done before. I'm not going to tell the Attorney
General or anybody else what I'm going to say, or even that I'm
going to say it. They didn’t know, nor did the media know, until
I walked out what I was going to talk about.

And then I offered extraordinary transparency, which I'm sure
confused and bugged a lot of people. It’s essential in this democracy
that people see as much as they can so they can make their judg-
ment. Again, you may—they may conclude I'm an idiot. I should
reason differently. But what I hope they will not conclude is that
I am a dishonest person.

I am here trying to do the right thing in the right way. And I
lead 36,000 people who have that as their spine. That's what I
want them to know. I don’t care that people agree or disagree.
That’s what’s wonderful about our democracy. But at its core, you
need to know there are good people trying to do the right thing all
day long. And you pay for them, and we’ll never forget that.

Mr. DESAULNIER. I appreciate that. And within the context of
these are human institutions, pretty clear to me as a nonlawyer
that you got a bright line in terms of your decision about pursuing
prosecution. But you did spend an extended period of time talking
about what I think I take from you as being fairly objective anal-
ysis of what was careless in terms of handling of it, either ascribed
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to the former Secretary of State or to the Department. And you
said, and I quote, during your comments, “While not the focus of
our investigation, we also developed evidence that the security cul-
ture of the State Department in general and respect to the use of
unclassified email systems in particular was generally lacking in
the kind of care for classified information found elsewhere in the
government.” That’s accurate. Isn’t it?

Mr. COMEY. Yes, sir.

Mr. DESAULNIER. So struggling with this, and this is in the con-
text of this hearing, Oversight and State Department, and this
committee, as to how do we go from here and be clearer about how
the State Department, we’ll talk about this with the IG, and some
of the comments that former Secretary Powell has made, including
that the absurdity of the retroactive classification. And now we
have 1,000 of these emails from Secretary Clinton that’s out in the
public and are being spread even further.

So there are other people involved. Sitting there, how does this
committee go forward to make sure that the State Department can
still function in the way it does with human beings and have con-
versations that are both transparent but also national security?
What are the things we need to do to make sure that this doesn’t
happen again?

Mr. CoMEY. Well, I think a good start—I think the reason the

chairman has the IG from the State Department here is to start

that conversation. The IG knows deeply the culture of a Depart-
ment, and is far better equipped than I to say you ought to focus
here, you ought to focus there to make it better. So I think that’s
place to start.

Mr. DESAULNIER. Thank you, Mr. Director. I yield back.

Chairman CHAFFETZ. Thank you. We'll now recognize the gen-
tleman from Tennessee, Mr. DesJarlais, for 5 minutes.

Mr. DESJARLAIS. Director Comey, thank you for appearing so
quickly on short notice. I think it’s really important that you're
here. Because of the way you laid out the case on Tuesday, there
is a perception that you felt one way and then came to another con-
clusion. I, like many of my colleagues, put a post up back in my
district and let them know you were coming. And in less than 24
hours, I had 750 questions sent to ask you.

So, again, thank you for being here. But a common theme, just
to summarize, a lot of those concerns were that in this case, Clin-
ton was above the law. That there was a double standard. And a
lot of that was based on the way you presented your findings. Now,
your team, you said you did not personally interview her on Satur-
day but your team did for about 3—-1/2 hours, correct?

Mr. COMEY. Yes.

Mr. DEsJARLAIS. Okay. Do you know in reading the review or the
summary, did they ask Hillary Clinton about her comment that she
had never sent or received classified information over private
email?

Mr. CoMEY. I think so. But I can’t—I can’t remember specifically.

Mr. DESJARLAIS. Okay. :

Mr. COMEY. It’s a very long 302. I'd have to check.
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Mr. DESJARLAIS. And we’ll get access to that. Do you know if
they asked her when she said that there was nothing marked clas-
sified on my email sent or received?

Mr. COMEY. Same answer. I'm not sure.

Mr. DEsJARLAIS. Okay. And so the same answer then when she
said, “I did not email any classified material to anyone on my
email. There is no classified material.” You don’t know whether
they asked her that? '

Mr. CoMEY. I don’t know whether they asked her that question.
The entire interview was going—was focused on so what did you
know, what did you see, what is this document. That kind of thing.

Mr. DEsSJARLAIS. Do you know if they asked her whether she
stands by the fact that she said she just used one device and that
was for her convenience?

Mr. CoMEY. I don’t know. I know they established from talking
to her she used many devices during here 4 years. So I don’t know
whether they asked her specifically about that statement.

Mr. DESJARLAIS. Okay. I guess my:

Mr. CoMEY. That’s easy to check, though.

Mr. DESJARLAIS. [ guess my point is, you're trying to get inside
the head of Hillary Clinton in this investigation and know whether
there was intent. And so we all know what she told the people.
That’s been well-documented. She said that she did not do those
things, that she did not send or receive classified emails, that she
used one server and one device for her convenience, and since then,
I think even in your statement you recognize that those were not
correct. Is that fair?

Mr. CoMEY. I really don’t want to get in the business of trying
to parse and judge her public statements. And so I think I've tried
to avoid doing that sitting here.

Mr. DESJARLAIS. Why do you feel that’s important?

Mr. CoMEY. Because what matters to me is what did she say to
the FBI. That’s obviously first and foremost for us.

1\}’{1‘6 DESJARLAIS. Right. Honest people don’t need to lie. Is that
right?

Mr. COMEY. Honest people don’t need to lie? I hope not.

Mr. DEsJARLAIS. Okay. Well, in this case, for some reason, she
felt the need to misrepresent what she had done with this server
all throughout the investigation. And you guys, after a year,
brought her in on Saturday. And in 3-1/2 hours, came out with the
conclusion that she shouldn’t be prosecuted because there was no
intent. Is that right?

Mr. CoMEY. No.

Mr. DEsJaRrLAIS. Okay. So I don’t want to put words in your
mouth, but is it fair to say that your interpretation of Hillary Clin-
ton’s handling of top secret information and classified documents
was extremely careless?

Mr. COMEY. Yes.

Mr. DESJARLAIS. And is it fair to say that you said that you went
on to define “extremely careless” that Hillary Clinton’s handling of
top secret information was sloppy or represented sloppiness?

Mr. CoMEY. Yeah. That’s another way of trying to express the
same concept.
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Mr. DEsJARLAIS. Okay. And then just a few minutes ago, you
also stated that you now believe that Hillary Clinton is not nearly
as sophisticated as people thought. Is that correct?

Mr. CoMEY. Yeah. I think that’s fair, actually. No, not as people
thought, but as people would assume about somebody with that
background. I'm sorry. I should be clear about this. Technically so-
phisticated. I’'m not opining in other kinds of sophistication.

Mr. DEsJARLAIS. All right. In the last minute, Director, I want
to talk a little bit about precedent. Because I think my colleague,
Trey Gowdy, made a great point that there still is really no prece-
dence in terms of punishment for this type of behavior. Are you fa-
miliar with Brian Nishimura’s case?

Mr. COMEY. Yes.

Mr. DEsJarLAls. Okay. He’s a Naval Reservist for those who
don’t know. And he was prosecuted. What is the difference between
his case and Hillary Clinton’s case in terms of extremely careless-
ness and gross negligence, because we're dealing with statute 793,
section (f), where it does not require intent. Is that correct?

Mr. CoMEY. I'm sorry. 793(f) is the gross negligence standard.

Mr. DEsJARLAIS. Right. And is that why Brian Nishimura was
punished?

Mr. CoMEY. No. Nishimura was prosecuted under the mis-
demeanor statue 1924 on facts that are very different. If you want
me to go through them, I'll go through them, but very different
that '

Mr. DEsJARLAIS. Okay. I think that there’s been a review of this
case, and they’re very similar. And that’s why people feel that
there’s a double standard.

Mr. CoMEY. What they’re reading in the media is not a complete
accounting of the facts in that case.

Mr. DEsJARLALS. Well, would you agree, then, with Representa-
tive Gowdy that there still is really no precedence for punishing
someone like Hillary Clinton and she could really go in—poten-
tially be elected President and do this again without fear of being
punished? .

Mr. CoMEY. I don't think I'm qualified to answer that question.

Mr. DEsJARLAIS. My time’s expired. Thank you for your time.

Chairman CHAFFETZ. Thank the gentleman. I now recognize the
gentlewoman from New Mexico, Ms. Lujan Grisham.

Ms. LuJaN GrisHAM. Thank you, Mr. Chairman. I've had the
benefit of when you're last, or nearly last to really have both the
benefit and then the question, the kinds of statements and the dia-
logue back and forth. And where I am settled at this point in time
is in a couple of places. But particularly, I don’t think there’s any
member in this committee or, quite frankly, any Member in Con-
gress who doesn’t both want and expect that the FBI and the De-
partment of Justice to be and to operate in a fair, unbiased, highly
independent manner. Otherwise, you can’t appropriately uphold or
enforce Federal law. And while we have all—this has been stated
in a couple of different ways, I'm going to see if we can’'t—I want
to get direct answers.

So, Mr. Comey, is there any evidence, given that that’s the stand-
ard that we all want, desire, and expect, to suggest that Hillary
Clinton was not charged by the Department of Justice due to inap-
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propriate political influence, or due to her current or previous pub-
lic positions?

Mr. COMEY. Zero. And if there is such evidence, I'd love folks to
show it to me.

M7s. LuJaN GrisHAM. In that regard, was there a double stand-
ard?

Mr. CoMEY. No. In fact, I think my entire goal was to avoid a
double standard, to avoid what sometimes prosecutors call celebrity
hunting and doing something for a famous person that you would
never do for an ordinary Joe or Jane.

Ms. Lusan GriSHAM. Thank you. And I really appreciate that
you're here today, and explaining the process in great detail, frank-
ly, and I've—this committee works at getting specific detail about
a variety of reviews, investigations, policies, concepts throughout
Federal Government. And I think I can say that this committee
often finds that we don’t get very much clarity or specific responses
to the majority of questions that we ask. So I really appreciate
that. And that in explaining that what led the FBI to conclude that
Hillary Clinton should not be charged.

Saying that, however, I'm still concerned, frankly, that the use
of this hearing and some of the public statements made by elected
officials accusing the Department of Justice of using a double
standard without any evidence at all to support that statement,
leaning on accusations of such, in fact, jeopardizes the very thing

that we want the most, which is an apolitical and independent De- -

partment of Justice. And we have every right to ask these tough
questions,

And to be clear that the process that you use for everyone, in-
cluding elected officials, works. And that there’s a responsibility
not to substitute your own political preferences to the outcome of
an independent and apolitical Department of Justice investigation
on any level, whether it involves Hillary Clinton or anybody else.
Do you agree with that general statement?

Mr. COMEY. Yes.

Ms. LuJaN GRISHAM. For me, that’s a really important ethical
line that I believe should never be crossed. I worry that some of
what we did today could be, frankly, interpreted as violating that
very standard. And for that, I certainly want the American people
and my constituents who are watching to understand that very im-
portant line, and to be sure that our responsibility is better served
making sure that we do have, in fact, an independent body whose
aim it is to bring about truth and justice and uphold the Federal
law. And, sir, based on everything that you've said today, I don’t
see any reason to disagree with your statements, your assessments,
or the explanation of that process.

With the little time I do have left, I do want to say that given
that some of the classified material that we have both debated and
talked about today can be classified later or up-classified, or that
other agencies have different determinations of what constitutes
classified and not. I do think that’s a process that warrants refin-
ing. And if something can come out of this hearing about making
sure that we do something better in the future for everyone, not
just appointed or elected officials, that that ought to be something
that we do.
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I'm often confused by some of the things that are clearly told to
us in a classified briefing that appear to be different or already out
in the public in some way. And I'm not sure who’s making those
decisions. I honor my responsibility to the highest degree, but I
think that’s a process that could use some significant refining, and
that’s my only suggestion, sir. Thank you for being here today.

Mr. CoMEY. Thank you.

Chairman CHAFFETZ. Thank the gentlewoman. We’ll now recog-
nize the gentleman from Georgia, Mr. Carter, for 5 minutes.

Mr. CARTER. Thank you, Mr. Chairman. And, Director Comey,
thank you for being here today. I appreciate it. I'm over here. And
I'm going to be real quick and try to be succinct. I want to clarify
some things that you said. And, look, I don’t want to go over every-
thing that everybody’s been through today. I mean, we’ve had some
great questions here that have asked you about you said this, she
said that. Representative Gowdy made a great case of, you know,
this is what she said under oath and publicly, and yet you dispute
that and say, No, this is the case. But, look, I've just got a couple
of questions. Okay? First of all, did I understand you correctly that
your decision—that this decision was made within 3-1/2 hours of
an interview and that was all?

Mr. CoMEY. No. We investigated for a year.

Mr. CARTER. But you interviewed her for 3-1/2 hours last week
and then came to the conclusion?

Mr. CoMEY. Correct. We interviewed her on Saturday for 3-1/2
hours. The last step of a yearlong investigation.

Mr. CARTER. Now, as I understand it, Hillary Clinton has testi-
fied that the servers that she used were always safe and secure.
Yet you refute that and say, No, that is not the case at all. Were
they ever secure? Were the servers that she were using, were they
ever secure?

Mr. CoMEY. Well, the challenge, security’s not binary. It’s just
degrees of security. It was less security than, one, at the State De-
partment, or, as I said, even one at a private commercial provider,
like a Gmail.

Mr. CARTER. Well, let me ask you this: She’s got staff and she’s
got people around her. Did they know she was doing this? Did they
know that she was using these other devices? Did anybody ever
bring it to her attention and say, Hey, you're not supposed to be
doing that?

Mr. CoMEY. I think a lot of people around the Secretary under-
stood she have was using a private personal email setup.

Mr. CARTER. Then why didn’t they say something? Don’t they
have a responsibility as well?

Mr. CoMEY. That’s an important question that goes to the culture
of the State Department that’s worth asking.

Mr. CARTER. I mean, look, we all surround ourselves with good
people and we depend on them to help us. I don’t understand—
should they be held responsible for that, for not bring that to some-
one’s attention? If I see someone who's breaking—who’s not fol-
lowing protocol; is it my responsibility to report them?

Mr. COMEY. Yes.

Mr. CARTER. Well—
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Mr. CoMeY. Especially when it comes to security matters. You
have an obligation to report a security violation that you may wit-
ness, whether it’s involving you or one of your co-workers. But this
is about so

Mr. CARTER. What about Bryan Pagliano? Did he ever know? Do
%ou ;mow if he knew that she was not following proper protocol

ere’

Mr. CoMEY. He helped set it up.

Mr. CARTER. He helped set it up. So obviously he knew.

Mr. CoMEY. Yeah. Obviously, he knew that >

Mr. CARTER. Okay. Is anything going to be done to him? Any
prosecution or any discipline, any

Mr. CoMEY. I don’t know about discipline, but there’s not going
to be a prosecution of him.

Chairman CHAFFETZ. Will the gentleman yield?

Mr. CARTER. I yield. ‘

Chairman CHAFFETZ. My understanding, Director, is that you of-
fered him immunity. Why did you offer him immunity, and what
did you get for it?

Mr. CoMEY. Yeah. That I have to—I'm not sure what I can talk
about in open setting about that.

Chairman CHAFFETZ. Well, he’s not going to be prosecuted.
So

Mr. CoMEY. Right. But I want to be careful. I'm doing this 24
hours after the investigation closed. I want to be thoughtful be-
cause were, as you know, big about the law, that 'm following the
law about what I can disclose about that. So I'll have to get back
to you on that one. I don’t want to answer that off the cuff.

Mr. CARTER. Director Comey, I am not a lawyer. I'm not an in-
vestigator. I'm a pharmacist. But I'm a citizen. And citizens are
upset. I watched, with great interest, last—earlier this week when
you laid out your case. And I'm telling you, you laid it out, bam,
bam, bam. Here’s what she did wrong, wrong, wrong, wrong. And
then all of a sudden, you used the word “however.” And it was like
you could hear a gasp throughout the country of people saying, Oh,
here we go again. Do you regret presenting it in a way like that?

Mr. CoMEY. No. And I'm highly—I think I didn’t use the word
“however.” I try never to use that in speaking. But I did lay it out,
I thought, in the way that made sense and that I hoped was max-
imum transparency for people.

Mr. CARTER. I'm sorry, but that’s the point. It didn’t make sense.
The way you were laying it out it would have made sense and the
way that the questions have been asked here and we've made all
these points of where she was—obviously told lies under oath, that
it would have been, Okay, we finally got one here.

Mr. CoMEY. I think it made sense. I just hope folks go back
maybe with a cup of tea and open their minds and read my state-
ment again carefully. But again, if you disagree, that’s okay.
But——

Mr. CARTER. But when we—look, I've only been here 18 months.
And I want to tell you, this inside-the-beltway mentality, no won-
der people don’t trust us.

Mr. CoMEY. I have—I know who you’re talking about. I have no
kind of inside-the-beltway mentality.
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Mr. CARTER. But this is an example of what I'm talking about
here. It just as a nonlawyer, as a noninvestigator, it would appear
to me you have got a hell of a case.

Mr. COMEY. Yeah. And I'm telling you we don’t. And I hope peo-
ple take the time to understand why.

Mr. CARTER. Mr. Chairman, I yield back.

Chairman CHAFFETZ. Thank the gentleman. I will now recognize
the gentleman from Arizona, Mr. Gosar. Oh, let’s go ahead and go
to the gentleman from South Carolina, Mr. Mulvaney, first.

Mr. MULVANEY. Thank the gentleman. Director Comey, earlier
today you heard a long list of statements that Mrs. Clinton has
made previously, both to the public and to Congress that were not
factually accurate. I think you went down the whole long list.
When she met with you folks on Saturday last week, I take it she
didn’t say the same things at that interview?

Mr. COMEY. I'm not equipped sitting here without the 302 in
front of me to answer in that broad

Mr. MULVANEY. But it’s your testimony

Mr. CoMEY. I have no basis that—we do not have a basis for con-
cluding she lied to the FBL

Mr. MULVANEY. Gotcha. Did anybody ask her on Saturday why
she told you all one thing and told us another?

Mr. CoMEY. I don’t know as I sit here. I mean, I'll figure that
out

Mr. MULVANEY. Would that have been of interest to you in help-
ing to establish intent?

Mr. CoMEY. It could have been, sure.

Mr. MULVANEY. More importantly, I think, did anybody ask her
why she set up the email system as she did in the first place?

Mr. COMEY. Yes.

Mr. MULVANEY. And the answer was convenience?

Mr. COMEY. Yeah. It was already there. It was a system her hus-
band had. And so she just jumped onto it.

Mr. MULVANEY. Were you aware that just earlier this week, her
assistant actually said it was for an entirely different reason? It
was to keep emails from being accessible, and that it was for con-
cealment purposes? And Huma Abedin was asked in her deposition
why it was set up. And it was said to keep her personal emails
from being accessible. The question, to whom. To anybody. Were
you aware of that testimony?

Mr. COMEY. Generally, yes.

Mr. MULVANEY. Okay. So here’s sort of the summary I take from
what we’'ve done today, which is that over the course of the entire
system, what she did, she intentionally set up a system. According
to your testimony, your findings, she was careless regarding its
technical security. I think you’ve said that even a basic free ac-
count, a Gmail account had better security than she had. And she
did that, according to her own staffer’s sworn deposition for the
purpose of preventing access to those emails. As a result of this,
she exposed top secret information to potential hack by foreign ac-
tors. You’ve seen the emails, we have not. I think you’ve said ear-
lier that the emails could be of the sort that would put national se-
curity at risk, and 1 think we had testimony earlier that got you
acknowledge that it might even put our agents overseas at risk.
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Mr. CoMEY. Yeah. I don’t think I agree with that. But it’s still
important.

Mr. MULVANEY. Okay. All right. She kept all of that secret until
after she left the State Department. She lied about it, or at least
made untrue statements about it after it finally came to light. She,
thereafter, ordered the destruction of evidence, evidence that was
destroyed so thoroughly that you folks could not do an adequate re-
covery. Yet she receives no criminal penalty. So I guess this is my
question to you: Are we to assume, as we sit here today, that if the
next President of the United States does the exact same thing, on
the day he or she is sworn into office, sets up a private email serv-
ice for the purpose of concealing information from the public or
from anybody, that as a result of that, potentially exposes national
security level information to our enemies, lies about it, and then
destroys the evidence during an investigation, that there will be no
criminal charges if you're the FBI Director against that person?

Mr. CoMEY. That’s not a question the FBI Director should an-
swer. I mean——

Mr. MULVANEY. No, I'm asking if she does the exact same thing
as President as she’s done today, your result will be the exact same
as it was 48 hours ago. There will be no criminal findings, right?

Mr. CoMEY. If the facts were exactly the same?

Mr. MULVANEY. Right.

Mr. CoMEY. And the law was exactly the same?

Mr. MULVANEY. Right. '

Mr. CoMEY. Yeah. The result would be the same.

Mr. MULVANEY. And I guess under the theory that if the law is
to be equally applied to everybody, that if a White House staffer
does the exact same thing for the exact same purpose and exposes
the exact same risks, that there will be no criminal action against
that person. There could be, as you've mentioned, administrative
penalties. There are no administrative penalties, as I understand
it, by the way, against the President. Correct?

Mr. CoMEY. I don’t think so. But I'm not a

Mr. MULVANEY. I don’t think there are either. I don’t think you
can take away the President’s top security clearance. And I'm pret-
ty sure you can’t fire the President because we've tried. Not only
would a staffer not have any criminal charges brought against him,
but I suppose a summer intern could do the exact same thing
under the theory that we’re going to apply the law equally regard-
less of who the people are. My question to you is this: And it’s not
a legal question. I guess it’s a commonsense, ordinary question that
folks are asking me. From a national security standpoint, some-
body who used to lecture on that, does that bother you?

Mr. CoMEY. The mishandling of classified information bothers
me no matter what circumstance it occurs in. Because it has na-
tional security implications.

Mr. MULVANEY. Does it bother you that the precedent that you
are setting today may well lead to a circumstance where our top
secret information continues to be exposed to our potential en-
emies?

Mr. CoMEY. No, in this sense. The precedent that I'm setting
today is my absolute best effort to treat people fairly without re-
gard to who they are. If that continues to be the record of the FBI
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and the Justice Department, that’s what it should be. The rest of
the implications in your question are beyond that. They’'re impor-
tant, but they’re not for the FBI to answer. We should aspire to be
apolitical, facts and the law, treat Joe the same as Sally as Sec-
retary so-and-so. That’s my goal.

Mr. MULVANEY. If you had come to a different decision—by the
way, I tend to agree with everything you've just said. If you had
come to a different decision, do you think that would have a dif-
ferent precedential value that would keep our information more
safe?

Mr. CoMEY. If we decided to recommend criminal charges here?

Mr. MULVANEY. Yes, sir.

Mr. CoMEY. I don’t know. That’s a good question. I don’t know.
I could argue it both ways. I guess I'm a lawyer, I can argue every-
thing both ways. But I could argue that both ways.

Mr. MULVANEY. Thank you, Director Comey. Thank you, Mr.
Chairman.

Chairman CHAFFETZ. Thank the gentleman. Now recognize the
gentleman from Arizona, Mr. Gosar, for 5 minutes.

Mr. Gosar. Thank you, Mr. Chairman. Thank you, Mr. Comey,
for being here. My colleague alluded to Bryan Pagliano, the IT ad-
viser. And were you made aware of the deal of immunity with him?

Mr. COMEY. I am aware.

Mr. GosAR. Now that Attorney General Lynch has stated that
there will be no charges, there’s many that suspect that he failed
to answer questions in his congressional deposition, that he had
something to hide. Why did your investigators at the DOJ decide
it was necessary to offer Mr. Pagliano immunity?

Mr. COMEY. As I said in response to the earlier question, I need
to be more thoughtful about what I say about an immunity deal
in public. It may be totally fine. I just don’t want to screw up be-
cause we're doing this so quickly. In general, I can answer, because
I've done it many times as a prosecutor. You make a grant of im-
munity in order to get information that you don’t think you could
get otherwise.

Mr. GOSAR. But you know that there may be something there in
hindsight, right? You're looking ahead because of the pertinent in-
formation this person possesses.

Mr. CoMEY. Right. You believe they have relevant information to
the investigation.

Mr. Gosar. So did the investigators draft an interview report
known as a 302 with Mr. Pagliano?

Mr. COMEY. Yes.

Mr. GoSAR. Given the importance of this case, will you commit
to voluntarily disclosing the 302s for review of Bryan Pagliano and
other witnesses interviewed as part of your investigation?

Mr. COMEY. I'll commit te giving you everything I can possibly
give you under the law, and to doing it as quickly as possible. That
said, that means I got to go back and sort it out. For example, the
302 of Secretary Clinton is classified at the TS/SCI level. So we got
to sort through all that. But we’ll do it quickly.

Mr. GosAR. Yeah. I know you’ve done this, because you've done
this for Lois Lerner and other cases. So we would expect that.
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Now, Director Comey, Hillary Clinton testified before Congress
and told the American people multiple times that she never
emailed any classified information to anyone on her private email
servers. Your investigation revealed 110 of Clinton’s emails, and 52
email chains confined classified information. Clinton told the Amer-
ican people, and I quote, “The laws and regulations in effect when
I was Secretary of State allowed me to use my email for work. This
is undisputed,” end of quote. Your investigation revealed that that
also wasn’t true.

Clinton claimed she turned over all her work-related emails.
Your investigation revealed that this wasn’t also true. Clinton
claimed that there was no security breaches and her private serv-
ers had numerous safeguards. Your investigation revealed eight
email chains on Clinton’s private servers containing top secret in-
formation. And that is was possible, quote, “hostile actors gained
access to sensitive information.” Further, multiple people she
emailed with regularity were hacked by hostile actors and her pri-
vate servers were less secure than a Gmail account, making a secu-
rity breach all the more likely.

Director Comey, it's a Federal crime, as you know, to mishandle
classified information in a grossly negligent way. And you stated
Clinton and her colleagues were extremely careless. Clinton has
publicly stated she was well aware of the classification require-
ments, yet she broke the law anyway. Multiple people have been
prosecuted for less. And there is a growing trend of abuses in sen-
ior level employees. The only difference between her and others is
her total resistance to acknowledge her irresponsible behavior that
jeopardized our national security and the American people.

I think you should have recommended Clinton be prosecuted
under section 793 or section 1024 of Title 18. If not, who? If not
now, when? Your recommendation deprived the American people of
the opportunity for justice in this matter. There shouldn’t be double
standards for the Clintons, and they shouldn’t be above the law.
With that, I'm going to yield the rest of my time to the gentleman
from South Carolina, Mr. Gowdy.

Mr. GowpY. Thank you, Dr. Gosar. Director Comey, I want to go
back to the issue of intent for just a second. We can disagree on
whether or not it’s an element of the offense. Let’s assume, for the
sake of argument, that you're right and I'm wrong, and that it is
an element of the offense. Secretary Clinton said that she was,
quote, “Well aware of classification requirements.” Those are her
words, not mine and not yours. So if she were, quote, “well aware
of classification requirements,” how did that impact your analysis
" of her intent. Because I've heard you this morning describe her as
being less than sophisticated. She disagrees with that.

Mr. CoMEY. Well, I was talking about technical sophistication.
The question is—I would hope everybody who works in the govern-
ment is aware of classification requirements. The question then is
if you mishandle classified information, when you did that thing,
did you know you were doing something that was unlawful. That’s
the intent question.

Mr. Gowpy. Well, you and I are going to have to get together
some other time and discuss all the people we prosecuted who were
unaware that they were breaking the law. There are lots of really
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dumb defendants out there who don’t know that what they’re doing
is against the law. But let’s go with what you say.

Mr. CoMEY. I disagree. You may have prosecuted a lot of those
folks. I did not prosecute a lot of those folks

Mr. GowbDy. Well, I was a gutter prosecutor and you were a
white collar prosecutor. Trust me. There are lots of people who
don’t know you can’t kill other people. Let me ask you this: On the
issue of intent, you say it was convenience. Okay? You're a really
smart lawyer. If it were convenience, Director, she wouldn’t have
waited 2 years to return the documents. And she wouldn’t have de-
leted them 4 years after they were created. So you can’t really be-
lieve that her intent was convenience when she never turned them
over until Congress started asking for them. Could you?

Mr. CoMEY. You know, my focus, and I hope I made this
clear.My focus was on what was the thinking around the classified
information. I mean, it’s relevant why the system was set up and
the thinking there. But she didn’t—I don’t understand her to be
saying—well, I think I've said it already. But that’s my focus.

Mr. GowbpY. So I know I'm out of time, but it just strikes me you
are reading a specific intent element into a gross negligence stat-
ute. Not even general intent.

Chairman CHAFFETZ. The gentleman’s time——

Mr. GowDY. A specific intent——

Chairman CHAFFETZ. The gentleman’s time has expired.

Mr. COMEY. Sorry. :

Chairman CHAFFETZ. The Director can answer.

Mr. CoMEY. I enjoy talking with him. The question you got to ask
is so why is it that the Department of Justice, since 1917, has not
used that gross negligence statute but charging it once in an espio-
nage case. And whether their decision was smart or not, that is the
record of fairness. And so you have to decide, do I treat this person
against that record? And if I do, is that a fair thing to do, even if
you’re not worried about the constitutionality of it? And my judg-
ment is no reasonable prosecutor would do that. That would be ce-
lebrity hunting. That would be treating this person differently than
John Doe.

Chairman CHAFFETZ. Director, I want to follow up on that. Why
did you do what you did? You know, my interpretation of what the
FBI is supposed to be doing is come to a determination of the facts.
And then turn it over to a prosecutor. You were a prosecutor. But
you're not a prosecutor now.

Mr. CoMEY. Right.

Chairman CHAFFETZ. It is unprecedented that an FBI Director
gave the type of press conference that he did and took a position
that an unreasonable prosecutor would only take this case forward.
Why did you do that?

Mr. CoMEY. Yeah. It’'s a great question. The—everything 1 did
would have been done privately in the normal course. We have
great conversations between the FBI and prosecutors. We make
recommendations. We argue back and forth. What I decided to do
was offer transparency to the American people about the whys of
that what I was going to do because I thought that was very, very
important for their confidence in the system of justice. And within
that, their confidence in the FBI. And I was very concerned if I
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didn’t show that transparency, that in that lack of transparency
people could say, Gees. What’s going on here? Something—you
know, something seems squirrely here. And so I said I will do
something unprecedented because I think this is an unprecedented
situation.

Now, the next Director who is criminally investigating one of the
two candidates for President may find him or herself bound by my
precedent. Okay. So if that happens in the next 100 years theyll
have to deal with what I did. So I decided it was worth doing.

Chairman CHAFFETZ. Mr. Cummings.

Mr. CUMMINGS. Mr. Director, I have just one question. You know,
T've been sitting here listening to this. And I really—this is some-
thing that bothered me in the Lois Lerner case, and it bothers me
in this case. And I'm just wondering your opinion. Mrs. Lawrence
had talked about this, the chilling effect of your having to come
here and justify your decisions. And I know that you've been really
nice, and you just explained why you did what you did, and I'm
glad you’re doing it. But, you know, do you at all, and, I mean, tak-
ing off—I'm just talking about here you've got people making deci-
sions and then being pulled here in the Congress to then say, okay,
to be questioned about the decisions. At what point—or do you
even think about it becoming a chilling effect? Because most peo-
ple, you know, when their decision’s made, don’t get this kind of
opportunity, as you well know. There are no statements. You know,
they either get indicted or they’re not.

So I noted you see this as a special case. And I wonder whether
you agree with Mrs. Lawrence that we may be just going down a
slippery slope. That’s all I want to ask.

Mr. COMEY. And my honest answer is I don’t think so. As I—
when I talked to the chairman, I agreed to come because I think
the American people care deeply about this. There’s all kind of
folks watching this at home or being told, Well, lots of other cases
were prosecuted and she wasn’t. I want them to know that’s not
true.And so I want to have this conversation. And I actually wel-
come the opportunity. Look, it’s a pain. I've had to go to the bath-
room for about an hour, but it is really

Chairman CHAFFETZ. Don’t worry. We’re halfway done. So

Mr. COMEY. It is really important to do. Because this is an un-
precedented situation. Transparency is the absolute best thing for
me and for democracy.

And I realize, Mr. Chairman, my folks told me I screwed up one
fact that I should fix. I was misremembering. In the Petraeus case,
we didn’t find the notebooks in the attic, we found it in his desk.
So I wanted to make sure I was fair to him about that.

But I really don’t think so. I don’t think it has a chilling effect.
Again, if there’s another presidential candidate being investigated
by the FBI, maybe they’ll be bound by this. Lord willing, it’s not
going to happen again. Certainly I have 2,619 days left in this job.
I won’t happen on my term. But if does, I won’t be chilled.

Chairman CHAFFETZ. Thank the gentleman. If we need a human-
itarian break, just give me the cue, but

Mr. COMEY. No. I feel like we’re almost done, though.

Chairman CHAFFETZ. We're on the right trajectory, yes.
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But we would like to recognize the gentleman from Alabama, Mr.
Palmer, for 5 minutes.

Mr. PALMER. Thank you, Mr. Chairman. Director Comey, your
statement on Tuesday indicated that Secretary Clinton and her col-
leagues send and received emails marked classified on an unse-
cured private email server that may or may not have been hacked
by a foreign power. Are you aware that teenage hackers hacked the
personal email accounts of CIA Director John Brennan, the Direc-
tor of U.S. National Intelligence, James Clapper, and FBI Deputy
Director Mark Giuliano?

Mr. CoMEY. I am intensely aware. They didn’t hack in the way
we normally think of it, but that they, by trickery, got access to
their accounts.

Mr. PALMER. The point I want to make is that these were per-
sonal—commercially protected personal email accounts that con-
tained no classified information. Yet Mrs. Clinton used her per-
sonal email, not a commercial account, on a server in her basement
without even this basic protection, and transmitted classified infor-
mation through that account. If teenagers in England were able to
hack the personal email accounts of the Director of the CIA, the Di-
rector of U.S. National Intelligence, and the Deputy Director Of the
FBI, does it concern you that sophisticated hackers or hackers
working for foreign interests never attempted—I mean, does it
seem reasonable that they never attempted, or were never success-
ful in hacking Mrs. Clinton’s personal email accounts or one of her
devices?

Mr. COMEY. No. It concerns me a great deal. And that’s why we
spent so much time to see if we could figure out—see fingerprints
of that.

Mr. PALMER. Well, you said in your statement regarding your
recommendation not to prosecute, “To be clear, this is not to sug-
gest that in similar circumstances, a person who engaged in this
activity would face no consequences. To the contrary, these individ-
uals are often subject to security or administrative sanctions, but
that is not what we’re deciding here.” Do you stand by that?

Mr. COMEY. Yes.

Mr. PALMER. Okay. I thought you would. You also said you could
not prove intent. I don’t want to—I want to touch on a couple
things here. One, a reasonable person would not have compromised
classified information by keeping that information on inadequately
secure private devices. In other words, such a person would be
viewed as unreasonable and unsuitable for any position in our gov-
ernment that included any responsibility for handling and pro-
tecting classified information. Would you agree?

Mr. COMEY. I would agree it would be negligent. I can’t prejudge
a suitability determination, but it would definitely be stared at
very hard.

Mr. PALMER. Well, let me tell you why I bring this up. I sat here
next to Mr. Hurd, who served our country valiantly. Put his life on
the line. And I don’t know if you could sense the passion and inten-
sity of his questions, because he knows people whose lives are on
the line right now. And in regard to his questions, if someone, a
U.S. intelligence agent had their mission compromised, or worse,
had been killed or injured or captured because of the carelessness
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of someone responsible for protecting classified information, would
intent matter at that point?

Mr. CoMEY. In deciding whether to prosecute the person? Of
course. But—yeah. That’s the answer. Of course it would. It
would—the matter would be deadly serious. But the legal stand-
ards would be the same.

Mr. PALMER. Well, what we're dealing with in this hearing is not
the lack of due diligence in handling routine government data or
information, but the lack of due diligence by Secretary Clinton and
her carelessness in handling classified information that could have
compromised American national security, and as Mr. Hurd pointed
out, the missions and personal safety of our intelligence agents.
That troubles me greatly.

And I think the issue here—and I do respect you. I have spoken
in your defense many times, at this point, to my detriment. But I
do believe that your answers are honest and factual. But based on
your answers regarding Mrs. Clinton’s use of the email, and based
on what we know, it seems to me that she is stunningly incom-
petent in her understanding of the basic technology of email, and
stunningly incompetent in handling classified information. I mean,
you should never associate the Secretary of State and classified in-
formation with the word “careless.” It doesn’t matter. I mean, we
have to exercise the utmost due diligence. All of us in this com-
mittee do in handling this. You do in prosecuting cases. And I see
that in what you’re trying to do.

I just think we need to leave here with this understanding, that
there’s more to this story than we know. If a foreign hacker got
into this, I can assure you that they know what was in those
emails that were deleted. They read them all. They know what is
in the emails that we never received.

Mr. Chairman, I yield back.

Chairman CHAFFETZ. I thank the gentleman. We'll now go to the
gentleman from Wisconsin, Mr. Grothman, for 5 minutes.

Mr. GROTHMAN. Thank you. Thanks for coming on over to the
Rayburn Building. As I understand it, your testimony today, is that
you have not brought criminal charges against Hillary Clinton, in
part, because you feel you can’t prove guilt beyond a reasonable
doubt, and in part, because she didn’t understand the laws with re-
gard to emails and servers and that sort of thing.

Question for you. When she erased these emails—or no, I digress
for a second. You, however, did say that if somebody did this under
you there would be consequences. If somebody did exactly what
Mrs. Clinton did, but was one of your lieutenants or you think one
of the lieutenants under the CIA or some other agency that deals
with top secret documents, what would you do to those underlings?

Mr. CoMEY. I would make sure that they were adjudicated
through a security disciplinary proceeding to figure out what are
all the circumstances and then what punishment, discipline is ap-
propriate. That could range from being terminated, to being rep-
rimanded, and then a whole spectrum in between, suspension, loss
of clearance. It's a bunch of different options.

Mr. GROTHMAN. Okay. But tomorrow, say one of your top two or
three lieutenants you find out that they’ve had this separate server
out there and they're keeping secret documents, you know, flipping
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them around. Do you think they should be fired? Not criminally
charged, but fired?

Mr. CoMEY. Yeah. I don’t think it’s appropriate to say. I think
it should go—we have a very robust process. There ought to be a
very intense suitability review of that person. Maybe there’s some-
thing we're missing that would mitigate the punishment we would
impose. But it would have to do through our system.

Mr. GROTHMAN. Okay. Next question. Just for the listening audi-
ence here, at first when I hear about erasing emails, I think it’s
like, you know, on my own phone where I might erase an auto in-
surance solicitation. The erasures here, however, were not just
Mrs. Clinton pressing delete. Were they? There was a much greater
effort made to make sure that these emails would never be recov-
ered. Do you want to comment on what was done to erase the
emails?

Mr. CoMmEY. I think what you're referring to is after her law-
yers—her lawyers say, although I'm not able to verify this, there
were 60,000 or so left at the end of 2014. They went through them
in a way I described in my statement 2 days ago. And then they
produced the ones that were work-related, and then they erased
from their system the ones that were not work-related. That was
done using technical tools basically to remove them from the serv-
ers to wipe them way.

Mr. GROTHMAN. Okay. So in other words, the effort was not just
Mrs. Clinton or somebody went delete, delete, delete. They went
above and beyond that so that your top technical efforts could not—
technical experts could not get back at these emails, correct?

Mr. CoMEY. Right. Not fully. We were able to by going

Mr. GROTHMAN. You recovered a few.

Mr. COMEY. Yeah. We could go through the lawyers’ laptops and
see some traces, but not fully—not fully recover them.

Mr. GrRoTHMAN. Okay. Now, the information that I have, and you
can correct me if I'm wrong, implies that these erasures were done
in December of 2014 after the Benghazi scandal broke, after there
were questions about the Clinton Foundation. Did you ever come
across why she allowed these emails to sit out there, even for years
after she stopped being Secretary of State but all of a sudden as
these other scandals began to bubble up she felt, or her lawyers
felt, that she had to erase them?

Mr. CoMEY. Yeah. I think the way the process worked is she had
emails that were just on her system. She actually had deleted
some, I think, over time, as an ordinary user would. And then the
State Department contacted her and other former Secretaries and
said, We have a gap in our records. We need you to look and see
if you have emails and give them back. She then tasked her law-
yers to engage in this review process of that 60-some thousand and
make that cut. And then was asked by her lawyers at the end, Do
you want us to keep the personal emails? And she said, I have no
use for them anymore. It’s then that they issued the dlrectlon that
the technical people delete them.

Mr. GROTHMAN. Do you think Mrs. Clinton knew that the tech-
nical people were erasing these emails so that even your top tech-
nical experts could recover them?
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Mr. COMEY. Based on my sense now of her technical sophistica-
tion, I don’t think so.

Mr. GROTHMAN. You don’t think the lawyers told her that that’s
what they were doing, erasing all these emails that everybody on
this committee wanted to look at?

Mr. COMEY. Yeah. And I'm sure we've asked this and——

Mr. GROTHMAN. What type of lawyer wouldn’t tell their client
they were doing that? But——

Mr. CoMEY. I don’t think—I think our evidence—our investiga-
tion is they did not, that they asked her, Do you want to keep
them, and they said no, and they said, Wipe them away.

Mr. GROTHMAN. Okay. Now, as I understand it, the goal was just
to erase personal emails, but you've recovered emails that wouldn’t
be considered personal emails at all.

Mr. CoMEY. Correct.

Mr. GRoTHMAN. Okay. I know that you didn’t recover them, but
based upon the emails that you recovered, presumably her lawyers
or somebody was going well beyond personal emails, is it possible
we’ll never be able to recover emails that dealt with the Clinton
Foundation or dealt with the Benghazi scandal? Is it possible, be-
cause of what her lawyers did, that they were erasing things that
were incriminating, maybe involving items that you yourself were
not particularly investigating, but that these have now been de-
stroyed forever?

Mr. CoMEY. I guess it’s possible. As I said in my statement on
Tuesday, we did not find evidence to indicate that they did the era-
sure to conceal things of any sort. But it’s possible, as I said on
Tuesday, that there are work-related emails that were in the batch
that were deleted.

Mr. GROTHMAN. I'm sorry. When you go to this length to make
sure you can never recover the emails that are erased, wouldn’t you
think the intent is to make sure nobody ever looks at them again?
Why would—otherwise, would you just go——

Chairman CHAFFETZ. I thank the gentleman. We'll give the Di-
rector time if he wants to respond.

Mr. CoMEY. Sure. You know, I guess it’s a bit circular. You delete
because you want to delete, but that—what I mean is we didn’t
find any evidence of evil intent, an intent to obstruct justice there.

Mr. GROTHMAN. You wouldn’t have been able to

Chairman CHAFFETZ. I thank——

b Mr. GROTHMAN. —because you don’t know what was deleted,
ut

Chairman CHAFFETZ. I thank the gentleman.

We'll now recognize Mr. Russell of Oklahoma for 5 minutes.

Mr. RUSSELL. Thank you, Mr, Chairman.

Director Comey, thank you for your long service and your long
suffering. I think we're toward the end of the line here.

I want to state for the record with regard to national security,
I sleep a little easier at night knowing that you're at the helm of
the FBI. Thank you for your dedicated service and your integrity.

Mr. CoMEY. Thank you.

Mr. RUSSELL. You have stated in your statement and also mul-
tiple times here that there should be consequences for the mis-
handling of state secrets. If I held a top secret/SCI in the Bureau—
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and I did hold one when I was in the United States Army, in a ca-
reer of service, I've handled classified information here—but if I
held that in the FBI and you discovered that I mishandled state
secrets on a private server in my basement, would I be trusted by
the Bureau to further handle top secret/SCI information?

Mr. CoMEY. Maybe not. You would go immediately through a se-
curity process to review whether you should continue working for
us, and if you do, what clearances you should retain.

Mr. RUSSELL. If I violated the handling of state secrets in the
FBI, would you consider me the best suitable candidate for pro-
motion and higher responsibility?

Mr. CoMEY. It would be a serious concern, and we would stare
at it very hard in a suitability review.

Mr. RussgeLL. Although you have recommended to the Depart-
ment of Justice that no criminal charges be brought to bear, are
you recommending to the Department of Justice that there be no
consequences for the mishandling of state secrets?

Mr. CoMEY. No. My recommendation was solely with respect to
criminal charges.

Mr. RUSSELL. What would you recommend?

Mr. CoMEY. I don’t think it’s for me to recommend.

Mr. RUSSELL. But you do—you’ve been very open and even stated
why you felt that these were unique sets of circumstances that
called for greater transparency. You do make recommendations
routinely, as you’ve stated here today. We're talking top secret/SCI
information that’s been mishandled. You would take a dim view to
that if I were an agent. What consequence—this is what the Amer-
ican people feel exasperated about. There seems to be no con-
sequence.

So in a case like this, if it’s not going to be criminal charges rec-
ommended, what are the American people to do to hold their offi-
cials accountable if maybe they shouldn’t be trusted for further pro-
motion and higher responsibility?

Mr. CoMEY. And what I meant earlier is that's not a question
that the American people should put to the FBI Director. I can an-
swer about the things within my remit, but that—I understand the
question, but it’s not one for me to answer in my role.

Mr. RusseLL. Well, I hope it’s one that the American people an-
swer in the future, because we do have a choice about those that
would mishandle information. And while we’re all fallible human
beings and we all make mistakes, in a case like this, I mean, for
decades of my service in the Army infantry and handling top se-
cret/SCI information and then as a Member of Congress, I mean,
we know those responsibilities.

Is it your view and others that have interviewed Mrs. Clinton
that she would not have known what those responsibilities were?

Mr. CoMEY. No, I think, in a way, you would expect she under-
stood the importance of protecting classified information.

Mr. RusseLL. Well, I would agree with that. And there has been
a breach, and I think that the American people demand a con-
sequence, that they demand an accountability. And I think it's im-
portant, to uphold the form of our republican government, that we
have a consequence.

“And with that, thank you for your appearance here today.
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And I would like to yield the remainder of my time to Chairman
Chaffetz.

Chairman CHAFFETZ. Thank you. I think, if you yield back,
through mutual agreement, Mr. Cummings and I have agreed that
I do have about a dozen or so quick follow-up questions. You've
been most generous with your time, but I would like to get through
these last bit.

Mr. CoMEY. Okay.

Chairman CHAFFETZ. And, again, we’ll do so with equal time.

How did the Department of Justice—or how did the FBI view the
incident in which Hillary Clinton instructed Jake Sullivan to take
the markings off of a document that was to be sent to her?

Mr. CoMEY. Yeah. We looked at that pretty closely. There was
some problem with their secure fax machine. And there’s an email
in which she says, in substance, take the headers off of it and send
it as a nonpaper.

As we've dug into that more deeply, we've come to learn that, at
least there’s one view of it that is reasonable, that a nonpaper in
State Department parlance means a document that contains things
we could pass to another government. So essentially, take out any-
thing that’s classified and send it to me.

Now, it turned out that didn’t happen, because we actually found
that the classified fax was then sent, but that’s our best under-

standing of what that was about.

* Chairman CHAFFETZ. So this was a classified fax?

Mr. CoMEY. Correct.

Chairman CHAFFETZ. So Hillary Clinton sends to Jake Sullivan—
let me go back. Jake Sullivan says: They say they had issues send-
ing secure fax. They're working on it. Hillary Clinton sends to Jake
Sullivan: If they can’t, turn into nonpaper with no identifying head-
ing and send nonsecure.

Mr. CoMEY. Yeah.

Chairman CHAFFETZ. So you're telling me it’s a classified piece
of information, she’s taking off the header, and she’s instructing
them to send it in a nonsecure format.

Mr. CoMEY. Right.

Chairman CHAFFETZ. Is that not intent?

Mr. CoMEY. Well, that actually caught my attention when I first
saw it. And what she explained to us in her interview was, and
other witnesses did as well, is what she meant by that is make it
into a nonclassified document, that’s a what a nonpaper is in their
world, and send it to us, because I just—I don’t need the classified
stuff, I just need the

Chairman CHAFFETZ. Then why take off the heading? If it’s going
to be turned into a nonclassified document, why take off the head-
ing?

Mr. CoMEY. I assume because it would be nonclassified anymore,
so you wouldn’t have a classified header on it, I think is what she
said during her interview.

Chairman CHAFFETZ. So she wanted to be technically correct? Is
that what you’re saying? This is your

Mr. CoMEY. No. I think what she said during the interview is:
I was telling him, in essence, send me an unclassified document,
take the header off, turn it into a nonpaper. Which is a term I'd
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never heard before, but I'm told by people I credit that in diplo-
matic circles, that means something we could pass to another gov-
ernment.

Chairman CHAFFETZ. You are very generous in your accepting of
that.

Let me ask you, Director, did any uncleared individuals receive
any classified information over Hillary Clinton’s server?

Mr. CoMEY. Did any uncleared people receive classified informa-
tion? I don’t think any of the correspondents on the classified
emails were uncleared people. These were all people with clear-
ances working, doing State Department business on the unclass
system.

Chairman CHAFFETZ. Did Mr. Pagliano have the requisite secu-
rity clearance?

Mr. CoMEY. As I sit here today, I can’t remember. He was not
a participant on the classified email exchanges, though.

Chairman CHAFFETZ. He was running the server. He set up the
server.

Mr. CoMEY. That’s a different question. Well, I'm sorry. I mis-
understood your question, then.

Yeah. There’s no doubt that uncleared people had access to the
server, because even after Pagliano, there were others who main-
tained the server who were private sector folks.

Chairman CHAFFETZ. So there are hundreds of classified docu-
ments on these servers. How many people without a security clear-
ance had access to that server?

Mr. CoMEY. I don’t know the exact number as I sit here. It’s
probably more than 2, less than 10.

Chairman CHAFFETZ. And I appreciate your willingness to follow
up with this.

Did Secretary Clinton’s attorneys have the security clearances
needed?

Mr. CoMEY. They did not.

Chairman CHAFFETZ. Does that concern you?

Mr. CoMEY. Oh, yeah. Sure.

Chairman CHAFFETZ. Is there any consequence to an attorney ri-
fling through Secretary Clinton’s, Hillary Clinton’s emails without
a security clearance?

Mr. CoMEY. Well, not necessarily criminal consequences, but
there’s a great deal of concern about an uncleared person, not sub-
ject to the requirements we talked about in the read-in documents,
potentially having access. That’s why it’s very, very important for
us to recover everything we can back from attorneys.

Chairman CHAFFETZ. So what’s the consequence? I mean, here
Hillary Clinton gave direction to her attorneys without a security
clearance to go through documents that were classified.

Mr. CoMEY. I think that’s what happened in fact. Whether that
was the direction is a question I can’t answer sitting here.

Chairman CHAFFETZ. You're parsing that one a little bit for me.
y Mr. CoMEY. No, no. You were just asking me. I don’t—I don’t

now——

Chairman CHAFFETZ. What’s the consequence? They dont work
for the government. We can’t fire them.

Mr. CoMEY. Right.
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Chairman CHAFFETZ. So is there no criminal prosecution of those
attorneys? Should they lose their bar license? What's the con-
sequence to them?

Mr. CoMEY. Well, if they acted with criminal intent or acted with
some mal-intent.

Chairman CHAFFETZ. What you're telling us is it doesn’t matter
if you have a security clearance or not, because I may be innocent
enough, hey, I'm just an attorney, I like the Secretary, I'm trying
to help Hillary Clinton, I'm not trying to give it to the Chinese or
the Russians, I'm just trying to help her. So there’s no intent? It
doesn’t matter if these people have security clearances?

Mr. CoMEY. Of course it matters. That's why I said

Chairman CHAFFETZ. But there’s no consequence, Director.
There’s no consequence.

Mr. CoMEY. Well, I don’t know what consequence you'd have in
mind. Very

Chairman CHAFFETZ. Prosecute them.

Mr. COMEY. An attorney for receiving from his client information
that ends up being classified?

Chairman CHAFFETZ. 1 asked you at the very beginning, does
Hillary Clinton—is there a reasonable expectation that Hillary
Clinton would send and receive hourly, if not daily, classified infor-
mation? That’s reasonable to think that the Secretary of State
would get classified information at every moment. She is not the
head of Fish and Wildlife. '

So the idea that she would turn over her emails, her system, her
server to, what it sounds like, up to 10 people without security
clearances, and there’s no consequence. So why not do it again?

Mr. CoMEY. Well, that’s a question I don’t think you should put
to me. You're asking—I'm talking about my criminal investigation.

Chairman CHAFFETZ. But how can that—there’s no intent there?
Does she not understand that these people don’t have security
clearances?

Mr. COMEY. Surely she understands at least some of them don’t
have security clearances.

Chairman CHAFFETZ. So she understands they don’t have secu-
rity clearances and it’s reasonable to think she’s going to be getting
classified information. Is that not intent, to provide a noncleared
person access to classified information?

Mr. CoMEY. You’re mixing it up, though. I don’t think it’s reason-
able to assume—mixing me up, sorry, it’s not your fault—that
someone who is maintaining your server is reading your emails. In
fact, I don’t think that’s the case here.

There’s a separate thing, which is when she’s engaging counsel
to comply with the State Department’s requests, are her lawyers
then exposed to information that may be on there that’s classified.

Chairman CHAFFETZ. Did they see any classified information?
Did Hillary Clinton’s attorneys, without security clearances, see
classified information?

Mr. COMEY. As I sit here, I don’t know the answer to that.

Chairman CHAFFETZ. It has to be yes, Director. You came across
110, and they said they went through all of them.

Mr. CoMEY. Well, they didn’t read them all, they just looked at
headers.
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Chairman CHAFFETZ. So their excuse is, “We saw the emails, but
we didn’t read them™?

Mr. CoMEY. No, I think I said this in my statement on Tuesday,
they sorted the emails by using headers and search terms to try
and find work-related emails. We read them all.

Chairman CHAFFETZ. I know that you read them all. Do you
think it’s reasonable or unreasonable to think that her attorneys,
under her direction, did or did not read those emails? Because
there were—let me go back to this. Yes or no, were there or were
ther% not classified emails that her, that Hillary Clinton’s attorneys
read?

Mr. CoMEY. I don’t know whether they read them at the time.

Chairman CHAFFETZ. Did Hillary Clinton give noncleared people
access to classified information?

Mr. CoMEY. Yes. Yes.

Chairman CHAFFETZ. What do you think her intent was?

Mr. CoMEY. I think then it was to get good legal representation
and to make the production to the State Department. I think it
would be a very tall order in that circumstance, I don’t see the evi-
dence there to make a case that she was acting with criminal in-
tent in her engagement with her lawyers.

Chairman CHAFFETZ. And I guess I read criminal intent as the
idea that you allow somebody without a security clearance access
to classified information. Everybody knows that, Dlrector Every-
body knows that.

I've gone way past my time. Let me recognize Mr. Cummings for
an equal amount of time.

Mr. CUMMINGS. Director, thank you for your patience.

I want to clear up some things. I want to make sure I under-
stand exactly what you testified to on the issue of whether Sec-
;'_etgry Clinton sent or received emails that were marked as classi-
ied.

On Tuesday, you stated, and I quote: “Only a very small number
of the emails containing classified information bore markings’—
and I emphasize, bore markings—“indicating the presence of classi-
fied information,” end of quote. Republicans have pounced on this
statement as evidence that Secretary Clinton lied. But today we
learned some significant new facts, and I hope the press listens to
this.

First, you clarified that you were talking about only 3 emails out
of 30, 000 your office reviewed. Is that right?

Mr. COMEY. Three, yes.

Mr. CUMMINGS. Three out of 30,000. Is that right?

Mr. CoMEY. Yes. At least 30, 000.

Mr. CUMMINGS. At least 30, 000.

Second, you confirmed that these three emails were not properly
marked as classified at the time based on Federal guidelines and
manuals, they did not have a classification header, they did not list
the original classifier, the agency, office of origin, reason for classi-
fication, or date for declassification. Instead, these emails included
only a single, quote, “C,” parenthesis, end parenthesis, and then
end of quotation mark, for confidential on one paragraph lower
down in the text. Is that right?

Mr. CoMEY. Correct.
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Mr. CuMMINGS. Third, you testified that based on these facts, it
would have been a, quote, “reasonable inference” for Secretary
Clinton to, quote, “immediately,” end of quote, conclude that these
emails were not, in fact, classified. So that was also critical new in-
formation.

But there’s one more critical fact, that these emails were not in
fact—and that is this, Director, and to the press—these emails
were not, in fact, classified. The State Department explained to us
yesterday, they reported that these emails are not classified and
that including the little C on these emails was a result of a human
error. The bottom line is that those little C’s should not have been
on those documents because they were not in fact classified.

When Representative Watson Coleman asked you a few minutes
ago about this, you testified that you had not been informed. And
I understand that, I'm not beating up on you, I promise you. But
can you tell us why, Director Comey, because I want—you know,
because the Republicans are pouncing and saying that the Sec-
retary lied, and so I want to make sure that we’re clear on this.

Can you tell us why, Director Comey, did you consult—and we’re
just curious—did you consult with the State Department about
these 3 emails out of the more than 30,000, or did this just not
come up? What happened there?

Mr. CoMEY. Yeah. I'm not remembering for sure while I'm here.
I'm highly confident we consulted with them and got their view on
it. I don’t know about what happened yesterday, maybe that their
view has changed or they found things out that we didn’t know.
But I'm highly confident we consulted with them about it.

Mr. CUMMINGS. So this is totally different than what we under-
stood yesterday. Today we learned that these emails were not in
fact classified. They should not have been included—they should
have not included those stray markings, they were not properly
marked as classified, and the Director of the FBI believes it was
reasonable for Secretary Clinton to assume that these documents
were not classified.

Chairman, you raised a question about whether Secretary Clin-
ton’s attorneys had security clearances. It’'s my understanding that
they did. We can double-check that, but that is my understanding.
We’ll double-check that.

Going on, let me move to the next topic. You explained on Tues-
day that you were providing, quote, “an update on the FBI’s inves-
tigation of Secretary Clinton’s use of a personal email system dur-
ing her time as Secretary of State.” You explained that you re-
ceived a referral on this matter from the inspector general of the
intelligence community on July 6, 2016. Is that right.

Mr. COMEY. Yes.

Mr. CUMMINGS. Today, tens of thousands of Secretary Clinton’s
emails are publicly available on the State Department’s Web site.
And our staff have been reviewing the emails that were retro-
actively determined to include classified information.

Based on this review, it appears that these emails included more
than 1,000 individuals who sent or received the information that
is now redacted as classified. Let me make that clear. About 1,000
people sent or received the same information that was contained in
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Secretary Clinton’s emails and retroactively classified. Were you
aware of that?

Mr. CoMEY. No. The number doesn’t surprise me, though.

Mr. CUMMINGS. Why not? ,

Mr. CoMEY. Because this was—they were doing the business of
the State Department on this email system. So I don’t know how
many thousands of people work at the State Department, but it
doesn’t surprise me there would be lots of people on these chains.

Mr. CUMMINGS. And would you agree that we need—that some-
thing needs to be done with regard to this classification stuff, be-
cause things are classified, then theyre not classified, then they
are retroactively classified. I mean, does that go into your consider-
ation when looking at a case like this?

Mr. CoMEY. Yeah. I don’t pay much attention to the up-classified
stuff, because we're focused on intent. So if someone classifies it
later, it's impossible that you formed intent around that, because
it wasn’t classified at the time. I know that’s a process. I wasn’t
familiar with it before this investigation, but I don’t spend a lot of
time focused on it in the course of a criminal investigation.

Mr. CUMMINGS. I understand. We also reviewed who these people
are, and they include a host of very experienced career diplomats
with many years of experience. So let me ask you this. When you
received this referral from the inspector general about Secretary
Clinton’s emails, did you also receive any referrals for any of the
other 1,000 people who sent and received those emails? Did you?

Mr. CoMEY. No.

Mr. CUMMINGS. I understand——

Mr. CoMEY. Well, I should stop there. Within the scope of our in-
vestigation was a group of people closer to the Secretary. We looked
at their conduct. I forget what the number is, four or five of them.
But then the hundreds of others who may have been on the chains
were not the subjects of the investigation.

Mr. CUMMINGS. Okay. I think I have 30 more seconds.

I understand that Secretary Clinton is the only one running for
President, but it does not make sense that she was singled out for
a referral to the FBI. Do you agree with that?

Mr. COMEY. No, I don’t—1I don’t think I agree with that.

Mr. CUMMINGS. Okay. So you—so you—Ilet’s go back to Colin
Powell. Do you think you ought to look at his situation? Or
Condoleezza Rice?

Mr. CoMEY. Well, there’s been no referral on them. I know only
sort of at a superficial level their circumstances. This case strikes
me as very different from those and not an inappropriate referral
from the inspector general.

Mr. CUMMINGS. Very well.

Chairman CHAFFETZ. I thank the gentleman.

Who was Hillary Clinton emailing that was hacked?

Mr. CoMEY. Yeah. I don’t want to say in an open forum. We can
get you that information, but I don’t want to—again, I don’t want
to give any hostile adversaries insight into who—what we figured
out.

Chairman CHAFFETZ. Fair enough.

Mr. CoMEY. So I know the names.

Chairman CHAFFETZ. Understood.
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Mr. COMEY. Yeah.

Chairman CHAFFETZ. Was there any evidence of Hillary Clinton
Zttg)mpting to avoid compliance with the Freedom of Information

ct?

Mr. COMEY. That was not the subject of our criminal investiga-
tion, so I can’t answer that sitting here.

Chairman CHAFFETZ. It’s a violation of law, is it not”

Mr. COMEY. Yes. My understanding is there are civil statutes
that apply to that. I don’t know of-

Chairman CHAFFETZ. Let’s put the boundaries on this a little bit,
what you didn’t lock at. You didn’t look at whether or not there
was an intention or the reality of noncompliance with the Freedom
of Information Act?

Mr. CoMEY. Correct.

Chairman CHAFFETZ. You did not look at testimony that Hillary
Clinton gave in the United States Congress, both the House and
the Senate?

Mr. CoMEY. To see whether it was perjurious in some respect?

Chairman CHAFFETZ. Yes.

Mr. COMEY. No, we did not.

Chairman CHAFFETZ. Did you review and look at those tran-
scripts as to the intent of your recommendation?

Mr. COMEY. I'm sure my folks did. I did not.

Chairman CHAFFETZ. So—okay. And this is an important point,
because I think those of us in Congress, knowing that you got a
criminal referral from an inspector general, thought that you were
also looking at whether or not Hillary Clinton had provided false
testimony, which is a crime, to the Congress, but you didn’t look
at that.

Mr. CoMEY. Correct. As I said, Im confident my folks looked at
the substance of the statements trying to understand the cir-
cumstances around the entire situation.

Chairman CHAFFETZ. Can you confirm that? I just want to
make

Mr. CoMEY. Yeah, we’ll confirm that. And also, again, maybe I'm
missing this, but I don’t think we got a referral from congressional
committees, a perjury referral.

Chairman CHAFFETZ. No. It was the inspector general that initi-
ated this.

Mr. COMEY. Yeah.

Chairman CHAFFETZ. Did the—the fact that Hillary Clinton re-
fused to be interviewed by the inspector general, what did that say
to you about intent?

Mr. CoMEY. Not, at least for our criminal investigation, not par-
ticularly germane.

Chairman CHAFFETZ. Are you familiar—you're familiar—there’s
a Web site. I mean, lots of government agencies have Web sites.
The State Department has a Web site, state.gov, and they have a
YouTube site. Videos that are uploaded to a YouTube site, would
those be considered Federal records?

Mr. CoMEY. I don’t know.

Chairman CHAFFETZ. So theyre paid for by Federal dollars,
they’re maintained by Federal employees. Would that not be a Fed-
eral record?
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Mr. CoMEY. Yeah, I just don’t know. I'm sure there’s an expert
who could answer that in 2 seconds, but I'm not that expert.

Chairman CHAFFETZ. Okay. We've kept you here a long time. I
want to follow up on that.

Is the FBI still investigating Hillary Clinton’s aides?

Mr. CoMEY. No is the answer. The Department of Justice de-
clined on all of those who were subjects communicating with her
through that email system.

Chairman CHAFFETZ. What recommendations did you make
about her aides?

Mr. COMEY. Same. Same. We didn’t recommend that anybody be
prosecuted on those facts.

Chairman CHAFFETZ. And if you can help us understand who
precisely had been ruled out for prosecution, that would be
Mr. COMEY. Sure. .

v Pminot,going to’ answer that?

Chalrman CHAFFETZ. The server that was set up in her home
was originally set up by, you said, former President Bill Clinton.

Mr. CoMEY. Correct.

Chairman CHAFFETZ. Do you know who paid for that?

Mr. CoMEY. I don't, sitting here.

Chairman CHAFFETZ. Okay. I'll allow some equal time now for
my colleague and friend, Mr. Cummings.

Mr. CUMMINGS. I'm going to yield 2 minutes to—of my 3.43—to
Mr. Lynch.

Mr. LynNcH. Thank you, Mr. Director. We're talking about hack-
ing. And so on this committee we’re very much interested in cyber-
security and we review a lot of the major hacks that are going on.
So just recently, and I would say in the last 18 months, we've had
a major hack, February of 2016, at the Department of Homeland
Security and the FBI. We had a hacking group, the SITE Intel-
ligence Group, reported that a group called Crackers With Attitude
had hacked 9,000 employees’ data from the Department of Home-
land Security, including names, email addresses, locations, tele-
phone numbers; also 20,000 FBI workers.

We had another hack—direct evidence, obviously, of those—an-
other hack at OPM of 4.2 million current and former Federal Gov-
ernment employees. Their information had been stolen, including
Social Security numbers, which were not redacted.

We had IRS in May 2015, millions—no, I'm sorry, 200,000 at-
tempted and 100,000 were successful. We had—the State Depart-
ment announced a breach of its computer systems after an infiltra-
tion forced the agency to temporarily shut down its classification
system. We had the United States Postal Service, 800,000 postal
employees, 2.9 million customers.

The White House, The Washington Post reported back in—this
is back in 2014—that the White House computer was hacked. The
National Oceanic and Atmospheric Administration. I'm on another
committee for Financial Service. We had Verizon. UCLA Health
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Systems, thousands and thousands and thousands of employees.
Anthem HealthCare. Sony Pictures. Staples. Home Depot.
JPMorgan. It gets into the millions. Community Health Systems.
Target. TJX.

So all these we have direct evidence, millions and millions and
millions of people, their accounts being hacked. Any direct evidence
that Hillary Clinton's emails were hacked?

Mr. CoMEY. No.

Mr. LYNcH. Okay. I have no further questions. I yield back.

Mr. CUMMINGS. Mr. Director, we are about at the end. I'm going
to do a concluding statement and then I think the chairman will.

I want to, first of all, I want to go back to something that Mrs.
Watson Coleman said a little earlier. As an African American man
in this country, 66 years old, moving towards the twilight of my
life, we cannot allow Black men to continue to be slaughtered.

This morning I woke up to my wife literally crying watching the
tape of this guy, Alton Sterling, in Baton Rouge. And then she
looked at the one, Philando Castile, near Minneapolis. And I hope
you watched them. There’s something wrong with this picture.

And don’t get me wrong. I am all for, I've supported police, I am
a lawyer, and I know how important police are, and I know there’s
so many great folks.

But, Mr. Director, if you do nothing else in your 2,000-plus days
left, you have got to help us get ahold of this issue. It is so painful,
I can’t even begin to tell you.

And so I don’t want—I've been fortunate in my life. I've been
very fortunate that I have not been harmed by the police. But I've
been stopped 50 million times.

Now, with regard to this hearing, I want to thank you again. You
know, as I listened to you, you said something that I will never for-
get, and for some reason it gave me a chill. You said there are two
things that are most important to me, two things. You said: My
family and my reputation. My family and my reputation.

And I don’t know whether your family’s watching this, but I hope
that they are as proud of you as I am, because you are the epitome
of what a public servant is all about, sacrificing over and over and
over again, trying to do the right thing, sometimes coming under
ridicule, but yet still doing the right thing. And so I hope that they
are proud of you.

The second thing is that no matter what has happened in this
hearing, I hope that you know that your reputation is still intact.

And so I conclude by summarizing that I think some of our—of
some of our key findings today. First, the Director testified that his
entire team of 15 to 20 FBI investigators unanimously agreed on
the recommendation not to prosecute Secretary Clinton.

Second, Director Comey made crystal clear that Republican
claims and some of the talking heads’ claims of bias are completely
false. He testified that he would treat John Doe the same way he
would treat Hillary Clinton, that he was very forceful on that
point.

Third, on the claim that Secretar;!/ Clinton sent or received
emails that were marked as classified, that claim has now been sig-
nificantly undercut. Those documents were not classified and those
markings were not proper.
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Finally, Republicans have repeatedly cried foul about a double
standard when it comes to Secretary Clinton’s emails, but Director
Comey testified that the real double standard would have been to
prosecute her with this completely inadequate evidence.

Again, Director, I thank you, but I thank somebody else. I
thank—and having practiced law for many years and having dealt
with the FBI on many cases, I want to thank the people who work
with you. Because it’s not just—it’s not just—this is not just about
you. :

Mr. COMEY. No.

Mr. CuMMINGS. This is not just about Secretary Clinton. When
we are addressing you, there are a whole cadre of people who give
their blood, their sweat, and their tears to protect us as Americans.
And I just want to thank them, because sometimes I think they are
forgotten, unseen, unnoticed, unappreciated, and unapplauded. But
today I applaud them and I thank you.

Thank you very much, and I yield back.

Chairman CHAFFETZ. And I thank the gentleman.

And I concur with the idea that every FBI agent I have ever met
has just been above reproach, and they make us proud. And they
work hard, they put their lives on the line, they serve overseas,
they serve domestically. Can’t thank them enough for what they
do, and I hope that is part of the message that we carry back.

I cannot thank you personally enough, you on a personal level,
for your accessibility, your ability to get on the phone with me the
same day that you make your announcement, and then in rapid
fire when I said to you, “What day is best, we’re going to have to
do this, so which day is best for you?” and you said Thursday, and
here we are and doing it. I can’t thank you enough.

I wish all of the government employees would have that attitude
and approach, I really do, and I can’t thank you enough. I look for-
ward to working with you and your staff as we move forward in

getting this documentation, things that you can’t share publicly,

and others.

It is the intention of the committee to—I had told Mr. Cummings
here that we would come back after votes. Votes have been pushed
back now a bit. So what I'd like to do is to go into recess for 5 min-
utes and then we will start with our second panel.

The committee stands in recess till 5 minutes from now.

Thank you again, Director Comey.

[Recess.]

Chairman CHAFFETZ. The Oversight and Government Reform
Committee will reconvene and we will now recognize our second
panel of witnesses.

I'm pleased to welcome the Honorable Steve Linick, inspector
general of the United States Department of State.

Mr. Linick, it is our understanding that you are accompanied by
Ms. Jennifer Costello, assistant inspector general for the Office of
Evaluations and Special Projects, whose expertise may be needed
during questioning. So we will also ask that she be sworn in during
this time too.

We also welcome the Honorable Charles McCullough, III, inspec-
tor general of the intelligence community at the Office of the Direc-
tor of National Intelligence.
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OVERSIGHT OF THE
FEDERAL BUREAU OF INVESTIGATION

WEDNESDAY, SEPTEMBER 28, 2016

HOUSE OF REPRESENTATIVES
COMMITTEE ON THE JUDICIARY
Washington, DC.

The Committee met, pursuant to call, at 9:04 a.m., in Room
2154, Rayburn House Office Building, the Honorable Bob Goodlatte
(Chairman of the Committee) presiding.

Present: Representatives  Goodlatte, Sensenbrenner, Smith,
Chabot, Issa, King, Franks, Gohmert, Jordan Chaffetz, Marino,
Gowdy, Labrador Farenthold Collins, DeSant1s Walters, Ratcliffe,
Trott, Bishop, Conyers Nadler Lofgren Jackson Lee, Cohen John-
son, Chu Deutch, DelBene, Jeffrles Cicilline, and Peters.

Staff Present: (MaJorlty) Shelley Husband Chief of Staff & Gen-
eral Counsel; Branden Ritchie, Deputy Chief of Staff & Chief Coun-
sel; Zach Somers, Parliamentarian & General Counsel; Caroline
Lynch, Chief Counsel, Subcommittee on Crime, Terrorism, Home-
land Security, and Investigations; Ryan Breitenbach, Counsel, Sub-
committee on Crime, Terrorism, Homeland Security, and Investiga-
tions; (Minority) Perry Apelbaum, Staff Director & Chief Counsel;
Danielle Brown, Parliamentarian & Chief Legislative Counsel,
Aaron Hiller, Chief Oversight Counsel; Joe Graupensperger, Chief
Counsel, Subcommittee on Crime, Terrorism, Homeland Security,
l.':;nd Invest1gat1ons and Veronica Eligan, Professmnal Staff Mem-

er

Mr. GOODLATTE. Good morning. The Judiciary Committee will
come to order.

And, without objection, the Chair is authorized to declare a re-
cess of the Committee at any time.

We welcome everyone to this morning’s hearing on “Oversight of
the Federal Bureau of Investigation.”

Before I begin this hearing, I want to take a few minutes to rec-
ognize the chief counsel of the Subcommittee on Crime, Terrorism,
Homeland Security, and Investigations, Caroline Lynch After 15
years working on Capitol Hill, Caroline has decided to move back
to her home State of Arizona to be close to her family and to pur-
sue the next steps in her career. Needless to say, we are very sad
to see Caroline go.

During her time in Wash1ngton D.C., Caroline worked for Rep-
resentative John Shadegg, both in his personal office and as chief
counsel of the House Republican Policy Committee. In 2006, Caro-

D
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line came to work for the House Judiciary Committee, and in 2008,
she became chief counsel of the Judiciary Committee’s Crime Sub-
committee.

At the Committee, Caroline has had an enormous impact on the
reform of our criminal and national security laws. Few people in
Washington have done as much to promote the safety of our com-
munities. Caroline has overseen the drafting, negotiation, and pas-
sage of critical legislation regarding the Foreign Intelligence Sur-
veillance Act, the Electronic Communications Privacy Act, and the
most sweeping set of reforms to government surveillance practices
in nearly 40 years, the USA Freedom Act, among many other pri-
ority legislative initiatives.

Anyone who has met Caroline knows she is immensely intel-
ligent, hardworking, loyal, and a discerning chief counsel. And, of
course, those people she has negotiated with have found her to be
a skillful and formidable but fair advocate. Her team at the Sub-
committee know her to be a determined leader and a steadfast
friend. I have appreciated Caroline’s deep knowledge of criminal
laws, the strength of her convictions, and her courage to speak the
truth in a place where it is rarely convenient to do so.

We wish Caroline well in her new endeavors, and I thank her for
her years of dedicated service to this Committee, the U.S. House
of Representatives, and the American people.

[Applause.]

Mr. GOODLATTE. And I know the Ranking Member, Mr. Conyers,
would like to say a few words as well.

Mr. CoNYERS. Thank you very much, Chairman Goodlatte.

This is indeed a unique moment in our history, and on behalf of
the Democratic staff and Democratic Members of the Committee, I
want to recognize Caroline Lynch for her hard work and her dedi-
cation for the past 10 years.

As chief crime counsel for the Republicans during this time, she
worked collegially with her Democratic colleagues on a broad range
of criminal justice issues: The Crime Subcommittee is legislatively
the busiest Subcommittee, to me, in all of Congress, and every
crime-related bill that has been enacted during her time here has
had the benefit of her expertise.

There are many examples of this, but I will cite her role in help-
ing Members find common ground on section 215 of the PATRIOT
Act so that we could enact important reforms in the USA Freedom
Act. This important law will both safeguard our national security
and our civil liberties, and it set a precedent for how we can pro-
ceed on such issues in the future. Her work on this legislation was
essential to its ultimate success.

We will miss her insight on these issues as well as her friendship
and her friendliness as she leaves the Committee for other endeav-
ors in her home State of Arizona. '

We wish you all the best.

[Applause.]

Mr. GOODLATTE. I think you would agree with me in|saying that,
while her work is not quite done today and the rest of the week,
she has also been very critical to the bipartisan work that we have
been doing here the past few years, culminating in 11 bills so far
passing out of this Committee dealing with criminal justice reform.
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And we thank you for the contribution you have made for that.
And that work has been, indeed, very bipartisan, so we thank you
all.

We now welcome Director Comey to your fourth appearance be-
fore the House Judiciary Committee since your confirmation as the
seventh Director of the FBI. Needless to say, the past year since
our last oversight hearing has been challenging for the FBI on a
number of fronts that we hope to review with you today.

I want to begin by commending the men and women of the FBI
and the NYPD and the New Jersey Police Department for their
swift action in identifying and apprehending Ahmad Khan Rahami,
whose cold and cowardly acts of terrorism last week injured 29
American citizens.

This was the latest in a string of attacks stretching back to the
2013 Boston Marathon bombing and continuing through the terror
attacks in San Bernardino, Orlando, and Minneapolis. They all
share one common thread—namely, radical Islam.

This Administration, however, including the FBI, has coined this
cancer with the euphemism of “countering violent extremism.” If
the FBI and the rest of our national security apparatus continues
its myopia about focusing on ethereal issues of extremism, their
mission to protect the American people will always be one of fol-
lowing up on terrorism’s aftermath.

I look forward to hearing from you about how the FBI is working
to proactively combat radical Islamic terrorism and put an end to
this string of violence.

While terrorism is a malignancy which must be purged, other
events at home have called into question the confidence that Amer-
icans have historically held in a blind and impartial justice system.

Former Secretary of State Hillary Clinton and the FBI’s inves-
tigation into her seemingly criminal conduct is a case in point. It
seems clear that former Secretary of State Hillary Clinton com-
mitted multiple felonies involving the passing of classified informa-
tion through her private email server. The FBI, however, declined
to refer the case for prosecution on some very questionable bases.

This past Friday afternoon, the FBI released additional inves-
tigative documents from the Clinton investigation which dem-
onstrate, among other things, that more than 100 of the emails on
Secretary Clinton’s private server contained classified information
and that emails required to be preserved under Federal law were,
in fact, destroyed.

Even more alarming, we have recently learned that President
‘Obama used a pseudonym to communicate with Secretary Clinton
on her email server. Why is this relevant? As Secretary Clinton’s
top aide, Huma Abedin claimed, when informed by the FBI of the
existence of an email between her boss and the President, “How is
that not classified?”

Armed with knowledge of the President’s now-known-to-be-false
claim thFit he only learned of Clinton’s private email account “at
the same time everybody else learned it, through news reports,” did

the FBI review why the President was also sending classified infor-

mation over unsecure means. In effect, this President and the
former Secretary of State improperly transmitted communications
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through nonsecure channels, placing our Nation’s secrets in harm’s
way.

Secretary Clinton’s decision to play fast and loose with our na-
tional security concerned not simply her daughter’s wedding plan-
ning or yoga routines but, instead, quoting you, Director Comey,
“Seven email chains concerned matters that were classified at the
Top Secret/Special Access Program level when they were sent and
received.” Top Secret/Special Access Programs contain some of the
most sensitive secret information maintained by our government.
This is a truly remarkable fact. Were anyone of lesser notoriety
ic)han Hilllary Clinton guilty of doing this, that person would already

e in jail.

For Americans unsure what a special access program, or SAP, is,
it is the kind of information that a war-planner would use to defeat
an enemy or even clandestine intelligence operations. The Wall
Street Journal explained that an SAP usually refers to highly cov-
ert technology programs often involving weaponry. Knowledge of
these programs is usually restricted to small groups of people on
a need-to-know basis.

For those wondering whether this kind of information on an un-
secure server is a problem, you need read no further than the Huff-
ington Post, which reported Hillary Clinton’s private email server,
containing tens of thousands of messages from her tenure as Sec-
retary of State, was the subject of hacking attempts from China,
South Korea, and Germany after she stepped down in 2016.

To conclude, let me ask everyone to engage in a thought experi-
ment. One of this Nation’s signature accomplishments in the war
on terror was the raid on Abbottabad, Pakistan, on May 2, 2011,
that resulted in the killing of Osama bin Laden. That operation,
which was conducted by an elite team of U.S. Navy special opera-
tors, was, of course, highly classified.

Now, imagine, if you will, that classified information relating to
the raid was passed through a nonsecure email server and was
accessed by Nations or individuals hostile to the United States.
Rather than a highly successful covert operation, we might have
had a team of dead U.S. servicemen.

Hillary Clinton chose to send and receive Top Secret information
over a personal, unsecure computer server housed in her various
homes and once reportedly placed in a bathroom closet. These ac-
tions, without a doubt, opened these communications to hostile
interception by our enemies and those who wish America harm.

These facts, and not the imagined history I have asked you to
contemplate, were the basis of the investigation by the FBI. And
these are the facts that you, Director Comey, chose to hold unwor-
thy of a recommendation to prosecute, saying that no reasonable
prosecutor would bring such a case.

We, as Congress and the American people, are troubled how such
gross negligence is not punished and why there seems to be a dif-
ferent standard for the politically well-connected, particularly if
your name is Clinton.

Mr. Director, I look forward to your testimony today.

At this time, I am pleased to recognize the Ranking Member of
the Committee, the gentleman from Michigan, Mr. Conyers, for his
opening statement.
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Mr. CoNYERS. Thank you, Chairman Goodlatte.

Welcome again, Director Comey, for your appearance here today.

The FBI's mission is a complex undertaking: to protect the
United States from terrorism, to enforce our criminal laws, and to
lead the Nation’s law enforcement community.

That mission ought to mirror our own priorities in this Com-
mittee. In the past few days, for example, we have witnessed near-
fatal terrorist attacks in Minnesota, New York, and New Jersey.
These attacks underscore the growing fear that individuals can be
moved to violence at home by the propaganda of ISIS and other
terrorist groups abroad even though they have no direct connection
to those organizations.

To me, this threat is dire. We should be doing all we can within
our communities and within our constitutional framework to miti-
gate the danger. But will our majority here in the House use their
time today to discuss these attacks? I suspect that they will not be
in their focus in this campaign season.

In Charlotte, in Tulsa, in Dallas, right here in Washington, and
in other cities across this country, our citizens demand answers to
questions about race and policing and the use of lethal force by law
enforcement. Qur police are under siege, often underresourced, and,
in some cases, hard-pressed to build trust with the communities
they serve.

Director Comey, your continued work to foster lines of commu-
nication between police officers and the general public is commend-
able—and necessary if we are to keep our citizens safe from harm.

But will my colleagues discuss this pressing issue with the Direc-
tor of the FBI, whose leadership in the law enforcement community
is paramount? I hope so. I am also afraid the focus may be else-
where.

The FBI is the lead agency in the investigation of cyber-based
terrorism, computer intrusions, online sexual exploitation, and
major cyber fraud. We have known for some years about the per-
sistent cyber threat to our critical infrastructure. Now we hear re-
ports of a new cyber threat to the very basis of our democratic proc-
ess.

Twice this summer, Director Comey, I wrote to you with my fel-
low Ranking Members to ask you to look into reports that Russian
state actors are working to undermine our election process.

Without objection, Mr. Chairman, I ask that both these letters be
placed in the record.

Mr. GOODLATTE. Without objection, they will be made a part of
the record.

[The information referred to follows:]
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@ongress of the United States
Washington, BE 20515

July 25,2016

The Honorable James B. Comey The Honorable Ashton B.-Carter
Director ot' the Federal Bureau of Investigation Secretary of Defense’

FBI Headquariérs U.S. Department of Dcfensc

935 Pennsylvania Avenue NW 1300 Defense Pcmagcn
Washington, D.C. 20535 Washmglcn D.C. 20301

The. Hondrable-John F: Kerry The Honorable James R. Clapper
Sccretary of State Director of National Intelligence
us. Depaﬂmcnt of State Office of the Director of National
2201 C'Street NW Intelligence

Washingron, D.C. 20520 Washmg(on D.C. 20511

Dear Disector Comey, Secretaries Kerry and Carter, and General Clapper:

As seriior Members of national-sécurity commitiees in Congress, we are deeply troubled by
reports of a Russxa-supponed hacking of Democratic National Commitiee data, and we applaud
the FBP's quick action Jaunching an investigation. We requesi that the Administration brief
members of Congtcss on this Situation as soon as possible in unclassified or classified settings as
needed.

We see (wo separate issues at play here, both of which deserve the focus of investigators and
Congressional overseers.

First, the DNC hack was p!amly cyber-crime. More and more, America’s adversaries are
cmploymg cyber—theft and cyber-(erronsm as tactics to threaten-our security. Weneed to
understand fully the extent of the hack and work to determine who' was rcsponsxble We need to
assess whose personal information was compronused by the attack. and ensure those individuals
have what thiey need to prevent any further damage. We need to determine. what vulnerabilitiés
allowed this nttack to $ucceed, and prov:de information to the public.about how to guard against
future attacks of this nature. .

Second—and perhaps more important—the timing and content of the theft, targeting onc of our
two major political parties, makes clear that this cyber-attack amounts to moré than a pubhc
embarrassment or harmless mischief. lf reports of Russia’s involvement are confirmed, the only
reasonable conclusion is ‘that leadcrs in.Russia are stcalmg and disseminating information in an
effort to sway an clection in the United States.

»

PAGTED N HECYILED PAPER
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Gangress of the Wiited States
Washinglon, HE 20315

August 30,2016

The Hondrable James Comey
Director

Federal Bareau of Investigation
935 Pumsylvanm Aveaue NW
“Wushington, D.C. 20530

Dear Mr. Director:

Based on multiplc press reports, it appears that the Federal Bureau of Investigation (FBI)
is lnvesugahng whelher Russia executed tybeér attacks z\g,zunsl the Demoeratic National
Comimittee (D\‘L) and the Dcm()uam. Corgu.ssxonﬁl Cnmpm;,u Commitice: (DCCC) thal
-resulted in the illegal hacking of2 wide range of emails and other documents.

We are wiiting to request that the FB assess-whether conniections between Trump
campaign officials and Russian interests may have contributed 10 these attacks in order to
interfere. with the U.S. presidential ¢lection.

Serious questions lisve been raised abiout overt and ‘covert actions by Trump campaign
-ofticials on bch'ﬂf of Russian interests. lz is critical for the Ame: ican public to know whether
those dctions miay have du'ect!y caused or mdlrec(ly ofivated aitacks against Dernocratic
institutions and our fundamental election process.

On July 22, 2016, just days befurc the Democratic convention, epproxnma(cl 20, 000
pages of ilicgally h.nckcd dov.umuus were leaked by WikiLéaks i in ai apparem attempt o
influence the U.S. piesidential election fii favor of Dotald Trump According to one press
teport

The FBI suspedts that Russian govémment hackers breached the networks of the
Diémotratic Natiorial Committee and stole émails thaf were postéd to the anti‘sccrecy site

! See, c.g.. FBI Investigating Whether Russians Hacked Democratic Party's Emails to
Hélp Donald Trump, Los Ang,eics Times (July 25, 2016) (online at www_Jatimes. com/riation/ta-
na-pol-fbi- hack-dric- mmu—20i60773 -sRap- qlonylwm}) Seé also Growing o vidence Suggests
Recent Hacks the WmA of Rus.wa' -Backed Cyber Militias, Fox News (Aug. 20, 2016) (online at
www. fuxnews:conv/politi es/2016/08/20/growing-evidence- suggest-recent-hucks: work-russian-
backed-cyber-militiag.hunl}.

2 ikiLedks Refeases Thousands of Docwments About Clinton and Interial Deliberations,
Washington. Post (july 22; 20!0) (online ai www. waslnn;,\anpost com/ncws/pusi-
politics/wp/2016/07/22/on-cve-of-democratic- convention-wikileaks-reféases-thousands-of-
documents-about-clinton-the-campaign-and-internal -deliberations?).

FROHTED ON BECYCLLD PARER
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The Honorahle James Comey
Page 3- ’

Lless than two weeks later, o August §, 20!6 Roger Stonce, a.Donald Tmmp.conﬁdanlc
révealed that 1€ has mumcated with Wlkacaks Foundu Juhan Assangt. abouit the upi:ommg
release of additionat xtlcgdlly-hauked Democraiic docuraefits. M. Stone made these statements
dusing a chubhcan campaign-event while-answering o question about a potential “October
surprise.”

It is uncledr whicther. .S law chforcemenit authorities have intervicwed Mr. Stone abaiut
his communications. with M. Assange or 2baiit liis knowledge af how WikiLeaks obtained the
xllegal[ y-hacked documents.

In-addition, o July 7,20 16, bne of Donald Trump's fm-elgn policy advisers, Carter Page;

traveled fo. Mascow to give a specuh that was hdrshly critical 6f the United States and its
hypocrmwl focus on idcas such as. democratization, inequality, corruption: and’ regime
¢ My, Page had :outcd hls exlcnswc dcahngs wuh Russmn :,nex gy giant Gazprom,

i avhic hiad becn an k 1 i1 G U UA R Doiinld Trbdp
mmed Mr, Pvge as'his forengn policy adv:scr in March, M Pnbe explumed that “his busiriéss
has cuf'fcrcd directly from the U.S. cconomii¢ sanetions irposed after Russia’s escalating
involvement in the Ukraine.'* .

 Mr. Page appear$.fo enjoy higgh-level dccess to Russidn officinls that are currently undér
.sanctions imposed hy the-Udited Siates & govemment. Accordmg, 10 oile press report:

Aﬁel the Obama ndmuus(muon a(lded Rmne.ﬂ Chmrman lgor S(.chm fo its sanctions- |ISI

firins, Page prmscd thc formcr deputy pnmc mmxstcr consndemd‘onc'of Putin’s ¢lo
allies.aver the pasi: 25 years “Sechin has dorie morg to advance® us. -Russian relations,
then any individual in.or out of government from cither side of the Atlantic over-the past
decade,” Page wiote.

" Trimp 4//;’ Clmm.\‘ He * Comnuuucared With* WikiLeaks Founder, Washington
ain : i www washmglone\ammer com/mxmp ally-claxm:—he-
wmnummlr.d-w'(h- ukdeﬂ(s4ounde1/urtxcld259893 1.

2 wump s:-Russia Adviser:Criticizes U.S; foi’ V' Hypocritical Focus on Democratization;”
Wq:hmglon Post (J uly 7,:2016) {online at www.washingtonpost. com/wur!d/curopellmmps-
_russia- ndvnsnr ~griticizes- us—fm-hwocrmc'ﬂ -focts-on- dcmocramahon/ilo!6/07/07/80%3(}60-
4380-11¢6-376d-3550db&026a¢_story. htinl).

" Biography of Carter Page, €I°A, Global Energy Capital LLC {accessed Aug. 22,2016)
(online at www, ;,lobclcncrg,vcap .com/managementf).

% Trump's New Russia. .»idwser Has Deep Ties-io Kremlin's Gazprom; Bloombcrg (Mm
30 201 6) (ontine at www, bloombcrg com/pohhcs/ﬂrhclm/20!6 03- -30/trump-russia-adviser:
cancr pugc mtcwsev.)

’T'rtlmp Adviser's Public Conitents, Ties to Moséow Stir Unéasc in Both Pariigs,
Washmg(on Post (Aug 5, 2016) (online at wwi. washmgwnpos: com/busmcss/e«.onumy/lmmp
advisers- pubhc-commcms “ties-to-moscow-stir-unecase-in-both-parties/2016/08/05/2¢8722 fa-
5815:1 1e6:9aee- 8075_993ﬂd7_§§12_st0ry html).
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Ukrainian leader (o release.dn imprisoned political fival. v ‘Although M. Manafort has resigned
(rom bis positian, it appears (hn( Mr. Gates| continuigs o be & top adviser to M. Trump.

It is unclear whether U.S. law cnﬁ)rccmcm authorilies bave interviewed Mr. Manafort.or
Mr. Page about their failure 1o disclose this information, but several prominent. Members of Mr,
l‘mmp s party have cxpresscd mave concerns.

“For exaniple, Republican Adam Kuvmgcf of Hiiniois calied for an mvesugahon frto
Domﬂd Trump' s-tohigf udvxse., what his associgtion with the Russizns are,” More bmadly, Rep.
! FCrith in ihe n.ampargn for-Russid and Vi dimir Putin;” aid he
questioncd hotv ani why a referev e'to Russmn offenswe wedpons Wag mysieriolsly refngved
froin the chubhcun Party’s platform, noting that "it Jubi lmppm s

Sxmxlarly, Elmi Cohen who served as a-counsclor at the State Department under the
George ‘W. Bush Adnums:rauon wamcd “EG| engn govcmmmts ‘somitises exXpressp
. abdut who shoutd be elected; that’s !rcady probleiidtic, But 1o do something i the natdré of
dirty tricks would Be-a very, véry Serious probléin,”

- umlly, House Speaker Paul Ryan’s spokesinan stated; “Russiaisa global menace led
by a devious thug: Putin should stay out of:this election.”®

. Wedonot kncw if Donald Tmmp s public statémenis.or the conncetions oflns canpaign
ofﬁcxals to Russian ifiterests dxrectly orin rccny led 10 the cyber diiacks against Demgcratic
‘panv orgamzdnon bux th €. IS wx} espiead agreunem ‘that the United. S!dtcs should ake uli
F xmcrfenng in ouit clsctoral Process s and” prosectiic to rl\u full
extent of'the Jaw anyone involved in suchi a scheme.

2,

2 Gor Congz essmean Warns Tramp: Russia Noi an Alz'y, CNN (Aug 6,:2016) {onling at
www.on: »om/v:dcos/(v/20|6/08/l 3gop- congressman rep-dd'im kmzmg,el reacts-to-trumps-

investigation-into- xnénafon-mssmn nes 277090) Seé alsa Dosaid Trumup Campatgn Chairman
Payl mefbrt Res:gns, 'CNN(Aug. 20, 2016)(online at.
in/2016/08/ !S}/po 'cs/domlld Strump- unm,ww chamnan paul manafon-

hc. got from'a pro-] Russmn mgamébtxon if the ka aine. ")

Bfrunip Invites Russia to Meddle | in the U.S. Présidéntial Race with Cliston's Eniadls,
Wushmgmn Post (July 27, 0!6) (onlmc at www, washmgmupost com/po!mcslm.mp-mvt'c&
russiavto-nicddle-in:the- u&prcs‘demml racc-w:th-chmons emails/2016/07/27/a85d799¢-5414-
1166-57de-dfe509430¢39_story. Mmitid=a_ inl).

¥ Speakey Pavil Rydri:Calls-oit “Global Mengee ™ Russia 1o "Stay- Oue of This Election; ™
The Call Came Affer Donald Trump Encom uged Ruman Hackers to' anget Hillary Clmton
‘CNN (Ju’) 27;2016Y (onhm. at Wtp//time. com/4426783/pdul rynn- mpubhcan&donald -trinmip
vussia/),

pref Crendes:
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Mr. CoNYERS. Thank you.

It is now the clear consensus of the intelligence community that
the Russian Government was behind the hack of the Democratic
National Committee and not, as some suggested, somebody sitting
on their bed that weighs 400 pounds.

On Friday, we learned from one report that the United States in-
telligence officials are seeking to determine whether an American
businessman identified by Donald Trump as one of his foreign pol-
icy advisers has opened up private communications with senior
Russian officials, including talks about the possible lifting of eco-
nomic sanctions if the Republican nominee becomes President.

The report cites to an unnamed “senior U.S. law enforcement of-
ficial,” which I presume means someone in your orbit, Mr. Director.

Without objection, I ask that this article, Mr. Chairman, be
placed into the record as well.

Mr. GOODLATTE. Without objection, it will be made a part of the
record.

[The information referred to follows:]
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tolt in'the campa)gn rernaing uncleaf; Trump spokeswoniaii Hope Hicks last, month called hun
an“informal féreion adviser” who “does not speak. for Mr. Trump of'the campalgri by Asked
this'week by Yahoo Neivs, Trump campmgn spokesman Jason Vhl!cr said Page “has no role
and added: “We are not aware of ‘any of His activitics, past or present.” Mxncr did nét respond
when asked ‘why Trump: had prcvrouslv described Page as on¢ ol his advisers.

The questions about Pagé come amid’ motting concenis within the-U.S. intelligence
comniunity about Russian cybcrallacks on.the Democratic National Compittec.and §tate
es.in Anzona and llinois, in arare publrc mlk this week, fonncr
.undcrsccrelary of defcnsc for mtclhgence Mike Vrckcrs saxd that lhr, Russxan cyberatiacks
‘consfituted mcddlmg in'the U S..clection and were “bcyond the pale.” Al30, this ‘Week; two
'mor D MOCrats — Scn Dianne chstem rankmg mmorny member on lhe Senate:
_lntelhgcnc Commmcc and Rep A ity member on the House
Intelligence: Commmu -~ released.a joml stateiment that wint furthér thén what U.S. officials
had pisblicly. said #bout the matier:

“Bascd on briefings we hive reccived, we havc concluded that the Russtan infelligence
_agcn re makinga serious and conctrted cffort to lnﬂuence the U.S. eleclmn,” they said.
“AT the' least, this effort is ‘intendéd to sow doubt : bout lhe security of our electmn and may
\ull be- munded to.inflience thé outcoines ofthc emon » They added that orders ‘for the
Russmn intelligence ngenc s to conduct such achons could conte onfy from very senior’
lévels of the: Russmu governnicat.”

Page came; to the atteniion. of omclals at the U, S. hmbassy in Moscow several years. ago when
He showed up in (hc Rh ian capnal durmg scvcral business mps -and made provocanv public
comments: critical ofU S. policy and. sympatheuc [ Pulm' “He Was preuy riuch a brazen’
_apologxsl for anythmg ‘vioscow dld . -sdid one U.S. -official who served in Russia at ‘the tifne.

He hasn’t: ‘Been shy about expréssing those views in the U:S-as well: Last March, shorty after
heivag named by Trump as one. of his advisers, Page told ‘Bloomberg Néws he. had been‘an
adviser’ to, and inveéstor in, Gazpron, the’ Rus. state- owned gas companv He xhen blamed
Obama edministrition sanctions — |mposcd asa usponsc to the Russian Anne of Critea
— for drwmg down the com pany ‘s stock. “So many people wha | know and have wqur.d with
,havc been' $o advcrscly al‘fcclcd by ! ‘the sancuons pohcy," ‘Page said.tn the’ interview, “There’s.a
Tot 6f excitement in terms of the possnbnhucs for crealing a better situation.”

Pdge showed up again in Moscaw-in carly July, Just two wceks bel'orc the Republican National
;‘Convcnnon formally’ nommatcd Trump for prcsxdent -and-once again crmcued U.S, policy.
Speakmg at a commencement address for.the New Economlc School, an institution funded in
part by inajor Russian ohgarchs lose 16 Puiin, Page asseried that! “Washmgton and olher West
capitals’ had lmp(.déd progress‘in’ ‘Ruiésia "throu;,h their gftcn hypocnucal ‘focus on ndcas such
-as"democratization, mbquahly, corruplmn and regiinc.change.”

At the time; Page declined to say whether he was meeting With Russian officials during, h|s
teip, according to a. Reuters report.
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Mr. CoNYERS. Thank you.

Let me be clear. If true, this allegation represents a danger to
our national security and a clear violation of Federal law, which ex-
pressly prohibits this type of back-channel negotiation.

And I am not alone in describing the nature of this threat.
Speaker Ryan himself has said that “Russia is a global menace led
by a devious thug. Putin should stay out of this election,” end
quotation.

But will our majority join us and press you on this problem
today, Director Comey? Instead, I believe that the focus of this
hearing will be more of the same: an attack on you and your team
at the Department of Justice for declining to recommend criminal
charges against Secretary Hillary Clinton.

In recent weeks, this line of attack has been remarkable only for
its lack of substance. Your critics dwell in character assassination
and procedural minutia, like the proper scope of immunity agree-
ments and your decision to protect the identities of individuals
wholly unrelated to the investigation. They want to investigate the
investigation, Director Comey, and I consider that an unfortunate
waste of this Committee’s time.

With so many actual problems confronting this Nation and so
many of those challenges within your jurisdiction and ours, you
would think my colleagues would set their priorities differently. I
hope that they do and they listen to our conversation today.

I thank the Chairman, and I yield back.

Mr. GOODLATTE. Thank you, Mr. Conyers.

And, without objection, all other Members’ opening statements
will be made a part of the record.

We welcome our distinguished witness. And if you would please
rise, I will begin by swearing you in.

Do you solemnly swear that the testimony that you are about to
give will be the truth, the whole truth, and nothing but the truth,
so help you God?

Thank you.

Let the record reflect that the witness answered in the affirma-
tive.

FBI Director James Comey is a graduate of the College of Wil-
liam and Mary and the University of Chicago Law School. Fol-
lowing law school, Director Comey served as an assistant United
States attorney for both the Southern District of New York and the
Eastern District of Virginia. He returned to New York to become
the U.S. attorney for the Southern District of New York. And, in
2003, he served as the Deputy Attorney General at the Department
of Justice.

Director Comey, we look forward to your testimony. Your written
statement will be entered into the record in its entirety, and we
ask that you summarize your testimony in 5 minutes. You may
begin. Welcome.

TESTIMONY OF TI:IE HONORABLE JAMES B. COMEY,
DIRECTOR, FEDERAL BUREAU OF INVESTIGATION

Mr. CoMEY. Thank you, Mr. Chairman, Mr. Conyers, the Mem-
bers of the Judiciary Committee. It is good to be back before you,
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as the Chairman said, for the fourth time. I have six more to go,
and I look forward to our conversations each time.

I know that this morning there will be questions about the email
investigation, and I am happy to answer those to the absolute best
of my ability. In July, when we closed this case, I promised un-
usual transparency, and I think we have delivered on that promise
in, frankly, an unprecedented way. And I will do my absolute best
to continue to be transparent in every way possible.

But what I thought I would do, because I know we will talk
about that quite a bit, I want to just focus on some of the other
things the FBI has been doing just in the last couple of weeks. And
my objective is to make clear to you and to the American people
the quality of the people who have chosen to do this with their
lives, to do something that is not about money, it is not about the
living, it is about the life that they make.

And 1 just picked four different examples of things we have been
working on that illustrate the quality of the folks, the scope of the
work, which is extraordinary, and the importance of partnerships,
because it is true that the FBI does nothing alone.

So just to tick off four from four different parts of our organiza-
tion, obviously, as the Chair and Mr. Conyers both mentioned, in
the last couple weeks, our folks in the New York area have been
working in an extraordinary way with their partners at Federal,
State, and local organizations of all kinds to bring to justice very
quickly the bomber in the New Jersey and New York attacks.

That work was done in a way, frankly, that would have been
hard to imagine 15 years ago in a time of turf battles and worries
about my jurisdiction, your jurisdiction. They showed you how it
should be done, how it must be done. And I think we should all
be very proud of them.

Second, within the last week, a hacker from Kosovo, who worked
for the so-called Islamic State in hacking in and taking the identi-
fies and personal information of American military employees and
then giving it to the Islamic State so they could target these peo-
ple, was sentenced to 20 years in jail for that hacking. His name
is Ardit Ferizi.

Our great folks, together with lots of partners around the world,
found this Kosovar in Malaysia, and our Malaysian partners ar-
rested him, brought him back to Virginia, where he was just sen-
tenced to 20 years for his hacking on behalf of the Islamic State.
Terrific work by our cyber investigators.

And, obviously, as you know, we are doing an awful lot of work
through our counterintelligence investigators to understand just
what mischief is Russia up to in connection with our election. That
is work that goes on all day every day, about which I am limited
in terms of answering questions. But I wanted you to know that
is a part of our work we don’t talk about an awful lot but it is at
the core of the FBL

And the last one I want to mention is, 2 weeks ago, a 6-year-old
girl was kidnapped off her front lawn jin eastern North Carolina in
a stranger kidnapping. And all of lawl enforcement in North Caro-
lina surged on that case. We rolled our Child Abduction Rapid De-
ployment Team, which is a capability we have built around the
country to help in just these kinds of situations. These are agents
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and analysts who are expert at doing what has to be done in that
golden 24 hours you have to try and save a child.

And so we rolled those resources, we worked with our partners
at State and local levels in North Carolina, and overnight we found
that little girl. We found that little girl chained by her neck to a
tree in the woods, alive, thank God, and she was rescued.

The picture that they showed me that morning of that little girl
with wide eyes and her long hair around her shoulders but still a
thick chain around her neck connecting her to that tree is one I
will never be able to get out of my own head, because it is both
terrible and wonderful. It is terrible because of what happened to
this little girl; it is wonderful because, together, we found her and
saved her.

So I called the sheriff in North Carolina, I called our key team
members who worked on that to thank them. And they told me
that they were relieved and exhausted and that they are all hard-
ened investigators but they stood that early morning in the com-
mand center and cried together because it almost never ends this
way.

So I said to the sheriff and to our people, I wish we didn’t live
in a world where little girls were kidnapped off of their front
lawns, where we had to do this kind of work, but, unfortunately,
we live in that world. And because we do, I am so glad that those
people and the rest of the people that work for the FBI are in that
world, because we are safer, we are better because they have cho-
sen to do this with their lives.

The best part of my job is the people I get to watch, to see their
work, to admire their work, to support their work in any way that
I can. They are doing extraordinary work for the American people
across an incredible array of responsibilities. I know you know
that, and we are very grateful for the support you give to the men
and women of the FBI. And I look forward to our conversation
about their work, Mr. Chairman.

Thank you.

[The prepared statement of Mr. Comey follows:]
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Good morning Chairman Geodlatte, Ranking Member Conyers, and members of the committec.
Thank you for this opportunity to discuss the FBI's programs and priorities for the coming year.
On behalf of the men and women of the FBI, let me begin by thanking you for your ongoing
support of the Bureau. We pledge to be the best possible stewards of the authorities and the
funding you have provided for us, and to use them to maximum effect to carry out our mission.

Today’s FBI is a threat-focused, intelligence-driven organization. Each FBI employee
understands that to defeat the key threats facing our nation, we must constantly strive to be more
efficient and more effective. Just as our adversaries continue to evolve, so, too, must the FBI. We
live in a time of acute and persistent terrorist and criminal threats to our national security, our
ecanomy. and our communities. These diverse threats underscore the complexity and breadth of
the FBI's mission.

We remain focused on defending the United States against terrorisin, foreign intelligence, and
cyber threats; upholding and enforcing the criminal laws of the United States; protecting privacy,
civil rights and civil liberties; and providing leadership and criminal justice services to federal,
state, tribal, municipal, and international agencies and partners. Our continued ability to carry out
this demanding mission reflects the support and oversight provided by this committee.

National Security
Counterterrorism

Preventing terrorist attacks remains the FBI's top priority. Threats of terrorism against the United
States remains persistent and acute. The dangers posed by foreign fighters, including those
recruited trom the U.S,, traveling to join the Islamic State of Iraq and the Levant (ISIL) and from
homegrown violent extremists are extremely dynamic. The tragic events we witnessed last week
in New York and New Jersey and last June in Orlando are a somber reminder that the challenges
we face are not just foreign in nature — they also come from within our own borders. Qur work is
very difficult; we arc tooking for needlcs in a nationwide haystack, but we are also called upon to
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figure out which pieces of hay might someday become needles. That is hard work and the
particular challenge of identifying homegrown violent extremists.

Threats of terrorism remain our highest priority and create the most serious challenges for the
[BI, the U.S. Intelligence Community, and our foreign, state, and local allies. ISIL is relentless
and ruthless in its pursuits to terrorize individuals in Syria and Iraq, including Westerners. We
continue to identify individuals who seek to join the ranks of foreign fighters traveling in support
of 1SIL, and also homegrown violent extremists who may aspire to attack the United States from
within. In addition, we are confronting an explosion of terrorist propaganda and training
materials available via the Internet and social media. As a result of online recruitment and
indoctrination, foreign terrorist organizations are no longer dependent on finding ways to get
terronst operatives into the U.S. to recruit and carry out acts. Terrorists in ungoverned spaces—
both physical and cyber—readily disseminate poisoned propaganda and training materials to
attract easily influenced individuals around the world to their cause. They encourage these
individuals to travel, but if they cannot travel, they motivate them to act at home. This is a
significant change and transformation from the terrorist threat our nation faced a decade ago.

ISIL’s widespread reach through the Intemmet and social media is alarming as the group has
proven dangerously competent at employing such tools for its nefarious strategy. ISIL uses high-
quality, traditional media platforms, as well as widespread social media campaigns to propagate
its extremist ideology. Recently released propaganda has included various English language
publications circulated via social media.

Social media also helps groups such as 1SIL to spot and assess potential recruits. With the
widespread horizontal distribution of social media, terrorists can identify vulnerable persons of
all ages in the United States—spot, assess, recruit, and radicalize—either to travel or to conduct a
homeland attack. The foreign terrorist now has direct access into the United States like never
before.

Unlike other groups, ISIL has constructed a narrative that touches on all facets of life from career
opportunities to family life to a sense of community. The message isn't tailored solely to those
who are overtly expressing symptoms of radicalization. Tt is seen by many who click through the
Lntemet every day, receive social media push notifications, and participate in social networks.
Ultimately, many of these individuals are seeking a sense of belonging. Echoing other terrorist
groups, ISIL has advocated for lone offender attacks in Western countries. Recent 1SIL videos
and propaganda specifically advocate for attacks against soldiers, law enforcement, and
intelligence community personnel. Several incidents have occurred in the United States, Canada,
and Europe that indicate this “call to arms™ has resonated among ISIL supporters and
sympathizers.

Investigating and prosecuting 1SIL offenders is a core responsibility and priority of the
Department of Justice and the FBI. The Department has worked hard to stay ahead of changing
national security threats and changing technology. The benefits of our increasingly digital lives,
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however, have been accompanied by new dangers, and we have been forced to consider how
criminals and terrorists might use advances in technology to their advantage.

For instance, some of these conversations among ISIL supporters and sympathizers occur in
publicly accessed social networking sites, but others take place via private messaging platforms.
These encrypted direct messaging platforms are tremendously problematic when used by
terrorist plotters. Similarly, we are sceing more and more cases where we belicve significant
evidence resides on a phone, a tablet, or a laptop evidence that may be the difference between an
offender being convicted or acquitted. The more we as a society rely on electronic devices to
communicate and store information, the more likely it is that information that was once found in
filing cabinets, letters, and photo albums will now be stored only in electronic form. If we cannot
access this evidence, it will have ongoing, significant effects on our ability to identify, stop, and
prosecute these offenders.

We have always respected the fundamental right of people to engage in private communications,
regardless of the medium or technology. Whether it is instant messages, texts, or old- fashioned
letters, citizens have the right to communicate with one another in private without unauthorized
government surveillance not simply because the Constitution demands it, but because the free
flow of information is vital to a thriving democracy.

The FB1is using all lawful investigative techniques and methods to combat these terrorist threats
to the United States, including both physical and electronic surveillance. Physical surveillance is
a critical and essential tool in detecting, disrupting, and preventing acts of terrorism, as well as
gathering intelligence on those who are capable of doing harm to the nation. Along with our
domestic and foreign partners, we are collecting and analyzing intelligence about the ongoing
threat posed by foreign terrorist organizations and homegrown violent extremists. We continue
to encourage information sharing; in partnership with our many federal, state, local, and tribal
agencies assigned to Joint Terrorism Task Forces around the country, we remain vigilant to
ensure the safety of the American public.

Be assured, the FB{ continues to pursue increased efficiencies and information sharing processes
as well as pursue technological and other methods to help stay ahead of threats to the homeland.
However, when changes in technology hinder law enforcement’s ability to exercise investigative
tools and follow critical leads, we may not be able to identify and stop terrorists who are using
social media to recruit, plan, and execute an attack in our country. Ultimately, we must ensure
both the fundamental right of people to engage in private communications as well as the
protection of the public.

Going Dark

While some of the contacts between groups like [SIL and potential recruits occur in publicly
accessible social networking sites, others take place via encrypted private messaging platforms.
This real and growing gap. which the FBI refers to as “Going Dark,” is an area of continuing
focus for the FBI; we believe it must be addressed, since the resulting risks are grave both in
both traditional eriminal matters as well as in national security matters.

'
w
'
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The United States government actively communicates with private companies to ensure they
understand the public safety and national security risks that result from malicious actors’ use of
their encrypted products and services. Though the Administration has decided not to seek a
legislative remedy at this time, we will continue the conversations we are having with private
industry, State, local, and tribal law enforcement, our foreign partners, and the American people.
The FBI thanks the committee members for their engagement on this crucial issue.

Intelligence

Integrating intelligence and operations is part of the broader intelligence transformation the FBI
has undertaken in the last decade. We are making progress, but have more work to do. We have
taken two steps to improve this integration. First, we have established an Tntelligence Branch
within the FBI headed by an Executive Assistant Director ("EAD"). The EAD looks across the
entire enterprise and drives integration. Second, we now have Special Agents and new
Intelligence Analysts at the FB1 Academy engaged in practical training exercises and taking core
courses together. As a result, they are better prepared to work well together in the field. Our goal
every day is to get better at using, collecting and sharing intelligence to better understand and
defeat our adversaries.

The FBI cannot be content to just work with what is directly in front of us. We must also be able
to understand the threats we face at home and abroad and how those threats may be connected.
Towards that end, the FBI gathers intelligence, consistent with our authorities, to help us
understand and prioritize identified threats and to determine where there are gaps in what we
know about these threats. We then seek to fill those gaps and learn as much as we can about the
threats we are addressing and others on the threat landscape. We do this for national security and
criminal threats, on both a national and local field office level. We then compare the national and
local perspectives to organize threats into priority for each of the FBI's 36 field offices. By
categorizing threats in this way, we strive to place the greatest focus on the gravest threats we
face. This gives us a better assessment of what the dangers are, what's being done about them,
and where we should prioritize our resources.

Counterintelligence

We still confront traditional espionage—spies posing as diplomats or ordinary citizens. But
espionage also has evolved. Spies today are often students, researchers, or businesspeople
operating front companies. And they seck not only state secrets, but trade secrets, intellectual
property, and insider information from the federal government, U.S. corporations, and American
universities. Foreign intelligence entities continue to grow more creative and more sophisticated
in their methods to steal innovative technology, critical research and development data, and
intellectual property. Their efforts seek to erode America’s leading edge in business, and pose a
significant threat to our national security.

We remain focused on the growing scope of the insider threat—that is, when trusted employees
and contractors use their legitimate access to information to steal secrets for the benefit of
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another company or country. This threat has been exacerbated in recent years as businesses have
become more global and increasingly exposed to foreign intelligence organizations.

To combat this threat, the FBI's Counterintelligence Division has undertaken several initiatives.
We directed the development, deployment, and operation of the Hybrid Threat Center (HTC) to
support Department of Commerce Entity List investigations. The HTC is the first of its kind in
the FBI; it has been well-received in the U.S. Intelligence Community, multiple FBI divisions,
and the private sector.

The Counterintelligence and Cyber Divisions have also partnered to create the Cyber-
Counterintelligence Coordination Section. This goal of this section is to effectively identify,
pursue, and defeat hostile intelligence services that use cyber means to penetrate or disrupt U.S.
govenment entities or economic interests by increasing collaboration, coordination, and
interaction between the divisions. Finally, the Counterintelligenee Division and the Office of
Public Affairs collaborated to conduct a joint media campaign regarding the threat of economic
espionage. As a result of this collaboration, the FBI publicly released a threat awareness video
called The Company Man: Protecting America’s Secrets. This video is available on the FBI's
public website and has been shown more than 1,300 times across the United States by the
Counterintelligence Division’s Strategic Partnership Coordinators to raise awareness and
generate referrals from the private sector. The video was also uploaded to YouTube in July 2015
and has received over 97,000 views since then.

Cyber

We face sophisticated cyber threats from state-sponsored hackers, hackers for hire, organized
cyber syndicates, and terrorists. On a daily basis, cyber actors seek our state and (rade secrets,
our technology, and our ideas—things of incredible value to all of us and of great importance to
the conduct of our government business and our national security. These threats seek to strike
our critical infrastructure and to harm our economy.

The pervasiveness of the cyber threat is such that the FBI and other intelligence, military,
homeland security, and law enforcement agencies across the govenment view cyber security and
cyber-attacks as a top priority. Within the FBI, we are targeting the most dangerous malicious
cyber activity: high-level intrusions by state-sponsored hackers and global cyber syndicates, and
the most prolific botnets. We need to be able to move from reacting to such attacks afier the fact
to operationally preventing such attacks. That is a significant challenge, but one we embrace.

As the commiltee is well aware, the frequency and impact of cyber-attacks on our nation’s
private sector and government networks have increased dramatically in the past decade and are
expected to continue to grow.

We continue to see an increase in the scale and scope of reporting on malicious cyber activity
that can be measured by the amount of corporate data stolen or deleted, personally identifiable
information compromised, or rentediation costs incurred by U.S. victims. For example, as the
committee is aware, the Office of Personnel Management (OPM) discovered last year that a
nuniber of its systems were compronised. These systems included those that contain information
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related to the background investigations of current, former, and prospective federal government
employees and contractors, as well as other individuals for whom a federal background
investigation was conducted. The FBI is continuing to investigate this matter with our
interagency partners to investigate this matter.

Another growing threat to businesses and individuals alike is Ransomware. Last year alone there
was a reported loss of more than $24 million. The FBI works closely with the private sector so
that companies may make informed decisions in response to malware attacks. Companies can
prevent and mitigate malware infection by utilizing appropriate back-up and malware detection
and prevention systems, and training employees to be skeptical of emails, attachments, and
websites they don’t recognize. The FBI does not condone payment of ransom, as such a payment
does not guarantee a victim will regain access to their data, will not be targeted again, and may
inadvertently encourage continued criminal activity.

The FBI is engaged in a myriad of efforts to combat cyber threats, from efforts focused on threat
identification and sharing inside and outside of government, to our internal emphasis on
developing and retaining new talent and changing the way we operate to evolve with the cyber
threat. We take all potential threats to public and private sector systems seriously and will
continue to investigate and hold accountable those who pose a threat in cyberspace.

Criminal
We face many criminal threats, from complex white-collar fraud in the financial, health care, and
housing sectors to transnational and regional organized criminal enterprises to viclent crime and

public corruption. Criminal organizations—domestic and international—and individual criminal
activity represent a signiticant threat to our security and safety in communities across the nation,

Public Corruption

Public corruption is the FBI’s top criminal priority. The threat—which involves the corruption o
local, state, and federally elected, appointed, or contracted officials—strikes at the heart of
government, eroding public confidence and undermining the strength of our democracy. 1t
affects how well U.S. borders are secured and neighborhoods are protected, how verdicts are
handed down in court, and how well public infrastructure such as schools and roads are built.
‘The FBI is uniquely situated to address this issue, with our ability to conduct undercover
operations, perform electronic surveillance, and run complex cases. However, partnerships are
critical and we work closely with federal, state, local, and tribal authoritics in pursuing thesc
cases.

One key focus is border corruption. The federal government protects 7,000 miles of U.S. land
border and 95.000 miles of shorcline. Every day, more than a million visitors enter the country
through one of the 327 official Ports of Entry along the Mexican and Canadian borders, as well
as through seaports and international airports. Any corruption at the border enables a wide range
of illegal activities along these borders, potentially placing the entire nation at risk by letting
drugs, guns, money, and weapons of mass destruction slip into the country, along with criminals,
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terrorists, and spies. FBI-led Border Corruption Task Forces are the cornerstone of our efforts to
root out this kind of corruption. Located in nearly two dozen cities along our borders, these task
forces generally consist of representatives from the FBI; the Department of Homeland Security
Office of Inspector General, Customs and Border Protection [nternal Affairs; Transportation
Security Administration; Drug Enforcement Administration; Bureau of Alcohol, Tobacco,
Firearms, and Explosives; U.S. Immigration and Customs Enforcement-Office of Professional
Responsibility; and state and local law enforcement. Another focus concerns election crime,
Although individual states have primary responsibility for conducting fair and impartial
elections, the FBI becomes involved when paramount federal interests are affected or electoral
abuse oceurs.

Civil Rights

The FBI remains dedicated to protecting the constitutional freedoms of all Americans. This
includes aggressively investigating and working to prevent hate crime, “color of law” abuses by
public officials, human trafficking and involuntary servitude, and freedom of access to clinic
entrances violations-—the four top priorities of our civil rights program. We also support the
work and cases of our local and state partners as needed.

We need to do a better job of tracking and reporting hate ecnime and “color of law” violations to
fully understand what is happening in our communities and how to stop it. We cannot address
issues about use of force and ofticer-involved shootings or why violent crime is up in some cities
if we don't know the circumstances. Some jurisdictions fail to report hate crime statistics, while
others claim there are no hate crimes in their community—a fact that would be welcome if true.
We must continue to impress upon our state and local counterparts in every jurisdiction the need
to track and report hate crimes.. And we need the information they report to be accurate, to be
timely and to be accessible to everybody or it doesn't do much good. On the part of the FBL, we
are pushing for a more modern system of collecting data on officer-involved incidents and
violent crime at all levels. 1t's a large undertaking; it will take a few years to ensure that all of
the databases functional, but we are going to get there.

Health Care Fraud

We have witnessed an increase in health care fraud in recent years, including Medicare/Medicaid
fraud, pharmaceutical fraud, and illegal medical billing practices. Health care spending currently
makes up about 18 percent of our nation’s total economy. These large sums present an attractive
target for criminals. Health care fraud is not a victimless crime. Every person who pays for
health care benefits, every business that pays higher insurance costs to cover their employees,
and every taxpayer who funds Medicare is a victim. Schemes can also cause actual patient harm,
including subjecting patients to unnecessary treatment or providing substandard services and
supplies. As health care spending continues to rise, the FBI will use every tool we have to ensure
our health care dollars are used appropriately and not to line the pockets of criminals.
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The FBI currently has 2,783 pending health care fraud investigations. Over 70 percent of these
investigations involve government sponsored health care programs to include Medicare,
Medicaid, and TriCare, as well as other U.S. government funded programs. As part of our
collaboration cftorts, the FBI maintains investigative and intelligence sharing partnerships with
govemment agencies such as other Department of Justice components, Department of Health and
Human Services, the Food and Drug Administration, the Drug Enforcement Administration,
State Medicaid Fraud Control Units, and other state, local, and tribal agencies. On the private
side, the FBI conducts significant information sharing and coordination efforts with private
insurance partners, such as the National Health Care Anti-Fraud Association, the National
Insurance Crime Bureau, and private insurance investigative units. The FBI is also actively
involved in the Health Care Fraud Prevention Partnership, an effort to exchange facts and
information between the public and private sectors in order to reduce the prevalence of health
care fraud.

Fiolent Crime

Violent crimes and illegal gang activities exact a high toll on individuals and communities.
Today’s gangs are sophisticated and well organized; many use violence to control neiglborhoods
and boost their illegal money-making activities, which include robbery, drug and gun trafficking,
traud, extortion, and prostitution rings. Gangs do not limit their illegal activities to single
jurisdictions or communities. Because of'its authority, the FBI is able to work across
jurisdictional lines, which is vital to the fight against violent crime in big cities and small towns
across the nation. Every day, FBI special agents work in partnership with state, local, and tribal
law enforcement on joint task forces and individual investigations.

FBI joint task forces—Violent Crime Safe Streets, Violent Gany Safe Streets, and Safe Trails
Task Forces—focus on identifying and targeting major groups operating as criminal enterprises.
Much of the Bureau’s criminal intelligence is derived from our state, local, and tribal law
enforcement partners, who know their communities inside and out. Joint task forces benefit from
FBI surveillance assets and our sources track these gangs to identify emerging trends. Fhrough
these multi-subject and multi-jurisdictional investigations, the FB1 concentrates its efforts on
high-level groups engaged in patterns of racketeering. This investigative model enables us to
target senior gang leadership and to develop enterprise-based prosecutions.

Despite these efforts, there is something deeply disturbing happening all across America. The
latest Uniform Crime Reporting statistics gathered from the Preliminary Semiannual Uniform
Crime Report, Jarmary-June, 2015, show that the number of violent crimes in the nation
increased by 1.7 percent dunng the first six months of 2015 as compared with figures reported
for the same time in 2014, and this year we are also seeing an uptick of homicides in some cities.
The police chiefs in these cities report that the increase is almost entirely among young men of
color, at crime scenes in neighborhoods where multiple guns are recovered. There are a number
of theories about what could be causing this disturbing increase in murders in our nation’s cities
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and the FBI is working with our federal, state, and local partners to uncover the root causes of
violence and tackle it at its infancy.

Transnational Organized Crime

More than a decade ago, the image of organized crime was of hierarchical organizations, or
tamilies, that exerted influence over criminal activities in neighborhoods, cities, or states, but
organized crime has changed dramatically. Today, international criminal enterprises run multi-
national, multi-billion dollar schemes from start to finish. These criminal enterprises are flat,
fluid networks with global reach. While still engaged in many of the “traditional” organized
crime activities of loan-sharking, extortion, and murder, new criminal enterprises are targeting
stock market fraud and manipulation, cyber-facilitated bank fraud and embezzlement, identity
theft, trafficking of women and children, and other illegal activities. Preventing and combating
transnational organized crime demands a concentrated effort by the FBI and federal, state, local,
tribal, and international partners. The Bureau continues to share intelligence about criminal
groups with our partners and to combine resources and expertise to gain a full understanding of
each group.

Crimes Against Children

The FBI remains vigilant in its efforts to eradicate predators from our communities and to keep
our children safe. Ready response teams are stationed across the country to quickly respond to
abductions. [nvestigators bring to this issue the full array of forensic tools such as DNA, trace
evidence, impression evidence, and digital torensics. Through improved communications, law
enforcement also has the ability to quickly share information with partners throughout the world,
and these outreach programs play an integral role in prevention.

The FBI also has several programs in place to educate both parents and children about the
dangers posed by predators and to recover missing and cndangcered children should they be
taken. Through our Child Abduction Rapid Deployment Teams, Innocence Lost National
Initiative, Innocent Images National [nitiative, annual Operation Cross Country, Office for
Victim Assistance, 71 Child Exploitation Task Forces, and numerous community outreach
programs, the FBI and its partners are working to keep our children safe from harm.

Operation Cross Country, a nationwide law enforcement action focusing on underage victims of
prostitution, completed its ninth iteration during the first full week of October. Over 300
operational teams from over 500 agencies across 135 cities and 53 FBI Field Offices were
instrumental in recovering child viclims of all races and arresting pimps and customers. Ninety
victim specialists, in coordination with local law enforcement victim advocates and non-
governmental organizations, provided services to child and adult victims.

Indian Country

There are 567 federally recognized tribes in the United States, with the FBI and the Bureau of
Indian Affairs having concurrent jurisdiction for felony-level crimes on over 200 reservations.

.9
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According to the 2010 Census, there are nearly five million people living on over 56 million
acres of Indian reservations and other tribal lands. Criminal jurisdiction in these areas of our
country is a complex maze of tribal, state, federal, or concurrent jurisdiction.

The FBI’s Indian Country program currently has 124 special agents in 34 FBI field offices
primarily working Indian Country crime matters. The number of agents, the vast territory, the
egregious nature of crime being investigated, and the high frequency of the violent crime
handled by these agents makes their responsibility exceedingly arduous. The FBI has |5 Safe
Trails Task Forces that investigate violent crime, drug oftenses, and gangs in Indian Country,
and we continue to address the emerging threat from fraud and other white-collar crimes
committed against tribal gaming facilities.

Sexual assault and child sexual assault are two of the FBI's investi gative priorities in Indian
Country. Statistics indicate that American Indians and Alaska Natives suffer violent crime at
greater rates than other Americans. Approximately 75 percent of all FBI Indian Country matters
involve death investigations, physical and/or sexual assault of a child, or aggravated assaults. At
any given time, approximately 30 percent of the FBI's Indian Country investigations are based
on allegations of sexual abuse ol a child.

The FBI continues to work with Tribes through the Tribal Law and Order Act of 2010 to help
Tribal governments better address the unique public safety challenges and disproportionately
high rates of violence and victimization in many tribal communities. The act encourages the
hiring of additional law enforcement ofticers for Native American lands, enhances tribal
authority to prosecute and punish criminals, and provides the Bureau of Indian Affairs and tribal
police officers with greater access to law enforcement databases.

FBI Laboratory

The FBI Laboratory is onc of the largest and most comprehensive forensic laboratories in the
world. Operating out of a state-of-the-art facility in Quantico, Virginia, laboratory personnel
travel the world on assignment, using science and technology to protect the nation and support
law enforcement, intelli gence, military, and forensic science partners. The Lab’s many services
include providing expen testimony, mapping crime scenes, and conducting forensic exams of
physical and hazardous evidence. Lab personnel possess expertise in many areas of forensics
supporting law enforcement and intelligence purposes, including explosives, trace evidence,
documents, chemistry, cryptography, DNA, facial reconstruction, fingerprints, firearms, and
WMD.

One example of the Lab’s key services and programs is the Combined DNA Index System
(CODIS), which relies on computer technology to create a highly eftective tool for linking
crimes. It enables federal, state, and local forensic labs to exchange and compare DNA profiles
electronically, thereby connecting violent crines and known offenders. Using the National DNA
Index System of CODIS, the National Missing Persons DNA Database helps identify missing
and unidentified individuals.
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Another example of the laboratory’s work is the Terrorist Explosives Device Analytical Center
(TEDAC).. TEDAC was formally established in 2004 to serve as the single interagency
organization to receive, fully analyze, and exploit all priority terrorist improvised explosive
devices (IEDs). TEDAC coordinates the cfforts of the entirc government, including law
enforcement, intelligence, and military entities, to gather and share intelligence about [EDs.
These efforts help disarm and disrupt [EDs, link them to their makers, and prevent future attacks.
Although originally focused on devices from Iraq and Afghanistan, TEDAC now receives and
analyzes devices from all over the world.

The National Institute of Justice (NIJ) and the FBI have formed a partnership to address one of
the most difficult and complex issues facing our nation’s criminal justice system: unsubmitted
sexual assault kits (SAKs). The FBI is the testing laboratory for the SAKs that law enforcement
agencies and public forensic laboratories nationwide submit for DNA analysis. The NIJ
coordinates the submission of kits to the FBI, and is responsible for the collection and analysis of
the SAK data. The goal of the project is to better understand the issues concerning the handling
of SAKs for both law enforcement and forensic laboratories and to suggest ways to improve the
collection and processing of quality DNA evidence.

Additionally, the Laboratory Division maintains a capability to provide forensic support for
significant shooting investigations. The Laboratory Shooting Reconstruction Team provides
support to FBI field oftices by bringing together expertise from various Laboratory components
to provide enhanced technical support to document complex shooting crime scenes. Services are
scene and situation dependent and may include mapping of the shooting scene in two or three
dimensions, scene documentation through photography, including aerial and oblique imagery,
360 degree photography and videography, trajectory reconstruction, and the analysis of gunshot
residuc and shot patterns. Significant investigations supported by this tcam in recent years
include the shootings in Chattanooga, the Charleston church shooting, the shootings at the
Census Bureau and NSA, the shooting death of a Pennsylvania State Trooper, the Metcalf Power
Plant shooting in San Francisco, and the Boston Bombing/Watertown Boat scene.

Information Technology

The Information and Technology Branch provides information technology to the FBI enterprise
in an environment that is consistent with intelligence and law enforcement capabilities, and
ensures reliability and accessibility by members at every location at any moment in time.
Through its many projcets and initiatives, it is expanding its information technology (IT) product
offerings to better serve the operational needs of the agents and analysts and raising the level of
services provided throughout the enterprise and with its counterparts in the law enforcement
arena and Intelligence Community.

FBI special agents and analysts need the best technological tools available to be responsive to the
advanced and evolving threats that face our nation. Enterprise information technology must be
designed so that it provides information to operational employees rather than forcing employees
to conform to the tools available. IT equipment must be reliable and accessible, as close to where
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the work is performed as possible. By doing so, the FBI will decrease the time between
information collection and dissemination.

Special agents and intelligence analysts are most effective when their individual investigative
and intelligence work and collected information is connected to the efforts of thousands of other
agents and analysts. We have developed software that makes that possible by connecting cases to
intelligence, threats, sources, and evidence with our enterprise case and threat management
systems. Similarly, we have provided our agents and analysts with advanced data discovery,
analytics, exploitation, and visualization capabilities through tools integration and software
development. In addition, we have enterprise business applications that address administrative,
legal compliance, internal training standards, investigative and intelligence needs, and
information sharing services. These tools allow for better data sharing with our law enforcement
partners and allow FBI agents and analysts to share FBI intelligence products with our
Intelligence Community partners around the world.

Conclusion

Finally, the strength of any organization is its people. The threats we face as a nation have never
been greater or more diverse and the expectations placed on the Bureau have never been higher.
Our fellow citizens look to us to protect the United States from all of those threats and the men
and women of the Bureau continue to meet and exceed those expectations, every day. I want to
thank them for their dedication and their service.

Chairman Goodlatte, Ranking Member Conyers, and members of the committee, thank you
again for this opportunity to discuss the FBI's programs and priorities. Mr. Chairman, we are
grateful for the leadership that you and this committee have provided to the FBI. We would not
be in the position we are today without your support. Your support of our workforce, our
technology, and our infrastructure make a difference every day at FBI offices in the United
States and around the world, and we thank you for that support. I look forward to answering any
questions you may have.

S12-

FBI 18-cv-01766-171



34

Mr. GOODLATTE. Thank you, Director Comey.

We will now begin questioning under the 5-minute rule, and I
will begin my recognizing myself.

You testified that the FBI did not investigate the veracity of Sec-
retary Clinton’s testimony to the Select Benghazi Committee under
oath. We referred the matter to the United States attorney for the
District of Columbla e e e

Clinton’s!

Mr. GOODLATTE When do you expect that you will be able to tell
us more about this pending matter before the FBI?

Mr. CoMmEY. I don’t know, sir.

Mr. GOODLATTE. Paul Combetta with Platte River Networks post-
ed to Reddit asking how to “strip out a VIP’s (VERY VIP) email
address from a bunch of archived email.” He went on, “The issue
is that these emails involve the private email address of someone
you'd recognize, and we're trying to replace it with a placeholder
address as to not expose it.”

This clearly demonstrates actions taken to destroy evidence by
those operating Secretary Clinton’s private server and by her staff.
Certainly, Combetta did not take it upon himself to destroy evi-
denf(ée but had been instructed to do so by Secretary Clinton or her
staff.

So my first question to you is, was the FBI aware of this Reddit
post prior to offering Mr. Combetta immunity on May 3, 20167

Mr. CoMEY. I am not sure. I know that our team looked at it.
I don’t know whether they knew about it before then or not.

Mr. GOODLATTE. Isn’t this information evidence of obstruction of
justice and a violation of Mr. Combetta’s immunity deal?

Mr. CoMEY. Not necessarily, no.

Mr. GOODLATTE. Why not?

Mr. CoMEY. It depends on what his intention was, why he want-
ed to do it. And I think our team concluded that what he was try-
ing to do was, when they produced emails, not have the actual ad-
dress but have some name or placeholder instead of the actual dot-
com address in the “from” line.

Mr. GOODLATTE. Last week, the American people learned that
Cheryl Mills, Secretary Clinton’s longtime confidant and former
State Department chief of staff, and Heather Samuelson, counsel
to Secretary Clinton in the State Department, were granted immu-
nity for production of their laptops. Why were they not targets of
the FBI's criminal investigation? ‘

Mr. CoMEY. Well, a target is someone on whom you have suffi-
cient evidence to indict. A subject is someone whose conduct at
some point during the investigation falls within the scope of the in-
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vestigation. So, certainly, with respect to Ms. Mills, at least ini-
tially, because she was an email correspondent, she was a subject
of the investigation.

Mr. GooDLATTE. Did the FBI find classified information on either
of their computers?

Mr. CoMEY. I think there were some emails still on the computer
that were recovered that were classified, is my recollection.

Mr. GOODLATTE. Isn’t that a crime?

Mr. CoMEY. Is what a crime, sir?

Mr. GOoDLATTE. Having classified information on computers that
are %utside of the server system of the Department of State unse-
cured.

Mr. CoMEY. No. It is certainly something—without knowing
more, you couldn’t conclude whether it was a crime. You would
have to know what were the circumstances, what was the intention
around that. But it is certainly something—it is the reason we con-
ducted a yearlong investigation to understand where emails had
gone on an unclassified system that contained classified informa-
tion.

Mr. GOODLATTE. And what did you determine with regard to the
emails found on her computer?

Mr. CoMEY. I hope I am getting this right, and my troops will
correct me if I am wrong, but they were duplicates of emails that
had been produced, because the emails had been used to sort before
a production. :

Mr. GOODLATTE. Now, both Cheryl Mills and Heather Samuelson
were granted immunity for production of these computers, these
laptops. Why were they then allowed to sit in on the interview with
Secretary Clinton?

Mr. CoMEY. Right. The Department of Justice reached a letter
agreement with the two lawyers to give them what is called act-
of-production immunity, meaning nothing that is found on the
laptop they turn over will be used against them directly, which is
a fairly normal tool in investigations.

They were—Ms. Mills, in particular, was a member of Secretary
Clinton’s legal team. And so Secretary Clinton decides which of her
lawyers come to voluntary interviews with the FBI.

Mr. GOODLATTE. Is it usual to allow a witness or potential wit-
ness in a subsequent prosecution, had one been undertaken, to be
present in the room when the FBI interviews another witness and
potential target of an investigation?

Mr. CoMEY. The FBI has no ability to exclude or include any
lawyer that a subject being interviewed chooses to have there.

Mr. GOODLATTE. Even if the lawyer is a witness in the case? Can
you cite any other instance in which a witness to a criminal inves-
tigation, who has already been interviewed by the FBI, has been
allowed to accompany and serve as legal counsel to the target of
that investigation?

Mr. CoMEY. I can’t from personal experience. It wouldn’t surprise
me if it happened. '

The FBI has no ability to decide who comes to an interview in
a voluntary interview context. If it was a judicial proceeding, a
judge could police who could be there. And, obviously, lawyers are
governed by canons of ethics to decide what matters they can be
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anolved in. But it doesn’t fall to us to say: You can be in, you can’t
e in.

Mr. GOODLATTE. But wouldnt you agree that it is a conflict of
interest for them to serve as attorneys for Secretary Clinton in this
matter, having been interviewed by the FBI as witnesses?

Mr. CoMEY. That is a question a lawyer has to answer for him-
or herself.

Mr. GOODLATTE. You are a lawyer, Director Comey. What is your
opinion of that?

Mr. CoMEY. Oh, I don’t want to offer an opinion on that, but that
is something a lawyer has to decide for themselves, I assume, with
counsel and consulting our canons of ethics, what matters you can
be involved in and what you can’t.

But, again, the Bureau’s role in conducting a voluntary interview
is to interview the subject. Who they bring is up to them.

Mr. GOODLATTE. How can you trust the veracity of Secretary
Clinton’s answers, knowing that witnesses previously interviewed
by the FBI were allowed to participate in the interview?

Mr. COMEY. We assess the answers based on what is said and
all the other evidence we have gathered.

Mr. GOODLATTE. In

Mr. CoMEY. It doesn’t matter

Mr. GOODLATTE [continuing]. Consultation with her “attorneys,”
who are also witnesses to what was previously done earlier and
may, in fact, have, themselves, violated the law, for which they re-
quested and were granted immunity.

Mr. COMEY. Again, the answer is—excuse me—the answer is the
same. We make the assessment based on what the witness says
and the other evidence we have gathered in the case. Who is sitting
there, to me, is not particularly germane.

Mr. GOODLATTE. Thank you. My time has expired.

The Chair recognizes the gentleman from Michigan, Mr. Conyers,
for his questions.

Mr. CONYERS. Thank you.

Thank you so much.

Director James Comey, twice this past week, the city of Char-
lotte, North Carolina, has been shaken by the shooting deaths of
Black men. It is only one city out of many in this country looking
for answers about the use of force by police. We on this Committee
are looking for answers too.

You are a vocal advocate for better collection of information
about violent encounters between police and civilian. Has the FBI’s
ability to collect this information improved in the year since we
have last discussed it? And why are these statistics so important
to our current discussion on the use of force by police?

Mr. CoMEY. Thank you, Mr. Conyers.

We are having passionate, important conversations in this coun-
try about police use of force in connection with encounters with ci-
vilians, especially with African-Americans.

Mr. CONYERS. Yes. Jr»

Mr. CoMEY. All of those conversations are uninformed today.
They are all driven by anecdote. Because, as a country, we simply
don’t have the information to know: Do we have an epidemic of vio-
lence directed by law enforcement against Black folks? Do we have
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an epidemic involving brown folks? White folks? We just don’t
know. And in the absence of that data, we are driven entirely by
anecdote, and that is a very bad place to be.

I don’t know whether there is an epidemic of violence. My in-
stincts tell me there isn’t, but I don’t know. I can’t tell you whether
shootings involving people of any different color are up or down or
sideways, and nor can anybody else in this country. And so, to dis-
cuss the most important things that are going on in this country,
we need information. And the government should collect it. I can’t
think of something that is more inherently governmental than the
need to use deadly force in an encounter during law enforcement
work.

Mr. CONYERS. Yeah.

Mr. CoMEY. And so what has changed in the last year, which is
really good news, is that everybody in leadership in law enforce-
ment in the United States has agreed with this, and they have
agreed the FBI will build and maintain a database where we col-
lect important information about all such encounters involving the
use of deadly force. That will allow us to know what is going on
in this country so we can have a thoughtful conversation and resist
being ruled by individual anecdotes.

That is why it matters so much.

We are making progress. We will have this done—I would like
to have it done in the next year. Certainly in the next 2 years this
database will be up and running, because everybody gets why it
matters so much.

Mr. CONYERS. Thank you.

On August 30, I wrote to you regarding Donald Trump’s exten-
sive connections to the Russian Government. The letter cites to a
number of troubling reports, some that suggest mere conflicts of in-
terest, others that might suggest evidence of a crime.

Last Friday, we read a new report suggesting that Mr. Trump’s
foreign policy adviser has been meeting with high-ranking, sanc-
tioned officials in Moscow to discuss lifting economic sanctions if
Mr. Donald Trump becomes President. The same report quotes, “a
senior United States law enforcement official,” who says that this
relationship is being, “acti nitored and investigated.”

[ény. investiga:)

@Q:stlonﬁfﬁdin.ﬁ :

Mr. CONYERS. Well, more generally, then, is it lawful for a pri-
vate citizen to enter into official government negotiations with a
foreign nation? : )

Mr. CoMEY. I don’t think it is appropriate for me to answer that
hypothetical.

Mr. CONYERS. Uh-huh. Well, in my view, our research shows that
it is not. The Logan Act, 18 U.S.C., section 953, prohibits this con-
duct, in my view. ‘

Does Mr. Trump currently receive intelligence briefings from the
FBI?
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Mr. CoMEY. Both candidates and their running mates are offered
on a regular basis briefings from the entire intelligence community.
Some portion of the first briefing included an FBI segment, so yes.

Mr. CONYERS. Does his staff attend those meetings as well?

Mr. CoMEY. No, just the candidate and the Vice Presidential can-
didate.

Mr. CoNYERS. Uh-huh.

And, finally, if a member of either

Mr. CoMEY. Okay, no, I am wrong. I am sorry. I have to correct
what I said.

Each was allowed to bring two people. And, as I recall, Mr.
Trump did bring two individuals with clearances to the briefing.
Secretary Clinton did not.

I am sorry. I misstated that.

Mr. CoNYERS. All right.

Finally, if a member of either campaign were engaged in secret,
back-channel communications with a foreign adversary, could that
line of communication pose a threat to national security?

Mr. CoMEY. Mr. Conyers, I don’t think it is appropriate, given
that I am not commenting on whether we have an investigation,
to answer hypotheticals that might make it look like I am com-
menting on whether we have an investigation. So I would prefer
not to answer that, sir.

Mr. CoNYERS. Well, thank you for being here today. .

And I thank the Chairman and yield back.

Mr. GOODLATTE. The Chair thanks the gentleman, recognizes the
gentleman from Wisconsin, Mr. Sensenbrenner, for 5 minutes.

Mr. SENSENBRENNER. Thank you, Mr. Chairman.

Director Comey, welcome.

Who authorized granting Cheryl Mills immunity?

Mr. CoMEY. I am sorry?

Mr. SENSENBRENNER. Who authorized granting Cheryl Mills im-
munity?

Mr. CoMEY. It was a decision made by the Department of Jus-
tice. I don’t know at what level inside. In our investigations, any
kind of immunity comes from the prosecutors, not the investiga-
tors.

Mr. SENSENBRENNER. Okay. Did she request immunity?

Mr. CoMEY. I don't know for sure what the negotiations involved.
I believe her lawyer asked for act-of-production immunity with re-
spect to the production of her laptop. That is my understanding.
But, again, the FBI wasn’t part of those conversations.

Mr. SENSENBRENNER. Now, it has been a matter of public record
that Secretary Clinton brought nine people into the room where
two FBI agents were questioning her. Is that normal practice?

Mr. CoMEY. I don't know if there is a normal practice. I have
done interviews with a big crowd and some with just the subject.
It is unusual to have that large a number, but it is not unprece-
dented, in my experience.

Mr. SENSENBRENNER. Now, Cheryl Mills, you know, also stated
that she was an attorney. I am very concerned that when a fact
witness represents a client who might be the target of an investiga-
tion there is a conflict of interest.
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And, you know, rather than letting Ms. Mills make a determina-
tion, would the FBI be willing to refer the matter of a fact witness,
Ms. Mills in this case, representing a target, Secretary Clinton in
this case, to the appropriate bar association for investigation?

Mr. CoMEY. That is not a role for the FBI. Even though I happen
to be a lawyer, we are not lawyers; we are investigators.

Mr. SENSENBRENNER. Okay.

Mr. CoMEY. So that is a question for the legal part of the Depart-
ment of Justice.

Mr. SENSENBRENNER. Okay.

Why did Ms. Mills request immunity? Was she hiding something
or was she afraid that something would incriminate her that was
on her laptop?

Mr. CoMEY. I don’t know. I am sure that is a conversation she
and her lawyer had and then her lawyer had with lawyers at the
Department. I just don’t know.

Mr. SENSENBRENNER. Uh-huh. Well, you know, there was an op-
ed by Professor Jonathan Turley that appeared in the media that
said that there are a lot of good cases scuttled by granting immu-
nity. And there was lots of immunity that was granted here.

Doesn’t it concern you, as an investigator, that your chiefs in the
Justice Department decided to become an immunity-producing ma-
chine for many people who would have been very key witnesses
should there have been a prosecution?

Mr. CoMEY. I don’t think of it that way. It doesn’t strike me

there was a lot of immunity issued in this case. I know it is a com-
plicated subject, but there 1s all different kinds of immunity. There
are probably three different kinds that featured in this case. Fairly
typical in a complex, white-collar case, especially, as you try and
work your way up toward your subject. So my overall reaction is
this looks like ordinary investigative process to me.

Mr. SENSENBRENNER. Well, the target was not an ordinary tar-
get. I think we all know that. And since you announced that there
would be no prosecution of Secretary Clinton in July, there have
been several very material issues that are troubling, and would
this not require a reopening of the investigation to solve those
issues?

Mr. CoMEY. I haven’t seen anything that would come near to
that kind of situation.

Mr. SENSENBRENNER. Oh

Mr. CoMEY. I know there are lots of questions, lots of con-
troversy. I am very proud of the way this was done.

Mr. SENSENBRENNER. Well, you know, come on now. With all,

ou know, due respect, since you made this announcement, there
ﬂave been many more issues that came out that were not on the
table prior to your announcement that the investigation against
Secretary Clinton had been dropped.

And, you know, I think the American public is entitled to an-
swers on this, particularly since we have to know, you know, the
extent of the classified information which ended up being in the
private email server.

You know, all of us on this Committee have got security clear-
ances of some kind or another, you know, and I am kind of worried
that, you know, if I got some classified information and went back
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to my office and used an unsecured server to send it to somebody
who may also have had classified information, I would be in big
trouble. And I should be in big trouble if I did something like that.

There seems to be different strokes for different folks on this.
And that is what Americans are concerned about, particularly
when we are looking to elect someone to the highest office of the
land and the leader of the free world.

I don’t think your answers are satisfactory at all, Mr. Comey. I
do have a great deal of respect for you, but I think that there is
a heavy hand coming from someplace else.

And, with that, I yield back.

Mr. GOODLATTE. The Chair thanks the gentleman, recognizes the
gentleman from New York, Mr. Nadler, for 5 minutes.

Mr. NADLER. Thank you, Mr. Chairman.

First, let me express my admiration and thanks to the FBI for
the professional manner and excellent work they did in the bomb-
ings that occurred in New York about a block out of my district to
apprehend the suspect within, what, 48 hours. And through every-
thing, it was a very good indication of teamwork and of profes-
sionalism, and I congratulate you on that.

Secondly, let me say that I think that the mud that is being
thrown from the other side of this table here continually, only be-
cause of the ongoing Presidential election, in the case in which the
FBI decided there was nothing to prosecute, it is over—we all know
nobody would even be talking about it if one weren’t—if Hillary
Clinton weren’t a Presidential candidate. This is pure political ma-
neuvering.

But let me talk about a case that may pose a current national
security threat to the United States and ask you a few questions
about that.

In his earlier remarks, Mr. Conyers referenced an August 30 let-
ter from the Ranking Members of a number of House Committees.
That letter asked whether the FBI was investigating troubling con-
nections between Trump campaign officials and Russian interests
and whether they contributed to the illegal hacking of the Demo-
cratic National Committee and the Democratic National Campaign
Committee.

You are familiar with that letter, I take it.

Mr. COMEY. Yes, I am familiar with the letter.

Mr. NADLER. I would like to ask you a few questions.

The letter said this: “On August 8, 2016, Roger Stone, a Donald
Trump confidant, revealed that he has communicated with
WikiLeaks founder Julian Assange about the upcoming release of
additional illegally hacked Democratic documents. Mr. Stone made
these statements during a Republican campaign event while an-
swering a question about a potential October surprise.”

Obviously, if someone is stating publicly that he is in direct com-
munication with the organization that obtained these illegally
hacked documents, I assume the FBI would want to talk to that
| person. ‘

Has the FBI interviewed Roger Stone about his commuilications
“with Julian Assange or his knowledge of how WikiLeaks got these
illegally obtained documents?

Mr. COMEY. I can’t comment on that.
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Mr. NADLER. Mr. Stone stated that he has knowledge about up-
coming leaks of additional illegally hacked documents. Has the FBI
asked him about those communications?

Mr. CoMEY. I also can’t comment on that.
Mr. NADLER. Becau

Mr NADLER Director Comey, the FBI acknowledged in private—
in public statements and testimony that it—acknowledged that it
was investigating Secretary Clinton’s use of a private email server,

and that was while the investigation was still ongoing. Now you

can’t comment on whether there is an investigation.
Is there a different standard for Secretary Chnton and Donald
Trump? If not, w

tigation. ngo u r.ove gr ‘
ment exceptiin;:cer aln‘exceptlonal mrcumstances"
Mr. NADLER. Aren’t there exceptwnal circumstances when close
officials to a candidate of a major political party for the United
States says publicly that he is in communication with foreign offi-
cials and anticipates further illegal activity?

Mr. COMEY. I don’t think so.

Mr. NADLER. Mr. Trump’s campaign chairman, Paul Manafort,
resigned after failing to disclose his role in assisting a pro-Russian
party in Ukraine. The Associated Press reported, “Donald Trump’s
campaign chairman helped a pro-Russian party in Ukraine secretly
route $2.2 million in payments to two prominent Washington lob-
bying firms in 2012, and did so in a way that effectively obscured
the foreign political party’s efforts to influence U.S. policy.”

Has the FBI interviewed Mr. Manafort about his failure to dis-
close his work for this foreign government, as Federal law re-
quires?

Mr. COMEY. I have to give you the same answer, Mr. Nadler.
Mr. NADLER. Has the FBI interviewed Rick Gates, who report-

edly still works for the Trump campaign, about his involvement in
this scheme?

Mr. COMEY. Same answer, sir.

Mr. NADLER. Same answer.

Director Comey, after you investigated Secretary Clinton, you
made a decision to explain publicly who you interviewed and why.
You also disclosed documents, including notes from this inter-
view—from those interviews.

Why shouldn’t the American people have the same level of infor-
mation about your investigation of those associated with Mr.
Trump?

Mr. CoMmEyY. Well, I am not confirming that we are investigating
people assoc%ated with Mr. Trump.

In the matter of the email investigation, it was our judgment—
my judgment and the rest of the FBI's judgment that those were
exceptional circumstances where the public needed transparency.
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Mr. NADLER. Okay.

My final question is the following. You investigated Secretary
Clinton’s emails and so forth, everything we have been talking
about. You concluded, I believe quite properly, there was nothing
to prosecute. And you have announced, in my opinion quite prop-
erly, that you had investigated it and there was nothing there—or
there was nothing to prosecute. That was proper.

But having announced—when a prosecutorial agency announces
that “we have investigated so-and-so and we have decided to pros-
ecute because” or “we have investigated so-and-so and we have de-
cided not to prosecute because,” why is it appropriate for that pros-
ecutorial agency to go further and say, “Even though we decided
not to prosecute, we still think this person did this, that, or the
other thing and it was proper or improper”? Why is it proper for
a prosecutorial agency to characterize your opinion of the propriety
of the actions of someone who you have announced that you have
decided did nothing criminal and shouldn’t be prosecuted?

Mr. CoMEY. That is a very hard decision. That is why it is the
exception to the rule. You do risk damaging someone who isn’t con-
victed.

The judgment I made in this case is, given the unusual—in fact,
I hope unprecedented—nature of this investigation, that it was ap-
propriate to offer that transparency. Not an easy call. I really wres-
tled with it, but I think, on balance, it was the right call.

Mr. NADLER. Let me just say before my time expires that I
think—and I am just talking for myself—that that was highly inap-
propriate; that, having determined that there was nothing to pros-
ecute and having announced that quite properly, for a prosecuting
agency, the Department of Justice, to comment with comments that
will be looked upon as authoritative that what she did was right
or wrong or good or bad is not the appropriate role of a prosecuting
agency and risks, not in this case perhaps, but risks—and I talk
really now because of the future.

I don't want to see that happen again with regard to anybody,
because it puts anybody who did not commit a crime, who you or
the Justice Department or whoever has determined did not commit
a crime or there is no evidence sufficient to prosecute, puts them
at the mercy of the opinion of an individual or individuals within
the prosecuting agency. And that is just not right under our sys-
tem.

I yield back.

Mr. GOODLATTE. The time of the gentleman has expired.

The Chair recognizes the gentleman from Texas, Mr. Smith, for
5 minutes.

Mr. SMITH. Thank you, Mr. Chairman.

Director Comey, thank you for those examples of the FBI's good
work in your opening statement. I think we all appreciate what the
FBI has done.

My first question is this: Would you reopen the Clinton investiga-
tion if you discovered new information that was both relevant and
substantial?

Mr. CoMEY. It is hard for me to answer in the abstract. We
would certainly look at any new and substantial information.
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Mr. SMITH. Yeah. Let’s impersonalize it—in general, if you dis-
covered new information that was substantial and relevant, you
would reopen an investigation, would you not?

Mr. COMEY. Again, even in general, I don’t think we can answer
that in the abstract. What we can say is, if people—any investiga-
tion, if people have new and substantial information, we would like
to see it so we can make an evaluation.

Mr. SmITH. Okay. Let me give you some examples and mention
several new developments that T think have occurred and ask you
if you have become aware of them.

The first example is what the Chairman mentioned a while ago.
An employee at a company that managed former Secretary Clin-
ton’s private email server said, “I need to strip out a VIP’s (VERY
VIP) email address from a bunch of archived emails. Basically, they
don’t want the VIP’s email address exposed to anyone.”

I assume you are aware of that.

Mr. COMEY. I am aware of that.

Mr. SmiTH. Okay.

The same employee called a new retention policy designed to de-
lete emails after 60 days a, “Hillary cover-up operation.” And you
saw that, did you not?

Mr. COMEY. Say the last—I am sorry, Mr. Smith, I couldn’t hear
the last——

Mr. SmiTH. The same employee called the new retention policy
designed to delete emails after 60 days a “Hillary cover-up oper-
ation.” You saw that?

Mr. CoMEY. I don’t know that particular language.

Mr. SmITH. Okay. We will get you the source, but you can take
my word for it that that is what he said.

Mr. CoMmEY. I will.

Mr. SMITH. Another example: A former Clinton Foundation em-
ployee, who also managed the Clinton server, destroyed devices
used by former Secretary Clinton by smashing them with a ham-
mer. You are aware of that?

Mr. COMEY. Yes.

Mr. SMITH. Okay.

Two employees of the company that managed former Secretary
Clinton’s server recently pled the Fifth Amendment to Congress to
avoid self-incrimination. And you are aware of that?

Mr. COMEY. Yes.

Mr. SmiTH. Okay.

And then, lastly, 15,000 more work-related emails were discov-
ered, though there had been an attempt to wrongly delete them.
And you are aware of that?

Mr. CoMEY. I think we discovered them.

Mr. SMITH. Right. '

To me, Director Comey, what I cited are not the actions of inno-
cent people. There is a distinct possibility that Mrs. Clinton or her
staff directed others to destroy evidence in a government investiga-
tion, which, of course, is against the law. So I would urge you to
reopen your investigation. '

Do you want to comment on that?

Mr. CoMEY. I don’t.
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Mr. SMITH. Okay. I know you can’t tell us whether you have or
have not, but I believe I have given evidence of new information
that is relevant and substantial that would justify reopening the
investigation.

My next question is this: I know you granted immunity to a
number of individuals, but if you had new information that is rel-
evant and substantial, you would be able to investigate them fur-
ther, wouldn’t you?

Mr. COMEY. Not to quibble, the FBI doesn’t grant immunity to
anybody. The Department of Justice is able to grant very different
kinds of immunity. If new and substantial evidence develops either
that a witness lied under a grant of use immunity or under any
kind of immunity, of course the Department of Justice can pursue
it.

Mr. SMITH. Okay.

Mr. CoMEY. Nobody gets lifetime immunity.

Mr. SMITH. Right. Okay. Thank you, Director Comey.

Last question is this: As Chairman of the Science Committee, I
issued the FBI a subpoena on September 19, 2016. The due date
for a response was 2 days ago, September 26. Bureau staff has still
not provided the requested information and documents.

Yesterday, we pointed out to them that the Science Committee
has jurisdiction over the National Institute of Standards and Tech-
nology, which sets standards for the Federal Informatlon Security
- Modernization Act of 2014.

I trust you intend to comply with the subpoena.

Mr. CoMEY. I intend to continue the conversations we have been
having about the subpoena.

Mr. SMITH. Yeah.

Mr. COMEY. As you know, we have made a lot of documents
available to at least six Committees, and the question of whether
we should make them additional—available to another Committee
is something that we are struggling with but talking to your folks
about.

Mr. SmiTH. Okay. To me, there is no struggle. If we have clear
jurisdiction, which we can demonstrate it, I think, obligates you to
comply with the subpoena.

Mr. COMEY. Yes, sir. We are not trying to be disrespectful. We
are just not sure we see the jurisdictional issue the way that your
folks do. But we are continuing to talk about it.

Mr. SMITH. Okay. Thank you, Director Comey.

Mr. Issa. Would the gentleman yield?

Mr. SMITH. I will yield to the gentleman from California.

Mr. IssA. Thank you.

The Chairman of the full Committee had asked something ear-
lier, and I just want to point out and ask that it be placed in the
record—according to the Maryland Code of Ethics 19301.11, it spe-
cifically prohibits a former or current government officer or em-
ployee from acting as a counsel to someone that they represented
in government. And I would like that to be placed in the record.

In light of the fact that the Maryland Bar has

Mrd GOODLATTE. Without objection, it will be made a part of the
record.

[The information referred to follows:]
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Rule 1.11 Special Conflicts of Interest for
Former and Current Government Officers and
Employees

(a) Except as law may otherwise expressly permit, a lawyer who has
formerly served as a public officer or employee of the government:

(1) is subject to Rule 1.9{(c); and

{2) shall not otherwise represent a client in connection with a matter
in which the lawyer participated personally and substantially as a
public officer or employee, unless the appropriate government
agency gives its informed consent, confirmed in writing, to the

representation.

(b) When a lawyer is disqualified from representation under paragraph
(a), no lawyer in a firm with which that lawyer is associated

may knowingly undertake or continue representation in such a matter
unless:

(1) the disqualified lawyer is timely screened from any participation
in the matter and is apportioned no part of the fee therefrom; and

(2) written notice is promptly given to the appropriate government
agency to enable it to ascertain compliance with the provisions of
this Rule.

(c) Except as law may otherwise expressly permit, a lawyer having
information that the lawyer knows is confidential government information
about a person acquired when the lawyer was a public officer or
employee, may not represent a private client whose interests are adverse
to that person in a matter in which the information could be used to the
material disadvantage of that person. As used in this Rule, the term
"confidential government information"” means information that has been
obtained under governmental authority and which, at the time this Rule is
applied, the government is prohibited by law from disclosing to the public
or has a legal privilege not to disclose and which is not otherwise available
to the public. A firm with which that lawyer is associated may undertake
or continue representation in the matter only if the disqualified lawyer is
timely screened from any participation in the matter and is apportioned no
part of the fee therefrom.

(d) Except as law may otherwise expressly permit, a lawyer currently
serving as a public officer or employee:

(1) is subject to Rules 1.7 and 1.9; and
(2) shall not:

(i) participate in a matter in which the lawyer participated
personally and substantially while in private practice or non-
governmental employment, unless the appropriate government
agency gives its informed consent, confirmed in writing; or
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(ii) negotiate for private employment with any person who is
involved as a party or as lawyer for a party in a matter in which
the lawyer is participating personally and substantially, except
that a lawyer serving as a law clerk to a judge, other
adjudicative officer or arbitrator may negotiate for private
employment as permitted by Rule 1.12(b) and subject to the
conditions stated in Rule 1.12(b).

(e) As used in this Rule, the term "matter” includes:

(1) any judicial or other proceeding, application, request for a ruling
or other determination, contract, claim, controversy, investigation,
charge, accusation, arrest or other particular matter involving a
specific party or parties, and

(2) any other matter covered by the conflict of interest rules of the
appropriate government agency.
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Mr. IssA. In light of the fact the Maryland Bar has this prohibi-
tion, would that have changed your view of allowing her in and
saying you had no authority?

Mr. CoMEY. I am not qualified nor am I going to answer ques-
tions about legal ethics in this forum. The FBI has no basis to ex-
clude somebody from an interview who the subject of the interview
says is on their legal team.

Mr. SMITH. Okay. Thank you, Director Comey.

Thank you, Mr. Chairman. I yield back.

Mr. GOODLATTE. The Chair thanks the gentleman, recognizes the
gentlewoman from California, Ms. Lofgren, for 5 minutes.

Ms. LOFGREN. Thank you, Mr. Chairman.

And thank you, Director Comey, for once again appearing before
this Committee, as you appear before so many Committees here in
the House. Sometimes I wonder how you get any work done at all,
that you are called up here so frequently.

You know, there has been a lot of focus on the private email that
Secretary Clinton used, just as her predecessor, Colin Powell, used.
So far as I am aware from the public comments, there is no foren-
sic evidence that there was a breach of that server, although theo-
retically you could intrude and not leave evidence.

But there has been very little focus on the breach at the State
Department email system. Now, it has been reported in the press
that this breach of the State Department email system was one of
the largest ever of a Federal system and was accomplished by, ac-
cording to the press, either China or Russia.

I am wondering if you are able to give us any insight into wheth-
er it was, in fact, the Russians who hacked into the State Depart-
ment email system or whether that is still under investigation.

Mr. CoMEY. Not in this open forum, I can’t.

Ms. LOFGREN. All right. I am hoping that we can get some in-
sight in an appropriate classified setting on that.

Now, we have watched with some concern—and I know you are
also concerned—about the Russian intrusion into our election sys-
tem. It has been reported to us that the Russians hacked into the
Democratic National Committee database. They also hacked into
the Democratic Congressional Campaign Committee. And it seems
that they are making an effort to influence the outcome of this elec-
tion. We have been warned that the information stolen might not
just be released but also be altered and forged and then released,
in an effort to impact the election here in the United States.

Yesterday, there were press reports—and I don’t know if they are
accurate, and I am interested if you are able to tell us—that the
Russians have also hacked the telephones of Democratic staffers
and that there was a request for Democratic staffers to bring their
cell phones into the FBI to have them mirrored.

Can you tell us anything about that?

Mr. COMEY. I can’t at this point. What I can say in response to
the first part of your question, any hacking is something we take
very seriously. Any hacking in connection with this Nation’s elec-
tion system is something we take extraordinarily seriously, the
whole of government. So 1t is something the FBI is spending a lot
of time on right now to try and understand. So what are they up
to and what does it involve and what is the scope of it to equip the
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